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March 18, 1988 

The Honorable Richard E. Lyng 
The Secretary of Agriculture 

Dear Mr. Secretary: 

Enclosed is our report which describes our in-depth evaluation of the internal and accounting 
controls at the Food and Nutrition Service. Our report identifies several serious, fundamental 
internal and accounting control weaknesses covering a wide range of the Service’s 
accounting operations. We believe these shortcomings are serious enough to warrant your 
attention. 

We performed this review as part of our overall responsibility to review federal government 
accounting systems and also to assess actions taken in implementing the Federal Managers’ 
Financial Integrity Act. 

As you are no doubt aware, the Service has planned or implemented a number of actions to 
enhance and improve its systems, including a comprehensive corrective action plan. Ultimate 
resolution of these issues will continue to require management action for some time in the 
future. 

We wish to thank the staff of the Service for its cooperation and positive attitude in dealing 
with the financial management problems discussed in this report. Copies of this report are 
being provided to the Inspector General and other interested parties. 

This report contains recommendations to you. The head of a federal agency is required by 
31 USC, 720 to submit a written statement on actions taken on these recommendations to 
the Senate Committee on Governmental Affairs and the House Committee on Government 
Operations not later than 60 days after the date of the report, and to the House and Senate 
Committees on Appropriations with the agency’s first request for appropriations made more b 
than 60 days after the date of the report. 

Sincerely yours, 

I?rederick D. Wolf 
Director 



lcExecutive Summ~ 

As part of GAO'S work to examine the overall effectiveness of agencies’ 
accounting systems in operation, GAO reviewed the accounting systems 
of the Department of Agriculture’s Food and Nutrition Service. This is 
the second report GAO is issuing on the results of the review. GAO'S previ- 
ous report, Anti-Deficiency Act: Agriculture’s Food and Nutrition Ser- 
vice Violateae Anti-Deficiency Act (GAO~AFMD-87-20, March 17, 1987) 
dealt with Anti-Deficiency Act violation issues and noted that additional 
problems in the accounting systems were found and would be included 
in a subsequent report. This report discusses those accounting systems 
problems. 

Background 
1 
/ 

The Food and Nutrition Service’s budget is one of the largest in the 
Department of Agriculture. The Service’s fiscal year 1986 program 
appropriations amounted to $18.4 billion, which is about 31 percent of 
the Department’s fiscal year 1986 appropriations. The Service’s mission 
is to manage domestic food programs -the Food Stamp Program; Child 
Nutrition Programs; and Supplemental Nutrition Assistance for Women, 
Infants and Children Program. Over $10 billion is disbursed annually for 
food stamps redeemed by vendors and about $6.6 billion annually is 
financed by the Service through letters of credit to grantees for adminis- 
trative and program expenses. 

To effectively manage such large sums, Service officials must use good 
internal and accounting controls. The Congress, in passing the Federal 
Managers’ Financial Integrity Act of 1982 (FMFIA), recognized the need 
for effective controls in helping to prevent fraud, waste, and abuse of 
federal funds. The act holds managers accountable for the correction of 
identified weaknesses and it requires annual agency reports on the sta- 
tus of agency internal controls and accounting systems. 

eesults in Brief GAO'S review identified several serious, fundamental internal and 
accounting control weaknesses covering a wide range of its accounting 
operations. Those weaknesses adversely affect the ~Service’s ability to 
(1) manage its funds and assets, (‘2) ensure that payments are proper 
and correct, and (3) render a proper accounting in its external reports. 
Also, these weaknesses were not disclosed nor were corrective actions 
indicated, as required in the annual FMFIA report. ~ 

I 
It will take a strong commitment on the part of theisecretary of Agricul- 
ture and the Service Administrator to install a disciplined internal con- 
trol and accounting system. The Service Administration has advised GAO 
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that several corrective actions have taken place and that a comprehen- 
sive plan to improve its internal control and accounting system has been 
devised. 

Principal Findings 

Intelrnal Control 
Weqknesses 

GAO'S review identified several areas of internal control weaknesses, 
including undocumented and unauthorized transactions, incorrect and 
untimely transactions, inaccurate external reporting and ineffective 
action on previous audit findings. For example: 

l Individuals, acting without authority and supporting documentation, 
were changing financial balances in the accounting records by millions 
of dollars. Such actions could cause appropriation records to be 
incorrect. 

. The Service has a continuing major control problem in that 10 years 
after GAO first brought the matter to the Service’s attention, it still lacks 
significant information it needs to help ensure that food coupon redemp- 
tion funds are paid only to legitimate vendors; consequently, the risk of 
fraud is increased. During the period April 1986 through January 1986, 
Service records could not identify vendors who, as a group, received an 
average of $60 million a month in redemptions. 

Imdroper Accounting 
Pra/cttices 

I 

The Service did not adequately account for letter of credit disburse- 
ments, advances receivable from grantees, and uncollectible accounts. 
For example, the Service’s accounting system did not provide certain b important information on bad debts to agency managers responsible for 
its accounts receivable, which exceeded $350 million, as of December 31, 
1986. Also, important information on bad debts was not included in 
external reports. 

U’eak ADP Controls Criteria used by the Service to define when a system c,hange was signifi- 
cant were established at such a high level that important changes could 
be made without formal management oversight. For example, the devel- 
opment of a new accounts receivable subsystem which accounts for over 
$350 million in receivables did not meet the criteria and was not sub- 
jected to formal management oversight. GAO also found that the Service 
had lax documentation procedures, which resulted in a system that is 
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essentially  undocumented. Further, the Service does not have an opera- 
ble plan for continuing ADP operations  in the event a natural disaster 
occurs. 

W baknesses Not D isc losed The Service did not dis c lose in its  annual FMFIA report to the Secretary of 
Agriculture the many ser ious  internal and accounting control weak- 
nesses noted by GAO. Failure to do so may have unnecessarily  delayed 
the initiation of a comprehensive corrective action plan. Also, lac k ing 
the necessary information, the Secretary was not in a position to fulfill 
his  responsibility  to report these weaknesses and the planned corrective 
actions to the President and the Congress. 

R)r;commendat;ions  
, 

GAO is  making many recommendations to the Service Adminis trator 
which are designed to s trengthen internal controls and improve account- 
ing and ADP control practices. 

G iven the ser iousness of these matters, GAO is  also recommending that 
the Secretary of Agriculture direc t the Adminis trator of FNS to submit a 
comprehensive plan for implementing the many recommendations made 
in the report. This  plan should be approved and its  implementation 
monitored by the Secretary. 

dgenc y  Comments  
/ 

The Service has demonstrated its  desire to make a s trong commitment to 
improve its  accounting and internal controls and has responded posi-  
tively  to GAO'S recommendations by initiating a program to correct its  
financ ial management problems. It has devised a comprehensive correc- 
tive action plan with specific  miles tones  and s tates  that it has taken 
s teps  to better supervise financ ial activities, improve management over 

Ir 

cash and accounts receivable, better dis c lose advances made to grantees, 
s trengthen controls over ADP operations , require approval of changes to 
accounting records, and ensure that accounting transactions  and sys -  
tems changes are documented. F inally , the Service plans  to improve its  
internal control evaluation process and to dis c lose kontrol weaknesses to 
top management. (See appendix  II.) 

Page 4 GAO/AlWD-88-16 PNS Controls Are Ineffective 



Page R 



contents 

Executive Summary 2 

Chapter 1 8 
Introduction Background 8 

GAO Reported Anti-Deficiency Act Violation 10 
Objectives, Scope, and Methodology 10 

chapter 2 
Internal Control 
yeaknesses 

I 
, I 
I 

Undocumented and Unauthorized Transactions 
Incorrect and Untimely Accounting Transactions 
Inaccurate and Unsupported External Reporting 
IJnresolved Audit Finding on Food Coupon Redemptions 
Conclusions 
Recommendations 
Agency Comments and Our Evaluation 

12 
12 
14 
16 
18 
20 
20 
20 

I 

chapter 3 22 
Improper Accounting Improper Accounting for Letter of Credit Disbursements 22 

Practices Unrecorded Advances Receivable 24 
Allowance for Uncollectibles Not Established 25 
Write-Offs for Bad Debts Are Not Recorded 26 
Conclusions 27 
Recommendations 27 
Agency Comments and Our Evaluation 27 

28 

utomated System 

ocumentation 

Inadequate Automated Data Processing System Controls 28 
Lack of System Documentation 29 b 
Lack of Contingency Plan for ADP Operations 30 
Conclusions 31 
Recommendations 32 
Agency Comments and Our Evaluation 32 

Page 6 GAO/AFMD&Ll6 F’NS Ckmtrols Are Ineffective 



Contents 

Chapter 5 
Seqretary of Comprehensive Corrective Action Plan Needed 

Agriculture Must Act Recommendations 

To Strengthen 
Agency Comments and Our Evaluation 

Firkncial Management 
at FNS 

Apbendixes Appendix I: Letter of Credit Process 38 
Appendix II: Comments From Food and Nutrition Service 39 

TaFle Table 1.1: Food and Nutrition Service 1986 8 
I Appropriations 

Abbreviations b 

ADP 
FARS 
FIPS 
FMFIA 
FRB 
IG 
OIRM 
OMB 
SF 
TFS 
WCC 
WIG 

automated data processing 
Financial Accounting and Reporting System 
Federal Information Processing Standards 
Federal Managers’ Financial Integrity Act of 1982 
Federal Reserve Bank 
inspector general 
Office of Information Resources Management 
Office of Management and Budget 
standard form  
Treasury Financial Statement 
Washington Computer Center 
Women, Infants, and Children 

Page 7 GAO/AFMDJ38-16 FNS Ckmtrols Are Ineffective 



Chapter 1 

lhtroduction 

Background The Department of Agriculture’s Food and Nutrition Service (FNS) man- 
ages domestic food programs, including the Food Stamp; Child Nutrition; 
and Supplemental Nutrition Assistance for Women, Infants, and Chil- 
dren (WIG) Programs. The Food Stamp program increases the purchasing 
power of eligible households by providing food stamp coupons for the 
purchase of food at retail stores. Individual states oversee the distribu- 
tion of food stamps to recipients deemed eligible based on household size 
and income level. Child Nutrition programs provide cash and commodity 
meal subsidies through several child-oriented programs which include 
child care, school breakfast and lunch, and summer food service pro- 
grams. The WIG program provides funds to the states for the provision of 

, nutritious foods to low-income pregnant, post-par-turn and 
breast-feeding women, and to infants and children at nutritional risk. 
The Service also provides nutrition assistance for low-income house- 
holds in Puerto Rico, covers states’ administrative costs, and funds 
nutrition education and studies. 

The Service’s budget is one of the largest within the Department of Agri- 
culture. Fiscal year 1986 appropriations totaled $18.4 billion, approxi- 
mately 31 percent of total annual Department of Agriculture 
appropriations. Funds for many Service programs are provided by 
grants-in-aid financed by letters of credit. l Table 1.1 shows fiscal year 
1986 appropriations. 

1 
ble 1 .l: Food and Nutrition Service 
88 Appropriations Dollars in billions 

Appropriations Amount Percent 
Food Stamp Program $11.8 64 
Child Nutrition Programs 3.9 21 
Women, Infants, and Children (WIC) Program -1.6 9 
Puerto Rico Block Grant .8 4 ’ -- 
Other appropriated funds .3 2 
Total $18.4 100 

The Service uses the Financial Accounting and Reporting System (FARS) 
to account for the billions in appropriated funds it expends annually. 
The FARS system, which is part of FNS’s Program Accounting System, 
consists of seven accounting system components: three systems for dis- 
bursing program funds; a budget system for allocating funding; a grant 

‘The letter of credit process, which accounts for $6.6 billion in grant funds per year, allows the states 
to draw on established credit balances as needed to pay expenses associated with their grants. The 
process allows the government to hold funds until needed for state program expenses. See appendix I. 
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award system; an accounts receivable system; and a double-entry, gen- 
eral ledger accounting system. The FARS system obligates funds, liqui- 
dates obligations, produces grant documents, controls payables, 
maintains the general ledger, and produces financial reports. 

The financial management function is decentralized among seven 
regions and the Service’s headquarters. The Service headquarters’ 
Accounting Division issues policies and procedures which govern the 
operational accounting system. The Service headquarters’ Budget Divi- 
sion prepares apportionment requests based on amounts appropriated 
by the Congress, allocates funds based on Office of Management and 
Budget approved apportionments, and prepares reports on budget exe- 
cution, in accordance with Office of Management and Budget (OMB) and 
Department of the Treasury requirements. 

To ensure that financial transactions are legal, proper, and correct, the 
Comptroller General has established internal control standards and 
accounting principles and standards. These standards are contained in 
title 2 of GAO'S Policy and Procedures Manual for Guidance of Federal 
Agencies (GAO manual). 

The Comptroller General has established these internal control stan- 
dards to be followed by executive agencies in establishing and maintain- 
ing systems of internal control, as required by the Federal Managers’ 
Financial Integrity Act (FMFIA) of 1982 (31 U.S.C. 3512(b)). Internal con- 
trols should be designed to reasonably ensure that obligations and costs 
comply with applicable law; that all assets are safeguarded against 
waste, loss, unauthorized use and m isappropriation; and that revenues 
and expenditures are recorded and accounted for properly. 

A  number of standards are essential to providing the greatest assurance 
that the internal control objectives will be achieved. These standards 
include adequate documentation, proper recording and execution of 
transactions, clear separation of duties, and qualified and continuous 
supervision. 

Agency heads must also observe certain accounting system standards 
and requirements in establishing, maintaining, and reporting on their 
systems of accounting and internal controls, as required by 31 U.S.C. 
3612. Subsection (a) of section 3612 requires the head of each executive 
agency to have systems of accounting and internal control which pro- 
vide for complete disclosure of the financial results of agency activities; 
effective control over, and accountability for, assets for which the 

Page 9 GAO/APMIMI-10 PNS controls Are Ineffective 



Chapter 1 
Introduction 

agency is responsible; reliable accounting results and reports; and suita- 
ble integration of agency accounting with Treasury’s central accounting 
and reporting responsibilities. 

These standards apply to all manual and/or automated systems of 
accounting and must be considered when agency heads report on the 
status of their accounting systems, as required by 31 USC. 3612(c). 

GAO Reported Anti- 
Deficiency Act 

In our report, Anti-Deficiency Act: Agriculture’s Food and Nutrition Ser- 
vice Violates the Anti-Deficiency Act (GAOIAFMD-87-20, March 17, 1987), 
we found that the Service’s Child Nutrition Programs violated the Anti- 

Violation 1 
Deficiency Act (31 U.S.C. 134JJ’and, as of September 30, 1985, had a 
cumulative deficiency of at least $109.6 m illion. The Service indicated 
that this deficiency could be as much as $66.6 m illion more as of the end 
of fiscal year 1986. 

The violation occurred because, since fiscal year 1983, the Service had 
been paying for meals provided as part of the Child Nutrition Programs 
in September of each fiscal year with funds from  the subsequent year’s 
appropriation, without the authority to do so. We concluded that since 
specific legislative authority for this procedure had expired in fiscal 
year 1982, the Service’s actions violated the Anti-Deficiency Act, which 
provides that no officer of the government may authorize an expendi- 
ture or obligation exceeding an amount available in an appropriation or 
involve the government in an obligation for the payment of money 
before an appropriation is made, unless authorized by law (31 U.S.C. 
1341 (1982)). 

In our March report, we noted that the Service had other accounting 
system problems which we would report on separately. This report con- b 
tains the findings referred to in that earlier report. 

I 

dbjectives, Scope, and Our review of the Service’s accounting system is part of our continuing 

“: 
ethodology effort to examine the overall effectiveness of federal agencies’ account- 

ing systems in operation, The objectives of this review were to examine 
the Service’s accounting operations to determ ine whether necessary con- 
trols, systems, and procedures are effective. The objectives of this 
report are to identify weaknesses in the Service’s control over its inter- 
nal controls and accounting systems and operations and to recommend 
corrective actions. 
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We conducted our work from  October 1985 to August 1986. We 
reviewed key components of FARS, which maintains records on approxi- 
mately $18.4 billion. We examined samples of transactions of fiscal year 
1984 through 1986 program  funds. We analyzed the flow of transactions 
and tested internal controls over assets, liabilities, disbursements, 
accounts receivable, and financial reporting to determ ine if they were in 
conformance with requirements. Further, we determ ined whether the 
operational systems captured, recorded, processed, and reported finan- 
cial transactions in conformance with principles, standards, and other 
requirements and whether the internal and accounting controls were 
effectively implemented within the operating systems. When we identi- 
fied system weaknesses, we examined a nonstatistical sample of trans- 
actions to determ ine whether the operational systems met internal 
control and accounting standards and requirements. Our examination of 
the automated portion of the system included checking documentation 
for accuracy and completeness, observing the accounting system soft- 
ware maintenance operations, and interviewing the Service’s systems 
support staff at headquarters and at selected regions and officials at the 
Department of Agriculture’s Washington Computer Center (WCC). 

We conducted our review at four of eight locations which perform  key 
accounting functions for the Service: Service headquarters in Alexan- 
dria, Virginia; the northeast regional office in Burlington, Massachu- 
setts; the m idwest regional office in Chicago, Illinois; and the southwest 
regional office in Dallas, Texas. Additionally, we reviewed food coupon 
processing at the Federal Reserve Bank Board in Washington, DC.; the 
Federal Reserve Banks in Boston, Massachusetts; Chicago, Illinois; and 
Dallas, Texas; Service Headquarters in Alexandria, Virginia; and the 
Service’s Computer Support Center in M inneapolis, M innesota. Our work 
was performed in accordance with generally accepted government b 
auditing standards. 
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Chapter 2 

znternal Control Weaknesses 

Our review identified several internal control weaknesses, including 
undocumented and unauthorized transactions, incorrect and untimely 
transactions, and inaccurate external reporting. Proper control requires 
defined rules and adherence to established procedures. The Comptroller 
General has established accounting and internal control standards 
which are set forth in title 2-“Accounting’‘-of the GAO manual. 

Internal control refers to the plan of organization and methods and pro- 
cedures adopted by management to ensure that resource use is consis- 
tent with laws, regulations, and policies; that resources are safeguarded 
against waste, loss, and misuse; and that reliable data are obtained, 
maintained, and fairly disclosed in reports. Good internal controls are 
essential to achieving the proper conduct of government business with 
full accountability for the resources made available. These controls 
facilitate the achievement of management objectives by serving as 
checks and balances against undesired actions. 

documented and To ensure that financial transactions are legal, proper, and correct, title 
2 of the GAO manual requires that clear documentation of transactions 
be readily available for examination. Further, the Comptroller General’s 
Standards for Internal Controls in the Federal Government requires that 
qualified and continuous supervision of accounting systems be provided. 
Such measures ensure that only legitimate entries are made in the sys- 
tem. Without such controls, the system becomes vulnerable to illegal 
expenditures or fraud. 

We found several instances where Service personnel made significant, 
unsupported, and unapproved adjustments to accounting records. Such 
adjustments preclude management from ensuring proper use of funds, 
protection of assets, and reliable and accurate financial reporting. In one 
instance, records showed that in fiscal year 1984, the Child Nutrition 
Program obligations exceeded appropriations by $3 1.9 million as of Sep- 
tember 19, 1986. When asked about the discrepancy, we were told that a 
recording error had been made and that it would be corrected. 

Later we were told by a grants management section chief at one of the 
Service’s regional offices that he had been instructed to correct the 
records, and that he had been given only one day to make the correction. 
The adjusting entry, dated September 30, 1985, reduced obligations of 
one state’s account by about $41 million. The choice of the state was an 
arbitrary attempt to make a “quick fix” to reconcile the discrepancy. 
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. 

. 

. 

During January 1986, the same section chief authorized additional 
adjusting entries, which reversed the earlier $41 m illion adjusting entry 
and reduced obligations in the accounts of six states by $34.5 m illion. 
The section chief could not identify any supporting documentation for 
the entries, and we found no evidence that the changes had been 
approved by a supervisor. In addition, the section chief could not 
explain why these changes were made. Therefore, we cannot determ ine 
whether the entries reflect accurate adjustments to transactions of the 
respective states. 

In its November 6, 1987, response to our report, the Service indicated 
that it agreed the adjustments were erroneous, that the section chief 
involved had apparently failed to understand the guidance which head- 
quarters staff had provided with regard to making adjustments, and 
that final adjustments for the transactions had been made by headquar- 
ters staff but had not been sufficiently documented in the record. (See 
appendix II.) 

Also, very importantly, the Service informed us that the following cor- 
rective actions had been taken: 

a change to procedures has been made which requires written justifica- 
tion and supervisory approval on all adjustments similar to the ones 
described above; 
year-end instructions, which emphasize the need for proper documenta- 
tion and approval of all accounting transactions, have been distributed 
to the Service’s regional offices; and 
the Accounting Division has intensified its on-site reviews of regional 
operations during fiscal year 1987, visiting five of the seven regions, 
and plans to visit all seven regions during fiscal year 1988. 

As another example of unsupported and unapproved adjustments, in 
1986, Service personnel attempted to reconcile the fiscal year 1986 let- 
ter of credit subsystem disbursement balance with disbursements 
recorded in the automated general ledger. In order to make the two 
records agree, two Service employees-an accountant and a systems 
programmer-deleted the entire fiscal year’s data in the general ledger 
and replaced it with disbursement information from  the letter of credit 
subsystem. Service officials informed us that no supervisory approval 
was requested or given to delete the information in the general ledger. 

In its response to our report, the Service agreed that neither the Director 
of the Accounting Division nor any high-level official had personally 
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approved of replacing general ledger disbursement information with dis- 
bursement information from  the letter of credit subsystem. Further, to 
ensure that this does not happen in the future, it has revised its proce- 
dures to require the Director’s approval of all significant changes to 
accounting data. The Service also noted that the general ledger data has 
been retained in a computer file and that the headquarters’ accounting 
staff is aware of the amount and cause of the differences between the 
general ledger and letter of credit subsystem. 

Finally, supporting documentation was also lacking in a nonstatistical 
sample we made of nine year-end adjustments to Food Stamp program  
accounts for fiscal year 1985. We found that five of the adjustments did 
not have adequate documentation. These adjustments, including 
increases and decreases, amounted to $12.7 m illion in year-end food 
stamp obligations. 

In its response to our draft report, the Service agreed that the adjust- 
ments were not documented, and, in subsequent discussions with Ser- 
vice officials, we were provided copies of a new standard journal format 
which requires both documentation and supervisory approval of trans- 
actions. The actions taken by the Service should help ensure that only 
proper changes are made to accounting records. 

correct and 
Itimely Accounting 
bansactions 

To ensure that accounting information is useful, title 2 requires that 
transactions be reliably and promptly reported. Timeliness refers to the 
prompt reporting of financial information to its users when it will be of 
maximum benefit. Financial data should be recorded as soon as practica- 
ble after the occurrence of a transaction. 

We found that m illions of dollars in accounting transactions, rejected as 
being in error by the system, were being held in a suspense file for 
extended periods of time- in some cases about 1 year. Because the 
transactions were neither corrected nor posted to the accounting records 
in a timely manner, the Service was unable to finalize its financial 
records and determ ine the results of its financial operations. 

Our analysis of transactions processed during May 6 through 12, 1986 
indicated that an average of $206.7 m illion per day was not being 
processed because the transactions failed system edits. The Service was 
unable to explain why the transactions were rejected. These transac- 
tions were placed in a suspense file for extended periods. Approxi- 
mately $191.9 m illion of these transactions represented the closing 

Page 14 GAO/AFMLM&16 FNS Controls Are Ineffective 



Chapter 2 
Internal Control Weaknesses 

entries for fiscal year 1984 and consisted of adjustments to obligations 
and to obligational authority. There were no supporting documents to 
explain why these transactions remained in the suspense file and why 
the fiscal 1984 year-end closing process was incomplete 8 months into 
fiscal year 1986. The Service is therefore unable to determ ine if there 
are significant correctable errors and is unable to properly close its 
accounting records for fiscal year 1984. 

The Service needs to take steps to ensure that rejected transactions are 
promptly researched, corrected, and posted so that accounts of the Ser- 
vice can accurately portray financial data. 

In commenting on our report, the Service stated that the transactions 
were held in the suspense file to facilitate year-end closing of the books 
for fiscal year 1984. We were told that the general ledger system (FARS) 
was not fully implemented in 1984 and, therefore, was manually closed. 
Finally, we were told that the year-end closing process is currently 
automated. 

We are pleased to learn that the automated closing process problems 
have been corrected. However, we believe that an automated general 
ledger must contain all entries, including closing entries. 

II According to title Z-“Accounting’‘-of the GAO manual, accounting 
information should be reliable. Information should be reasonably free f rom  error and bias and faithfully represent what it purports to repre- 

Re$orting sent. The Treasury Financial Manual requires that executive agencies 
furnish the Secretary of the Treasury such reports and information 
relating to their financial condition and operations as the Secretary may I, 
require. 

Undupported Reports on We reviewed external reports submitted by the Service to Treasury and 
Oblijgation Balances OMR on its financial status, including two year-end reports: 

. The Year-end Closing Statement (TFS 2108). This report to Treasury pre- 
sents closing balances for undisbursed funds, unfilled orders, payables, 
unobligated funds, and undelivered orders. Its closing balances should 
agree with amounts reported in the Report on Financial Position (TIC3 
220). 
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. The Year-end (Final) Report on Budget Execution (SF 133). This report 
to OMB provides current data on the status of each open account. Bal- 
ances in this report must agree with amounts shown in the United States 
Government Annual Report. It is to be submitted as soon as possible 
after submission of reports on balances required by the Treasury 
Department, but not later than November 30. 

Finally, title 7- “Fiscal Procedures” -of the GAO manual states that 
when obligations are estimated, the basis for the estimate and the com- 
putation will be documented. When the actual amount of the obligation 
is known, the appropriate adjustment is to be made. Our review of the 
above reports disclosed significant amounts not supported. The Year- 
end Closing Statement (TFS 2108) and the Final Report on Budget Execu- 
tion (SF 133) prepared by the Service at the end of fiscal year 1986 were 
not fully documented because these reports included amounts that had 
earlier been certified by two of three regional offices as valid and cor- 
rect, but which could not be supported by documentation. 

We interviewed staff at the m idwest and southwest regions to determ ine 
what procedures were followed during the year-end closing process. At 
the m idwest region, we were told by the Director of the Regional Finan- 
cial Management Program that amounts certified were based on tele- 
phone conversations with grantees in which they were asked if they 
would be expending all program  moneys. He stated ‘that these calls were 
not documented. 

Regarding the southwest region, we were told that the obligated account 
balances in the general ledger were compared with the corresponding 
letter of credit authorization balances and that the letter of credit 
authorization balance was used to certify obligations of fiscal 1986 
appropriations. We were told that this was done because regional per- b 
sonnel knew these amounts were more up-to-date than the obligations 
recorded in the general ledger. As for the prior year’s appropriations, 
we were unable to determ ine the correct status, as there was no docu- 
mentation to support the region’s certification of the obligations. 

In commenting on our report, the Service stated that its obligations were 
both accurate and properly certified on its fiscal year 1985 and prior 
year-end reports, and that it has documentation to support the certifica- 
tions. Reexamination of the evidence we obtained during our review 
indicates that, in fact, the m idwest and southwest regions did not have 
the documentation to support the certifications. As indicated above, the 
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Service has informed us that it has distributed specific year-end instruc- 
tions to all regions to emphasize the need for proper documentation of 
all accounting transactions. We have reviewed these instructions, and, if 
they are effectively implemented, the certification of obligations should 
be properly supported. 

Inaccurate Report on 
Fin&ncial Condition 

The Service also prepares a Report on Financial Position (TFS 220) which 
it forwards to Treasury each year. This report to Treasury includes the 
assets, liabilities, and equity as of the reporting date. It requires disclo- 
sure of the valuation basis on which major categories of assets are 
reported, the nature of any significant restrictions on assets, the nature 
of any significant contingent liabilities, and any other significant infor- 
mation considered necessary to fully and clearly disclose financial 
position. 

The Service’s Report on Financial Position as of September 30, 1985, 
was in error for two reasons. First, advances to grantees were not 
reported because advances were not recorded in the general ledger. 
Proper accounting treatment would require that amounts advanced to 
grantees should be established and shown as an advance of funds and 
recorded as assets until such time as the Service has evidence that the 
amounts advanced have been expended for authorized program 
expenses. If not done, the Service’s financial statements thus understate 
assets by the amount of the grant moneys advanced and not expended 
on authorized expenses. Similarly, liabilities are understated by any 
amount of expenses incurred and unreimbursed by grantees. Second, 
Service officials could not provide historic records documenting the 
$126.3 million allowance for uncollectible accounts appearing on the 
statement. The Service does not annually record an allowance for uncol- 
lectible accounts in its general ledger. (See chapter 4 for a detailed dis- 
cussion of this matter.) 

The Service needs to base its reports on a disciplined accounting process 
which uses accurate balances contained in its general ledger. Its reports 
must be complete, reliable, documented, and correctly certified, so as not 
to obscure Service, departmental, and congressional oversight. 

In its reply to our report, the Service agreed to change its accounting 
procedures to 

. account for and record an allowance for uncollectible accounts in its 
general ledger, 
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. record as advances letter of credit drawdowns made after the 26th of 
each month, and 

l establish accounts receivable for all excess advances when they are 
detected. 

Effective implementation of these procedures will help the Service to 
fully and clearly disclose its financial position. 

Unresolved Audit 
@nding on Food 
Coupon Redemptions 

The Comptroller General’s standards for internal control include a 
standard for prompt resolution of audit findings. It requires managers to 
take prompt, responsive action on all findings and recommendations 
made by auditors. Responsive action is action which corrects the identi- 
fied deficiencies. The resolution process is completed only after action 
has been taken that (1) corrects identified deficiencies, (2) produces 
improvements, or (3) demonstrates that the audit findings and recom- 
mendations are either invalid or do not warrant management action. 
Auditors are responsible for following up on audit findings and recom- 
mendations to ascertain that resolution has been achieved. Auditors’ 
findings and recommendations should be monitored through the resolu- 
tion and follow-up processes. Top management should be kept informed 
through periodic reports so it can ensure the quality and timeliness of 
individual resolution decisions. Corrective actions should be completed 
within established time frames. 

We found that almost 10 years after being informed of problems with 
the control of food coupons, the Service still had not implemented meas- 
ures to help ensure that amounts paid for the redemption of food cou- 
pons are traced to vendors. W ithout this information, the Service cannot 
be sure that only proper payments are made. In our 1978 report,” we 
pointed out that controls were needed to make sure commercial banks I, 
were accepting from  vendors only those food coupons which should 
have been properly redeemed. In response to our report, the Service con- 
ducted a study and issued its report on November 20, 1981. It found 
that during fiscal year 1980, monthly coupon redemptions by vendors 
exceeded amounts vendors certified as the value of coupons being pre- 
sented to commercial banks for redemption by an average of $14 m il- 
lion. The study noted that the absence of confirmation that all food 
coupons deposited are supported by redemption certificates “creates an 
atmosphere for potential fraud and abuse.” 

2Regulation of Retailers Authorized to Accept Food Stamps Should be Strengthened (CED-78-183, 
December 26, 1978). 
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Subsequently, the Service made changes to its monitoring system, which 
had originally been devised to keep track of redemptions at the vendor 
level. The system was revised to obtain and process information from  
commercial banks and the Federal Reserve that would link (i.e., estab- 
lish an audit trail for) amounts redeemed with amounts shown on the 
vendors’ redemption certificates. 

The Department of Agriculture’s inspector general (IG) issued a report 
on the revised system in December 1986. The report listed a wide range 
of adverse findings regarding the monitoring system used to track 
monthly food coupons redeemed by vendors. For example, the IG found 
that the system had not established the desired audit trail of food cou- 
pon redemption activity, and, therefore, it could not be used “to reduce 
waste and abuse” in redemptions. 

Further, the IG reported that inaccurate and incomplete data had been 
entered into the system and that large balances had not been processed. 
The IG recommended actions to correct and reconcile information in the 
monitoring system and to strengthen controls in the redemption process. 
For example, the IG recommended that to strengthen accountability over 
the redemption process, the coupon amount according to three separate 
documents should be compared and that differences should be resolved. 

We found that redemption amounts which cannot be accounted for have 
grown considerably since fiscal year 1980. Information we obtained 
from  the monitoring system showed that average monthly redemption 
of coupons by banks exceeded amounts on vendors’ certificates by 
$60 m illion for the period April 1986 to January 1986. This indicates a 
330-percent increase over a 6-year period. 

The Service, on March 12, 1987, advised the IG that his report confirmed I, 
its concerns. The Service believes that in the long run, in order to 
achieve a fully accountable system, a major redesign of the system is 
necessary. For the short term , Service officials state that they have 
taken steps to improve the performance of the monitoring system. 

Regarding the delay in effecting corrective action, the Service noted, in 
its response to our draft report, the considerable logistical and technical 
difficulties involved in establishing a system to trace payments for food 
stamp coupon redemption to individual vendors and to reconcile such 
payments against authorized redemptions. The Service agreed with the 
above finding and advised us of a major initiative to install a new 
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redemption system, which is tentatively scheduled to be tested on May 
31,1988, and implemented about January 1,1989. 

Conclusions Accounting information has value only if it is reliable, timely, and accu- 
rate. The ability of an organization as large and diverse as the Service to 
produce data with those attributes is directly dependent on the climate 
of internal control in which the systems operate. The Service has failed 
to create and enforce acceptable controls. Our review disclosed several 
weaknesses, including: 

. undocumented transactions, 
l unapproved adjustments, 
l inaccurate year-end reports, and 
. a long-term  unresolved audit finding on food stamp coupon redemptions. 

commendations In order to ensure that a disciplined internal control system is main- 
tained, the Administrator of the Service should require that 

\ 

. employees and their work be properly supervised, 

. all accounting transactions be properly and fully documented, 

. transactions be processed in a timely manner, 
l accurate and fully supported financial reports be prepared and distrib- 

uted, and 
l audit findings and recommendations be promptly resolved. 

bgency Comments and In responding to our report and recommendations, the Service advised 

C)ur Evaluation us that it has established an Internal Controls Steering Committee, com- 
posed of senior officials. The committee intends to ensure consistency 1 
and objectivity in the application of internal control standards and prin- 
ciples, establish agency policies and activities, and oversee the Service’s 
system of internal controls. The Service also plans to strengthen its 
internal control review process. (See appendix II.) 

Regarding our specific recommendations, the Service indicated that: 

. through changes in procedures and on-site visits to regions, it has taken 
steps to assure that employees and their work are better supervised; 

l it has changed procedures and issued instructions to make sure all 
accounting transactions are properly and fully documented; and 
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l it will change its procedures in accounting for advances, accounts 
receivable, and allowances for doubtful accounts, which will result in 
more accurate and better supported financial reports, 

The Service did not respond to our recommendation that it resolve audit 
findings and recommendations promptly. We believe that an effective 
audit resolution process is an essential internal control tool, and that the 
Service, in perform ing its enhanced internal control reviews, should 
make sure that audit findings and recommendations are promptly 
resolved. 
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Improper Accounting Practices 

Our review of the Service’s accounting operations disclosed several 
accounting and reporting problems, including improper accounting for 
letters of credit, unrecorded advances receivable, failure to establish an 
allowance for losses, and failure to record write-offs for uncollectible 
amounts. As a result, Service management cannot be certain that its 
accounting operations comply with the Comptroller General’s account- 
ing principles and standards and that they accurately disclose the 
results of the Service’s financial operations. 

Ieproper Accounting 
fqr Letter of Credit 
rylb ‘s ursements 

The Service funds most of its programs through grants which are 
financed through letters of credit to grantees amounting to about $6.5 
billion each year. Under the letter of credit financing arrangement, 
funds are not to be permanently held by the grantee but are to be 
requested from the Service on an “as needed” basis. (See appendix I for 
a description of the letter of credit process.) 

In order to properly control letter of credit disbursements, title 2 
requires that they be recorded as advances to grantees until the Service 
knows the actual amounts of the program expenses incurred by the 
grantees. The advances should subsequently be reduced by the amount 
of program expenses shown in periodic reports submitted by the grant- 
ees. The Service, however, improperly records all letter of credit dis- 
bursements as program expenses when the disbursements are made. 

We believe that since the Service does not establish advance accounts 
but instead improperly records letter of credit disbursements as 
expenses, Service management does not know, either during or at the 
end of the fiscal year, the amounts owed to or from the grantees who 
draw either too little or too much through the letter of credit process. 
These amounts are significant. For example, from information contained 
in grantee reports, we found that some grantees in the Service’s midwest 
region drew $26.6 million more than was needed from their letters of 
credit to meet program expenses. Conversely, we found that other 
grantees in the region drew $28 million less than was needed. Since none 
of these amounts were recorded in the accounting system as payables or 
receivables, management lacked basic control over substantial assets 
and liabilities. 

Failure to record payables and receivables can also preclude the disclo- 
sure of any improper adjustments to letter of credit cash balances. For 
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example, we found, in reviewing a grant closeout adjustment, that a Ser- 
vice accountant made a change to letter of credit records which effec- 
tively reduced the amount the grantee would have to pay back to the 
government by $138,300. The change involved transferring a fiscal year 
1980 letter of credit cash balance to fiscal year 1986. There were no 
records for the grant process or for expenses on this grant prior to 1983; 
therefore, we could not determine if the adjustment was correct. The 
accountant responsible for making the adjustment was unable to explain 
the basis for the adjustment and no documentation was available to sup- 
port the entry. Also, no supervisory approval was evident. Lack of dis- 
closure of this entry as an adjustment to accounts receivable may have 
precluded Service management from questioning the propriety of trans- 
ferring the balance to fiscal year 1985. 

In response to our report, the Service stated that documentation exists 
to support the amount in question. However, the Service has not pro- 
vided us with any further documentation to review. Finally, the Service 
has indicated that transferring letter of credit balances from one year to 
another will no longer be permitted. This action should preclude any 
recurrence of the problem. 

The Service’s accounting treatment of letter of credit disbursements as 
expenses rather than advances also results in erroneous expenditure 
balances at year-end. Obligated balances recorded at year-end reflect 
amounts advanced and, therefore, need to be adjusted to reflect the 
expenses actually incurred during the year by the grantees. Instructions 
dated August 23, 1986, and October 4, 1985, which were provided to the 
regions from the Service’s Accounting Division for reporting year-end 
closings, did not require them to adjust expenditures to actual expenses. 
Rather, they instructed the appropriate employees to review and recon- 
cile obligations. 

In order to properly manage and account for letter of credit disburse- 
ments, the Service needs to change its system to record advances to 
grantees as disbursements and to accurately record expenses against 
advances, thereby appropriately reflecting advances receivable and 
accounts payable. 

In its response to our report, the Service cited reasons why letter of 
credit drawdowns should not be recorded as advances. Among these, it 
mentioned the burden which such a procedure would place on states to 
submit monthly information on expenditures so that advances could be 
liquidated in a timely manner. However, the Service recognizes that 
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there is a need to better disclose advances and to control excess 
advances. It advised us that it plans or has taken the following actions: 

(1) The Service has changed its accounting policy and now establishes 
accounts receivable for all excess advances that are detected through its 
cash management procedures both during the fiscal year, when requests 
for drawdowns are received, and during the grant-closeout process, 
when final obligations are reconciled with disbursements. 

(2) The Service will change its procedures to recognize that some letter 
of credit drawdowns made the last week of the month may not be dis- 
bursed by some states until the first week of the following month. 
Therefore, letter of credit drawdowns made after the 25th of each 
month will be recorded as advances. 

We believe effective implementation of these actions will result in better 
financial disclosure and better control over excess advances. 

unrecorded Advances 

“; 

ceivable 
According to title 2, the acceptance of an assistance award from the fed- 
eral government creates a legal duty on the part of the recipient to use 
the available funds in accordance with the terms and conditions of the 
assistance agreement. The award recipients are generally required to 
return to the federal government (1) the unused balances of advance 
payment awards and (2) funds improperly applied. Title 2 requires that 
at the termination of a grant, funds unused and/or improperly applied 
by the recipient be established as a receivable by the assisting agency. 

The Service is not in compliance with this accounting standard. It does 
not record advances receivable in its accounting system and, therefore, 
cannot disclose amounts owed to it by the grantees. b 

We found that one grantee, over a period of 2 years, drew from the let- 
ter of credit system about $16.3 million over authorized expenses (as of 
the end of fiscal year 1985). This balance consisted of excess cash of 
about $9 million drawn in fiscal year 1984, and excess cash of $7.3 mil- 
lion drawn in fiscal year 1986. As long as the accounting system fails to 
record these amounts as receivables, there will be a lack of disclosure 
that such receivables exist. As the grantee continues to overdraw each 
year, the grantee will, in effect, maintain a long-term, interest-free loan 
of increasing size. If the Service established an advance receivable for 
this grantee, the amount owed could be disclosed and action could be 
taken to collect the funds owed to the Service. 
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As noted above, the Service has advised us that its procedures now 
require that excess advances be recorded as receivables. This action, if 
effectively implemented, will help avoid long-term  interest-free loans 
and will help the Service manage and collect amounts owed to it. 

In May 1986, we issued a report3 showing the clear need for agency offi- Allowance for 
Uncollectibles Not 
Established 

cials to strengthen their efforts in ensuring that accounts receivable are 
aggressively managed and the need for accounting systems to provide 
current and accurate information on the status of debts. We believe that 
Service managers cannot properly manage an accounts receivable port- 
folio of the current magnitude ($350 m illion) without accounting infor- 
mation disclosing the success of their efforts in collecting amounts owed 
the government. 

The Service’s accounting system does not provide vital information on 
bad debts to agency managers responsible for its accounts receivable, 
which exceeded $350 m illion, as of December 31,1985. For example, the 
Service does not record in its accounts an estimate of the amount of 
accounts receivable that it believes to be uncollectible. Matching an esti- 
mate of potential bad debts with actual losses is crucial to management 
control of assets and provides a means by which to judge the effective- 
ness of collection efforts. 

Title 2 of the GAO manual requires that receivables be reduced by an 
allowance for uncollectible amounts and requires that such allowances 
be based on past experience. The estimated uncollectible amounts and 
procedures for determ ining the estimates are to be disclosed and 
recorded in the accounting system. 

Despite the requirement in title 2, Service accounting procedures do not b 
require that an allowance for uncollectible amounts be recorded in the 
accounting system. In reports filed with the Treasury as of December 
31, 1985, the Service indicates that about $133 m illion was considered 
uncollectible. This amount was reported as an allowance for uncollecti- 
ble accounts; however, it did not represent a balance of uncollectible 
accounts maintained in the Service’s general ledger, nor was it based 
upon a study of historical data. When questioned regarding its estima- 
tion practices, a Service official could not disclose any historic basis to 
support the estimate of uncollectible amounts reported to Treasury. 

3Debt Collection: Billions Are Owed While Collection and Accounting Problems Are Unresolved 
(GAO/AmD 86 - - 39 , May 23,1986). 
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The Service, in its response to this report, advised us that it agreed with 
this finding and will take the necessary steps to change its existing 
accounting procedure. 

In reports to the Treasury, the Service did not report any bad debt 
expense. Given the nature of the accounts, many of which were estab- 
lished to collect amounts owed because of fraudulent acts, the amount of 
debts which should be written off and disclosed is, in all probability, 
substantial. 

W rite-Offs for Bad 
Debts Are Not 
Recorded 

, 

GAO standards require that accounts receivable amounts determ ined to 
be uncollectible be promptly written off. These requirements are neces- 
sary for reliable financial reporting of assets and losses. 

We found that Service accounting procedures do not require that 
amounts actually lost through bad debts be accounted for on a system- 
atic basis. When an account receivable is judged to be uncollectible, 
instead of recording the loss as a write-off, accounting personnel cancel 
the original recording of the account by reversing the original entry. For 
example, in the southwest region we reviewed 12 accounts determ ined 
to be uncollectible. In each case, the accounts were removed from  the 
balance of accounts receivable by reversing the original recording pro- 
cess. A  more acceptable accounting treatment would be for the Service 
to remove the account receivable by charging it to the allowance for 
uncollectible accounts. Service management could not adequately 
explain why basic procedures regarding accounting for uncollectible 
accounts were not used. 

The Service’s current procedure of reversing entries for uncollectible 
receivables effectively precludes actual loss information being used by b 
management and, very importantly, it masks the disclosure of this 
important information in reports to Treasury and OMB. 

In order to comply with the requirements of titles 2 and 4 of the GAO 
manual for adequate disclosure of both uncollectibles and losses, the 
Service needs to implement procedures to establish an allowance for 
uncollectible accounts and properly record losses as expenses. 

In its response to our report, the Service said it agrees with the above 
finding and will take the necessary steps to change its accounting 
procedures. 
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Cojwlusions Our review of the Service’s accounting practices disclosed several 
accounting and reporting problems, including 

. improper accounting for letters of credit, 

. unrecorded advances receivable needed to identify unused balances of 
grant awards, 

l failure to establish an allowance for losses, and 
. failure to record write-offs for uncollectible amounts. 

Given these problems in its accounting practices, Service management 
cannot demonstrate compliance with the Comptroller General’s account- 
ing principles and standards, and it cannot ensure that its financial 
reports accurately disclose the results of the Service’s financial 
operations. 

, 
1 

Rekommendations In order to ensure proper accounting, the Administrator should 

. direct the headquarters’ Accounting Division to record letters of credit 
as advances and to reduce the advances subsequently by the amount of 
program  expense shown in periodic reports submitted by grantees, 

. direct the headquarters’ Accounting Division to record advances receiv- 
able in its accounting system, and 

. direct the headquarters’ Accounting Division to revise accounting proce- 
dures to require that an allowance for uncollectible amounts be recorded 
in the accounting system and that losses for bad debts be recorded as 
expenses against the allowance. 

ency Comments and 
(1) The Service has changed its procedures to require that excess 
advances be recorded as receivables. 

(2) The Service plans to record, on a monthly basis, advances that it 
estimates as having not been expended by grantees. 

(3) The Service will change its procedures to require that-an allowance 
for uncollectible amounts and losses for bad debts be recorded. 

We believe that these actions, if effectively implemented, will better 
account for, disclose, and control advances and receivables. 
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Our review of the Service’s system in operation disclosed that the Ser- 
vice lacks necessary controls over changes being made to its accounting 
system and that it lacks documentation for changes made to the system. 
As a result, management cannot be certain that its policies are reflected 
in the accounting system operation or that the system complies with the 
Comptroller General’s accounting principles and standards as well as 
standards for internal control. 

Responsibility for accounting and budget operations is shared between 
the headquarters’ Accounting and Budget Divisions, located in Alexan- 
dria, Virginia, and the accounting and budget operations located in the 
seven regions. For example, both headquarters’ divisions and also the 
regions are responsible for entering transactions to PARS in accordance 
with their respective responsibilities for allocating and disbursing funds, 
awarding grants, and collecting receivables. Generally, accounting data 
are entered and retrieved through computer termin ‘1s in the regions and 
at headquarters. The data are then centrally proces 1 ed at the Depart- 
ment of Agriculture’s Washington Computer Center [WCC). 

Inadequate Automated Adequate controls are essential for ensuring the reliability of and secur- 

Data Processing 
System Contro ls 

ity over the data processed by computer-based systems. Service proce- 
dures require that a written request be made for all ma jor system 
changes that will cost more than $100,000 or that require more than 6 
staff years of effort and that such changes be approved formally by 
appropriate levels of management.  A Service official told us that all 
other changes are made and coordinated between the individual desiring 
the change and the systems programmer. These lesser changes are not 
required to be formally reviewed and approved. 

Our review disclosed that significant changes can be made to the auto- & 
mated system even though they do not meet the Se 

7 
ice’s criteria for 

“ma jor” changes. This allows significant alterations to the system with- 
out the crucial control of management review and abproval. Specifically, 
we found that the Service lacked controls to ensure lthat 

l persons are restricted from modifying or creating computer programs 
with little or no review and 

l separation of duties are adequate to provide for inependent review and 
testing of system changes. 

For example, the development of a new accounts receivable subsys- 
tem-one which accounts for over $360 m illion in rbceivables-did not 
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qualify as a “major” change. Only two individuals were substantially 
involved in the systems change -the systems accountant, who provided 
general systems requirements, and a programmer, who in turn devel- 
oped and coded the new system. The programmer was also responsible 
for coordinating testing of the system, and, upon implementation, the 
programmer was responsible for maintaining the system. 

Because this system change was not subject to formal review and 
approval, there is no assurance that all necessary controls and other 
features that management m ight have required were included in the 
subsystem. Additionally, since there was a lack of separation of duties 
in that the change was not reviewed and tested independently of the 
programmer involved, the system is vulnerable to fraudulent manipula- 
tion-an unacceptable degree of risk. 

Management should ensure adequate systems controls by participating 
in the approval and development process for the subsystem and should 
have ensured a separation of duties in accordance with GAO standards 
for internal control. Service management needs to strengthen its controls 
over systems modifications to ensure that all significant changes are 
subjected to supervisory review and approval. Additionally, the process 
for making changes to the system needs to provide for an adequate sep- 
aration of duties. 

The Service, in response to our report, agreed with the above finding 
and advised that it had issued written instructions to require the 
approval of the Director, Division of Accounting, for all significant 
changes to the automated system. Such approval will be needed for the 
initiation, testing, and implementation phases of the systems change. 

I 

/ 

La$k of System 
Do 

t 

umentation 
The Department of Agriculture’s information processing standards and 
Federal Information Processing Standards (FIPS) publication 38 require 
that ADP program  maintenance documentation describe the operational 
system to include functional and data requirements; design specifica- 
tions for system logic, input, and output; and decision tables and system 
flowcharts. 

System documentation provides management with a reference point to 
assure that the system is working effectively and that assets are prop- 
erly safeguarded. Further, good documentation facilitates ease and 
accuracy of program  maintenance. Finally, good documentation may 
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actually deter fraudulent manipulation of the system, which is usually 
easier to perform when there is little or no systems documentation. 

We found that Service procedures do not require that written documen- 
tation describing all changes to the system be updated. As a result, the 
Service has an undocumented system. For example, there is no docu- 
mentation for the Service’s general ledger system-other than that pro- 
vided by the vendor in 1982. Moveover, since 1982 there have been 
important changes, including the new accounts receivable subsystem 
discussed above, which have been made to the system without neces- 
sary written documentation. For instance, the original system was 
altered by substituting an automated data input process for the original 
manual input process. This important change should have been thor- 
oughly documented and explained to identify the controls in place and 
to ensure accuracy of data processing and reporting,. Given the lack of 
an effective documentation process, coupled with the ease with which 
individuals can make significant system changes, Service management 
has no assurance that only authorized changes can be made to the Ser- 
vice’s system and records. 

To ensure that only authorized changes are made, Service management 
needs to revise its procedures to require that all changes to the system 
be properly documented in accordance with Department of Agriculture 
requirements and federal information processing standards. 

The Service, in response to our report, agreed in part with our finding. 
The Service said that the original general ledger software it obtained in 
1982 was and remains fully documented. We agree that in 1982 the ven- 
dor provided documentation for the original general ledger system. 
However, we found, as demonstrated by the above example regarding 
the input process, that changes to the original general ledger system had 
been made without being documented. 

I 

Lack of Contingency The Service has no contingency plan to continue ASP accounting opera- 

Plan for ADP tions in the event a disaster occurs and the Washington Computer 
Center (WCC) is unable to operate. 

Qperations I The departmental manual for ADP security and FE$ publication 3 1 state 
that contingency plans should be created and periodically tested. During 
1985, the Service conducted a test of a backup plan which called for 
processing by a different Agriculture computer center, They were 
unable to get their programs to operate successfullk, and after about 2 
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months of trying, dropped the effort. The Service then informed the 
Department’s Office of Information Resources Management (OIRM), 
which is responsible for ADP operations within the Department. 

At the time of our review, we were informed that no action had 
occurred. The Service would be unable to continue normal accounting 
operations if the WCC were unable to function. As a result, grantees 
could expend m illions of dollars on federal programs without the Ser- 
vice’s ability to ensure proper control over and accounting for federal 
funds. Moreover, the grantees would have no certainty as to when reim - 
bursement from  the Service would occur in the event of a disaster. The 
Service needs to develop a contingency plan for its ADP operations to 
ensure continued operation of its accounting system in the event a disas- 
ter occurs at the WCC. 

In its response to our report, the Service agreed that it does not have a 
backup computer available to run its system should the Agriculture 
computer center become unable to operate. The Service indicated that it 
does send a backup copy of its accounting database to off-site storage 
each week. Although this is a prudent practice, it does not ensure the 
continuation of accounting operations. The Service advised it will pur- 
sue the implementation of a contingency plan with OIRM, which is 
researching ways to provide for contingency operations. 

Coxlusions Our review disclosed weaknesses in the Service’s accounting system con- 
trols and documentation. Specifically, 

. The Service lacks controls necessary for ensuring the reliability of and 
security over the data processed by its computer-based systems in that b 
significant systems changes were made without appropriate review and 
approval. 

l Systems changes and tests were made by individuals responsible for sys- 
tem  operations, thus violating the internal control standard for separa- 
tion of duties. 

. System documentation has not been updated to reflect all changes made 
to the system, resulting in an essentially undocumented accounting 
system. 

As a result of these weaknesses, the Service cannot ensure the reliability 
and security of its financial data. Further, it cannot be certain that its 
policies are reflected in the accounting system operations or that the 
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system complies with the Comptroller General’s internal control stan- 
dards and accounting principles and standards, 

Recommendations In order to ensure the reliability and security of the Service’s financial 
information, we recommend that the Administrator direct that 

. proposed system changes be submitted for formal management approval 
prior to implementation. (Criteria for determining when formal review 
and approval are necessary should include the nature of the proposed 
change and not solely the dollar amount or staff years of effort 
involved.), 

. appropriate separation of duties be maintained to reduce the risk of 
error or fraud and to ensure effective checks and balances, and 

. written documentation be updated to include all changes made to the 
system. 

, Additionally, the Administrator should request that the Director, OIRM, 
identify the difficulties encountered by the Service during its attempt to 
operate its backup plan and work with the Service to establish an oper- 
ating contingency plan. 

Agency Comments and The Service, in its response to our report (see appendix II), agreed that 

Our Evaluation system changes should receive approval prior to implementation and it 
has issued written instructions requiring such approval by the Director 
of the Accounting Division. If these instructions are adequately imple- 
mented, only those changes authorized by top management will be 
effected. 

I I 1 The Service also agreed in part that the system lacks documentation, 8 
and, contingent on available resources, it plans to procure a contractor 
to document the undocumented parts of the accounting system. The Ser- 
vice stated that the original general ledger software procured in 1982 
was and remains fully documented. However, as shown earlier in this 
chapter, we believe the general ledger is not fully documented, and, in 
taking corrective action, the Service must ensure that all changes to the 
system are adequately documented. 

Regarding the recommendation to establish a contingency plan, the Ser- 
vice advised us that the Department’s OIRM is researching ways to pro- 
vide this capability and that the Service will pursue implementation of 
this plan with the Department. 
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The Service did not respond regarding our recommendation to maintain 
appropriate separation of duties. We believe that the Service should act 
on this recommendation to ensure effective checks and balances. 
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Secretary of Agriculture Must Act To 
Strengthen Financial Management at F’NS 

Our findings demonstrate significant internal control weaknesses and a 
lack of discipline in systematically enforcing fundamental internal and 
accounting procedures and controls at FNS. This is a serious problem for 
an organization which spends over 30 percent of the Department of 
Agriculture’s appropriations. 

The Secretary of Agriculture should be concerned with the wide-ranging 
nature of the deficiencies disclosed in this report. These deficiencies 
cover serious problems in accounting for obligations, disbursements, 
advances, bad debts, food coupon redemptions, automated systems 
changes, significant undocumented adjustments to official accounting 
records, undocumented systems, and inaccurate external reports. The 
wide scope of these deficiencies indicates a general breakdown in super- 
vision and control of the Service’s accounting functions. 

The weaknesses in internal and accounting control were not disclosed as 
required in the Service’s annual FMFIA reports to the Secretary of Agri- 
culture. As a result, the Secretary was not in the position to fulfill his 
responsibility to identify and report on these weaknesses or to take 
appropriate corrective actions to ensure adequate systems of accounting 
and internal control. 

, 

C!omprehensive FMFIA reports are prepared to establish that agencies comply with stan- 

Corrective Action Plan dards for internal and accounting control and if not, to identify any 
material weaknesses and provide plans and schedules for corrective 

fPeeded actions. The internal and accounting control weaknesses discussed in 
c this report represent deviations from the Comptroller General’s account- I ing principles and standards as well as standards for internal control. 

However, the Service did not disclose these weaknesses or any plans for 
corrective actions in its annual FMFIA reports to theisecretary of Agricul- 
ture. From 1984 through 1986 the Service reported; that its systems 
were either in full compliance or in substantial compliance with the 
Comptroller General’s principles and standards. I 

Failure to report the many deficiencies we noted, including weaknesses 
in internal controls, and accounting for 
advances, and bad debts, may be the result of the ervice’s poor FMFIA 
review process prior to issuance of its 
report, addressed to the Department of Agricultur 
and Management, the inspector general noted that either limited nor 
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detailed reviews were consistently performed in sufficient depth to sup- 
port a statement of assurance that systems complied with the Comptrol- 
ler General’s principles and standards. Service managers should have 
taken advantage of the act in identifying and initiating corrective action 
through an effective FMFIA review process. 

Failure to disclose to the Secretary the serious weaknesses included in 
the above mentioned IG report may have delayed the initiation of a com- 
prehensive corrective action plan. Given the many recommendations 
included in this report, it would be unproductive to implement them on a 
piecemeal or separate basis. There are many factors to consider before 
initiating corrective actions, such as the marshalling of resources to 
effect the changes, training personnel in new controls pnd accounting 
procedures, formulating a priority list of actions to be ~taken, and estab- 
lishing key milestone dates. In short, a successful corrective action plan 
will require a comprehensive, integrated approach. With the informa- 
tion and recommendations contained in this report, the Secretary has a 
starting point for requiring such a plan from the Service. 

Recommendations We recommend that the Secretary of Agriculture direct the Administra- 
tor of FNS to submit a comprehensive plan for implementing the recom- 
mendations we have made in this report. This plan should be approved 
and its implementation monitored by the Secretary. 

We also recommend that the Secretary direct the Administrator to 
improve FNS evaluations of its internal controls and accounting systems 
by performing them in sufficient depth to disclose all material weak- 
nesses. Such weaknesses and planned corrective actions should be dis- 
closed in the Service’s annual FMFIA report. 1, 

ncy Comments and correcting the many weaknesses in its internal controls and accounting 
practices noted in our report. 

Also, in its response to our report, the Service agreed t at a thorough 
review of the accounting system as well as the FMFIA r t porting process is 
in order. The Service advised us that its system does h ve several weak- 
nesses, that its internal control evaluation process doe ,” not always 
detect these weaknesses, and that the weaknesses havk not been high- 
lighted to top management. The Service said it plans stronger FMFTA 
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Secretary of Agriculture Must Act To 
Strengthen Financial Management at FNS 

reviews beginning in fiscal year 1988. These reviews will cover all com- 
ponents of FNS’s accounting system. 

We believe the Service’s positive response to our recommendations dem- 
onstrates its desire to make a strong commitment to improve its account- 
ing and internal controls and to enhance its FMFIA reviews and reporting 
process. While the response was silent as to the role the Secretary of 
Agriculture would have in approving and monitoring the implementa- 
tion of the plan, we were assured in a subsequent discussion with a Ser- 
vice official that the Secretary would remain involved in plans for 
corrective actions. 
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Liztter of Credit Process 

Food and Nutrition Service grant programs provide about $6.6 billion a 
year to the grantees through a letter of credit process This process 
allows the grantees to draw on established credit balances, as needed, to 
pay expenses associated with their grants. It also allows the federal gov- 
ernment to hold funds until the payments are made. Each of the Ser- 
vice’s regions is responsible for awarding and managing grants using the 
FAHS system. Regions also authorize and monitor letters of credit cash 
needs and approve individual cash draws. 

The accounting procedures and controls over letters of credit are com- 
plex. In order to establish credit balances for the grantees, the Service’s 
Accounting Division first provides letters of credit to Treasury with cop- 
ies to the regions. Treasury enters the credit information into its letter 
of credit system. Service regions provide copies of the letters to the 
grantees. When it becomes necessary to pay grant expenses, grantees 
such as states notify their commercial banks, providing them with their 
letter of credit account number and an order to draw !funds. A series of 
automated notifications follow in sequence from the commercial banks, 
to the Federal Reserve Banks (FRB) in their area, to the FRB in New York, 
to Treasury, and then to FNS. The Service’s Accounting Division enters 
the requests to draw into its letter of credit subsystem for review and 
approval by the appropriate regions. If the requests $re approved by the 
regions, Treasury is notified by the Service and electronically transmits 
the funds to the grantees. All of these actions occur within 1 day of the 
states’ requests. 

In order to properly control funds disbursed to grantees, title 2 requires 
that such amounts be recorded as advances (or as a charge to a 
restricted cash account). The advances should subsequently be reduced 
by the amount of program expenses shown in period’c reports which 
grantees submit to the Service during the year, The 1 ear-end balance in b 
the advance account would serve as a basis for establishing the Service’s 
advances receivable or accounts payable. Also, at year-end the amount 
of program expenses reported by grantees should be /used to adjust 
expenditures reported by the Service. 
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Comments From Food and Nutrition Service 

Note: kGA0 comments 
supplementing those in the 
report text appear at the 
end of this appendix. 

See ge41 4 

See cc+nment 1 

a I i, 

United States 
Department of 
Agriculture 

Food and 
Nutrition 
Service 

3101 Park Center Drive 
Alexandria, VA 22302 

Reply (0 NOV 3 1357 
Attn. of: 

Subisct: Cmmznts onDraft-t FMitled '?MTRN& AND FCCUJIWIK CDNTRaS: 
Fbml and Nutrition Service Lacks Effective Umtrols" 

To: J. Dexter Peach, Assistant Cunptmller General 
&sources, Camnmity, and Ecxmanic Developmmt Division 
General Axounting Office 

J?nclceed are ax ccmnents on your draft report entitled "Internal 
and Accamting Qntrols: Fbcd and Nutrition Service Lacks Kfec- 
tive Gzmtrols" (see Attachmnt A). 

Thank you for your study of the Service's Pmgram Accounting Syst6n 
(PAN. FITS is well aware of rmst of the prcblens or wea!messes cited in 
thedraftreportmilhas alreadycorrectedor is in theprocessof 
correcting n&t of then. In addition, in the mre than 12 mnths since 
the auditerdedtibefore thedraft reportwas issued, FNSplannedor 
implemented a nunber of actims to enhance its autamted financial 
accounting system, bprove its accounting procedures, and strengthen its 
internal ccmtrol system. 

I agree, however, that a tlxxxxgh rwiew of the PAS, as well as of our 
Federal Managers' Financial Integrity&t (FME'IA) repxxtingprccess, is 
in order, beginning with the areas you have identified. Such a review 
should detect and result in plans to correct any systemic deficiencies 
in the PAS and in - internal control svaluation procedures. The 
Service's cwehensive plan for correcting the weaknesses in internal 
controls and acoxmting practices noted in the draft report is contained 
in Attacbzznt B. 

Because of the short time given FNS to respond to the draft repart, the 
plan as presented here, mrticularly with respect to target dates, should 
not be considered final. 

In addition to addressing the spxific findings containd in the repent, 
the canprehensive plan provides for stronger FWFTA reviews beginning in 
Fiscal Year 1988. These reviews will be carefully planmzdtocwer dll 
canponents of the PAS, including adherence to GAO accounting policies, 
canpliance with GAO and Office of Manage'&znt and Budget regulations on 
internal controls, adequacy of written FNS accamting procedures, 
regional as well as headquarters applications of these procedures anJ 
controls over ADP applications. In addition, the plan prwides for 
enhancerrents to cxr internal control evaluation mccess and autanated 
accalntiq systen. 
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J. Daxter peach 2 

Please direct any qwst.ion6 abut this retqxmae to the Service'6 Deputy 
Mininistrator for Financial Managment, Jack Radzikauski, at 756-3046. 

Sincerely pm, 

a-- 
ANN& XONIXATAS 
P&Mstratac 

Attachments 
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See p&e 40 

See c&lme”t 2. 

Attachmant A 

Executive Summy 

Ingmeral, the FbcdardNutrition Service (FM) agreeswithmny of the 
rqxxrt's fitiings. FM' prosran Accounting Systfm (PAS) does have 
several wetiesses, am3 its internal cmtrol evaluation process did mt 
Ways detect thee weaknesses. In addition, the annual Federal Mana- 
gem Financial Integrity Act (F?@'IA) reviewsperformadby FNS didmt 
highlight theeewakmeeea totcpmnaganent. 

FNSiswell mire ofmst of the pmblems orwsakne8ses citedin the 
draftreportand has alreadycorrectedar is in thepmcess of correct- 
ingMxtofthem. In &l&ion, in then-ore than12 rmmths since the 
auditendedandbefore thedraftrapmtwas issued, FNSplannedor 
implewmted a number of actions to enhance its autamted financial 
acanmting systen, Fngrclve its accaunting procedursa, am3 strengthen its 
internal control system. 

In accordance with GAO's rewmme rdation, we have devised a cmprehensive 
plan for correcting the weakneeses in internal ccntrols and acccmting 
practices noted in thedraftreport. Eecause of the short tim given 
RJS to respord to the draft report, the plan as ptxf3ented here, particu- 
larlywith respect totargetdates, should not be considered fiml. In 
addition to addressing the specific findings mtainsd in the report, 
thec!axprehemsiveplanprwidee for stronger FMFIAreviews beginning in 
Fiscal Year 1988. !Ihese reviews will bs carefully planned to cwer dll 
canpcmnts of the PAS, including adherence to GAO acanmting policies, 
canpliancewithGADarrdOffice of ManagmrantandEbdgetregulationson 
internal amtmls, adequacy of written FNS accounting pro3dure3, 
regional aawellas headquarters applicaticm of these procedures and 
controls wer AUP applications. In addition, the plan provides for 
enhaxummtsto ax internal control evaluation process and autanated 
accounting systen. 

Witlxmt disputing the need for a cmprehensive review of its accounting 
and internal ccmtrol systens, FWStakes issuewithseveral specific 
exanples of v.mkneases citedin thedraftrqmrt. Caments on these 
findings are detailed belo. along with FWS' canmnts on the reminder of 
the report. 

(Imrrents on Specific Findings 

Chapter 2: Internal Cbntrol Weaknesees 

0 Utiaxmnted andUnauthmizedTrmsactions 

-- Child Nutrition (3bligations. Ihedraftrqmrtcites an instance 
of an adjustment of Fiscal Year 1984 Child Nutrition obligations 
ma& by a regional section chief without proper justification or 
supexvisory apprwal. FNSdms not deny that this incident 
OcCUrred. However, the section chief involved, who has since 
been transferred out of the accounting area, had failed to 
follow establiahsd prccdures. In addition, headquarters 
acmunting staff had for a pericd. of several mnths before the 
Fiscal Year 1984 close-out given the section chief guidance on 
making the adjusbrent,which the section chief had failed to 
follow or, apparently, understand. Rather than ask for 
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Se+9 comment 3. 

Sej9 comment 4. 

St+ page 13. 

S 
til 

e comment 5. 

additional help, the individual made an imorrect and 
imprqxrly dozmted entry, in violation of existixq operating 
~ocedures. The final adjustment for this transaction was made 
byhea&uMxrs accaxking staff but was notdccmted 
sufficiently in the record. 

ENShafd alreadyinplenenteda change inpro3zducetorquirea 
written justification and supervisory initials on all similar 
8.d.j uehents. The Accounting Division has also distribut& 
specific par-end instructions to the regicms to er@msize the 
n& forproprdmunentationard apprwal of all accounting 
tranaacticns. In addition, in an effort to avoid recurrences of 
this Ml similar cmpliame problens, the Acamting Division 
intensified is on-site reviews of regional olprations duriw FY 
1987, visiting 5 of the 7 regions, and (resames permitting) 
plans to visit each region several t imes in M  1988 ard 
succeaaive years. 

~@r,we~t~~tautthatATND~wasfhereeverany 
pmsibility of an Anti-ckficiency Act violation, as noleplal or 
di&.mable&ligetion inexcesaof theappm~iationar 
allotmmtexi.etsdonFNS' official bcdm ENSvimldlike the 
Ei.nel repcettodeleteany refereme to a potential violationof 
the Anti-deficiency Act. 

-- General Lfdgw Rephcmmt. GAO also cites aa an wmrple of 
mlo3mmted and urmthorized accounting transactions an $r~stance 
where pneral led*r recordewerereplacedwithoutsupenrLsory 
apprwal . It is true that neither theDire&ar of the Actaunting 
Division at that time nor any higher-level official persohdlly 
apprwed this decision, am3 as a result FNSprccedures Webeen 
changedtor~re theDirector's gpprwal onall signifi&nt 
change8 to Rqram Accounting &Mxin data or ADP applicatjons. 
Hcmver, contrary to statemmts at the kottanof page10 &nd the 
topof page 11of thedraftregot-t. theerronecm3d3ta&let~ 
fran the germ-al ledgx were not destroyed but still exist on a 
ccmputer file. In addition, headquarters accounting staff urder- 
stands precisely why the ledger records had.toba replace& FNS 
muld be hapw to explain the technical necessity for the 
replacment and to furnish GAO with the amamt of the difkerence 
betien the origin&i general ledqx rmords and thelettepof- 
credit subsystfm disburammntrecordswhichreplaced than:. INS 
vchild like the final repart to delete w refexxnce to * 
failure on the p3rt of FNS officials to determine the exqt 
amcmtoftheledgardiffemnceortodeteminetheexactcauee 
of thediffexxrm!. 

-- Feed Stamp Adjushnents. TheGAOdraft report cites nine 
enl. adjustmnts to F&d Stamp prcgrm accounts mde for &I" 

ar- 
F seal 

both a detailed explanation and supervisory apprwal of 
tdjU8~tS. 

2 
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See comment 6. 

See comment 7. 

St? c/omment 8. 

See c/omment 9. 

0 Incorrect and Untimely Acanmting Transactions 

-- s.la pense File Itans. The GAOreportstates that timely 
accounting data was not available to FNS mnagers in part because 
'Mllions of dollars in accamting transactions, rejected as 
being in error by the system, werebeing held in a suspense file 
for extended periods of tie-in sane cases about one year." 
This was not the case. The transactions referenced in the report 
were a anal1 group of FY 1985 year-emd closing transactions held 
in a recycle or error file. These transactions were deliberately 
held in the recycle file to facilitate closing the autamted FY 
1985 general ledger. The rscycle file has since been cmpletely 
cleared out and the close-out process has been autcmted, which 
shouldprevent any recurrerxe of this "prcblen". Wewmldbe 
happy to explain the mechanics of the recycle file and/or the 
close-cxlt program to GAO at their comenierce. MSwouldlike to 
seethisexampleofintiemdcoatml %eakness"deletedfxuathe 
final rapart. 

-- Fiscal Year 1984 Close*t. Thedraftreportstates that FNS' 
closing process for Fiscal Year 1984 was incaqAete 8 mnths 
into Fiscal Year 1986. lkis was not the case. lhe Fiscal Year 
1984 kocks were closed on tine ard all PY I984 year-end reports 
were subnitted in a timely manner. It is true that closing 
general ledger entries for Fiscal Year I984 were done mnually, 
as this process hadnotyetbsen autamted (see cement on 
"Susgxmse File Itens"). Hwever, there is no requirement as far 
as FWS knws that theyear-end closingprocessmst be 
canputerized to be valid. FNS will gladly furnish GAO evidence 
of its timely manual Fiscal Year 1984 close-out. FNS wwld like 
GPDtodelete fran its final rqxxt anyreferencetoa failure 
to close its Fiscal Year 191kl kc&s on time. 

0 Unsuppcxted Obligation Balances. The &aft repcrt states that 
significant arnamts uf cbligations on fir&i Fisal Year I985 FNS 
external reports, specifically the "Year-EM Closing Statesent" 
(ITS-2108) and the %epcrt on Budget Execution" (SF-1331, were 

unsuppartsd. Specifically, the report states that persmnel in 
one region had entered estimates of abligations into PAS without 
sufficient doxtentation, tiile personnel in another had used 
letter-of-credit authorization balances rather than general 
ledger balances to certify year-e& &ligaticms. The draft 
repart also states that "there was no cbcumantation to s-t 
the [latter] region's certification of the obligations" for prior 
fiscal years. FNS cbligations were both accurate and properly 
certified on its Fiscal Year I985 and prior year-end rqmrts, as 
well as on Fiscal Year 1986 reports, and F?JS has dccunentation to 
support these certifications. FNSwmldtkreforeliketosee 
any reference to med &ligation8 or resulting inaccurate 
year-endrepoP-tsdeletedfranthefina.lrepart. 

3 
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Se~comment 10 
.w- * IWwrt on Financial Condition (SF-220)" Rrrors. FNS agrees 

&t treating sl.1 letter-of-credit drawdcwns as expenditures 
rather than acxmnting for such draw&+ns as advances is a 
technical violation of established GAO accounting principles. 
FNS adopted this accounting pactice in I980 after consultations 
with theTreasury TIleprmt, whichadvised FNS acctxnting staff 
that its then-nen,letter-of-credit systsm (theTreasury 
Fimcid Ccnmunicaticns Systan, or TRW was designed tohold 
drawerstominimnnimnediatecgshneedsardthatdrmvdrxvnElcauld 
therefore be treated as expenditures. In suppcatof this 
position, Treasury form TFS-5805, 'Wquest for Fur&," contains 
a oartification to be canpleted by the drawer/requester which 
states in plrt "1 also certify that the data reported is correct 
ti that the amuntof theRequest for Furrls isnot inexcess of 
immdiate disbursanent needs." 

Relyiw on this certification, FNS has accounted for all 
dxMs since I.980 as expenditures, on the assumption that 
state grantees treat the drawdowns as reimbursements for conies 
already spent orwillsgerd thedrawdavnswithin -or three 
days of receipt. It should also be noted tbatncet FNS grants 
are sntitlgnent grants payable on der0snd rather than project 
grants whose payaz?nts are subject to verification of unork per- 
foraWL In aus opinion, therefore, acwunting for such cash 
drawdu~~s as advances would serve little purpose. In addition, 
treating all draw&~~$ as advances would require the states to 
suhnitmnthly infmtion on esperditures to FNStoenable it to 
liquidate the advances in a tirrely manner. FNS feels that this 
requiresentwouldbe extranelyburdensaneon the states ardxould 
not be a cost effective mechanism for controlling drawdowns. 

GAO spIzears concerned that, by failing to accault for cash 
drawdauns as advances, FNS would also fail to identify a*d 
collect excess withdraws&i by the grantees. It is ap&ersrMy 
CMYs opinion that ENScan exercisepropxcashnanagementof 
state cash hilances only by recording accamts receivable/ in its 
genexal le&pr for any excessadvances heldby the stat@ (and 
then pres&ly collecting the receivables). GAO appar tly is 
not aware that FNS avoids the necessity of setting up a3 
collecting such receivables by continually rronitaring the 
states' cash balances, which are also certified on the m-5805, 
and routinely denying additional Qawdownstostateswhi$hhave 
excess cash on h&d. ENS has been very aggressive in wemeeing 
grantee cash management to ensure that letter-of-credit 
drmbs are limited to imediate disbursan?nt n 
issued a standard Cash Managerrent Review, Guide and our 
offices hsve applied the standard rwiew praxdur 
woerpnns. This concerted activity to improve grantee 
aanagsmsnt has been one of this agemy's major objectives for 
the past several pars ardhas prcduced significant results in 
eliminating excessive and untimely drawduaxi. In addition to its 
ongoing cash managesent activities, FNS performs a cai!plete 
reconciliation of each grantee's actual exIxxdituree aga$nst 
dxab+tdcwns w&-i each grant is closed out. FNS therefore feels that 
it is rmeting both its cash nenagenent rsqonsibilities 
Title 2 acccuntiryr standard without treating any of its 
as advances. 

4 

Page 44 GAO/AFMD-8&16 FFS Ckmtrolrr Are Ineffective 



Appendix II 
Comments From Food and Nutrition Service 

mment 11. 

fmmsnt 12. 

nment 13. 

Althnqh FNS belisves that acanmtiug for most drawdmns as 
advamaa is insppmpriate, since dxti made the last week of 
each mnth are normlly spent by the states before the mnth erds 
brri tgxcese state cash balances are closely mnitored), FNS 

rezes that saw d.rawdcws made the last week of the month 
msy not be disburssd by sane states until the first week of the 
follavim~ mnth. Drms which have not been disbursed by the 
enf Of the axxxmting pericd may be considered advances. In 
retion of this, FNS will change its acmmting proceduree to 
recognize letter of credit drawdavns made after the 25th of each 
month ae advances (to be reversed the follming month). FNS will 
anthue to mnitor grantee dra~A0.m~ aggressively to insure that 
grantees do not withdraw cash in excess of need. 

-* All Wapce for Uncollectible Axmunts. mTS agrees with this 
fSndSryl and will take the necessary steps to change its existing 
accounting procedure. 

0 ! .Jnmmlved Audit Finding on Food Coupon Redemptions 

ENS agrees with this firding. Hammer, FNS is disappointed that 
the draft report fail8 to mntion the considerable logistical 
a~%! t&nical difficulties involved in establishing a system to 
trace paymnts for food stamp caupcm redemptions to individual 
vandors and to recomile such payments against authorized 
r~tiona. Such a systm would require cooperation fmn 
FedemU Raserve Sanks, cumxcial banks and state agencies auf! 
would place a large paperwork and prccessing burden on &se 
entities as wall as on FNS resaxces. The exicmmus effokt 
invalved is the largest reason for FNS’ failure to canpl~ with 
this fitiinr;. War, the draft report also fails to tintion a 
major ENS initiative to cmxhaul the Rxd St- redemption 
system which shculd eventually enable FNS to reconcile actual 
with autiized redss@ions. I”NS would like to see its efforts 
in thh tiIkti3 acknowlad~ in the final repart. Tb this end FNS 
would bs happy to furnish additional details of this project to 
the W. 

CIhapter 3r Slmxvper Accenting Pxactices 

Most of this c%mpter of the draft report simply restates several of 
the finlings delineated. in Chapter 2 fran the perspective of 
c~lim with GAO accamting policies rather than fram an internal 
control st~point. We will limit cur commts to three findings. 

-- batter-of-Credit Cash Balances. lbe draft report states that 
JN3 then@ letter of credit records to reduce by $138,3lOO the 
anant a grantee wed FM. ibis was not the case. The ikhange 
rsfemnced in the report involved transferring, or “rolling 

” an F’Y 1980 letter-of-credit cash balance to FY 19~85. 
~&m, which ENS no longer permits, allowed. states to apply 
agai.nSt a subsktqwnt grant cash famd to be in excess of need for 
the current grant. It is not true that insufficient 
tion existed for the rollover referenced in the draft 
PAS prcxxxlures required all rollcmr entries to he 
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Comments From Food and Nutrition Service 

SeEj comment 14. 

comment 15. 

comment 16. 

commcitnt 17. 

comment 18. 

-- 

-.. 

both thegrantaward docmsntard anattach~worksheetscplain- 
ing the details of the rcillmer. These docmsnts did, in fact, 
exist. l lmever, the PAS procedures did not require that copies 
of these drmammts be attached to the dccmsnt used to make the 
rollover acanmting entry. It is true that allowing states to 
retain such excess cash distorted the expenditure balances 
reparted for theyearswhenxollovem wereallmed. FNShas nanl 
m  its ~ccwltingpolicyandno;yestablishes accamts 
receivable for all excess cashbalances when theqr aredetected, 
tothduri~ the fiscal year when the rq-uests for drawdmm are 
rscelved and duxing the grant close-cut process when final cblig- 
atiohs are reconciled with disbursements. 

Al lmmnce for Uncollectibles Not Established. It is true that 
FNShadno~tablished an alhe forbaddebts in acaxdance 
with GAO-prescribed procdures. FNS has nearly canpleted a 
recalculation of its bad debt allavance and plans to adjust the 
unsupportedarmmt currentlyon its general ledger by the end of 
Decdr 1967. 

Write-offs of Bad Debts Not Recorded Properly. FNS agrees with 
this firding am?. will take the necessary steps to change its 
existing accounting procedure. 

Chapter 48 Weaknesses in Autamted System Controls ard 
Domnentation 

0 Inadeguate Autamted Data Processing System Controls 

ENS agrees with this finding and has already issued written 
instructions to require the apxoval of the Director, Division of 
Pccmnting, to request, testarkd implement all significantohangesto 
the ADPErjmen. 

0 Lackof SystemDoxmntation 

FNS agrees in part with this finding. FNS would like to point mt 
that the original gmeral ledger software (Ccnputer Data Sy&em, 
Incorpmlxd’s Financial Accounting and Reporting System, of F’AFKS) it 
obtained in 1982 was andrtshns fullydccmentedard tbatl!NShas not 
altered themiginal code of thatsystan. Therenaininghal;f d the 
EYCgwYiPccu.ant~ Systemisundccmented. FNS planstodaMent the 
unlocunentedpartsof the systenas rescurces becune available. 

0 Lack of Czx&ingency Plan for N3P Operations 

FWS agrees in pert with this finding. ENS does send a backSup copy 
of the PAS database to off-site storage each week. HaveverA ENS does 
not new have a back-up muter available to run the PAS should the 
USDA computer center becane unable to operate. The Departmjnt’s 
Office of Information Rescurces Management is reaearch~ ways to 
px0via.e this c~ility. FM will pursue this with the Dep&trsent. 
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Attachmznt B 

Food and Nutrition Service ~ehensive Plan 
to Icbntify arr3 CDrrect Deficiencies 

in the l%mgran Arcamting System 

1. InqrwemnitorFngof cash 
withdrawal.s by state 
grantees 

2. pJx?vwlt unaumized 
foodatatg,couKxm 
recknptims 

3. Impwe debt callection 
pre.ctices 

- Continue direction 
to EN9regimal of- 
fices to pxforfn 
cashmamgmmt 
rwiews unter 
stan3ardized 
proceduresofat 
least 2-4 grantees 
per regionperyear 

- Direct regional of- 
ficestoperform 
fdlcwup corrective 
action rwiews for any 
grantee previously 
identifiedwith cash 
manag6n?ntgarcuemsor 
excessive cash on 
hard. 

- Issue PASpxedure 
to require accamting 
forcashwitldrwals 
ma& after the 25th of 
eachmnthasadvances 

mte 

12/31/87 

12/31/07 

3/3l/88 

- Issue PAS procechre 3/3 l/68 
for establishing acoxnts 
receivableforexceas 
advancee 

- Pilot test c6 new 
redangtion system 

5/31/88 

- Inplanentnew system l/1/89 

-Calculateproprbad 12/31/87 
debt allcxwce and enter 
into accountiIls l3mt.m 

- Issue revised PAS prccedure' 12/31/87 
to require write-Off0 of 
uncollectible debts to the 
apprqxiate accamt 
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Focal and Nutrition Service Carprehensive Plan 
to Ickntify and Correct Deficiencies 

in the Program Accounting @sten 

Actions Milestones 

- Issue PAS procedure to re- 
quire proper calculation 
of thebaddebtallcwance 

4. Tmprwe controls wer As)P 
reaaces 

- Begin prccess to prccure 
a contractor to document 
the undcmmmted part8 
of the PAS (award of con- 
tract contingent on 
available resources) 

5, i3uhit cmehensive Federal 
Managers' Financial Integrity 
Act reprts 

a) FY 1987 - Include in FY I.981 
report all valid 
material findings in 
the 9/10/87 GAO draft 
rqxutas well as 
all findings which 
were the result of 
internal FNS reviews 

b) FY I.988 - brform additional 
or new vulnerability 
assesrrments, internal 
control re.+ws and 
related reviews as 
needed 

- Establish Internal 
Controls Steering 
canrnittee canposed 
of senior FNS officials 
to ensure consistency 
and objectivity in ap- 
plication of internal 
control standards and 
principlea, establish 
agency policies, direct 
principles, establish 
activities, and OverSee 
FNS' system of intem- 
al cmtrol. 

Date 

12/31/87 

9/30/m 

10/31/87 

10/31/88 

chnpleted 

6. Inplmt enhancersants 
to the Prcgram Acanmting 
sy8tm MS) 

-Develop requironents l/31/88 
analysis for upgrade/ ~ 
redesign of the PAS 

- Implement Standardized Conpleted 
General Ledger 
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AppmUxII 
Commenta From Food and Nutrition Service 

The following are GAO'S comments on the Food and Nutrition Service 
Administrator’s letter dated November 6, 1987. 

GAO Comments 1. We have recognized the Service’s plans and actions in this report. 

2. Information presented was included in our report. See page 13. 

3. Reference was deleted because it was included in a previously issued 
report, Anti-Deficiency Act: Agriculture’s Food and Nutrition Service 
Violates the Anti-Deficiency Act (GAOIAFMD-w-20, March 17, 1987). 

4. We included the Service’s comments in our final report. See pages 13 
and 14. 

6. Information presented was included in our report. See page 14. 

6. Service’s explanation was included in our report; however, our con- 
clusion remains unchanged. See page 16. 

7. During subsequent discussions, Service officials agreed the correct 
year was 1984. The typing of “1986” was in error. 

8. We included the explanation presented by the Service in our report. 
We maintain that at the time of our review, the automated general 
ledger had not been closed. 

9. We reviewed both our audit evidence and the information presented 
by the Service and have found no new evidence to alter our final report. 

10. The Service has proposed an alternative procedure~of recording as 
advances amounts drawn after the 25th of the month. It has also imple- 
mented the policies of establishing advances for amounts discovered 
through both cash management procedures and grant close-out process- 
ing. These measures should provide a reasonable estimbte of amounts 
owed to the Service as well as improved control over receivables. 

11. Information presented was included in our report. $ee page 26. 

12. Information presented was included in our report. See pages 19 and 
20. 

13. We have included the information in our report. See pages 23 and 24. 
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/ 
(9p6110) 

14. Information presented was included in our report. See page 26. 

16, Information presented was included in our report. See page 26. 

16. Information presented was included in our report. See page 29. 

17. Information presented by the Service was included in our report, See 
page 30. 

18. We have included the information in our report. See page 31. 
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