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The Financial and General Management Studies Divi.ion 
prepared this audit guide for use on audit. of auto.ated or 
computerized systems. It should be used by the auditor once 
the decision has been made to review either an auto.ated 
system or selected applications within a .y.te •• 

The guide provides the auditor with a .tructured appro.ch 
for evaluating the system from the initial gathering of b.ck
ground data and identification of control., through an.ly.i. 
of system data l~WS and detailed conformance te.ting. It i. 
designed to he l e auditor identify syste •• probl ••• and 
determine the related causes and effects which are n.c •••• ry 
to support a finding. In other words, the guide contain. 
detailed procedures for conducting a comprehensive r.view of 
an automated system or individual application •• 

To review an automated system with this guid., or conduct 
a reliability assessment with a previou.ly i •• u.d -Guid. for 
Reliability Assessment of Controls in Co.puteriaed Sy.t ... 
(Financial Statement Audits)-, the auditor .u.t gather g.neral 
background information and identify control point.. ror 
consistency in conducting this part of a review, we included 
identical background and control questionnaire. in both guide •• 

Although this guide is being issued a. an expo.ure dr.ft, 
we encourage its use on any ADP syste. review. Your coa.ent. 
and suggested revisions should be forwarded to J. L. Boyd, 
Assistant Director, Financial and General Manage.ent Studies 
Division. 

D. L. Bcantlebury 
Director 
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INTRODUCTION 

These guidelines were developed to provide the auditor 

with a str uctured approach for evaluating an auto.ated or 

computerized system. This ·system approach" places prl.ary 

emphasis on determining the rel iabil Ity of the auto.ated 

system, i.lc luding the information and reports it produces. 

This guide contains audit procedures for reviewing 

a complete system including an evaluation of controls and 

detailed conformance testing. If diffp.rs fro. the previously 

issued draft, "Guide for Rel iabil ity Assess .. ent of Controls 

in Comput er ized Systems (Financial State .. ent Audita)," which 

was designed to help the auditor make a brief survey at the 

beginni ny of a financial statement audit to deter.ine the 

degrees and types of risks involved In relying on computer-pro

cessed information. 

The following guidelines are discussed in the order that 

an auditor would normally follow in reviewing a system. 

--Collect genpral system information to find out what 

the system does and generally how it works, and 

briefly evaluate data processing department controls. 

--Review the system or part of the system (individual 

application) to evaluate the network of internal 

controls. 

- I -



--Prepare a detailed data flow diagraa to help 

evaluate docuaentation, docuaent controls, 

coaputer prGgraa efficiency, and usefulness of 

output reports. 

--Conduct detailed conforaance tests. Methods of 

testing include evaluations of saaples of agency 

records, coaputerized data retrieval and analysis, 

and test decks. 

A brief overview of this "systea approach" follows. 

- 2 -

• . . 
. . 



• 
• 

St:CTlON I 
GENERAL SYSTEM 
INFORMATION 

SECTION II 
REVIEW OF COMPUTE 
APf"lICATIONIS) 

SECTION III 
ANALV$tSOF DATA 
flOWS THROUGH 
THE SVSTEM 

SECTlON :IV 
DETAILED 
CONFORMANCE 
TESTING 

R 

OVERVIEW OF A SYSTEMS APPROACH TO AUDITING 
AN AUTOMATED SYSTI ~ 

COlLECT GENERAL 

BACKGROUNO INFORMATION 

I 
COllECT INfORMATION 

ON APPLICATIONISI 
PROCESSING PROCEDURES 

O£VElOPOATA 

I 
OEVElOPOATAFlOW 

F LOW Of MANUAL OF AUTOMA TEO 
PROCESSING PROCESSING 
PROCEDURES PROCEDURES 

PREPARE DATA FLOW 
DIAGRAM OF MANUAL. 
AUTOMATED. 81 INTERfACE 
CONTROL PROCEDURES 

SUMMARIZE POTENTIAL 

,",-~ FINDINGS. ESTABLISH 
SCOPE FOA CONFORMANCE 
TESTING 

1 1 ~ 1 
OBSE RV E DEVElOP SELECT SAMPLE DEVELOP. 
APPLICATIONISI & PROCESS Of AGENCY PROCESS DATA 
PROCESSING A TEST RECORDS USING RETRIEVAL. 
tBO TH MANUAL DECK DATA RETRIEVAL ANALYSIS 
& AUTOMA TEOI S. ANAL V$IS ROUTINES TO 

I 
PACKAGE ANALYZE 

AGENCY RECORDS , 
EVALUA TE EVALUATE EVALUATE r EVALUATE I 
POTENlI4.L TE ST DESK SAMPLE RESUL TS 
EFFECT OF PROCESSING TRANSACTIONS 

J DEFICIENCIES 
~ 

1-' ... --.---.---- .. - - - --- - ---i SUMMARIZE 
fiNDINGS 

REPORT 

3 



SECTION I 

GENERAL SYSTEM INPORMATION 

BACKGROUND INPORMATION 

Th •• uditor .hould obt.in .n ori.nt.tion .nd g.n.r.l 

und.r.t.nding of the .y.t •• b.ing r.vi.w.d. including the 

d.t. proc ••• ing d.p.rt .. nt wh ••• the .y.t •• •• co.put •• 

p.Dg ••••• r. proc •••• d •• 0 th.t h. c.n pl.n • d.t.il.d .udit. 

R.viewing .g.ncy docu •• nt.tion th.t provid ••• g.n.r.l 

d •• cription of the sy.t ••• nd int.rvi.wing .g.ncy ~r.onn.l 

.hould provide the n.c •••• ry knowl.dg •• 

SYSTBKS APPROVAL 

Th •• ccounting sy.te •• of .11 .x.cutive d.p.rt •• nt •• nd 

.g.nci ••• r •• ubj.ct to the Co.ptroll.r G.n.r.l· ~ .pprov.l. 

with the .xc.ption of Gov.rn •• nt corpor.tion •• ubj.ct to the 

Gov.rna.nt Corpor.tion Control Act (31 U.S.C. 841) .nd cert.in 

qu •• i-gov.rna.nt.l .ntiti •• th.t. by l.w •• r •• ubj.ct to th.t 

.ct. 

1. Det.r.in. if the .y.te. d.sign h •• b •• n .pproved by 

GAO wh.re .pplic.bl.. If not .pplic.bl •• go to 

ORGANIZATION b.low. 

2. If the system has been .pproved. obt.in .nd r.view 

the system design document.tion p.ck.ge ret.ined by 

the Fin.nci.l M.n.g.ment Group in the Pin.nci.l .nd 

Gener.l Man.gement Studies Division. w.shington. D.C. 

- 4 -
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3. If the system design has been approved, it should 

have been impleme"ted as designed. Any significant 

deviations frum the approved design should be 

repo rted to the Financial Manageaent Group. 

ORGANIZATION 

I. Obtain applicable agency organization charts. 

(See exhibit 2, item 1.) 

2. Interview key agency officials to deter.ine 

how the system works. Summarize individual 

functions and responsibilities of key officials. 

INTERNAL/E XTERNAL AUDITS AND STUDIES 

Audits or studies of the systea and the data processing 

department should be reviewed to help deter.ine the audit 

coverage necessary and preclude unnecessary duplication. 

The auditor should try to identify control strengths and 

weaknesses , evaluate offsetting or co.pensating controls 

where weak controls are identified, and, in general, assess 

the audit coverage. 

I. Inte rview agency internal audit personnel and ca-plete 

the internal audit questionnaire in exhibit lAo 

2. Obtain applicable internal audit reports covering 

the data processing departaent and the syste. being 

- 5 -



reviewed. Review the reports to identify strengths 

or weaknesses in the system and assess audit coverage. 

3 . Obtain, review and comment briefly on other applicable 

studies or reports prepared by consultants, outside 

auditors, etc. 

AOP STEERING COMMITTEE 

An ADP steering committee can be a valuable asset to top 

management in its efforts to monitor the quality and relia

bility of computer-produced information. The auditor should 

determine whether the AOP steering committee haa been given 

enough responsibility and authority to effectively overaee 

the data processing function. 

1 . Obtain a description of the ADP steering co .. ittee'. 

duties and functions. 

2. Obtain minutes of the ADP steering coaaittee's .eetings. 

3. Interview AOP steering committee personnel and coaplete 

the steering committee questionnaire in exhibit lB. 

DATA PROCESSING DEPARTMENT 

1. Obtain a copy of the computer center organization chart 

and complete the background questionnaire in exhibit 2. 

2. Agency manuals needed include 

--computer operations policies and procedures, 

--computer operator instructions, and 

--data processing user's manual. 

- 6 -

. . . . .' 



3. Revi.w copi •• of r.port. of u •• r co.plaint. 

to id.ntify pot.ntial probl •••• 

4. Tour the data proc ••• ing c.nt.r. 

5. Evaluat. the ADP d.part •• nt.' day-to-day operating 

procedur •• , co.put.r c.nt.r phy.ical condition., and 

g.n.ral approach •• to control. 

--Co.pl.t. qu •• tionnair. on data proc ••• ing 

d.part .. nt control. in .xhibit 4. 

6. Exhibit 5, co.put.r c.nt.r control. profil., i. int.nded 

to provide infor.ation and can be u •• d by the auditor 

at hi. di.cr.tion. Reliability a ....... nt and u •• of 

this profile i. di.cu ••• d in GAO'. "Guid. Por Reliability 

A.ses ••• nt o! Control. In Co.puterixed Sy.te •• (Pinancial 

State •• nt Audit.)." 

7 



EXHIBIT lA 

INTERNAL AUVIT 

1. Does the agency's internal auditing 
department audit the ADP function? 

2. Does the auditing department have an 
ADP section within its staff? 

3. Does the department have a continuing 
program for ADP education? 

4. Does it participate with data 
processing personnel in developing 
ADP systems? 

5. Do any ADP personnel participate or 
assist auditors in ADP audits? 

6. Are copies of operating coaputer pro
grams maintained under control of the 
auditing department for the principal 
ADP applications? 

7. Are the control copies of operating 
computer programs compared with 
production programs at least annually? 

8. Are test decks used by the auditing 
department to test operating programs? 

9. Are specially written computer 
programs used for audits? 

10. Are test decks and/or computer audit 
programs stored under audit department 
control? 

11. Does the audit department supervise the 
running of the audit programs and/or 
test decks? 

12. Does the internal audit department 
verify data on ADP output reports 
against related source docu.ents? 

13. Does the internal audit department 
review test procedures for all changes 
to· ADP programs and systems? 

- 8 -
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EXHIBIT lA 

14. Explain any "No" answers. Note alternate control 
procedures, and, if none, describe how the lack 
affects overall system reliability. 

- 9 -



EXHIBIT IB 

STEERING COMMITTEE 

1. Does the agency have an ADP steering 
committee? (Attach a copy of the 
committee's organization.) 

2. Does a [ep[~sentative of top manage.ent 
chair t~e committee? 

3. Are major users of computer-produced 
information represented on the 
committee? 

4. Does the steering committee: 

--Approve agency policies for ADP? 

--Approve short and long range plans to 
develop and implement new computer 
s ystems, considering user priorities? 

--Evaluate the needs for new computer 
equipment and help make sure it is 
acquired expeditinusly? 

~ No 

5. Explain any "No" answers. Note alternate control 
procedures, and, if none, describe how the lack 
affects overall system reliability. 

- 10 -
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EXHIBIT 2 

BACKGROUND QUESTIONNAIRE 

Organizational 

1. Obtain. 

Agency organization chart 

ADP departaent and/or coaputer 
center organization chart 

Workpaper indea 

• 2. Identify key officials in ADP depart .. nl . 

Section and Location 
section head and telephone 

• See note on last page of exhibit . 

- 11 -
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EXHIBIT 2 

computer Hardware Syste. 

• CPU manufacturer 
• CPU model number 
• Date CPU installed 
• CPU physical location 
• Internal storage capacity 
• Direct access storage capacity 

Console typewriter model number 
Number of peripherals: 

Magnetic tape drives: 
7 track 
9 track 

Magnetic disk drives: 
2311 ser ies 
2314 series 
3330 series 

Magnetic drum units 
Other mass storage units 

Card Readers 
Card Punches 
Card Reader/Punches 
Line Pr inter U 

(Lines per minute ) 
Line Printer .2 

(Lines per minute ) 
• Online terminals 
• Remote batch terminals 
• Communications controllers (note a) 
• Optical scanners 
• MICR readers 
• Mark sense readers 
• Key-to-tape units 
• Key-to-disk units 
• Key punch/verify 

Card sorters 
Card collators 
Card accounting machines 
Other (specify) 

~/ Attach schematic of data communications network. 

·See note on last page of exhibit. 

- 12 -

• • 
: , 

. 



.. 
'. ~ . : 

. . 

Coaputer Software and Utili.ation 

raeility aoftware 

• Op~ rating ayatea, Waae 
Veraion 

c · 

EXHIBIT 2 

Releaae ~n~u~arb~e~r~-------------------------

• Operational efficiency aoftware 
(HASP, GRASP, POWlR, etc.) 

• Data baae/data co.aunicatione 
8oftware, (CICS, TOTAL, etc.) 

• Speciali.ed aoftware deaigned by 
installation (describe) 

Syatea utili.ation 

Nuaber of scheduled a-hour ahifta per day 

Nuaber of scheduled days per week 

Average nuaber of jobs per day 

Monthly averages for past 3 aonths 

Total hours scheduled 

Actual hours: 

Production 
Testing 
Rerun 
Maintenance 
Idle 
Other 

Total actual 

Multiprograming factor (average number 
of programs running concurrently) 

* See note on last page of exhibit. 
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EXHIBIT 2 

Total budgeted 
Current fiscal year 
Next fiscal year 

ADP costs 

Actual costs for most recently ended 
fiscal year : 

Rental of leased CPUs (note a) 

Rental of other leased hardware 
(note a) 

Cost of purchased equipment: 
CPUs 
All other 

Hardware maintenance 

Personnel: 
ADP general management 
Data entry 
Computer operations 
Systems design 
Applications programing 
Technical support 
Library/control, etc. 
Clerical and administrative 

Supplies (cards, printer paper, etc.) 

Contracts: 
Data conversion 
Other services 

Facility costs: 
Space 
Ut il it ies 

Other annual costs (specify) 

~/ Names of lessors: 

- 14 -

· . 



'. 

ADP staffing 

Number 
Authorized Assigned 

ADP general management 

Systems analysts 

Applications programers 

Systems programers 

Other technical support 

computer operators 

Data entry operators 

Control clerks 

Schedulers 

Librarians 

Secretarial/clerical 

Other 

Totals 

Anticipated staffing additions and 
deletions during the next 2 years: 

- 15 -
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BXHIBIT :.I 

NOTE I Questions preceded by an • deal with accounting 
controls which should be asked about during each visit 
to the agency. Other questions deal with the day-to-day 
operations of the agency's co~uter center and the de.ign 
of co~uteriaed financial .y.t.... The.e que.tion •• hould 
b. a.ked during the fir.t vi.it to the agency, after a new 
co~uter .y.te. has b.en i.ple.ented, and every 3 year •• 

- 16 -
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EXHIBIT 3 

Intentionally Left Blank 
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DATA PROCESSING DEPARTMENT CONTROLS 

Organizational Controls 

1. Is the ADP department independent from 
other agency operations? 

2. Are all the following functions performed 
by different individuals? 
(adequate separation of duties) 

a. Systems design 
b. Programing 
c. Acceptance testing 
d. Authorizinq program changes 
e. Accepting programs and program 

changes 
f. Handl ing source documen.ts 

(keypunching, etc.) 
g. Machine ~perations 
h. File maintenance (librarian for 

data and programing files) 

3. Are operators denied access to progra.er 
run books and other systems design and 
programing documentation? 

EXHIBIT 4 

4. Explain any "No" answers. Note alternate control 
procedures, and, if none, describe how the lack 
affects overall system reliability. 

- 19-



EXHIBIT 4 

System Documentation 

• 1. Does a procedures manual cover the 
preparat ion of all source documenta? 

• 2. Does this manual: 

a. Include control procedurea? 
b. Define data preparation 

responsibil ity? 

• 3. Is there a data entry/conversion manual? 

• 4. If the answer to Question 3 is yea, 
does the manual: 

a. Include instructions for entering 
data? 

b. Identify all fields subject to 
key verification? 

• 5. Is there an overall narrative deacription 
of the system? 

• o. Is there an overall flow chart of the 
system? 

• 7. Are there program run books for each 
a?r.lication program? 

b. ~oes program documentation inclucel 

a. General narrative description of 
program? 

b. Specifications - both original and 
mod if icat ions? 

c. Detailed narrative de.cription of 
program? 

d. Detailed logic diagram or deciaion 
table? 

e. Input record format.? 
f. Input record descriptions? 
g. Output record formats? 
h. Output record descriptions? 
i. Master file formats? 
j. Master file description? 
k. List of constants, code., and tables 

used? 

• See note on last page of exhibit. 

- 20 -

. ' . . . . . . . 
" 

, , 



, " .. " ",,: . .' 

1. Source progra. listing? 
•• Object progra. listing? 
n. Operating instructions? 
o. Description of test data used to 

test progra.? 

* 9. Is access to program docu .. ntation 
restricted to persons who do not ooerate 
the equ i pIIIen t? 

EXHIBIT 4 

!!! tlo 

*10. Are there co.puter operations run manuals? ____ _ 

*11. Are these run .anuals provided to co~uter 
operators? 

*12. Do operator's run .anuals. 

a. Define input data, source, and for.at? ____ _ 
b. Describe setup procedures? 
c. Characterize all halt conditions and 

actions to be taken? 
d. Delineate expected output data and 

format? 
e. For.ulate output and file disposition 

at co~letion of run? 
f. Include copy of nor.al console sheets 

for run? 

*13. Do operator's run manuals exclude. 

a. Progra. logic charts or block 
diagra.,s? 

b. Copy of program listing? 

*14. Are progra., listings inaccessible to 
computer operators? 

*15. Are copies of all documentation stored 
off the pre.,ises? 

16. If so, is stored program documentation 
periodically compared with that being 
used? 

17. Is there written evidence of who 
performed the systems and progra.,ing 
work? 

* See note on last page of exhibit. 
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EXIIIBIT 4 

*18. Are all program changes and their 
effective eates recorded in run books 
in a manr~r which preserves an accurate 
chronological record of the system? 

19. Is documentation reviewed to insure 
that it is current? 

20. Explain any "No" answers. Note alternate control 
procedures, and, if none, describe how the lack affect. 
overall system reliability. 

• See note on laet page of exhibit. 

- 22 -
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computer Operations Controls 

* 1. Have documented procedures been 
established covering the operations of 
the data center? 

2. Are daily equipment operating logs 
maintained? 

3. Is downtime shown and explained? 

* 4. Is there an error log or report for each 
such run? 

* S. Are these logs reviewed daily by the ADP 
operations manager. 

a. Input/output? 
b . Equipment? 
c. Error? 

* 6. Does the ADP manager initial each log 
to indicate that the review has been 
perforlled? 

7. Are all processes and operator decisions 
recorded in a daily log? 

8. If the system does not have a console 
typewriter, does the method used afford 
adequate control and record the activities 
performed by the computer and by the 
operator? 

* 9. Is the console typewriter used to list. 

a. Date? 
b. Job name and/or number? 
c. Program name and/or number? 
d. Start/stop times? 
e. Files used? 
f. Record counts? 
g. Halts (progra.ed and unscheduled)? 

*10. Is all time accounted for froll the time 
the computer is turned on each day until 
it is shut down? 

* See note on last page of exhibit. 
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EXHIBIT 4 

*11. Are disposition notes entered on the 
console log showing corrective actions 
taken when unscheduled orogram halts 
occur? 

*12. Are reruns shown on the console log? 

*13. Is the reason for each rerun recorded? 

*14. Are console sheets sequentially numbered? 

*l~. Is the log reviewed and signed at the end 
of the day by the supervisor and filed as 
a permanent record? 

*16. Are the console printouts independently 
exami~ed to detect operator problems and 
unauthorized intervention? 

*17. Does the authorized person initial con
sole sheets to show that they have been 
reviewed? 

*16. Are provisions adequate to prevent 
unauthorized entry of program changes 
and/or data through the console or any 
other device? 

*19. Does some form of printout indicate every 
operating run perfor.ed? 

*2U. Is there a procedure to prevent superseded 
programs from being used by mistake? 

*21. Are only the current program decks 
maintained? 

*22. Are programs revised only after written 
requests approved by user depart.ent 
management? 

23. Do these written requests describe the 
proposed changes and reasons for the.? 

*24. Are changes in the master file or in 
program data factors authorized in 
writing by initiating departments? 

* See note on last page of exhibit. 

- 24 -
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25. Is approval for each application supported 
by a study of costs and benefits? 

*26. Are departments that initiate changes in 
master file data or program data factors 
furnished with notices or a register 
showing changes actually made? 

*27. Are changes reviewed to see that they 
were .ade properly? 

*28. Did .ajor users approve system design 
spec if icat ion? 

*29. Have program testing procedures been 
established? 

*30. Are program revisions always tested? 

*31. Are progra.s reassembled whenever 
changes are made? 

EXHIBIT 4 

!!.! No 

32. Explain any "No" answers. Note alternate control 
procedures, and, if none, describe how the lack 
affect.1 overall system reliabil ity. 

* See note on last page of exhibit. 
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EXHIBiT 4 

Access Control 

• 1. Is access to the computer area limited 
to necessary personnel? 

2. Do combination locks, security badges, 
or other means restrict access to the 
computer room? 

* 3 . Are combination locks or similar devices 
periodically changed? 

* 4. Are account codes, authorization codes, 
passwords, etc., controlled to prevent 
unauthorized usage? 

* 5. If terminals provide access to the syste_, 
are they adequately secured to prevent 
unauthorized usage? 

* 6. Is the responsibility for issuing and 
storing magnetic tapes and/or disk packs 
assigned to a tape librarian? 

* 7. Is this duty the librarian's chief 
responsibility? 

* 8. Are library procedures documented? 

* 9. Is access to the library limited to 
the responsible librarian(s)? 

*10. Does the agency use automated methods 
(e.g., a file management syste~) to 
restrict access to computerized files? 

*11. Are all data files logged in and out to 
prevent release to unauthorized personnel? ____ _ 

*12. Are inventory records of tapes and disks 
maintained? 

*13. Are status records of tapes and disks 
maintained? 

*14. Have external labeling procedures been 
documented? 

* See note on last page of exhibit. 
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·l~. Are external labels affixed to all active 
tapes and/or disks? 

·16. Do labels tie in with inventory records? 

·17. Are work or scratch tapes or disk packs 
kept in a separate area of the library? 

·18. Are there documented procedures for 
controlling computer programs? 

·19. Are programs protected from unauthorized 
access? 

20. Does the agency use automated methods 
(e.g., a program management system, to 

EXHIBIT 4 

~ No 

restrict access to applications programs? ____ _ 

21. Explain any "No" answers. Note alternate control 
procedures, and, if none, describe how the lack 
affects overall system reliability. 

• See note on last page of exhibit. 
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EXHIBIT 4 

Disaster Recovery Controls 

1. Have procedures been documented for 
disaster control and recovery? 

2. Do these procedures protect against fire 
and other hazards for the data center, 
data files, and programs? 

3. Are these procedures imple.ent~d as 
defined? 

4. Are there provisions for retaining and/or 
copying ~aster files and a practical means 
of reconstructing a damaged or destroyed 
file? 

5. ~re sufficient generations of files main
tained to facilitate reconstruction of 
records (grandfather-father-son tape 
routine )? 

6. Is at least one generation maintained in a 
location other than the tape storage area? ____ _ 

7. Are cooies of critical files stored at a 
remote location and restricted from 
unauthorized access? 

8. Are copies of operating programs stored 
outside the computer room? 

9. Are duplicate programs maintained at a 
remote location and restricted from 
unauthorized access? 

10. Are related transaction media pertaining 
to critical files and programs maintained? ____ _ 

11. Have documented backup procedures been 
established with another compatible data 
center to cover a natural disaster 
or other emergency situations? 

12. Explain any "No" answers. Note alternate control 
procedures, and, if none, describe how the lack 
affects overall system reliability. 
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EXHIBIT 4 

NOTE. Questions preceded by an • deal with accounting 
controls which should be asked about during each visit 
to the agency. Other questions deal with the day-to-day 
operations of the agency's computer center and the design 
of computerized financial systems. These questions should 
be asked during the first visit to the agency, after a new 
computer system has been implemented, and every 3 years. 
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SECTION II 

REVIEW OF COMPUTER I'PPLICATION(~ 

GENERAL 

The auditor should review the system or part of the system 

(individual application) to evaluate the network of internal 

controls. This means reviewing agency documentation and inter

viewing agency personnel. This segment of the audit provides 

detailed information on controls used by the agency to make 

sure that no data is added, lost, or altered during application 

processing. 

APPLICATION/SYSTEM INFORMATION 

1. Obtain agency manuals applicable to the computer 

application being reviewed. On a payroll audit, 

fo r example, obtain personnel, payroll, and 

timekeepers' policies and procedures manuals. 

2. Review applicable manuals and interview agency 

personnel to determine what procedures are 

followed--both manual and automated--to process 

transactions. For payroll, include the following: 

a. Personnel/payroll transactions (changes to 

the personnel/payroll master files, i.e., 

adding employees, separating employees, or 

updating existing employee records). 

- 34 -
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b. Ti.e and attendance docwaents. 

c. Cancellation of paychecks. 

d. Collection of overpay.ents. 

e. Suppleaantal paychecks (checks not issued 

through the nor.al autoaated payroll sy.tea). 

3. Deter.ine why checks were cancelled and why 

.uppl •• ental ch.ck. were is.u.d. Bvaluat. the 

adequacy of adju.t.ent procedur.s to aake sure that 

.ast.r files and r.lat.d records are updat.d accordingly. 

4. Discuss application proc •• sing with data proc.ssing 

depart •• nt personn.l and obtain a copy of the 

proce •• ing .chedule. 

5. Obtain copies of application .y.te. docwa.ntation, 

including syste. flow charts. 

6. Obtain copies of reports on us.r coaplaint. and/or 

.ugg •• ted application aodification. and r.view th •• 

to identify potential probl •••• 

7. Bvaluate the ad.quacy of specific control. by coa-

pleting the following controls qu.stionnaires: 

--Application systeas inventory (exhibit 6A). 

--Data input controls (exhibit 6C). 

--Data error controls (exhibit 6D). 

--Application batch data processing controls 

(exhibit 6£). 
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--Telecommunications processing controls 

(exhibit 6F). 

--Data output controls (exhibit 6G). 

The questions contained in these questionnaires are not 

all-inclusive, however, they are comprehensive enough 

to indicate the level of control over the application 

system. All "no· responses should generally be considered 

potential decificencies, requiring review by the audit 

staff. 

8. A computer applications controls profile ia 

included as exhibit 7 to provide infor.ation. 

It can be used at the auditor's discretion. 
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EXHIeIT 6A 

APPLICATION SYSTEMS INVENTORY 

Major Syste. in Use 11 
System "::"e and ID number _______________ _ 

Date of implementation 

Is system a. a standard system or 
b. locally designed? 

Syste. type (adlllinistrative, 
engineering, process contrel, 
scientific, other (specify)) 

Batch or on-line? 

Number of programs 

Size of largest progralll 

Programing language 

Was syste. tested with--a. test data or 
b. live data? 

Are system test results available? 

Number of parallel processing cycles 

Nu.ber of systelll modifications 
in last 2 years 

Date last modification tested 

Date of last audit or evaluation 
(attach report) 

• 
Processing frequency 

Total monthly processing hours 

11 ComDlete a separate schedule for each application system. 
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EXHIBIT 6A 

Princioal Users !I 

User 
Initi-

functions 
lIain-

. . . 
' ... ' . . 

Princioal use rs of ates Oper- tains Designsl 
sys tem Qutput--name, trans- Trans- ates data progra.s 
organizational ac- cr ibes com- con- appli-
element, address tions date E!uter troIs cation 

1. 

2, _______ _ 

3, _______ _ 

4 , _________ _ 

5 , ________ _ 

6, _______ _ 

comments ' ________________________________________________ __ 

!I Index to following questionnaire on user satisfaction 
with computer-produced reports. 
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EXHIIIT 61 

InteDtioaally Left Ileak 

Exhibit 61 Included in Sectioo III 
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EXHIBIT 6C 

DATA INPUT CONTROLS 

• 1. Have procedures been documented to insure 
that all source data is entered, proces.ed, 
and fedback and that no data is added 
erroneously or maripulated? 

• 2. Do the initiating departments independently 
control data submitted for proce •• ing? 

a. turnaround trans" ttal document 
o. record counts 
c. predetermined control totals 

• 3. Is responsibility appropriately separated 
to make sure that an individual does not 
perform more than one phase of preparing in
put data (e.g., establishing new .aster rec
ords plus changing or updating all ma~ter 
records)? 

• 4. Are source documents retained long enough 
in a manner which allows identification 
of both related output records and 
documents? 

* 

5. Is information transcribed from the source 
document to some other document before being 
sent to the ADP department input control 
group? 

6. Does the transcription depart.ent, if .epa
rate from other offices, independently con
trol data submitted for processing? 

a. turnaround trans.ittal docuaents 
b . record counts 
c. predetermined contr~l totals 

Are these control totals balanced with 
those of the initiating depart.ent and 
are all discrepancies reconciled? 

See note on last page of exhibit. 
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* 7. Are source docum~nts and coding sheets 
controlled once they are turned over to 
the transcribing department? 

* 8. Are tbe functions of coding, keypunching 
and verifying the same document performed 
by different individuals? (Separation of 
duties.) 

9. Is turnaround rapid enough to identify 
and correct errors? 

!!!!IBIT 6C 

10. Explain any "No" answers. Note alternate control 
procedures, and, if none, describe how the lack affects 
overall system reliability. 

-------------------------------------------------------

----------------------------------------------

-------------------------------------------------------
---------------------------------------------

• See note on last page of exhibit. 
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EXHIBIT 6D -------

• 1. 

DATA ER!2!-CONTROLS 

Are there adequate controls over the 
process of identifying, correcting, 
and reprocessing data rejected by the com
puter programs? 

• 2. Are record counts and predetermined 
control totals used to control these 
rejected transactions? 

• 3. Are all corrections and resubmissions 
performed promptly? 

• 4. Are all error corrections reviewed and 
approved by persons outside the data 
processing department? 

• 5. DO initiating departments review error 
listings affecting their data? 

6. Are unmatched transactions (no master 
record corresponding to transaction 
record or vice versa) rejected and 
written on a suspense file? 

7. Explain any "NO" answers. Note alternate control 
procedures, and, if none, describe how the lack affects 
overall system reliability. 

---------------------------------------------------

---------------------------------------------
---------------------------------------
--------------------. 

• See note on last page of exhibit. 
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EXHIBIT 6E 

APPLICATION BATCH DATA PROCESSING CONTROLS 

• 1. DOes the data processing department 
independently control data submitted and 
processed? 

• 2. 

• 3. 

• 4. 

a. turnaround transmittal documents 
b. record counts 
c. predetermined control totals 

Are these control totals balanced with 
those of the initiating department and are 
all discrepancies reconciled? 

Are run-to-run control totals used to 
check for completeness of pr~cessing? 

DO the computer operating instructions for 
each program clearly identify data files 
to be used 8S input? 

Do the operating instructions for each 
program clearly identify output files and 
storage requirements? 

• 5. DO all programs include routines for 
checking file labels before processing? 

• 6. Are operators prohibited from circum
venting instructions? 

* 7. Are internal trailer labels contain
ing control totals (record counts, dol
lars, hash totals, etc., generated 

• 8. 

for all magnetic tapes and tested 
by the computer program to determine 
that all record~ have been processed? 

DO computer programs include 
types of tests for validity: 
a. Code? 
b. Character? 
c. Field? 
d. Transaction? 

the following 

* See note on last page of exhibit. 
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EXHIBIT 6E -------
Yes 110 

e. Combinations of fields? 
f. Missing data? ----- --

Check digit? ----g. --- --h . Sequence? -- ---i. Limit or reasonableness test? 
j . Sign? --- --
k. Cross footing of quantitative data? -- ---- --

9. Explain any "NO" answers. Note alternate control 
procedures, and, if none, describe how the lack affects 
overall system reliability. 

------------------------------------
--------------------------------------------
-----------------------------

-----------------------------------_. __ .-----
--------------------------------
----------------------------------
--------------------------------.---. 
-------------------_ .. _-----------
-----------------------------
------------------- ---------------
-----------------------_._-------
----------------- -----
---------- ------------------
-----------------------------
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EXHIBIT 6' 

TELECOMMUNICATIONS PROCESSING CONTROLS 

ill No 

* 1. Are there docuaented procedures for using 
the taleco .. unications network? 

* 2. Are authorization codes required to: 

* 3. 

* t. 

* ~. 

* 6. 

a. Access the co.puter syste.? 
b. Access the applications progra.s? 
c. Perform transactions? 

Are different authorization codes required 
to perfor. different transactions? 

Are authorization codes controlled to 
restrict unauthorized usage? 

Are authorization codes periodically 
changed? 

IS a nonprinting or obliteration facility 
used when keying in authorization codes? 

* 7. Is a ter.inal identification check perfor.ed 
by the computer during polling so that 
various transaction types can be limited 
to authorized data entry stations? 

* 8. Is the polling/dial-up program used to: 

* 9. 

a. Send acknowledgement to terminal? 
b. Periodically test line and terminal 

operating status with standardized 
test messages and responses? 

Is the message header used to identify: 

a. Source, including proper terminal and 
operator iden t if ication codes? 

b. Message sequence number, including 
total number of message segments? 

c. Transaction type code? 
d. Transaction author ization code? 

* See note on last page of exhibit. 

--
---------

Based on material provided by Price Waterhouse' Co., 
certified public accountants. 
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EXHIBIT 6F 

*10. Is the message header validated for: 

a • 

b . 

c. 

d. 

e . 

Proper sequence number from the 
identified terminal? 
Proper transaction code or authoriza
tion code for terminal or operator? 
Number of message segments received 
equal to count indicated in header? 
Proper acknowledgement from terminal 
at end of transmission? 
Balancing of debit/credit totals de
rived from adding all message segments 
and comparing with corresponding 
totals in message header? 

*11. Are the transaction records (i.e., message 
segments) validated by: 

a. A check for proper authorization/ap
proval codes of each individual su
pervisor against stored authorization 

Yes No 

b. 
codes that are periodically reissued? ____ _ 
Check digits on all identification 

c. 

d. 

e. 
f. 

key~? _ ._ 
Check digits at the end of a string of 
numeric data that is not subjected to 
balancing? 
Range and/or limit tests based on 
statistical analysis of input data 
values? 
Nume:ic or alpha-only data field tests? ____ _ 
Extensive relationship tests that 
determine if data values are consist-
ent with other input data fields or mas-
ter file contents? 

*12. Are there either accumulators in the ter
minal for keeping input totals or terminal
site logging procedures that record details 
of transactions? 

• See note on last page of exhibit. 

Based on material provided by Price waterhouse' Co., 
certified public accountants. 

- 46 -

.. 
. . 



.. 
, " 

*13. Does the program or programs maintain 
running totals of: 
a. Number of transactions? 
b . Credit value? 
c. Debit value? 

*14. Does the program summarize all transaction 
values processed each day as a separate 
record segment on the master file and on 

lli!BIT 6F 

Yes No 

the journal file to provide an audit trail? ____ _ 

*15. Are error messages returned to originating 
terminal, indicating type of error detected 
and requesting correction? 

*16. Is a block of characters automatically 
retransmitted when an error is detected 
(which implies some form of buffer at the 
terminal)? 

*17. Are detected error transactions entered 
into memo/ suspense accounts including: 

a . 
b. 

c. 

A code indicating error type? 
Date, time, and transaction type, 
terminal ID? 
Debit/credit value of transaction 
(i~ any)? 

plus 

*18. Are known error correction ,transactions 
matched (using supplementary ID) against 
memo/ suspense account entries? 

*19. Are periodic printout or error memo/sus
pense account entries produced? 

*20. Does an end-of-transmission trailer include: 

a. Message and segment counts? 
b. value totals, including debit and 

credit? 
c. An ending symbol? 

* See note on last page of exhibit. 

Based on material provided by Price Waterhouse' Co., 
certified public accountants. 
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EXHIBIT 6F 

*21. IS there a control trailer record aain
storage resident while file is 
open for processing? 

*22. Is each . ield of the control trailer record 
updated as each transaction proce8sing 
sequence is completed? 

*23. Is a control trailer record written at the 
end of file or subfile at end of proce88-
ing day? 

*24. Is a transaction log of sequence-nuabered 
and / or time-of-day- noted tran8action8 
maintained in addition to periodic duap/ 
copy of the master file? 

*25 . Is the transaction data log u8ed to 
provide: 

a. Part of the audit trail, includ-
i~~ originating terminal and .es8age 
ID, transaction type code, ti.e of day 
that the transaction is logged, and 
copy of transaction record? 

b. Transaction record for retrieval froa 
terminal? 

*26. At the end of the processing day, i8 the 
master file balanced, via prograaed rou
tine, by subtracting current total8 froa 
start-ai-day totals and co.paring the 
remainder to transaction log values? 

*27. Are all master file records periodically 
processed to balance machine-derived total8 
aga i nst control trailer record totals? 

* See note on last page of exhibit. 

Ye8 No 

Based on material provided by Price Waterhou8e , Co., 
certified public accountants. 
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EXHIBIT 6P 

*28. Is the master file data log used to provide: 

a. File restructuring capabilit:'? 
b. Restart points and indicator~ of valid 

data flow? 
c . Storage for partial dump of vital 

tables, including message queue 
allocation, polling table contents, 
transaction route tables, etc.? 

'lea 

*29. Explain any "NO· answers. Note alternate control 
procedures, and, if none, describe how the lack 
affects overall system reliability. 

------------------------. 

-----------

No 

---------------------
--- -----------------.----------

-_._------
------,--

------------------

----------------------------------

·See note on last page of exhibit. 

Based on material provided by Price Waterhouse' Co., 
certified public accountants. 
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EXHIBIT 6G ------ --

• l. 

• 2 . 

• 3. 

• 4. 

• 5 . 

Do es the initiating department balance 
control totals generated during computer 
processing with those originally estab
lished and reconcile all discrepancies? 

Can all transactions be traced forward to 
a final output control? 

Can all transactions be traced back to the 
original source document? 

Is there some means of verifying master 
file conte nt: i.e •• are samples periodi
c ially drawn from those records being 
printed and reviewed for accuracy? 

Is someone assigned to review output for 
general acceptability and completeness? 

6. Is a schedule maintained of the reports 
and documents to be produced by the ADP 
system? 

7 . Is there a control procedure for the 
distribution of reports? 

8 . Is respons ibil i.ty appropriately separated 
to make sure that one individual does not 
perform more than one phase of a 
transaction? 
For: 
a. Initiating data? 
b. Transcribing data? 
c. Feeding data? 
d. Processing dat~? 
e. Correcting errors and resubmitting 

data? 
f. Distributing output? 

• See note on last page of exhibit. 

- 50 -

.. ' . . . . .. 

X!! NO 



· , 

EXHIBIT 6G 

9. Explain any "NO· answers. Note alternate control 
procedures, and, if none, describe how the lack affects 
overall system reliability. 

-----------------------------------_._-

NOTE: 

Questions preceded by an * deal with 
accounting controls which should be asked about 
during each visit to the agency. Other questions 
deal with the day-to-day operations of the agency's 
computer center and the design of computerized 
financial systems. These questions should be asked 
during the first visit to the agency, after a new 
computer system has been implemented, and every 
3 years thereafter. 
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COMPUTER APPLICATIONS CONTROLS PRQFILE 

Department 
Agency --------------------------
Code ---------------------------
Applicatlan-:::::::::::::::::::=---=::::: 

Preparer 
Date Reviewer------------------------

i;.xhibit 2 w/P index ________ _ 
Exhibit 6 w/ P index 
computer center ----------
Location -----------------

--SiGNiFiCAiT-------------fiDiEATIV~----------iNDrClT1vE---------INDIEATIVE---------yND~TO 

~....£!!.!!!!!!£~____ OF HIGH RIS!.__ OF MEDIUM RISK ____ -2F . LOW RIS!___ COMMENTS 

Syate •• cope and 
co.ple.ity 

a) or9ani.ational breadth 

1. i.portant 
function. 

2. unrelated 
or,anha-
tional unit. 
deeply in-
volved 

b) Data proce •• ift9 
breadth 

1. n.-ber of 
tran.action 
type • 

Muat .eet i.por-
tant conflictin9 
need a of .everal 
or,anilational 
unit • • 

Dependent upon 
data flowiftIJ 
froa aany or,ani-
lational unit. 
not under uni-
fied direction. 

MeeU li.ited No si9nificant 
confl1ctin9 conflictin9 
requir ... nt. need., aerv •• 
of cooperative pr i.ar lly one 
or,ani.a- or,anhational 
tiona I unit •• unit. 

Dependent virtually all 
upon data input data 
froa a few cOIle. fro. a 
or,ani.ational ... 11 ,roup 
unit. with a of .ection. 
COMOn inter- under unUied 
eat, if not control. 
unU led control. 

, to as Ie.. tban , 

• ased on aaterial provided by Price .. terbou .. ' Co., certified public accountant •• 
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SIGNIFICANT INDICATIVE 
OF HIGH RI!~ ___ CHARACTERISTIC§ ________ . ____ ~~~~~ 

2. nueber of related 
record .eC).ente 

3. output report. 

c) .ac9in of ecror 
(nece •• ity for eYer
ythin, to work per
fectly, for -.plit-
second ti.'nt- for 
great cooperation 
(perhapa Includlftg 
e.ternal partie.), 
etc. I 

t.chnical coaple.ity 

.ore than 6 

IIOre than 20 

very de.andin9. 

al n"-"r of pr09r ... , IICU. than 3S 
inclYdift9 aort/ .. rge 

b) prOlr .. int approach eore than 20 
(n~r of lIOdulel 
function. interact-
ing within an 
opdat./fl1 ... 1.-
tenance prOlr., 

c) .i.e of lar~eat .ore thaa '0& 
prOlr .. 

d) edaptabillt, of 
pr09r_ to ch ..... 

Low, due to 
8Oaolithlc '1'0-
,rM deei,ft. 

INDICATIVE 
OF NED!.!!!L.!IS!.._ 

4 to 6 

10 to 20 

Realiatically 
de.anding. 

lIOder.te 

20 to 35 

10 to 20 

251 to 101 

can •• r_ut 
probl._ witb 
...... t. talent 
.... ffort. 

INDICATIVE 
OF LOW RIS! ____ 

less than 4 

leaa than 10 

Co.forUble 
.ar9in. 

ConMry.tive 

Ie.. than 20 

Ie •• than 10 

.. .. tlY.I' bl,b. 
~09r ... tr.ight
forwar', lIOdular, 
roo.y, rel.tiyel, 
UftPAtc .... , .. 11 
4Ioc ..... t .. , etc. 

.aaed on .. terial proyi ... by .rice Waterbou.e • co., certified public .ccouat.nta. 

INDEX TO 
CONNENTS 
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SIGNIFICANT 
CHARACTERISTICS __ _ 

e) relationship to 
equipllent in use 

f) reliance on online 
data-entry auto
aatic docuaent 
reading or other 
advanced tech
niques 

pioneering aspects 
e •• t.nt to which 
the syate. applies 
new, difficult, 
and unproven tech
niques on a broad 
acal. or in an •• 
situation, thua 
placing great 
d •• anda on 
--the non-lOP 

depart .. nt., 
--sy.te.. and 

progr .. ing 
groupe, 

--lOP operationa 
personnel, 

--cu.t .. ra or 
vendor. , etc.) 

INDICATIVE 
_---'O"'F HIGH R~~L __ 

Pushes equipment 
capacity near 
Iiaits. 

Heavy, including 
direct entry of 
transactions and 
other changes 
into the _aster 
files. 

f •• ...... ".,y un-
U ied equis-ent 
or .yat.. .oft
war. cOlipon.nta 
or 5yat •• t.chni
qu.. or objec
tiv •• , at lea.t 
one of which i. 
crucial. 

INDICATIVE INDI CATIVE 
OF MEDIUM R!§~ ______ ---,OF LOW RISK 

Within capacities. 

Remote-batch proc
essing under re
lIIote operations 
control. 

Moderate 
Pew unEr ied 
syste.. co.ponents 
and their function. 
ere aGelerately i.
portantl few, if any 
pioneering .y.te. 
Objective. and tech
nique •• 

Substantial unused 
capacity. 

I~one or 1 imited 
to file inquiry. 

Conseevative 
No untrIed systea 
COlllponents, no 
pioneering sys
tea objectives 
or technique. 

... ed on .aterial provided by Price .aterbou.e , Co., certified public accountant •• 
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SIGMlrlCAlfT 
CHARACTIRISTICS ________ _ 

syn •• atability 

a) age of ayate. 
(aince inception 
or la.t big change) 

b) frequency of aignif
icant changa 

e) e.tent of total 
change in la.t year 

d) ".er approval of 
apecification. 

SaUafaction of 
uaer raquire.ant. 

b) accuracy 

IMDICATIVI 
0' 11GB U~!-

unatable. auch i. 
!!!! 

aora than • per 
year 

affect ing aor. 
tban 25. of pro
gr ... 

Cyraory, •••• n
tially unlnforaed . 

IncOllpl.te, .ig
nifieant nuaber of 
it ••• not proc-
•• Md in proper 
per 1001 . 

Con.id.rabl •• rror 
probl .. , with 
it ... in .u.pen •• 
Or i.properly 
bandl..,. 

IIDICATIVE IIDICATIVE liD.. TO 
0' AIDl1111 a18! _____ ,,0, .!e' _!!!!..-_-"C",OIIII:::=U=t",S 

lIoder.te chaM. , .oat 
1. not n •• 

aff.cting 10 to 25' 
of pcog'.a 

.. •• on.bly infor.eeI 

.a to gen.r.l but 
not '.t.iled .paci
ficationa, approval 
apt to be infor.al. 

Occ .. ion.l probl ••• 
but nor .. lly no 
tr.at difficult i ••. 

OCca •• ional probl ••• 
but nor.ally no ,reat 
difficulti ••• 

Stabl., littl. 
la ne., 

over 2 y.ar. 

aU.ctin, 1 ••• 
than 10' of progr ... 

ror.al, .,ritten 
appro .. al, ba.ed 
on inforlMd 
jlld9 .. nt and 
writt.n, r.aaon
.bly pr.cta • 
• pecification •• 

10 .i,niUcant 
data o.itted or 
proc •••• d in 
wrong per iod • 

Irror. not nua
eroy. or of <:on
Mquenc •• 

••• ed on •• terial provided by Price W.terbou .. , Co., c.rtified public account.nt • • 
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SIGNIFICANT 
CHARACTERISTICS _____ __ 

c) pro.ptn ••• in 
ter •• of needs 

d) acce •• ibility of 
detail. (to an.ver 
inquirie., reviev 
for rea.onablene •• , 
.ake correc-
tion., etc.) 

e) reference to 
source doc~nt. 
laodit "aU) 

f) confor.ity vith 
eetabliehed eye
te •• pecificationa 

INDICATIVE 
OF HIGH RISK 

Reports and docu
Ilents delAyed so 
as to be al.ost 
uaeles., forced 
to rely on in
for.al records. 

Great difficulty 
in obtainin9 de
tail. of tran.ac
tiona or balance. 
e.ept vith .uch 
delay. 

Great difficulty 
in locating docu
..nt. pro.ptly. 

Actual procedure. 
and operatione 
diff.r in i.,or
tant r.epecta. 

INDICATIVE 
OF MEDIUM RISK 

Reports and documents 
not alvay. availAble 
vhen desired: pre.
est till. table incon
venient but tolerable. 

Co.plete detail. 
available Ilonthly; 
in inter i., details 
availabl. vith .0 •• 
difficulty and de
lay. 

Audit trail .xcel
lent, .o.e proble •• 
"it' f11111CJ and 
ator.g •• 

Li_it.d teat. in
dicate that actual 
procedure. and opera
tione differ in only 
.1nor r.apecte and 
operat1ona produce 
eleahed r.aul ta. 

INDICATIVE 
OF LOW RI§.!. ___ _ 

Reports and docu
.ents produced 
900n enough to 
.eet operational 
needs. 

Details readily 
available . 

Audit trail 
escell.nt, filing 
and Itora,e 
good. 

Li.ited te.t. 
indicate actual 
procedure. and 
operation. pro
duce de.ired re
reeult •• 

laeed on .aterial provided by Price Materbouee , Co., certified public accountant •• 
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SIGNIFICANT INDICATIVE INDICATIVE INDICATIVE 
CHARACTERI~!l£~ ________ QF HI9.H RI§.!L _____ QF MEQ.H!!LRI§'~ ______ -2F LOW RIS!L_ 

Source data origin 
and approval 

a) people, pcoce
duces, knowledge, 
discipline, divi
sion of duties, 
etc., in depact
.ents that 
--originate data 
--appcove data 

b) data control 
procedur •• out
side the EDP 
orqanization 

Leaves much to be 
desued 

Situation leaves 
much to be de
sired . 

None or relatively 
in.ff.ctive: e.9 . , 
u •• of noncritical 
fields, 100 •• 

liaison with ED' 
d.~rt.ent, little 
concern with 
rejected it •••• 

Ov.r 7. of trana
action. rejected 
aft.r leaving 
aourc. data de
part .. nt. 

Nany 30-day-old 
it •••• 

Reasona~!..! 

Situation satis
factory but could 
stand some imrove
lIIent. 

Control procedures 
ba.ed on noncriti
cal fields; reason
abl y effect ive 
Uahon with EDP 
depart .. nt. 

4-1, of tran.ac
tiona r.j.cted 
aft.r 1.avi"9 
aourc. data 
d.part .. nt 

1I00t1y 10-15-
day-old it •••• 

Sound procedures, 
we rr--ca rr led 
out 

Si tuation satis
factory. 

Control proce
dure. include 
critical field •• 
I)ood tie-in with 
EDP departHnt J 
especially 900d 
on rejected 
it •••• 

Le •• than n of 
tranaaction. re
jected .fter leav
ing aouree data 
d.part .. nt. 

It ••• priaarily 
1... tban 1 
day. old. 

aa.ed on .aterial provided by Price Waterbou ••• Co., c.rtified public accountant •• 
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£HARACTE~.!.~!~ _ _____ -2LHIG!! ..... !PSK _ ______ OF MEDIUM RISK ____ -2LkOW.J!!~ _______ COM~NT§ 

Input data contr o l 
(within [DP 
department) 

.II relationship 
with external 
controls 

b) .election of 
critical control 
fielda 

c) control. over 
key tranacr ip
tion 

Leaves much to b~ 
desued 

Loose liaison with 
external control 
units; little 
concern with 
rejected it •• 51 
batch totals not 
part of input 
procedures; only 
us. controls like 
it.1I counts; no 
control totals of 
any kind 

Control based on 
noncritical 
field •• 

Control b •• ed on 
batch total •• 

Reasonable 

Reasonably effective 
liaison vith external 
data control units; 
900d control over new 
it ••• , but Ie •• 
satiefactory control 
over rejected it.as; 
batch totala not 
recelved, but 
generated by coaputer. 

Control based on a 
aixture of critical 
and noncr i tic .. l 
fields, with 
eftectiv • 
• upple.entary check •• 

Control ba •• d on 
tran •• ittal .h.et.: 
batch tot .. l. and 
key verification of 
critic .. l field. not 
b .. tch-controlled. 

Sound, weI! 
exec uted 

Good tie-in with 
external contr o l 
units for both 
valid and rejec ted 
ite.s; batch 
total s rece ived 
as par t of input 
process. 

Control 
e.tabU.hed on 
critical field •• 

Control b .... d on 
tran .. ttt .. 1 .h.et.,heeta, 
batch total. 
.alntained on d.t. 
109., key 
verUication of 
field., and 
written -.i9noff
procedure •• 

•••• d on .ateri.l provided by Price Waterhou.e • co., certified public .. ccount .. nt •• 
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CHARACTERISTICS 

Data validation 
( co.puter 
editing) 

a) edit te.t. 

b) sophiatication 

c) appl1catio"n to 
critical data 

d) error 
balancin9, 
retrieval, and 
correction 
procedure •• 

Co.puter proce.int 
control 

a) control. vithin 
.. achine roo. 

INDICATIVE 
O. HIGH .I!~ 

re., relativelx 
al.ple Ee.ta 

Alpha-nUMr ic 
te.t •• 

Si.ple, ba.ed on 
edit of one field 
at a ti.e. 

A con.iderable 
..aunt of critical 
data i. noe edited. 

Error rejected by 
ay.te. and eliai
inated fro. 
control., treated 
a. ne. ite.' .hen 
reintroduced. 

lHDICATIVI 
O. NIDI UN RISI 

Range and alpha
n .. er ic t:e.t •• 

Si.ple editing plu. 
aoae editin9 ba'ed 
on the inter
relation.hip of two. 

A fe. cr 1t1ca! 
field. are edited 
only indirectly. 

Nueber and value of 
rejected ite •• 
carried 1n .ulpenae 
account without 
electronically 
.aintained detail •• 

... eon.ble 

Infor.al operating Written operatin9 
in.truction.. procedure •• 

INDICATIVa 
O' LOll RlSl 

Rante, alpha-
n .... ric, and 
check-digit te.t •• 

5I.ph od 1 tinq 
plu ••• ten.iv. 
edit te.t. ba.ed 
on tn. inter
relationahip of 
two or .ore field • • 

Editing perfor'" 
on critical 
field •• 

Irror carried in 
.u.pen.e account 
in total and in 
detail until 
re.aved by 
correction • 

Operation. are 
H.ed on a 
.chedul., u.e 
up-to-date 
inatruction •• 

Ba.ed on •• terial provided by Price •• terhou.e , Co., certified public accountant •• 
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SIGNIFICANT 
CHARACTERISTICS 

b) _anual and elec
tronic safeguards 
against incorrect 
processing of 
files. 

INDICATIVE 
OF HIGH RIS~ __ _ 

Tape library con
trols by ser ial 
number; no 
programed check •. 

c) recording of run- Run-to-run totals 
to-run debit, not used. 
credit, and balance 
totals for both 
tranaaction procea~ 
in9 and _.ater file 
recorda 

d) docwaentation 
statu. 

• ) ay.t •• t •• t 
practic •• 

Output control 

a) quantitative 
control. 

--in IDP 
d.part .. nt 

--in u .. r 
d.,.rt .. nt 

Poor or no 
standard8; uneven 
adherence; not 
part of 8y.te. and 
prOCjra. develop
•• nt • 

so •• tran.action 
path. not te.ted. 

Virtually 
none.iatent 

Virtually 
none_i.tent. 

INDICATIVE 
Or MEDIUM RISK 

Tape library 
controls by serial 
nu_be[; programed 
checkS applied to 
file identification. 

Run-to-[un totals 
printed and compared 
lIanually, 

Adequate practices 
not unifor.ly adhe[ed 
to; docuaentation 
done -after the 
fact-, 

B.ch tran •• ction 
p.th t •• ted 
incUvidu.lly. 

.... on.bl. 

•• rd to tie b.clr; 
... nintf.aUy to 
input control. 

•• rd to tie baclr; 
...ningfQlly to 
input control •• 

INDICATIVE 
OF LOW RI~~ __ 

programed label 
check applied to 
serial number. ex
piration date. and 
file identification. 

Run-to-run totals 
pr inted and 
co.pared by 
program, 

Excellent standa,ds 
closely adhered to 
and carried out a. 
part of .y.t ••• nd 
progra. dev.lo~.ent. 

Each tran •• ction 
path te.ted in co.
bin.tion with .11 
otb.r tr.n.action •• 

Tied b.clr; to 
input control •• 

,ied back 
to input 
control •• 

•••• 41 on •• t.rial provided by Pric ... t.rbou •• , Co •• c.rtified public .ccountant •• 
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SIGNI FICANT 
CHARACTERISTIC~ ___ _ 

b) qualitative 
controls 

c) distribution 
controls 

Online proce •• inq 
control • 

a) data tran.
• i •• lon con
trol., 
Including 
--error 

d.t.ction 
--.rror 

r.cov.ry 
--d.ta 

• ecurity 

INDICATIVE 
OF HIGH RI ~! ____ _ 

Doc umen t sand 
reports accepted 
virtually 
without review . 

No routine report 
distr ibution 
procedures. 

The front-.nd 
control progr •• 
do •• not v.lidate 
oper.tor 
id.ntification 
cod.. or ••••• g •• 
-.qu.nc. nu.ber 
and doe. not •• nd 
.cknow1edg ... nt to 
origin • 

INDI CATIVE 
OF MEDIUM RISK 

Sample document s 
and reports rece i ve 
limit ed r eview. 

Routine procedures 
for distr i bution 
liaited to list of 
users and frequency 
of report delivery . 

The front-end 
con.trol proCJu. 
check. ter.inal and 
operator identific.
tion cod ••• nd 
..... C).. ..quence 
nuaber, .enda 
ackno.1edge .. nt to 
or191n, and pro
vid ••• tran.action 
109_ 

INDI CATI VE 
OF LOW RIS!_ 

Doc ume nt s and 
report s tested i n 
detail. i n 
addition t o 
recei v ing a 
·common sense" 
review of reason
able data limi ts. 

Written procedures 
requiring that 
control log 
indicate receipt 
by user, tia. of 
accura!, accounting 
for each copy , etc . 

The front-end 
control proqra • 
v.lidate. terai nal l 
operator identifi
cation cod •• plus 
tran •• ction auth
oriaation cod •• and 
•••• ag. .equ.nc. 
nuaber and count, 
eorr.cta .r rora, 
•• nd. ackno.1edge
.. nt to ori9in, 
and praY ide. 109 
of tran •• ction. 
plus copi •• of 
updated ... ter 
fil. r.corda . 

... ed on .at.rial provided by Pric ... terhou •• , Co., c.rtifi.d public account •• 
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SIGNIFICANT INDICATIVE 
CHARACTERISTIC! _______ QU!!i!L!!!! ___ _ 

b, data validation 
control., inclu
in9 error 
detect ion and 
correction 

c) data proce •• in9 
control., in
cludin9 
--error 

detection 
--Uan.action 

proc ••• ing 
control. 

- ..... t.r f U. 
proc •• linq 
control. 

--f Ue r.covery 
provi.ion. 

N.ither the front
end control nor 
the .pplication 
proc ••• in9 prOC)ra. 
ch.c'. for author
hatlon .pproval 
code., no check 
dl9it. are u.ed 
with identific.
tion k.y., there 
ia 1 itt Ie ulie of 
exten.ive data 
relation.hip 
te.t., erroneou. 
tran.action •• re 
rejected without 
analy.i. or 
.u.pen.e entry . 

Application pro-
9r .. produce. a 
total nUiber of 
tran •• ction. proc
e •• ed, no .a.ter 
file proce •• in9 
control., f Ue 
recovery provi
lionl liaited to 
periodic copy of 
... ter fUe. 

INDICA~IV. I.DICA~IV. INDia to 
or .IDIY. .1SL-__ .. D"'r ...... L9!!""-.!.!!I .... !O.I_. __ ...:Co! .. ~!lPU!W! 

The application pro- The application 
9ra. check. approval protra. validate. 
code. for key appro.al code. for 
tran.action type. all tran.action., 
only. but check and check digit. 
di,it. are not u.ed are ueed witb 
with identification identification 
key., •• ten.ive data key., data r.la-
relationabip te.t. tion.bip te.t. are 
are uled, erroneou. ueed e.ten.ively, 
tran.aetion. Ire erroneou. trln.-
.ent back to terainll action •• r. noted 
witb a note. but no in error .u.pen •• 
.u.pen.e entry i. file when .ent 
aade. back to terainal 

with note. 

Application progr .. 
producea • .~ry 
record of all debit 
and credit tran.ae
tiona proce.aed, no 
.aater file proee.a 
int control., file 
recovery proviaiona 
liaited to tranaac
tion 109 and 
per io4 ic copy of 
aa.ter fUe. 

Stored .Ilidation 
ran,e .Ilue. ar. 
u." to .Ilidate 
tran.lction field., 
applicltion prOCJr .. 
..... ri ••• aU 
tran •• ction. proc
..... by type, witb 
credit and d.bit 
..1 ..... for eacb 
terainal, and 
u .. ' a ... ter file 
control traUer 
record that ia bal
anced by protr. 
routine, end-of
proee •• i", f Ue 
reco.ery pro.iaiona 
include tran.action 
109 of active ... -
ter file recorda. 

Ba.ed on .aterial provided by Pric. Wat.rhoua •• co., certified public .ccountant •• 
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SECTION III 

ANALYSIS OF DATA FLOWS THROUGH THE SYSTEM 

GENERAL 

The objective of this part of the audit is to identify 

control weaknesses and strengths. This audit segment will 

be the most time consuming: it is also the most crucial 

because it provides the direction for the re.ainder of the 

audit, which is geared to sUbstantiate and determine the 

effect of control weaknesses. For payroll syste.s, GAO'. 

Policy and procedures Manual For Guidance of Federal Agencies, 

Titles II and VI, provide standards. 

During this segment, the audit staff should develop a 

flow diagram of all information processed fro. source 

documents to final output reports. This process involves an 

evaluation of 

--the quality of system documentation, 

--the adequacy of manual and automated controls over 

documents, 

--the effectiveness of processing by co.puter progra.s 

(i.e., whether the processing is necessary or 

redundant, whether the processing sequence is proper, 

etc.), and 

--the usefulness of reports and records generated. 

- 63 -



DEVELOPMENT OF DATA FLOW DIAGRAM 

I . To develop the data flow diagraa, the auditor should 

obtain copies of: 

a. Narrative descriptions of all .ajor application 

programs. 

b. All manually prepared source docu.ents that 

affect application processing, and corresponding 

coding sheets and instructions for transcribing 

. . . 

. ' .-
•• • 

- ' .-
. . 

data from source documents. (Por payroll, obtain 

Notices of Personnel Actions, Bond Withholding 

Authorizations, Pederal and State Ta. With

holding Authorizations, Ti.e and Attendance 

Records, etc.). 

c. Record layouts for all major co.puter input 

and output records, co.puter .aster files, and 

work files (i.e., update or file .aintenance 

tapes, computation tapes, etc.). 

d. All major outputs produced by the auto.ated 

system. 

e. Lists of standard codes, constants, and tables 

used by the system. 

2. Prepare the data flow diagraa. The docuaents 

obtained above, along with the infor.ation developed 

in the background segment, should enable the audit 

staff to prepare a data flow diagra. identifying 
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a. point of origin--titl@ or individual--for all 

source documents, 

b. all transfers of sourc@ docuM@nts froM one 

person or office to another (.ake sure that 

all control points are identifi@d), 

c. transcriptions of source dOCUMents into .achine

readable format, 

d. computer processing of application data, 

e. all major outputs created fro. the source 

documents, and 

f. recipients of all essential output •• 

An example of a data flow di.gra. i. included a. 

exhibit 8. A detail@d discussion of flow charting can 

be found in the National Bureau of Standard'. ·Plowchart 

Symbols and Their usage in InforMation proces.ing·, 

Federal Information Processing Standards Publication, 

FIPS PUB 24, June 1973. 

EVALUATION OF QUALITY OF SYSTEM DOCUMENTATION 

On the basis of answers to the questionnaire on Sy.t@M 

documentation in exhibit 4 and the degree of difficulty 

experienced in constructing the data flow diagraM, the 

auditor sho~ld be able to co .. ent on the quality of systeM 

documentation. There are two basic questions to an.w@r. 

1. Is the documentation accurate? 

2. Is the documentation cOMplet@? 
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Documentation standards can be found in the National 

Bureau of Standard's "Guidelines for DOcuaentation of 

computer Programs and Automated Data Systeas", Federal 

Information Processing Standards Publication, FIPS PUB 38, 

February 1976. 

EVALUATION OF CONTROLS OVER DOCUMENTS -----
Control points identified during preparation of the 

data flow diagram, along with information on controls 

developed in the background segment, should enable the 

auditor to identify system controls. Deteraine whether 

the following controls are used: 

1. Turnaround documents (trans.ittal docuaents should 

be returned to the originator to aake sure that 

all documents were received and none added during 

transmittal). 

2. Record counts (record counts should be ~aintained 

for all documents to make sure that none are added 

or lost). 

3. Predetermined control totals (for payroll, pre-

determined control totals should be developed for 

important data, such as hours worked, leave taten, 

hourly rates, gross pay, and deductions, to aake 

sure that records are not altered). 
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4. Run-to-run totals (these totals should be 

maintained to assure that no records are added 

or lost during the various coaputer processing 

steps). 

A discussion of controls is included as appendix 1. 

EVALUATION OF COMPUTER 
PROGRAM PROCESSING EFFECTIVENESS ---- ---

The audit staff should identify any problea are.s 

in the processing cycle. including. but not be liaited tOI 

I. Redundant processing of data. or other foras of 

duplication. 

2. Bottlenecks that delay processing. 

3. Points in the oper.ting cycle where clerks do 

not have enough tiae to review output reports 

and make corrections. 

EVALUATION OF USEFULNESS OF RBPORTS 

The audit staff should review the key or a.jor outputs 

(i.e •• edit listings. error listings, control of hours listing, 

etc.) of the application system and deteraine if the outputs I 

1. Are accurate. 

2. Can be used as intended. 

The auditor should confira fi~ings by interviewing 

the users of the output reports. 

--Complete questionnaire on user satisfaction with output 

reports in exhibit 6B. 
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EXHIBIT 6B ------
USER SATISFA£TIQ! WITH COMPUTER:!RODUCED REPORTS 

ReP2£! Identification 

l. 

2. 

Repor t title ---------------------------------------Data processing ID _________________________ _ 

3. Portion of report to be evaluated 

-----_._-----------------------------
------------------------------

4. Frequency of report ____________________ _ 

5. Number of copies ________________ _ 

6. Number of pages (each copy) __________________ _ 

7. Number of users -------------_._---------
User Identification 

1. Name ----------------------_._----
2. Title -----------------------_._----
3. Organization and symbol _________ . __________ _ 

4. Phone number ---------_._------------
5. Extent of knowledge about report 

----------------- ---_._---
----------------------_._-----

User Evaluation of Report 

1. Can the report be used as is without further correction, 
identification, or analysis? 

Yes No 

2. The layout of the report ia: 
Very Very well 

confusing org.nhed 
_L_ t.. t.. / t.. t.. t.. t.. t.. 

1 2 3 4 5 , 7 8 9 10 

- 68 -

· . . . ' . 



. ' .. : ' 
• 

IXBI8I'l' 68 

3. 00 •• the r.port duplicat. any infor.ation you now r.c.iv.? 

Y.. No 

Co ... nt. 

------------------ -------------------- --------
----------------------------_.-----------------_.---------

4. 'l'h. r.port cont.nt. ar.: 
V.ry difficult V.ry .a.y 
to und.r.tand to und.r.tand 

I I I i-J.I-,...--/r--7-.LI_.._---/r--.,.-.LI...,,.-..... /r--T .... 
1 2 3 5 6 7 8 9 10 

5. DOe. any portion of the r.port •• t apart fro. the r •• t 
of the r.port, or particular i •• within the report, 
tho.e ite •• that ar. b.yond an acceptable rang.? 

Ye. No ____ HOt applicable 
Co ... nt. ______________________________________________ __ 

-------------------------------- ------------
---------- ---------

6. Stat. any additional c~nt. on the adequacy of the fora 
or layout of the coaput.r-produced report. 

--------.------------------------------------------
-----------.---------------------------------------------
--------------------------------------

7. Could you get the infor.ation in the report .l •• where? 

8. 

__ yea 
no ----

Wh.re? --------------------------------------------------
In your opinion, should the report: 
--Provide .ore data? ____ ~y.. ____ ~no 
--Provide 1 ••• data? _____ y:.. ____ ~no 
--8e co.bined with other report.? _--y.. ____ ~no 
--1. any part of the report ob.ol.te? _____ .y.. ____ ~no 
--8riefly explain why for .ach .y •••• __________________ _ 

----------------------------------------
-------------------.----.--------
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EXHIBIT 6B ------

9. Is the data reported: 
--accurate and reliable? 
--complete? 
--available early enough? 
--current? 
--useful? 
--und L ~: ta ndable? 

__ yea 
_-,yea 

___ :ye. 
_~ye. 

ye. 
---:ye. 

• 

__ no (a) 
__ :no (b) 
__ no Ie) 
__ :no (d) 
__ no 
_--,no 

Please explain each "no" an.wer at (a), (b), (c), or 
(d), and obtain actual exa.plea of the proble •• noted. 

-----_._-------------------------, 
----------------------------_. __ ._--
----------------------------

----------------------------
------------------------------------------------

10. DO you ma intain manual recorda to .uppl .. ent coaputer
produced information? If you do, briefly e.plain why. 

------------------------- --_.--
------------------- ---------

. ' . . '.. . . 
' . 

--------------------------,-----------------------
11. Can the report be i.proved to .ake your job easier? 

___ yes If yea, explain how. 
no ---unknown -------------------- -----

12. Did you or your depart.ant participate in designing the 
report? 

____ yes no -- ____ unknown 
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13. Are you currently planning to. 

Eliminate the report? 
-----Improve the report? 
---Combine it with another report? 
-----Change its frequency? 
-----Other 
----- ---------------------------------------------
--------------------------------------------

14. Is the report for: 

15. 

Administrative control? 
-----Administrative planning? 
---Information? 
:::::External reporting? 

With the primary function of 
information presented on the 
Most 

limited 

the report 
report is. 

--r--L-rLJ" 4 
I s -L-,,--J--.,- I 

Comment. __________ . ________________ , 

in aincl, the 

Very 
coaprehen.ive 

8 
I , I 

10 

--------_._--------------------
--------------------------------_._--

16 . Do the report content •• 

a. 

b. 

Help you recogni.e problea. quickly, or 
_____ are other coaputation. required? 

Allow you 
progress? 
__ yes 

to aea.ure actuel progre •• v •• plenned 

no -- __ ,RIA 

please explain • _________________________ __ 

----------------------------------
c. Present inforaetion thet .ignel. you when to teke 

preventive action? 
_____ yes no 
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EXHIBIT 6B 

17. In helping your agency perfor. its overall responsibility, 
the report lS: 

18. 

Not impor tant Very 
at all iaportant 

-r--LrLr-~-~-- / 6 --L,---t,---L.,- / liS -

comment. ------------------------
--------------------------------
------------ -------------
In the work of your office or division, the 
Not important 

at all 

-r-L2-~-Li- / 5 / 6 / 7 / 
8 

Comll'ent. 

report 1., 
very 

l.,ortant 
/ ,-Lyg 

---------------------

-----------------------------, 
19. Is this report u •• d in preparing' 

Financial state.ents? 
---Cost statements? 
---Budget state.ents? 
--variance analysis? 
--MOnthly operation. report? 
-----weekly operation. report? 
=--:::Other? (explain) 

20. Does this report save you any clerical effort? 
___ yes Ixplain. 
___ no 

21. How often do you refer to this report? 
hourly __ annually 

---daily never 
--weekly other 
__ monthly 

22. How long is the report kept after receipt? 
1 day 

--1 week riled at (locaUon)_, __ _ 
1 month 

--1 quarter 
__ 1 year 
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23. Is the report ever rerun by data processing? 

no 

If yes, why and how frequently? _____________________ ___ 

----------------------_._-----------------------
---_._-----------------------------------
-------------------------------------_. __ . 

24. Do you supply the raw data (input) for this report? 

__ yes no 

25. Do you check this report for quality when you receive 
it from data processing? 

no 

If not, please identify the person who perfor •• this check. 

-----------------_._---------------------------
-----------------------------------------_. 
-----------------------------------------------------

26 . When you have any problems with this report, with who. 
do you discuss them in data processing? __________ _ 

-------------------------------------------_. 
27. Would control or planning of your operation be i.paired 

without this report? 
____ yes 

no --
Explain. __________________ ___ 

--------------------------------
Could you effectively perfor. your duties if this report 
were produced less often? 

no --
28. would you be willing to do without this report if other 

recipients could do without it? 

no 
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EXHIBIT 8 

EXAMPLE Of A DATA Fl.OW DIAGR .... 
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SECTION IV 

DETAILED CONFORMANCE TESTING 

GENERAL 

Conformance tests are used to validate the accuracy and 

reliability of agency computer produced data. The extent of 

testing is judgemental and depends on the auditors' previous 

review and evaluations of agency procedures and the network 

of internal controls. In an automated system, evidence or 

assurance that controls are functioning can be obtained in 

different ways. Several are discussed below. 

EVALUATION OF A SAMPLE OF AGENCY RECORDS 

A statistically valid sample of agency records should be 

taken and evaluated. GAO statisticians are available and should 

be contacted if needed to help design a valid plan. Evaluate 

the sample items to determine whether 

--transactions were initiated in accordance with relevant 

laws and regulations, 

--transactions were properly posted to all manual and 

automated records, 

--reports accurately reflect the results of processing, 

- - reports contain useful, timely, and reliable information, 

--and reports produced for external use are accurate. 

The results of the sample will identify how many and what 

types of errors exist in the system, whether prescribed policies 

and procedures are being consistently followed, and whether 
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information reported is accurate. The results should al.o 

identify the types of tests to be used in test deck proc •••• ing 

and errors to look for during data retrieval and analy.i. 

processing. 

For example. when performing a payroll audit, the audit 

staff should select a sample from the universe of all e.ployee. 

who had payroll records maintained by the agency for the la.t 

complete year. Pay and leave administration .tandard. and 

regulations are contained in the Civil Service Coaai •• ion'. 

Federal Personnel Manual (FPM). For selected e.ployee., 

review pay and leave transactions for a full year to deter.in. 

if 

1. Correct earnings were paid based on the infor.ation 

recorded on time and attendance records (also 

verify that the person was entitled to that pay, 

i.e •• was overtime authorized, etc.), 

2. Correct amounts were deducted fro. r.gular .arn-

ings (verify that withholdings were .ad. in accordanc. 

with the employee's withholding authori.ation.), 

3. Correct year ending pay and leave total. were 

reflected in earnings statements, 

4. Correct amounts of leave (taken and accrued) were 

posted to payroll records. 
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COMPUTERIZED DATA RETRIEVAL AND ANALYSIS 
OF AGENCY RECORDS-FOR A SELECTED PERIOD 

In this segment the auditor should evaluate the effect 

of control deficiencies previously identified. A data 

retrieval and analysis package like Auditape and/or DYL-260 

could be used to identify potential discrepancies. The 

auditor should : 

--Identify what computerized data is available for 

analysis (this will be accomplished as a part of 

the previous data flow analysis). 

--Determine the data retrieval/analysis applications 

to be performed. 

--Decide on the computer system and retrieval package(s) 

to be used (Auditape and DYL-260 packages are avail-

able to each regional office and division through 

FGMS-TAG/ADP. Auditape is processed on both Honeywell 

and IBM computers. DYL-260 can only be processed 

on IBM computers, however, it can process any data 

which can be read by an IBM system giving it virtually 

unlimited usefulness). 

--Arrange for the proper cycle or version of the 

files to be copied (the audit staff should request 

the data to be copied into the format which is 

the easiest to process on the computer system to 

be used). 
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--Request the following with the copied files 

---partial hexadecimal and graphic printouts or duaps 

of the data and header labels to verify that the data 

is as requested, 

---listing of the program which copied the files 

to verify that the proper files were copied, 

and 

---record counts of both the input and output 

files to verify that no data was lost. 

--Prepare the specification sheets required for each 

data retrieval / analysis application. 

--Transcribe the specification sheets onto cards. 

--Process the data retrieval/analysis application •• 

--Make a detailed examination of the inforaation 

reported by each data retrieval/analysis application-

identifying the causes and effects of the potentially 

erroneous conditions. 

As an example, the audit staff should consider aaking the 

following payroll audit tests. 

I. Compare the personnel and payroll master files 

(use social security number) to identify duplicates 

within a file or mis-matches between the two file •• 

2. Compare individual employee records on the personnel 

master file with those on the payroll master file 

to identify non-matching 
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--grade/ step, 

--annual leave category, 

--group health insurance coverage, and 

--group life insurance coverage. 

3. Search the payroll master file for invalid social 

security numbers. (To be valid, the first three 

digits must fall within 001-587 or 700-728.) 

4. Compare salary rates recorded on the payroll .aster 

file with applicable salary tables. (PGNS-TAG/ADP 

has already developed salary tables for DYL-260 

processing. ) 

5. Make the following comparIsons of leave infor.ation 

recorded on the payroll .aster file: 

--service computation date to date file was created, 

--sick leave balances to maximum possible, 

--a.lnual leave categories to nu.ber of years in 

federal service, and 

--annual leave category with 0, 4, 6, or 8. 

EVALUATION OF DATA PROCESSING CENTER 

The audit staff should make at least one unannounced 

visit to the data processing center to .ake sure that applica

tion processing conforms with infor.ation previously obtained. 

First-hand observation of processing also enables the audit 

staff to confirm the accuracy of system documentation and the 

auditor'S understanding (or lack of understanding) of the 

syste.. The visit's .ajor Objectives are to evaluate the 

adequacy of 
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--housekeeping of the computer center (General Service. 

Administration's Federal Property Manage.ent Regulation., 

Title 41. Part 101-32), 

--physical protection of the computer center (National 

Bureau of Standard's "Guidelines for Autoaatic Data 

Processing Physical Security and Risk Manage.ent", 

Federal Information Processing Standard. Publication, 

FIPS PUB 31. June 1974, Section 5, and "Coaputer Security 

Guidelines for Implementing The Privacy Act of 1974", 

FIPS PUB 41, May 1975, Section 3), 

--organizational controls over co.puter proce •• ing 

(FIPS PUB 31, Section 6.2), 

--controls to preclude unauthorized acce •• to the coaputer, 

computer terminals, and co.puter progr ... and file •• 

(FIPS PUB 31, Sections 6.3-7.4 and PIPS PUB 41, Section 

5). Con tl o ls such as passwords or authorisation code. 

are needed to protect against unauthorized u.e of 

the computer and terminals. 

--information management controls for co.pliance with the 

Privacy Act of 1974 (FIPS PUB 41, Section 4). 

Control problems in any of the above areas should 

be brought to the immediate attention of .anage.ent for 

corrective action. 

TEST DECKING THE SYSTEM 

Test decking is designed to test the co.puter edits and 

computation routines. T~'e audit staff, ba.ed on the infor.a-
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tion developed through the previous audit seg.ents, .ay 

develop test transactions (test decks) for processing 

through the agency's auto.ated syste. . The test transac

tions deter.ine vhat the data processing syste. vould do 

vith correct, incorrect, and/or invalid data processed 

according to existing procedures. The test deck should 

b~ processed during live application processing or during a 

special co.puter run using copied seg.enta of the agency's 

actual .aater co.puter filea. 

Teat deck design 

TO fully test the effectiveness of controls in co.puter 

progra.a, the teat deck should include a vide range of valid 

and invalid input data. Transactiona containing valid data 

are needed to test nor.al processing, vhile tranaactiona 

containing invalid data are needed to teat progra.ed 

controls. The testing of both error-free and erroneoua 

data per. ita an extensive evaluation of co.puter progr .. s . 

The audit staff should procesa only one teat trans

action at a ti.e against each .aater record. Thia procedure 

helps .ake aure that each teat reault can be attributed 

to a specific input transaction and it viII not be influenced 

or ·offset· by a second transaction processed against 

the sa.e .aster record. 

General types of conditions vhich should be tested 

--Tests of nor.al transactions: To test the auto.ated 

syste.'s ability to accurately process valid data, the test 

deck should include transactions of the types that nor.ally 
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occur in regular data processing operations. Provision 

should be made for testing both the process of adding nev 

records to the master file and updating existing records. 

For example. in a payroll. tests should include the 

calculation of regular pay. overti.e pay. and other types 

of premium pay and should involve setting up aaster records 

for newly hired employees and updating exiating aaater 

records for other employees. For specific payroll teat 

transactions. see "Auditing Computer a With A Test Deck 

(With Emphasis on Payroll Applicationa)." a aeparate bookl.t 

published by GAO in 1975. 

--Tests using invalid data: Exaaples of t.sts for 

rejecting or "flagging" invalid data include: 

---entering alphabetic characters vben nweeric 

characters are expected and vice v.rsa, 

---using invalid account or identification nuabers, 

---omitting data or uaing incoapl.te or •• tran.ous 

data in a specific data field, 

---entering negative aaounts vben only positive 

amounts are valid and vice versa. 

---entering illogical conditions in data fi.lds vhicb 

logically should be r.lated. 

---entering a tranaaction code or aaount tbat doss not 

match the code or aaount establisbed by operating 

procedures or controlling tabl.s. Por .... pl •• if 

valid codes for eaploy.e status in a payroll syst.a 
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ar. A, B, and C, .o •• thing oth.r than A, B, or C 

.hould b. ent.r.d. Bnt.ring a .alary a.ount which 

i. not co.patabl. with a controlling .alary table 

is anoth.r .... pl •• 

---.nt.ring transactions or condition. that will 

violate li.its .stablish.d by law Or by .tandard 

operating procedur.s. 

St.ps to follow in u.ing te.t d.cks 

(1) Deter.in. the correct or •• pected .nd r.sult for 

.ach te.t tran.action for co.pari.on with actual 

proc.ssing re.ult., 

(2) Obtain copi •• of .a.t.r r.cord. and print th •• out, 

(3) Det.r.in. which .a.ter r.cord. can be u •• d for 

te.ting, and prepare si.ulated .a.t.r r.cord. or 

tran.action. n.eded to perfor. the re.aining te.t., 

(t) Prepare the te.t tran.action., u.ing the .... 

procedure nor.ally •• ploy.d by the agency, 

(5) V.rify that the progr... u.ed for proce •• ing the 

t •• t transaction. ar. the .... a. tho •• u.ed for 

nor.al proc •• sing, 

(6) A.c.rtain that any chang •• to the •• progr ... during 

the period of the r.vi.w hay. b •• n doc~nt.d and 

th.r. is evidence the chang.s hay. b •• n t •• ted and 

approved by the ag.ncy. Th. audit staff .hould b. 

alert to any indications that ag.ncy •• ploy •••• ay 

have changed co.puter progra.s by r •• oving fraudulent 
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or irregular routines to prevent detection, 

(7) Arrange with data processing personnel for 

processing test transactions and producing nora.l 

output reports, 

(8) Print out the contents of all aaster records used 

in the test and co.pare with the predeteraifte4 

resul ts, and 

(9) Evaluate the weaknesses disclosed by the t.st deck 

with respect to the issuance of checks, eccuracy 

of records, and validity of reports produced by tbe 

sY l;. tem. 
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APPIIIDU I AI'.IIIDU I 

A network of intera.l control. i. e.tebliabed OYer 
.uta.ated .,.t.... ~ .... be.ic control •• re .... r.lly 
ueed for .11 accounting .pplic.tion.--in.entory, account. 
peyeble, account. reeei.eble, c •• h, peyroll, etc. 

DOC.. i COiiiiOU 

Control. help .. ke .ure tbet all docu..nt. are pr~ptly 
recei.ed and introduced into tbe proce •• int operationa. 
Such control. include 

-checking eacb betcb of docu..nt. reeebed again.t a 
li.t of docu..nt .ource. prepered by .11 point. 
of origin, 

--recording on each docu..nt tbe d.te and tu.. 
recei.ed, to belp identify t he docu..nt. and inaure 
pr~pt proce .. ing, 

--... igning a aequenti.l nu.ber to eacb docu..nt to 
in.ure that it goa. into ca.puter operation. for 
proce •• ing, 

--filing doc~nt. in a .anner tbet will .. ke it e •• y to 
find thea after auta.ated proce .. ing operation., and 

--e.tabli.hing record count. for all docuaenta 
.ubaitted for caa,uter proce •• ing and returned 
afterward •• 

Predeterained control total. are aritbaetic total., 
aade before the data i. introduced, tb.t belp .. ke .ure 
all data i. actually proce.eed correctly. 

Corre.ponding total. are accuaulated independently 
during data proce •• ing and c~pered with the predeter
ained control total.. If the total. are not equal, then 
.o.e data wa. not proce •• ed or wa. proce •• ed incorrectly or 
data wa. added. 

!l A bibliography of .ugge.ted .uppl ... ntal reading. i. 
included as appendix 3. 
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CONTROLS OVER COMPUTER PROGRAMS 
AND COMPUTER RECORDS 

A systematic procedure should be followed to in.ur. 
that only authorized changes are .ad. to co.put.r progr .... 
Computer program tapes or cards .hould nor •• lly be .tored 
and controlled in a "tape library' and r.l •••• d only vb.n 
needed for processing. Detailed co.puter progr .. li.ting. 
should be kept outside the co.puter roo •• nd unav.ilabl. to 
computer operators. Progr •• ers, syst •• s .n.ly.t., or oth.r 
individuals familiar with the progr ••• should b. forbidd.n 
to operate the computer. An ADP con.ult.nt to the court
appointed trustee for the Equity Funding fr.ud c ••••• id. 

"There should be no progra .. er in the 
computer room with access to live d.ta. You 
don't let the progra .. er oper.t. the 
machine any more than you let the purch •• ing 
agent be in charge of account. p.y.bl •• • 

Xn a computer system using ter.in.l., control •• r. 
normally established to limit acce •• to comput.r t.r.in.l., 
system documentation, and co.puter fil... Control c.n be 
achieved by 

--locking computer ter.inal roo •• aft.r nor .. l working 
hours, 

--storing system docu.entation in • library for r.l •••• 
to authorized personnel only, 

--restricting access to u •• r p ••• word. or .uthori •• tion 
codes needed to operate co.put.r t.r.in.l., .nd 

--separating the duties of de.igning, progr .. ing, and 
operating the syste •• 

Xn computer syste.s that u •• t.r.in.l., .peci.l cod •• 
called passwords are a.signed to individual •• uthori.ed to 
use the syste.s. These p ••• word. ar •• tored in the comput.r. 
To operate the syste., the u •• r .u.t fir.t .nt.r hi. 
password via the co.puter ter.in.l. If the comput.r c.nnot 
match the paaaword to on. in it. fil., it will not allow the 
uaer to operate the sy.t... Th ••• pa •• word •• hould be 
changed periodically to in.ur. th.ir integrity. A •• n 
additional .afeguard, the co.put.r t.r.inal .hould not 
be per.itted to print the pe •• word. or if printed tb.y 
should at least be oblit.r.ted by ov.rprinting with otb.r 
charact.r •• 
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APPENDIX I APPENDIX I 

PROGRAMED CONTROLS 

programed controls represent checks incorporated in the 
computer instructions or programs. For exa.ple, the co.puter 
could be programed to detect missing or erroneous input or 
i nvalid transactions to help make sure that output data i. 
accurate and reliable. Examples of progra.ed control. 
include (1) predetermined limits, (2) accu.ulation and te.t. 
of zero balances, ()) checks on the sequence of record., (4) 
counts of records, (5) crossfoot balances, and (6) other 
tests of the validity of the data or the accuracy of 
processing. 

CONTROLS OVER ACCESS TO 
COMPUTER CENTER AND EQUIPMEN! 

The computer center and equipaent should be re.tricted 
to authorized personnel. Locks, alar.s, security guard., 
and authorization badges are several .ethods of re.tricting 
access. The computer terminal or re.ote job entry roo. 
should be secured when not in use . Restricting acce •• 
reduces the chances of theft or sabotage and help. prevent 
entry of unauthorized transactions. 
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APPENDIX I 

MINIMUM COMPUTER ROOM STAFF 
ON THE DAY SHIFT (8:00 a •• : to 4100 p ••• ) 

Equipment that needs operator attention I 

4 Online printers 
16 Mountable .agnetic disk packs 
16 Magnetic tape drive. 

1 Computer con.ole 

37 

APP.-DIZ I 

Staff required - 1 individual 
per 6 device. 

Tape librarian 
(brings magnetic tape to and fro •• achine rGOa) 

Tape library clerk. to inventory and clean tape. 
(note b) 

Storeroom clerk (note b) 

Electric accounting .achine clerk 

Input/output clerk 

Minimua day-shift staff 

!/ One clerk is needed for the co.puter console and 
six clerks are needed for the other device •• 

~/ These clerks not needed on night shift. 

Equipment : 1 IBM Syste •• 360/65. 
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APPENDIX II 

Intentionally Left Blank 
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Intentionally Left Blank 
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