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Report To The Mayor 
Of The District Of Columbia 

Better Management Would Improve 
The Effectiveness Of The District Of 
Columbia’s ADP Resources 

The District of Columbia government relies 
heavily on ADP resources in administering its 
programs and delivering governmental ser- 
vices. Inadequate planning and management 
have reduced the effectiveness of ADP sup- 
port, adversely affected agencies’ operations 
and service to the public, and resulted in 
wested city funds. 

G/40 recommends actions to the Mayor, the 
0,C. General Hospital, and the University to 
improve the planning, management, and con- 
trol of ADP operations. 
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UNITED STATES GENERAL ACCOUNTING OFFICE 
WASWINGTON, D.C. 20548 

B-200196 

The Honorable Marion S. Barry, Jr. 
Mayor of the District of Columbia 
Washington, D.C. 20004 

Dear Mayor Barry: 

This report identifies problems the District of Columbia 
is experiencing in managing and using its automatic data process- 

~ ing resources. The report contains recommendations to improve 
~ the planning, management, and control of the District qovern- 
merit's automatic data processing operations. 

We made our review pursuant to section 736(a) of the District 
of Columbia Self-Government and Governmental Reorganization Act 
(Public Law 93-198, 87 Stat. 774), approved December 24, 1973, 

~ and are submitting the report in accordance with section 736(b)(l) 
:of the act. 

Section 736(b)(3) of the act requires the Mayor, within 90 
days after receiving our audit report, to state in writing to the 
District Council what has been done to comply with our recommen- 
dations and send a copy of the statement to the Congress. Section 
442(a)(5) of the same act also requires the Mayor to report, in 
the District of Columbia's annual budget request to the District 
Council, on the status of efforts to comply with such recommenda- 
tions, 

We are sending copies of this report to interested congres- 
sional committees and the Director, Office of Management and 
Budget. 

Sincerely yours, 

William J. Anderson 
Director 





RF:PORT TO THE MAYOR OF THE BETTER MANAGEMENT WOULD 
DISTE?ICT OF COLUMBIA IMPROVE THE EFFECTIVENESS OF 

THE DISTRICT OF COLUMBIA'S 
ADP RESOURCES 

The District of Columbia relies on automatic 
data processing (ADP) resources in administer- 
ing its programs and delivering governmental 
services. The cost of ADP operations for 
fiscal year 1982 is expected to range from $30 
to $35 million, or about two percent of the total 
operating budget. Although this amount is rela- 
tively small, the cost of programs managed or 
controlled with information maintained by com- 
puters is a significant portion of the District's 
$1.6 billion operatinq budget. Support provided 
by ADP resources is so important that many pro- 
grams could not be administered without them. 
(See p* 1.) 

Although ADP resources provide essential support 
to the District, inadequate management practices 
have reduced the effectiveness of this support, 
affected agency and ADP operations, adversely 
affected service to the public, and resulted in 
wasted city funds. The city administration 
recognizes the problems and has begun actions 
to correct them. 

BETTER PLANNING AND MANAGEMENT 
- - . . - -  - . . . - . .  - .__- _____--.___- ll.___.-._“.--_-_ 

PRACTICES ARE NEEDED TO IMPROVE ""1-----.---- .-.------- --__ ---__(-.__ OPERATIONS lml--". - -1--.-,.--i- 

The District of Columbia has not established 
structured processes for long-range planning 
or used good management practices to conduct 
and manage its ADP operations. Also, the 
District has not established formal policies, 
stantlards, and procedures for long-range 
planning, software development and maintenance, 
contracting for software development, or compu- 
tcr performance evaluation. 

The District is not able to identify its future 
information needs or the strategies and re- 
sources required to meet those needs. (See 
pp * 6 to 10.) Newly developed software has 
not always met users' needs or been adequately 
tested and documented. (See pp. 11 to 14.) 
Software changes have not always been accurate 
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or completely tested or documented. (See pp. 
14 and 15.) Existing general contracting poli- 
cies and procedures are not always followed. 
(See pp. 15 and 16.) District agencies have 
not conducted programs to measure and evaluate 
the performance of computer resources. (See 
PP. 16 and 17.) As a result, the collection 
of city revenue has been lost or delayed, 
additional funds have been spent to correct 
software which did not fulfill users' needs, 
the public has been inconvenienced by errors, 
and agency operations have been disrupted. 

BETTER PERSONNEL MANAGEMENT ----_-I--____ 
PRACTICES ARE NEEDED TO MITIGATE 
STAFFING PROBLEMS------- -_--- --- 
The District of Columbia has been steadily 
losing experienced ADP personnel and has found 
it hard to attract qualified replacements. 
Managers attributed these difficulties to the 
District's residency requirement and the lack 
of career development and training programs. 
Although turnover of personnel is common in the 
industry, District officials believed the losses 
and the lack of training were hurting ADP opera- 
tions. For example, officials said their 
ability to meet users' needs and maintain soft- 
ware was being hampered. Although lifting the 
residency requirement for employees and increas- 
ing recruiting efforts have helped, the District 
still needs career development and training 
programs to attract and retain staff and attain 
high quality operations. (See pp. 19 to 24.) 

AUDITS AND EVALUATIONS ARE NEEDED 

The Office of the Inspector General has not 
evaluated the economy, efficiency, and effec- 
tiveness of the many automated systems and 
computer centers which support District programs 
and services to the public. Such evaluations 
are essential to ensure that ADP resources are 
properly acquired, managed .rnd used; software 
systems are accurate ;nnd rr:Liable; and adequate 
support is providccl to ?istrict agencies. (See 
PP l 25 and 26.) 
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CITY ADMINISTRATION HAS BEGUN ACTION -----__ ---- 
AIMED AT IMPROVING OPERATIONS --.."..-_----- - 
The city administration has initiated action to 
begin correcting problems and to improve the 
management of the District's ADP resources and 
operations. Some of the city administration's 
priority objectives include de8veloping (1) long- 
range plans for each agency and for the District 
government; (2) policies, standards, and proce- 
dures for software, quality control, hardware, 
procurement, resource performance, personnel 
classification and training; and (3) an execu- 
tive education program. Although the District 
government is making a good start, it needs to 
do more to develop the management organization 
and processes which will solve its ADP problems. 

RECOMMENDATIONS ---- -- 

GAO recommends that the Mayor direct the City 
Administrator to: 

--Require District agencies to prepare and sub- 
mit long-range ADP plans. 

--Establish a coordinated planning process and 
prepare a long-range ADP plan for the District 
of Columbia. 

--Establish a comprehensive management process 
and related policies, standards, and proce- 
dures for software development, software 
maintenance, contracting for software develop- 
ment, and computer performance management. 

--Establish career development programs for 
ADP employees. 

--Establish training policies and programs 
for the various types of ADP employees. 

Similarly, GAO recommends that the D.C. General 
Hospital and the University of the District of 
Columbia (two independent agencies) implement 
these recommendations to increase the effective- 
ness of their ADP resources. 

GAO also recommends that the Mayor direct the 
Inspector General of the District of Columbia 
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to provide sufficient audit-related ADP train- 
inq to its staff and to periodically evaluate 
the economy, efficiency, and effectiveness qf 
ADP systems and computer centers. 

AGENCY COMMENTS --- -.- ---- 
The District of Columbia, the D.C, General 
Hospital, and the University of the District 
of Columbia agreed with GAO's findings and 
recommendations. The organizations have ini- 
tiated actions to implement GAO's recommenda- 
tions. 

GAO conducted this review because of the city's 
long-standing problems and sustained congres- 
sional interest in this area. GAO's objective 
was to evaluate the overall management of the 
District government*s ADP resources. 
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CHAPTER 1 - ,---- --.- 
INTRODUCTION m-mzm.er"r" -1---w. (. - 

The District of Columbia government relies heavily on auto- 
Ill;iti(: data processing (ADP) resources in administering its 
l~ro(jr~~ms and delivering governmental services. The District 
~~ov~~:nment bercjan automating its manual accounting and revenue 
:;y;stt:ms in 1961 and leased its first computer in December 1962. 
To cl a y , support provided by these resources is so important that 
II~C~IIY programs could not be administered without them. 

The District government's congressional budget submission 
!;IlowetT that the fiscal year 1982 ADP costs were expected to be 
nearly $26 million. This amount does not represent total esti- 
mated costs because all District agencies do not explicitly show 
t.llc:;c costs in their budgets. A District government official 
ostimatetl that the total cost of ADP resources for all city agen- 
eicts would probably range from $30 to $35 million, or about two 

~ L"crccnt of the fiscal year 19132 operating budget. Although the 
cost ofi ADP resources is small compared to the total budget, the 
(3~s t 0 f procjrams and activities managed or controlled with infor- 
mation maintained by these resources is a significant portion 
of: the District government's $1.6 billion operating budget. For 
(.LXoIn~I 1.c , ADP resources are used to administer and support activi- 
t icf; such as income, business, and property tax programs; voter 

~ ro(~istration and elections; police operations and investigations; 
1 i r<t protection and emergency services; human services and support 
~,~r1x~uram5; vehicle registration and licensing programs; restaurant 
;~ntl tlottf 1 inspection programs ; and educational instruction in 
],)ub L ic schools and the [Jnivcrsity. 

OIIC;ANI%ATION AND MANAGEMENT , _ ,.,, ,“. *, - .“_ ._ ..-.--.-. “-ll-l”l_.” .-.-. _” tj’v Al,‘P “‘I~I!:SOIIRCES ., ._. _ ” -. . - 
'I'hc District government's ADP resources are organized and 

illiknacjec! on a decentralized basis. The decentralized management 
<I p~~~~rctch has been used since December 1962, when the District 
(jr>vt:rnmc:nt began leasing and acquiring computer equipment, Since 
t:tlE"~n , District agencies have been responsible for managing their 
li1I)P act iv it ic s , including providing for them in their budqet sub- 
in i s 5 i ci II c= l IL 

.’ I  selecting and acquiring computer equipment or using the 
r:clu iF)mc:nt of others; determining information needs; acquirincj 
arzcl rit!vf; loping software ; contracting for services; managing and 
~,j)~;rdt:in~~ computer equipment; purchasing supplies; maintaining 
iiu i' twa rt? and hardware ; and hiring and training personnel. 

0ir;trict agencies also determine the level and extent of ADP 
z;upport they need . The prior city administration only required 
tWIllit ;iny purchase order amounting to $5,000 or more be submitted 
ttr the Office of the City Administrator for review. The current 
;iclminIstration lowered this limit to $2,500 and required written 



jus?tiEications for purchases of hardware, software, and ADP 
se rviccs l While the decentralized approach to managing ADP is 
generally considered to be more supportive of individual agencies, 
complete decentralization has resulted in some problems for the 
District, 

District agencies have not established formal policies, 
standards, and procedures to guide the planning, administration, 
and control of their ADP resources. Additionally, complete 
decentralization has provided the city administration with little 
opportunity to become involved in planning for and controlling 
the use of these resources. As discussed later, the city adminis- 
tration has started to take action to increase its involvement in 
the dccisionmaking process and to improve the management of the 
District's ADP resources. 

The District government's ADP management problems have been 
known for years. Between 1972 and 1976, three separate studies 
cited many citywide and departmental ADP problems and proposed 
solutions, These study reports noted such problems as the lack of 
(1) management policies, standards, and procedures for operations 
and activities; (2) plans and priorities; (3) equipment utiliza- 
tion monitoring; (4) effectiveness in meeting management needs; 
and (5) training and development programs for employees. City 
administrations had, until recently, taken little or no action to 
resolve these problems. 

The first report, prepared by the Commission on the Organi- 
zation of the Government of the District of Columbia, was issued 
on August 17, 1972. The report discussed the District govern- 
ment's organizational and operational problems, including those 
related to ADP. The second report, prepared by Arthur Andersen 
si Company, was issued on June 19, 1976. The, report discussed 
shortcomings in the District's accounting and financial managc- 
mcnt systems, including the related ADP problems. The third 
report r prepared by the Mayor's Task Force On Automatic Data 
Processing And Procedures, was issued on November 16, 1976. The 
report addressed the data processing problems which were identi- 
fied in the Arthur Andersen & Company report. While the purposes 
of these reports were different, the discussions of ADP problems 
were remarkably similar --basic management inadequacies in planning, 
managing, and controlling these types of activities. 

The city administration recognizes the need to strengthen 
the management of the city's ADP resources and has begun taking 
action to do so, During the course of our work, we met periodi- 
cally with the Special. Assistant to the City Administrator for 
Information Systems. During these meetings, we discussed with 
him our observations, tentative findings, and possible solutions. 
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VJr:: ;11..0;0 r3iscussed with the City Administrator and his Special 
i"i::~; -I :~rt~.antr. our overall findings , conclusions , and recommendations 
1 r:rytir~lj.r~i the city's ADP operations. They told us they recognized 
!:II~I (:i I,y'*; ADP problems and the need to begin making improvements. 
ln t tris ~c:l~t:lrrJ, on January 22, 1981, the City Administrator signed 
,:I illi?i(lo~~'il.~l(~urn announcing to all District agencies that the city 
,,lllxu~irri.!;tr;lticrn had assumed direct policy control over these re- 
?;(,)Lxr"('('? ,, b ~ I,,, s One month later, in consultation with the District's 
A 1) I ' In 1.1 I 'I a I j C' r s , the Office of the City Administrator developed a 
Lrl.;lr~ t.r', start making citywide improvements. The plan lists in 
cj~?t\~:~~~l terms the city's objectives, problems, and the corrective 
ilk: I: ioL)s required to achieve the objectives. Appendix I contains 
ir li!;t.. of" these objectives. 

ALthough the strategies, actions, and progress to date are 
L~rrf:Iirurinary to establishing and effecting the final improvements, 
t:lley iire noteworthy l The actions are designed to establish the 
mr~inllclt:ment structures and processes for these critical resources. 
WI J. s report contains recommendations to improve ADP planning, 
r.;oftw;ire development and maintenance, software contracting, compu- 
te c jlcr fo rmance , personnel management activities, and internal 
,"\u(.ii t and evaluation of ADP activities. We believe they will be 
(,I: ~>IF.! to the District in finalizing its ADP policies, standards, 
clt~(l procedures and in making additional management improvements. 

I)I!;TRIC:T ACTION ON SUGGESTIONS OF 
'1'HE 'tI"'oU'SE -- _. ..I - _( .-I- .__.I II--- --.---_--..-..-- -. COMMITTEE ON APPROPRIATIONS .I I -.-". -". -I -I_ - - .-...- _"lf-_---l_--.-~_ 

I)uring our review of the District government's ADP operations, 
CJC mcit:. periodically with the staff of the Committee on Appropria- 
t.. i on:: r House of Representatives, to discuss our work and tentative 
f. i,nd it'r<J s I conclusions, and recommendations. 
Scptern1:Er 17 * 

Subsequently, in its 

p r i,d t i(,n s 
1981, report accompanying the fiscal year 1982 appro- 

bill for the District of Columbia, the committee suq- 
(~cwtcd that the District government make certain improvements'in 
it:5 ADP operations . These included: (1) establishing a long- 
L"ii rrl j f.: pI.an and a planning process for the government and each 
;~~enc:y using these resources; (2) establishing a comprehensive 
IllLlr'li"XcIj(?nlr?nt. process and related policies, standards, and proce- 
(1 II tI'<.: :; 1..or software development, software maintenance, and 
:;(>i.twiirc contracting ; 
1:r;l i.n:i ng programs ; 

(3) establishing career development and 
(4) strengthening the ability of the Inspector 

I';r.?rr(?r;iL to review and evaluate ADP activities; and (5) providing 
1 Clc! tIt"cC"""' The 
cu:r)m~~ i 

.ti,b3dry resources to accomplish these objectives. 
t t c:'r: * I I also directed the District government to report its 

prwj res:; 
i nc,~ $5 

in meeting the above suggestions and to review our find- 
w i t h II s s Appendix II contains an excerpt from the committee 

rc1>or t< . 

CIr1 January 22 r 1982, officials told us that the District 
(jovornment is taking action on the committee’s suggestions. The 
off-icials said they are beginning to assemble information in 
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order to report their progress to the committee tlurinq the fiscal. 
year 19113 appropriations hearings, The District governmnt's 
actions on the committee's suqgcstions and our reco~~,n13ndations 
arc discussed in the text of chapters 2 through 5. 

OBJECTIVES, SCOPE, AND METHODOLOGY .-.----..m.e.-e.-----I."-emm.m"..".m.m..mm -.-__-.___ 

The objective of our review was to assess the overall manage- 
ment of the District government's ADP resources. We reviewed the 
adequacy of practices and programs in the areas of (1) long-range 
plans and planning, (2) software systems development and main- 
tenance, (3) software development contracting and contract manage- 
ment, (4) computer performance management, (5) career management, 
(6) personnel training, and (7) internal audit and evaluation of 
ADP operations. 

We interviewed city administration officials, ADP officials, 
agency program officials, and ADP.personnel and reviewed their 
records, when available, to make the assessments listed above. 
We interviewed ADP officials and personnel to determine the vari- 
ous ADP practices. We found there was a general lack of informa- 
tion and documentation on ADP practices and operations. For 
example, there were no written citywide or agency long-range ADP 
plans or ADP policies, standards, or procedures. In addition, 
there was no citywide information on ADP operating costs, hardware 
inventories, software inventories, personnel inventories, resource 
usage data, etc. 

We reviewed the ADP units of the Department of Finance and 
Hevenuel the D.C. General Hospital, the Department of Human Ser- 
vices, the Department of Transportation, the Metropolitan Police 
Department, and the University of the District of Columbia. The 
U.C. General Hospital and the University of the District of 
Columbia are independent agencies and are not under the direct 

control of the Mayor. We selected the units to review on the 
ibasis of their size and congressional interest in them. We met 
~with the Inspector General of the District of Columbia to deter- 
mine the degree to which the District's ADP operations had been 
reviewed and evaluated. 

Our review was made in accordance with GAO's current 
1"Standards for Audit of Governmental Organizations, Programs, 
~Activities, and Functions." 

We excluded the District's new Financial ?lanagement System 
~f:rom this review because the system and rel.3ted documentation 
were being reviewed and evaluated separately by our Office. OUK 

responsibilities in this area incll.lt3e reviewing and fjpproving the 
accounting principles and standar(ls, design of the system and 
subsystems, documentation of the financial system and software 
r; ys terns , a ntl sys terns mod i f icat ion.5 initiated by the District 
qove rnmen t , 
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Wr? conducted preliminary work at the District's SHARE compu- 
tr:!r c:t?ntor which provides computer support to many city agencies 
and the Financial Management System. Although we intended to 
review the SHARE computer center's operations, we did not because 
:I;IlAicE;: managers were deeply involved with solving major problems 
rcI.<itc:cl to computer operations and managerial control and we did 
not. wdnt to divert their time from this effort. 

Uuring the course of our work, we briefed city officials on 
the problems identified and our tentative conclusions and recom- 
rr~cndati(.~ns . Those briefed included the City Administrator and 
his Special Assistant; the Assistant City Administrator for Finan- 
cial Management; the Chairman, Committee on Government Operations, 
Council of the District of Columbia; and department and ADP offi- 
cials of the agencies we reviewed. 

5 
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CHAPTER 2 -- --.-- 
CITYWIDE AND AGENCY PLANNING SYSTEMS ARE NEEDED -___*. 1,11,,., "_ llm"ll,"m* m-m,, "--1-1_ --,- ""-_ --,..,, ___-. - _.___....___._. IL-I-. -__-l-.l._ -. __." 

TO PROVIDE ADEQtJATE RESOURCES FOR THE FUTURE l",,lm "_ "mI.... -II- 111---.a. I--__ ,-,_-, __-. _ .-.-- ---_.-- ._- -.-._- - .-- _ .-_-. -._ 
The District government has no formal lony-range ADP planning 

process to identify its information needs or the strategies and 
rcsour~‘es required to meet those needs. Similarly, none of the 
six District agencies we reviewed had long-range planning pro- 
c c s 5 c s or plans for their ADP operations, Long-range planning 
is an important management function because without it the 
District administration's and District agencies' information 
needs, project priorities, project costs and benefits, and hard- 
ware and personnel needs remain unknown. In addition, some 
ayencies have experienced ADP problems directly related to the 
lack of planning, The lack of planning has adversely affected 
the public and has resulted in lost or delayed collections of 
city revenue. 

The city administration is beginning to establish a long- 
range planning process as one of its efforts to improve the 
management of the city's ADP operations. A District official 
said some planning guidance has been provided to agencies and 
hc expects them to have their first long-range plans by April 
or May 1982. The official added that he hopes to use the agen- 
cies' plans to develop a long-range ADP plan for the District 
government. 

THERE ARE NO REQUIREMENTS TO PLAN m".-l."".- "1_-._(",_. -__*___I*ln_ ,,-- "~ ---.-_ 

The District government and the six agencies we reviewed 
(Finance and Revenue, D.C. General Hospital, Human Services, 
Police, Transportation, and the University) have no long-range 
ADP plans or planning processes. In addition, neither the 
District government nor the six agencies have established poli- 
cies and procedures which require planning and which establish 
the framework for long-range planning. 

Planning for ADP operations in District agencies has taken 
the Eorm of preparing annual budgets. While annual budget pre- 
parations are necessary, they are relatively shortsighted in 
that only increases over the previous year's expenditures need 
hc identified. Long-range planning processes, on the other 
hand, provide the means to systematically identify inEormation 
ncods and provide for the orclerly acquisition and developmcr~t 
of all ADP resources required to meet those needs. A ion(-)-range 
plan, for example, provides (.L) information on current anf'l future 
ADP ca[>abilities and needs, (2) the capability to coordinate and 
cicfve lop resources, (3) the capability to determine strategies and 
priorities, and (4) a management tool against which to me.lsure 
the performance of ADP manaqement and to control ADEJ activities. 
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AIrE? off!icials at the Department of Finance and Revenue, the 
l,X!]>art:ment of Transportation, the Metropolitan Police Department, 
(in<:j the University told us they recognize the need for long-range 
1," I. a t-i II i ng * Fi,nance and Revenue, Police, and University ADP offi- 
i,:' i ,!I I. $I told us that they operate in a reactive mode because they 
1 1 ti \I P II<> formal plans . For example, a Police Department official 
1.01(1 II:,; that the Department does not identify needs, determine 
j>ri~,rit.i.cs, develop strategies to achieve the needs, or develop 
lk~ltl ,ic:(luire resources to implement the strategies. Instead, he 
!i< '1 i"fl 1 , they look at resources which are available and then decide 
w~~.ich dcpartmcntal needs and requirements can be met. [Jnder this 
mc ttiocl of operating , it is quite difficult to prepare for the 
!' 1.1 1.. \J C C! in an orderly fashion. 

1"1"": I',AC:K OF PL,ANNLNG HAS ADVERSELY AFFECTED ". . . I" ._ I ._ _ "-, l_"-__ -I ---- -._--__- XI.- ..--- - ..-. ---..-..-.--C--....--.-. 
'I'ti[tj I'IJt3LIC AND AGENCY OPERATIONS . "_ _ ._ _.I _ 111 -.-.._(-. -.-_ _II_._____I -___-.- 

District agencies have experienced some problems directly 
t.~~ Lated to the lack of planning . The lack of formal planning has 
at'fcctetl the public, agency operations, ADP operations, and has 
<-ilsr) resulted in lost 6r delayed collections of city revenue. 
For example: 

--ThCJ D ” c . Department of Transportation experienced problems 
with its new parking enforcement program because it had 
not adequately planned to take over operation of the 
SuL)erior Court's automated parking violations software 
sys te1n l The Department took over operation of the Court's 
software system on an interim basis from February to 
Flovcmher 1979 until its new automated system was completed. 
t3ceausc the takeover had not been adequately planned, 
Department personnel were not sufficiently familiar with 
the procedures for operating the court system. Informa- 
tion used by [jarking enforcement personnel was not always 
timely and accurate\ As a result, they towed and booted 
rzutc~rnobi.lc!s on which there were no outstanding violations. 
l iC2COrd S were not available on the number of cars erron- 
cou!ily towed and booted or the associated cost of the 
t.? r 1: r ) r s for the period the interim system was used. 

---Do])srtment of Transportation AD!? personnel had to work 
rrvertime for about two weeks to prepare for the 13130 
vctliclc registration because preparations had not been 
st,"rrted early enough to complete the effort during normal 
working hours . In addition, parking enforcement officials 
told us that because of ADP problems, about 25,000 vehi- 
cles with outstanding parking violations were registered 
in .L979 without prior settlement of the outstanding park- 
incJ violations. At that time, the lowest parking fine 
(without penalties) was $5.00 per violation. Failure to 

7 



collect the outstanding tickets before registering the 
vehicles cost the city at least $125,000 ($5.00 x 25,000 
vehicles) in uncollected revenue, 

--The University acquired and installed a new computer with- 
out acquiring new personnel with the needed skills or 
training its personnel to operate the new computer and 
maintain the computer's operating software. As a result, 
the University had to contract with the manufacturer to 
maintain the computer's operating software for the first 
year at a cost of about $40,000. During the period of the 
contract, however, the University did not train its ADP 
personnel to take over the maintenance of the computer's 
operating software. The contract was not renewed the fol- 
lowing year because price increases would have raised the 
cost to about $90,000. As a result, the University took 
over operations of the computer without having staff 
capable of maintaining the operating software. 

--The Board of Elections and Ethics improperly procured for 
$647,700 an automated voting system on a sole source basis. 
In a December 18, 1979, decision l/, the Comptroller General 
of the United States concluded that the Board of Elections 
and Ethics had not developed specifications or minimum 
needs to decide which voting system would best meet its 
requirements. Had the Board properly planned to meet its 
automated information and ADP needs, it would have iden- 
tified and defined its specific needs and requirements for 
automation. 

CITY ADMINISTRATION HAS BEGUN TO TAKE -..-."-----.--~-----.~"~--"~-._--_-.-- ACTION TO DEVELOP LONG-RANGE PLANS -----l_llll- -._-.- --- -- 
The Office of the City Administrator developed a plan dated 

February 17, 1981, to begin improving ADP management and opera- 
tions. The plan calls for the development of citywide and agency 
long-range plans, including a citywide inventory of all ADP 
resources and establishment of committees for coordination. 

3n January 22, 1982, the Special Assistant for Information 
Systems told us that he has specified the elements which are 
required in agencies' long-range plans. VIc also said an ADP 
advisory committee consisting of city ADP Tanagers has met scv- 
era1 times to carry out the city's plan to i.nprovc AD!? operations. 
The city's ADP policy board, which will corxist <Jf department heads, 
has not yet been activated. 

l/"Mattor of Computer Election .'?ysl;ems, Inc." (B-195595, Dec. 18, 
1979). 
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Tile Special Assistant said he expected that the agencies' 
f.irst long-range ADP plans would be completed by April or May 1902. 
1lc? :;ai<l that once the agencies' plans are completed, he hopes to 
liti a1)l.n to use them to prepare a citywide long-range plan. He 
i~4(l,?(l that the ADP advisory committee has not yet completed its 
wet k. 

Multiyear planning is essential to identify and provide the 
inflormation managers need to help accomplish organization and 
ljroc3rarn goals. The District government and its agencies have not 
oL;tab.lished long-range planning processes or plans to systemati- ,I L 
cr?l.l.ly identify needs and objectives, set forth priorities, or 
~.lt:?veLop strategies for the orderly acquisition and development 
of hardware, software, and personnel resources to meet their mis- 
s ions r needs I and objectives. Some agencies have experienced ADP 
problems directly related to the lack of planning. These problems 
h;ivc adversely affected the public and have resulted in lost or 
!ft?layetl collection of city revenue. Without a long-range plan, 
there is no foundation on which to base the acquisition, develop- 
mc?n t , or use of critical ADP resources. There is no means of 
rncasuring whether resources are being acquired, developed, or used 
in a inanner which is most advantageous to the District government 
and i t :; agencies. Also, there are no criteria for measuring the 
f.wrfr)rmance of ADP management or the achievement of objectives. 

WC recognize that the District government is beginning to 
rn#.tke [Jrogress in the area of planning. District agencies have 
:;t:;lrte(l preparing their first long-range ADP plans, and officia?F; 
(!xpcct to prepare a citywide plan after the agencies' plans are 
camp 1.e ted , Much more, however, needs to be done to establish 
c:oor(linated planning processes and prepare comprehensive plans. 

I<F:COMMtt:NDATIONS - ,I..- . . ."_ I.-, 

We recommend that the Mayor of the District of Columbia 
iiirect the City Administrator to: 

1. establish a coordinated ADP planning process for the 
city government; 

2. require District agencies that use ADP resources to 
prepare and submit long-range plans; and 

3 . prepare a long-range ADP plan for the District govern- 
ment. 

We Eurther recommend that the long-range plans for each 
agt"nc!y and for the District government be updated at least 
annually. The plans should include agencies' information and ADP 
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needs; proposed software system projects; costs and benefits; 
priorities? workloads? and equipment and personnel required to 
support the workloads. 

We also recommend that the D.C. General Hospital and the 
University of the District of Columbia implement the recommenda- 
tions listed above as appropriate with their status as independ- 
ent agencies. 

AGENCY COMMENTS AND OUR EVALUATION -I- mI-"-- -I_ --_._."__-"--.___--l-"---.---- 
The District government and the D.C. General Hospital and 

University of the District of Columbia (two independent agencies) 
agreed that long-range ADP planning is needed. Their actions to 
establish coordinated ADP planning processes and prepare lang-range 
RDP plans are preliminary, but they represent a step forward 
toward improving ADP management and operations. 

In a February 25, 1982, meeting to comment on our report, 
the City Administrator said the District government agreed with 
our findings and recommendations. He said, as we note on pages 
8 and 9, that District agencies are now in the process of prepar- 
ing long-range ADP plans and, once completed, a long-range ADP 
plan will be prepared for the District government. The overall 
long-range ADP plan will include all District agencies under the 

~ control of the Mayor. 

In commenting on our report on February 23, 19132, the Chief 
of Management Services said the Hospital agreed with our findings 
and recommendations. He said the D.C. General Hospital believed 
that, thus far, its overall strategy for implementing commercially 
developed systems has been sufficient. He said the Office of 
Management Services is beginning to prepare a long-range ADP plan 
for the hospital to provide for the acquisition, development, and 
implementation of management information systems and incorporate 
information resources management concepts into the hospital's 
management and operations. 

In providing the University's comments on February 26, 1982, 
the Director, Office of Internal Audit, said the University agreed 
with our findings and recommendations. He said that University 
officials have initiated action to prepare a long-range ADP plan 
for the University. 
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BETTER MANAGEMENT PRACTICES ARE NEEDED ",l,,l_, .- -sm."" *I ----"w _(. .------ _-_ -.- -..-- -... 

TO IMPROVE OPERATIONS AND RESOURCE USAGE ,__11-1 _*__ -.."-" ,,-l^l_-" ,-,- - I __-._ -------.--- .--------- 

I,j.!;trict aclencies we reviewed have not (1) used good software 
(I~~vc: loj~mt~nt <Arid maintenance practices, (2) consistently followed 
2,: 1 I t i c i t:y I s contracting requirements, or (3) evaluated the perfor- 
ii\ d II C'" ('i 1 j of' their computer operations. As a result, information 
tlr:f?d!; tliive not keen met, software changes have not been accurate 
, i I I c 1 r:c.! 1 i. ii ble I software documentation has not been updated, com- 
i~\~t.(:!r c:f-fici.cncy has not been identified, and the effectiveness 
01 c:c)rn],~utcr output has not been tested. 

I) ,I :; t r i. c t ar~e nc ie s we reviewed have not established policies, 
:if.i.~r~~(J~~r~ls , and procedures to form the foundation for their ADP 
~~~~.lt'~ill(~t"lt~~?nt sys terns . In addition, the District government has not 
c::;tabL if";he("3 citywi.de policies or guidelines to provide an overall 
f.ramc!wock dnCl d irection for agencies ' acquisition and use of these 
I::~:!!~iourc:~!s . 

Cit:y funds have been wasted because of these problems. For 
( f x 43 m ;,.I .L (2 r the inadequate testing of a software modification led 
t:o tl~c? overiSsuance of $106,000 of food stamps. 

'IIha City Administrator and his Special Assistant Iir;reed that 
<'i(]f:nC! iC!j ' practices need improvement. They also agreed that 
forma 1 policies, standards, and procedures need to be developed 
t:c.) t~rop~3rly conduct and manage the District's ADP operations. 

1%i~:'T"1'I?Ii SOFTWARE DEVELOPMENT AND _ - ..I-II -I .- -_-.I___"I._ ..-._._- 
MAINTf?N~N'CE ---I- PRACTICES ARE NEEDED TO I . __ I- ." ._ -... . . . ..- -_-. ---. - -.____ -.._____ --- _-- 
1Mi)R?:jllrl: EFFECTIVENESS AND RELIABILITY _ ". I _" _ "*"".,_ _, "_._ _.._-__ _.- -.-... --.- ..-.__ -- --... 

District agencies have not always adequately defined their 
:i n f" orma t ion needs , tested new software systems, tested software 
mo(f i f: ications and changes , adequately documented new software 
!;y:;t,f,"!rrlo , or atlcquately documented software modifications and 
ctl;ktrcjE!!1; . These practices have adversely affected the public and 
AI)P r')l~c!rat ions and have wasted city funds. ADP officials at the 
f I ve dcjcncic:; which developed software (Finance and Revenue, 
IIlr~r~~n 5t:rviccs , Police , Transportation, and the University) said 
t:tl,lt: their efforts in this regard have been minimal. They there- 
i.or(.: i,eI.icvctl they had not experienced any adverse effect from 
Z hair informal software development processes. 

Fi.ve of the six District agencies we reviewed had no formal 
:iol:twdrc dcvclopment policies, standards, or procedures. The 
:; I x t h , D . C . General Hospital, uses a commercially developed and 
c)l~r;~tc?cl ADP system and therefore does not develop its software 
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systems inhouse, Because there are no formal software develop- 
ment guidelines, District agencies have no established criteria 
or methods for: 

--conducting feasibility studies; 

--preparing cost-benefit analyses; 

--preparing software documentation; 

--testing software accuracy; 

--controlling software changes; 

--preparing software operations manuals, maintenance 
manuals, or users manuals; 

--preparing conversion and implementation plans or 
procedures; or 

--performing post-implementation audits. 

In addition, none of the agencies required their software develop- 
ment processes to be phased so as to provide users and management 
the opportunity to formally review progress, approve the comple- 
tion of each software development phase, or authorize work to 
begin on the next phase. 

At the time of our visits the District agencies had neither 
recently developed nor were in the process of developing any 
software systems. However, two agencies experienced problems 
with software development contracts because of inadequate soft- 
ware development practices. The agencies were not completely 

~ satisfied with the software systems delivered by the contractors. 
~ Officials of both agencies told us the contracts were not suffi- 

ciently specific in areas such as information needs, software 
documentation, and quality assurance. 

The D.C. Department of Transportation let a $325,051 con- 
tract for the development of a software system to support its new 
traffic ticketing and adjudication functions. The Department 
experienced some problems because it had not adequately defined 
its information needs and requirements; specified software docu- 
mentation standards; specified acceptance test procedures, 
methodology, or data; or provided for sufficient time to test and 
accept the delivered software. As a result: 

--The software system did not provide the capability to 
transfer penalty points for minor moving violations from ' 
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adjudication records to drivers' history records. Accord- 
ing to officials I drivers @ records have not been updated 
to accumulate points for minor moving violations since the 
Department took over this responsibility in February 1979. 
There was no information available on how many drivers 
were at the penalty point limit and were thus subject to 
possible license suspensions. Also, Police and Transpor- 
tation officials could not provide the number of minor 
moving violations or the associated number of points which 
were not transferred to drivers' history records. Infor- 
mation provided by the Police Department indicated that on 
the average there are about 15,700 total moving violations 
(major violations, minor violations, and warnings for 
District and non-District drivers) each month. 

--ADP officials criticized the contractor's testing proce- 
dures and characterized them as inadequate. 

--The contract administrator said he accepted software from 
the contractor without having sufficient time to review 
and test it. ADP and parking enforcement officials said 
software which did not function properly was accepted. 

--ADP officials said they were not satisfied with the soft- 
ware and system documentation provided by the contractor. 

--Adjudication branch officials said they were almost 
completely dissatisfied with the output products they 
received because the products did not meet their needs. 

Department of Transportation officials recently told us that in 
August 1981 they let a $30,000 contract for the development of 
software which would correct the penalty point transfer problem. 
The officials said the contract has been completed but they are 
still unable to transfer penalty points. 

The Department of Human Services also experienced some prob- 
lems with a $38,000 contract it let for the development of a 
software system to support the food stamp program. Although the 
Department accepted the system from the contractor, ADP officials 
said they were not satisfied with it. Human Services ADP offi- 
cials said they considered the software logic to be inadequate 
and untested. They also said the software delivered did not 
resemble the software documentation. As a result, ADP officials 
said two of the Department's personnel had to redevelop two pro- 
grams at an additional estimated cost of about $3,500. 



The need for and importance of sound software development 
~,,ri~cticcs and software development contracting practices have been 
:;trc:~~:~icd in GAO reports on Federal agencies. l/ - 

maintenance practices are inadequate - . I----.-.-_1-- ----------... 
District agencies' software maintenance practices do not 

en!iure that software changes are adequately documented, adequate- 
l.y tested, or formally reviewed for accuracy and completeness of 
documentation l Human Services and Transportation ADP off!icials 
told us that they let their programmers decide whether to test 
software changes and modifications and determine the extent of 
such testing, Finance and Revenue, Police, and University ADP 
oI:tti.cia.ls said they test all software changes and modifications. 
Finance and Revenue, Human Services, Transportation, and Univer- 
,!;ity ADP officials said the quality of their software docurnonta- 
it*ion was not good, Police Department ADP officials said that 
'although the quality of software documentation varied among their 
~pro(j rammers, they considered it to be generally good. Human 
'Services , Police, Transportation, and University ADP officials 
said that the lack of software documentation combined with per- 
'sonnet turnover could affect their ability to maintain software. 

District agency officials said they have been using most of 
their computer analysts and programmers to change and modify 
existing software systems. In spite of this, the maintenance 
function is not well structured and controlled. Software testing 
and documentation problems have affected the public and ADP opera- 
tions and have resulted in wasted District funds. For example: 

--In 1979, Department of Human Services ADP personnel did 
not completely test modifications they made to the auto- 
mated food stamp system, thereby allowing a software error 
to go undetected. The software error caused errors in 

I 
much of the June 1979 regular monthly run of food stamp 
participation cards. 

Although the Department corrected the software error, 
1,123 duplicate cards (original and corrected) amounting 
to $105,703 were issued and redeemed. (See GAO report 
entitled "Improved Collections Can Reduce Federal and 
District Government Food Stamp Program Costs," GGD-81-31, 
Apr. 3, 1981.) 

1./"C;r)vcrnment-Wide; Guidelines and Management Assistance Center 
ilJct:dt?d to Improve ADP Systems Development" (AFMD-81-20, 
I*'(3 k, . 20, 1981) and "Contracting for Computer Software 
lltivc! l.opment --Serious Problems Require Management Attention to 
Avoid Wasting Additional Millions" (FGMSD-80-4, Nov. gr 1979). 
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--The University~s 8ysterrr devel,opment manager said that be- 
cause of Lnndequatcr documentation, it was more efficient 
to rewrite a couple of Ymall software programs than to try 
to understand and modify existing software* The official 
also said the lack of complete and up-to-date software 
documentation has delayed software modifications and 
changes and has required more staff time to make them. 

The need for improved management of software maintenance has 
also been discussed in a GAO report on Federal agencies. __1./ 

EXISTING CONTRACTING PROCEDURES gkrc(rc-$ ---E-mF.“LFvrD-.- I - - -. . . . .- - .- ..-. .-- 

District agencies do not consistently follow the Department 
r,f General Serviccls general contracting requirements. The pro- 
curement and contracting policies and procedures which are con- 
tained in the Department’s Vaterie Management Manual apply to 
all District cJovernment agonci.es. Two acjencies failed to follow 
thcsc pl2Tm3”‘l11res, causing one contract to he improperly awarded 
and others to be inadequtstely ;ldmini.stered. 

In a December 18, 1979, decision 2/, the Comptroller General 
QE the [Jnited States stator th?t the Dystrict improperly awarded 
a $647,700 sole source contract: for the procurement of a eomputer- 
based election system. The slecision stated that the District’s 
t3oart.l of Elections and Ethics tl if.1 not comply with two provisions 
of the District’s own contractirlcl re(I~lirements. First, the Dis- 
trict did not sufficiently r..lefi.ne it:; minimum needs wI.th the 
required specificity in r>rLler to make a rational deci.;ion in 
selecting a voting machine system. Wcond , the District s-lid not 
use competitive procurement pr<iictices to obtain the lowe:;t possi- 
ble price for the voting system, nor did it conduct price 
negotiations with the vendor. 

The Department of Transportation also did not comply with 
certain District contracting policies and prbcedures in two nego- 
tiated services contracts f:>r ADP consulting services totaling 
about $72,800. This resultelI in inadequate ac(.lministration of 
these contracts. The Department’s contract administrator (I) 
changed the contracts’ scopes of work hut did not, as required, 
formally amend the contracts to incorporate the changes; (2) did 
not, as required, inform the contracting officer of the contrac- 
tors ’ non-compliance with terms of the contracts; (3) certified 
for payment invoices which did not always accurately describe 
the services performed (policies require that the administrator 

l/“Federal Agencies’ Maintenance of Computer Programs: Expensive -. 
and Undermanaged” (AFMD-81-25, Feb. 26, 1981). 

Z/See footnote on page 13. 
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in- 

I l’lllll’l (!(I ) ; ( 4 ) t I Y 1’1 nt’rtr r as requ i red , maintain chronoLoqic&. 1.o~~:; 
41 li I I ~:vclr~l “-1 ~~t:.;l;(‘,clj~~atlec:l w3:th ~dr*li.nistration of the contracts; 
,lWI t /~ “ii Ii 111 not: y ds requires? , prepare and submit I’close-out 
l!liLliil ii 4rilli<i” !i1.8,1t.I r’llj t.hat provisions of the contracts, the closinq 
1 / ” bm,,i j t ’ L’J 1 ; I #~rrtl 1.Xlr.r ~:ontract documentation had been completed . 

(‘riM1”II’il’lb:11 i”i,:i(I,‘(3I(IYY/“ll’ilC:E MANAGEMENT PROGRAM IS . _ .11”. _.-.II_._ _..- ..-.- I ._.. ----.-- .-.- -.--._-.-..- 
T~lt~1l~:l~I~:K~ “1’11 MlV&-t:lIiif KFFICXENCY AND EFFECTIVENESS ,_ _. I,” l.._“” l-ll..l”_. _, ,” .,,.-. “r.” ..-.. -.-._--- --.. -----.-.- -- 

‘1’lli” !)I :;tri C,P qcrvernment needs a comprehensive computer per- 
t ij!~‘~il~~~fri’“ft ili~l~i~lllC?!;~(?rlt: program to systematically measure and evaluate 
t 111” I&I f ii,.:ir:lrcy cllic’j effectiveness of its use of computer resources 
‘irlci t L~(Y i: 1 t:ectri.vuness of computer output. The District does not 
tl<lV(,t !’ ,II(.:~ rl program or the policy and procedural framework to 
t/t; I ,i/) I i :;Ll OII(? y - None of the computer centers at the agencies we 
$84 I ! ; i I (nit i’llif rI ]JCE” ~:Or~Ei~~ce management prOgram. Only one agency, 
1. tll’ YQ F X i I,:I~ I)c.tpa rtment , ever measured computer performance. As 
1.1 r.‘It:;i1 I t. f t-tie lli.strictls ADP managers do not have the quantita- 
t i ~#JI 1’ i /‘I( ~)rm;~tj.on to identify and control productivity levels, 

~ ?;J:w: ‘ii+ i (‘tb 11) I~:~sL?L:~ r or use of ADP resources. They also cannot 
~ sir j+bc:t i vr!l y determine future computer resource needs. Similarly, 
~ w.i Y.iJloi~ f: 5iIc:t1 inf’ormation , District government and agency manage- 
~ x~nt ~,z~.~xIII(J~; ob:jectively assess the effectiveness of computer cen- 
~ t ( 1: Y t:; ( ) 1: complJt:er center management. 

jl’E:‘rf’ormnnce management information and reports can serve as 
irr\Lrt)r2,rknt elements to provide operational and procurement control, 
ri2’rd 1.0 pl6.1n for ADP resources. For example1 the Police Department 
1l:;cl4 to (,:01. Lcct and periodically analyze computer utilization 
.i IIf c.,r’~mr!t..ion” The information was used to determine computer rc- 
I’“~o\IY: cc: caI,>a(:i. ty and measure utilization I identify congestion and 
ifc.K just. work I: low:; I and provide information for resource planninq 
6”i1~,i1 ii~“r)(:~l).‘c~ll\l?nl; decisions. Although these analytical efforts 
WF b I”(” ,,,, ,,, ,i,t)t ~rmi.t:t:ent and not a part of a formal performance manage- 

1 ll’ll”rl I,, [)L”(‘)i,j tT”cin\ r (:Xlcy provided some valuable operational and planning i 1 I llf ~:lx’ll:lcl t i.Wl” PoLice ADP officials were able to demonstrate through 
cj11~111t i t..,it,j vt! t~t)al.yses of computer response times that more com- 
put.i:w n\c.l~nory wa>; needed to support the online operations of the 
(“r i mi.nilL :juwtic:t:! community. The analyses were used to justify 
1 tiei I,To(:I.IL”(~I~I~~II~ 011” more memory. 

‘I’hti K,>ic;t r i,(:1.. ~Jovernncnt, as a part of a perforinance manage- 
~ IIld’ill j)t.rll~jl:“ilm, a:,1 l.Si’, needs to systematically evaluate the effi- 
~ G, * i b I 1 i y y ;infK (?I.‘1 ~c:t.ivc?ness Of its (:9~npUt:f?r OUtpUt i3tld tz.3 cnOr”ii t<)r 

1:1,rr~ir,l~iir”rt:; c~rrlc(~:r~ning i!::; RDP ser.-\I ices . Exe Luling the 0.C. 
(;i~~~u~r:~~i I llo:;L,)i.tci II., none of t.:he Di5trict agencies we reviewecl 
(PI li<YIXI’i” ;IIIII iit;vr;!nue, iIur7iin Zi2rvice.s , Police, Transportation, or 
I tli’ 11x1 i ‘vf!r”‘:; i b.y) i~;ltl a t’lT111d t pfOcjrilln to periodically assess com- 
p’ll (“1” ~,lnl~],lll”.* 5 i.m ilar 1 y , the age nc ie s did not have formal systffrns 
t ri ~~rtc*o~:rl <.~ml track cornpla i.?t?s regarliny the quality and timcli- 
YIU~:~!; ,r1 t-ht::: i r:’ /iLlI” services. Computer service complaints should 
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bc recorded and tracked through resolution to provide quality of 
service information, customer service information, and service 
trend information to management. 

CITY ADMINISTRATION HAS BEGUN .I_ I_ ., * _ 1_ _ *I_, 1,,_- _-. .-- .--.-__ --. - _..- --------.. 
ACTION TO IMPROVE ADP PRACTICES _ "I "_t"""l I_ I "."l.m~.". ""._"I_ ._ "-~-- II-_L--_l._--.--.--.-... 

We discussed with the City Administrator and his Special 
Assistant for Information Systems the importance of improving 
practices and developing comprehensive policies, standards, and 
procedures for software development and maintenance, software 
contracting and contract management, and computer performance 
management. We also discussed the need for citywide policies, 
standards, and procedures for these activities since none of the 
agencies had them. 

The City Administrator and his Special Assistant told us 
they recognized the need for comprehensive policies, standards, 
and procedures for the city's ADP operations. The Office of tha 
City Administrator developed a plan dated February 17, 1901, to 
improve the city's ADP management and operations. The plan calls 
for the creation and issuance of citywide ADP policies, standards, 
and procedures for the activities with which we are concerned. 
On January 22, 1982, the Special Assistant for Information Systems 
told us that they were working on policies, standards, and proce- 
(lures but none have been completely developed or adopted. 

CONCLUSIONS .I If*.. .1__1"--_--.__ .I 

District agencies have not used good management practices 
to develop and maintain software. District agencies have not 
ialWayS complied with existing contracting requirements. In ac.lrli- 
tion, District agencies do not properly manage the performance 
of computer resources. As a result, the District government ant! 
the public have been adversely affected and city funds have been 
was ted . 

It is important to properly manage resources which support 
50 many important District programs, f\lncti.ons, and activities. 
If properly managed and coordinated, rlDP resources can be can 
important tool to increase productivity, provi(le better inEor::d- 
tion and pro~jram support, and reduce the cost of many labor- 
intensive operations. 

We believe the city administration recognizes its ADP prob- 
Lcms and the need to establish sound management processes to 
prevent further problems. However, the city administration is 
only beginning to take action to establish policies, standards, 
and procedures to improve agencies' ADP practices. In this 
regard , we are making recommendations to help the District govern- 
ment improve its ADP practices. 
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RECOMMENDATIONS -.- - "..I . . _ --. " .-., _ ..__ ______- __ 

We recommend that the Mayor direct the City Administrator 
to: 

1. Establish a comprehensive management process and related 
policies, standards, and procedures for software develop- 
ment, software maintenance, and computer performance 
management. 

2, Establish policies, standards, and procedures for soft- 
ware development contracting which incorporate the 
methodology and standards in the city's software develop- 
ment policies, standards, and procedures. 

3. Require District agencies which use ADP resources to 
implement these policies,, standards, and procedures. 

We also recommend that the University of the District of 
~ Columbia implement the recommendations listed above as appro- 

priate with its status as an independent agency. 

AGENCY COMMENTS AND OUR EVALUATION -I_ --. _--_ ___ -_----- -- 

The District government and the University of the District 
of Columbia agreed that improved ADP management practices are 
needed. Although the D.C. General Hospital does not conduct some 
of the activities noted in this chapter, the Hospital said it 
would implement the recommendations when it begins to do so. In 
our opinion, the city's actions and commitments, if properly 
implemented, will do much to improve ADP management and operations. 

In commenting on our report, the City Administrator said the 
District government agreed with our findings and recommendations. 

I He said, as we note on page 17, that the District government has 
(already initiated action to implement the recommendations for all 

District agencies under the control of the Mayor. 

The Director, Office of Internal Audit, University of the 
) District of Columbia, said that the University concurred with 
~ our findings and recommendations. Although he could not provide 
j specifics, he said the University has already begun to plan 
1 and implement the improvements on an independent agency basis, 

The Chief of Management Services said the D.C. General 
Hospital concurred with our recommendatir)ns. TIC! added that the 
hospital will comply with the recommendations on an independent 
agency basis. 
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CHAPTER 4 

THE DISTRICT NEEDS TO STRENGTHEN ITS "-m...---F-l---.- 
PERSONNEL MANAGEMENT SYSTEM 

The District government has been losing experienced ADP per- 
.c;onne.l and has had problems attracting highly qualified personnel 
to replace them, While turnover of personnel is common in the 
ADF community, some officials told us the District's losses of 
experienced personnel and replacement difficulties have begun to 
adversely affect ADP operations. 

District officials recognize the personnel problems and have 
begun corrective action, but they need to do more. Specifically, 
the District needs to establish career development programs, 
training policies, and training programs for ADP personnel. 

ADP PERSONNEL VACANCIES AND - .I""m-"". ."_----^_------I_---"-- 
TURNOVER ARE CHRONIC PROBLEMS _______- --"..-^-I-.---- 

At the five District agencies which employ ADP personnel, we 
found that employee vacancy and turnover rates had generally in- 
creased from 1978 to 1981. Agency officials told us that these 
problems have, to varying degrees, begun to adversely affect 
their ADP operations. 

As shown in the table below, the agencies generally expe- 
rienced a substantial increase in vacancy rates from 1978 to 
1981. 

Personnel 1x?ve1s ..^ 

End of fiscal year F’hH DHS MPD UOT UDC I." I" 

.!.u.s. 8 

Authnrlzwl 30 52 43 IS 39 
Actual 29 45 42 13 39 

Pcrcont Vacant 1.1 13.5 2.3 27.8 - 

! 9.?9 8 

Authorlzwl 14 41 43 19 30 
Actual J1 41 43 13 30 

Percent V‘iCIlnt 2.9 12.8 - 31.6 - 

Author L zed 30 55 43 22 44 
Actual 29 38 36 15 32 

I’crce?nt. vacant 3.3 in.9 16.3 31.8 27.3 

Noto t Abbreviations arc aa follow: 

FhW - Department OC Finance and Revenue 
OHS - Uupnrtment of Human Services 
MPD - Met rogol I tan Police I)epartment 
Ix)'? - Dqxirtment of Transportation 
UK - Ilnivc?r~Ity of the District of Columbia 
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Filrcal _Ilg_a: F&R DHS .-_---- ..-- -_.. 
19788 _-.. __ _, 

Bey 1 nn inq 29 (a) 

YrOR R 2 (6.9%) 

Hirud/trnns- 
Eerred 2 

End 29 

19791 -- 

Beginning 29 

Lose4 2 (6.9%) 

Hired/trann- 
ferred 6 

End 3 .?I 

19808 .ll”ll. _“_. 

Begirrninq 3 3 

Loss 13 (39.4%) 

Hired/tranu- 
ferred 6 

End 26 

19813 _ I 111 
oec~lrlning r:/27 

LOSS 

MPKI DOT UDC .-___ -“-- -- 

38 15 44 

4 (10.5%) 2 (13.3%) 5 (I.l..4%) 

8 

42 13 39 

42 13 39 

1 (2.4%) - 11 (28.2%) 

2 2 

43 13 30 

4 3 b/16 30 

1.4 (32.6%) 2 (12.5%) 3 (10%) 

8 

3 7 14 27 

37 14 27 

7 (18.9%) 1 (7.1%) 4 (14.8%) 

6 2 9 

‘3 6 15 32 

I 
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Complete information was unavailable as to why such large 
numbc!rB of District employees left during the period shown in 
the previous table. On the basis of our discussions with agency 
officials and our review of available information, however, it 
appears that many of the losses were due to resignations as 
opposed to retirements or the various other reasons people leave 
jobs, For example, during the 1978 through 1980 period shown in 
the previous table, the Department of Finance and Revenue lost 
17 employees , 10 of whom resigned. During the same period, 
9 of 16 Metropolitan Police Department employees left for other 
cmp.loyment, Also, of the 19 employees who left the University 
during the period, 11 mentioned higher paid employment and/or the 
desire to acquire wider technical skills as reasons for leaving. 

VACANCY AND TURNOVER PROBLEMS --"....--mm .- .l-ll ----------- ---.....e- DEMAND COORDINATED SOLUTIONS ---l"-.- ---- ------ --------- 
Agency officials cited several reasons for the problems they 

had filling vacancies and retaining employees. The main reasons 
offered were the District's residency requirement, hiring freezes, 
lack of career development programs, and the lack of a training 
program. The District has made some progress in removing 
pbstacles associated with the residency requirement, but career 
ilevelopment and training programs still need to be developed. 

On March 12, 1981, in an effort to fill vacancies, the 
~District government temporarily exempted computer programmers and 
'their supervisors, computer systems analysts, computer special- 
'ists, and managers from the residency requirement. This temporary 
exemption expired November 17, 1981. During that S-month period, 
46 of the 79 vacancies in the above positions throughout the city 
were filled. During the same period, however, 12 employees left 
the city's employ. Six of these went to work for the Federal 
Government and five for private industry. This left 45 unfille~d 
vacanclcs. These, together with additional staff requester-l pri- 
marily to take over support of the Financial !+lanagement System 
ifrorn the contractor, accounted for 77 vacancies--about the .c3$3me 
p when the temporary exemption began 8 r?onths earlier. 

Recently, permanent legislation exempting ADP employees from 
#the residency requirement was passed by the City Council, si(Jned 
by the Mayor, and transmitted to the Congress for the required 
congressional review. Meanwhile, the District has passed another 
~rlrneryency exemption measure. The city administration also has 
iiJInn& to develop a more aggressive recruiting program, but these 
~[)lans are still being formulated. 

ICareer development and training ii,Fg5Fizyq "~'are.n.exgd --.----- 
kc...." "I. .I "I .-"I. -."._ I-I-"-C_.-- --"-__ 

Currently, the District does not have a career development 
program for its ADP personnel. Such a program is needed to estab- 
lish career positions, career paths, and the requirements needed 



L(‘J pr.:oc.J rest; , In our discussions with ADP officials in the:.: agt::n- 
t.: i, 4, ? 1; w fJ v ,i .r; i tea , the lack of a career development proqrc\m wi-is 
r~'~~.:nt:.ioncd several times as a factor adversely affecting the 1.1; s- 
ii r,i<;t: I :i ability to retain ADP personnel. 

Similarly, the District government and its agencies h;ive not 
yet tleveloped formal training policies, plans, or programs for 
ADP personnel. Formal training policies, plans, and programs are 
necessary to identify and provide for the types and leve1!1; of 
training rccjuired to ensure an adequate number of properly skilletl 
ctmployccs . 

ADP officials said that only training essential to continue 
ADP operations has been given since 1978. For example, ADP offi- 
cials said the only training provided by the Department of Human 
!;crvices was related to a new management information system. 
Metropolitan Police Department officials said that training given 
to their staff was necessary to meet grant requirements, maintain 
!;upport of a dispatch system, and train newly assigned security 
personnel. Department of Transportation officials said only one 
c:;sential training course had been offered since 1976, although 
two additional training courses have recently been acquired which 
are critical to maintaining their current operations. Crniversity 
officials said they developed a training schedule for 16 employees 
for fiscal year 1980 but because of budget problems, only 1 
employee was able to attend a training course. Department of 
Vinance and Revenue ADP officials said that because of their re- 
latively static environment, the lack of training has not played 
:;j significant role in the turnover and recruitment of staff. 
They added that it will, however, become a problem in the future 
if: further training is not made available. 

The city administration has plans to improve the District's 
ADP operations by improving position classifications and career 
pa t h s f and developing and implementing train,ing programs for 
managers, staffs, and users. These actions, however, are still 

1 in the planning stage. 

( PERSONNEL PROBLEMS AFFECT OPERATIONS _._.."_._" -I--IL...-.--._- --- --- 

In the opinion of ADP officials at the agencies we reviewed, 
the turmoil associated with the District's ADP employee turnover 
ha ci begun to adversely affect their operations. The oEficia1.s 
6,: i tctl such problems as increasing difficulty in meeting opera- 
t "i.r,nn 1. clcadlines , postponement of new computer applications, 
atrcl difficulty in maintaining existing systems as all being attri- 
butable in full or in part to the personnel problems discussed 
prriviously. For example, Department of Human Services officials 
:;a id they have had to turn down and delay requests for programming 
t;ervices hccause of insufficient training of personnel. Police 
of1icials said that the lack of training for junior staff has 
:iomewhiit affected their ability to maintain continuity on software 
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systems when senior staff resign or retire. University officials 
said the lack of training has reduced their ability to carry 
out certain user requests and has lengthened the time necessary 
to complete projects that they do perform. 

Similarly, the Mayor, in requesting the City Council to act 
favorably on the proposal discussed above to exempt ADP personnel 
from the residency requirement, pointed out that there were cri- 
tical vacancies in these positions. He pointed out that several 
critical ADP operations could be seriously affected if the vacan- 
cies remained unfilled. 

CONCLUSIONS _" _"__ __--- --I"L- "-- 

Several factors affect the District's ability to retain and 
recruit qualified staff. While a more aggressive recruiting pro- 
gram will help obtain the needed ADP personnel, career development 
programs and training programs would enhance staff management 
capabilities and would provide employees and prospective employees 
with a better understanding of what they could expect from a 
career with the District government. Similarly, in a high tech- 
nology area such as automatic data processing, a well developed 
training program is necessary to recruit and retain staff, con- 
tinue high quality operations, and exploit existing and develop- 
ing technologies. In our opinion, the District government needs 
to develop a coordinated personnel management system which in- 
cludes these elements. 

RECOMMENDATIONS m--".m.m.---l--..-..."-- 

We recommend that the Mayor of the District of Columbia direct 
the City Administrator to: 

1. Establish career development programs that will identify 
careers, positions, and salaries; specific knowledge, 
skills, and abilities needed at each stage of the 
career ladder; alternative career paths for each type 
of employee; and the knowledge, skills, and experience 
required for advancement. 

2. Establish training policies and programs for the various 
career paths to ensure an adequate supply of properly 
trained employees and to enhance the District's recruit- 
ing position. 

3. Require District agencies to regularly prepare training 
plans and budgets for training consistent with current 
and future operational needs. 

We also recommend that the University of the District of 
Columbia implement the recommendations listed above as appropriate 
with its status as an independent agency. 
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I\C:XNCY COMMENTS AND OUR EVALUATION "", .I". I 111,11,1,,-1 * II I_ ,*,,I" "_," 11,"1 ,-ll*--ll-,.-,__l *-11,1""" -_.... _Il.l"".CI__I*.., 
The Ilistrict government and the Wniversity of the District 

oft Columbia ac~reed that their personnel management systems need 
!;t:Y"CtIIrJt.~lE?ning: The D.C. General Hospital has a relatively small 
corrtinqcnt of ADP personnel and has not experienced the problems 
(.i.i.rr(:ussc;d in this chapter. However, the Hospital said it would 
I.my~Lemc.?nt our recommendations to prevent such problems because 
it. cxL~:cts its ADP workforce to grow. 

In commenting an our report, the City Administrator said the 
Eistrict government agreed with our findings and recommendations. 
1~1~2 :;a id , as we note on pages 21, 22, and 23, the District govern- 
mc"!nl:: t1i/s already initiated action to implement improvements for 
all District agencies under the control of the Mayor. The City 
Administrator added that he intends to establish a central ADP 
m;lnaqcmerrt office which should also improve ADP job opportunities 
in the District government. 

The Chief of Management Services said the D.C. General Hospi- 
tal concurred with our recommendations. He said the Hospital 
will comply with the recommendations on an independent agency 
1:) a F; i s s 

The Director, Office of Internal Audit, said that the Univers- 
ity concurred with our findings and recommendations but he said 
he could not confirm the accuracy of the numerical information 
presented in the chapter. Although he could not provide specifics 
on the corrective action, he said the University has already 
begun to plan and implement the improvements on an independent 
agency has is. 

In our opinion, the actions taken to remove the residency 
requirement and intensify recruiting efforts are a step forward. 
WC believe that these actions combined with career development 

~ ant1 training programs will help alleviate personnel turnover 
~ ~~ro1>lems and the resultant impact on ADP operations. 
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CHAPTER 5 . . . . ..----- 
EVALUATIONS OF ADP OPERATIONS ARE NEEDED 

TO ENSURE THEIR RELIABILITY AND EFFECTIVENESS -I_--.-.-- --- 
The Office of the Inspector General should increase its re- 

views of internal controls of automated systems and begin evaluat- 
ing ADP operations. Such efforts are necessary to ensure the 
accuracy and reliability of information processing and to assess 
the effectiveness of ADP support of District government and agency 
missions, programs, and activities. 

The Inspector General has, over the past two years, performed 
audits and issued reports on different aspects of the computer- 
based Financial Management System. However, the Office has not 
performed comprehensive evaluations of the many other automated 
systems which directly support important District programs and 
services to the public, In spite of the fact that the District 
government's ADP activities support many important programs and 
activities, most of these mission-related activities have never 
been reviewed or evaluated by the Office of the Inspector General. 
Periodic reviews and evaluations of ADP operations and automated 
systems can do much to improve the accuracy and reliability of 
information and the efficiency and effectiveness of ADP support. 

During the course of our work, we discussed with the Inspector 
General the need for reviews and evaluations of computer center 
operations, long-range planning, software development and 
maintenance, internal controls, contracting, performance manage- 
ment, and the application of good management practices. She 
agreed that evaluations in these areas are needed and expressed 
a desire to conduct such evaluations. The Inspector General said, 
however, it would be extremely difficult to undertake this work 
because of insufficient personnel and a past shortage of training 
funds, 

The Inspector General told us that she had increased the 
amount of data processing training provided to the staff. In 
Cisc?il year 1901, 11 auditors attended audit-related training in 
vr~ric)\l:i &-1spccts of ADP. In fir;cal year 1982, however, only two 
mud itors dre ::cheduletl 153r 3 c.jilta proce~;sing training class. 

CONCLUSIONS *_ _- "_. .-.- _"_ - --... 

The District gOVernmQt relies on .\DP re:~o!1rcc?s t0 SUpport 
it<; C\aIly procj Kf3i!lS an4 fdnc t ions . The Inspector Wneral has not 
reviizwed and evaluated ttlese resources to ensure their efEicient 
dtltl t:ffec:t. ive iIc:quis ition, mnnaqement , and use, The Inspector 
Gcncral hns increased the lcvel.of training to improve staff know- 
lcrlge and skills, but this level must be maintained. 
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iJc: recmjnize tire budget and !;taffing problems wh.i*ch face the 
1)istrict government and its agencies. We sslso recognizt: that ADP 
rt*:“ic)11rce54 provide vital support to programs and to the delivery 
( 1 i'" ~jov(~rnmental services. We believe that an effective audit 
t:urlct.ion can greatly serve management by identifying opportunities 
to i.rlureasc the economy, efficiency, effectiveness, and reliability 
(,tl: the Ijistrict Is ADP operations . 

WC; recommend that the Mayor direct the Inspector General to: 

1, Provide sufficient training to staff to ensure they 
have the knowledge and skills needed to evaluate ADP 
operations. 

2. Periodically evaluate the economy, efficiency, and effec- 
tiveness of the city's ADP operations, computer centers, 
and automated systems. 

AGENCY COMMENTS AND OUR EVALUATION ."___l- ."."..." _ *" _" .._ *.-11""*1 -"--l...m---l- ------ 
In commenting on our report, the City Administrator said the 

District government agreed with our findings and recommendations. 
Ire said the Inspector General has been increasing the ADP skills 
for existing audit personnel and is committed to a program of 
(Icveloping ADP audit specialists so that the city can evaluate its 
AW operations. 

WC believe the Inspector General's actions to increase ADP 
skills for existing audit staff and the commitment to develop ADP 
audit specialists is a step forward. These actions and commit- 
ments must be vigorously pursued, however, to provide effective 
oversight of the city's ADP operations. 

I :,, 
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APPENDIX I 

DISTRICT GOVERNMENT'S ----- .- 

APPENDIX I 

PLAN TO IMPROVE ADP OPERATIONS 

Following is a list of the priority objectives and comple- 
tion dates which were contained in the city administration's 
February 17, 1981, plan to improve automatic data processing 
operations, As discussed on page 5, we did not review the SHARE 
computer center's operations (item 1). As discussed on pages 8, 
9, 17, 21, 22, and 23, the city is barking to implement the 
actions planned in items 2 through 9, but they have not yet been 
completed. 

1. 

2. 

3. 

4, 

s. 

6. 

7. 

8. 

9. 

Immediately improve the city's SHARE computer 
system availability (accessible time) to customers. 

Develop a citywide inventory within 2 months which includes 
hardware (installed and on order), software (installed 
and on order), software development plans (backlog and 
underway), personnel plans, service and consultant 
contracts, cost data, and major management obstacles. 

Implement a program for recruiting and retaining highly 
qualified ADP personnel within 3 months. 

Establish an ADP advisory committee and ADP policy board 
to foster communications, problem resolution, planning, 
resource utilization, etc., within 3 months. 

Develop and implement an executive ADP education program 
within 6 months. 

Assess ADP applications, staffing, skills, hardware, 
and software to identify what the city has, determine 
whether it is needed, and determine what is needed to 
meet future requirements within 6 months. 

Develop citywide and individual agency long-range ADP 
plans which cover people, hardware, software, and physi- 
cal site within 6 to 12 months. 

Develop and issue standards and procedures as ci.Ly'tiide 
policy to include, but not be limited to, ."\DP hardware, 
software, communications, organization, personnel 
classification, training, procurement, [quality control, 
resource performance, and evaluation criteria within 1 
year. 

Reduce the D.C. government's dependence on outside 
systems analysts, programmers, and operations personnel. 
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SUGGESTIONS OF THE COMMITTEE ON APPROPRIATIONS, -"l.-l*l"..- -_--- ll-_l-.ll.----l--.----""-..-ll - ------ 
IIOUSE OF REPRESENTATIVES, TO IMPROVE ADP OPERATIONS I. 1111- 11_1..1.-.. . ._.._. ".--~--- --.-. -.----..--------.1--"--m" 

I~'~~ll~~wi,ng i s an excerpt from the report (No. 97-235, dated 
9-17-81) of the Committee on Appropriations, House of Representa- 
tjves. WIG report accompanied the fiscal year 1982 appropriations 
bi.11. for the District of Columbia. 

"* * * The General Accounting Office (GAO) has been 
looking into this question [management of the District 
of Co1,.umbia 's automatic data processing resources] for 
l:ipprnximateXy a year-and-a-half and has briefed the 
Committee on its investigation. 

GAO finds that the District: 

--does not have adequate planning for ADP, 

--has few policies, standards, and procedures for 
systems development, contracting, and perfor- 
mance management, and 

---has not established career development and 
training programs to help build personnel 
capabilities and to attract new, highly 
qualified employees. 

The Committee believes that ADP within the District 
is essentially uncontrolled and that this inevitably 
leads to inefficient, costly, and error prone perfor- 
mance. The District has begun to control its ADP 
through the position of Special Assistant to the City 
Administrator for Information Systems and the Committee 
encourages these effarts, especially implementation of 
the action plan to improve ADP management and operation. 

COMMITTEE SUGGESTIONS 

In addition to these on-going efforts the Committee 
sp~.:c it: ical, 1. y suggests that the District: 

a . establish an annually updated long-range (3-to-5 
year) ADP planning process at the overall District 
.Icvcl and within each agency using ADP, which 
would include: 

--detailed descriptions of existing and pro- 
posed applications; 

--proposed actions on the applications and 
their costs and benefits; 
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--schedules for the various actions; and 

--resource requirements needed such as per- 
sonnel and equipment: 

b. establish a comprehensive ADP management process 
and related policies, standards, and procedures 
for software development, software maintenance, 
and software contracting. Included should be: 

--procedures for performing user need studies 
that ensure user involvement; 

--procedures to control and manage software 
changes; and 

--a system validation process; 

c, establish for ADP personnel, career development 
programs to include: 

--identifying knowledge, skills and abilities 
needed at each stage of the career ladder; 
and 

--establishing training programs which will 
allow for the .Ievelopnent of appropriate 
skills consistent with the long-range ADP 
plan; 

d. strengthen the ability of the Inspector 
General's office to review and evaluate ADP 
against the highest standards of performance; 
and 

e. provide the necessary resources, "including 
personnel, to the Office of the City Adminis- 
trator to enable the accomplishment of the 
above objectives. 

l\s part of its next budget request to the Committ(?c, 
the District is directed to report on its progress in neet- 
ing the above suggestions. Further, the District shouL-3 
limit acquisition of any rlew ADP equipment until measurable 
progress has been made on the above. 
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COORDINATION WITH GAO 

APPENDIX II 

Distri,ct officials should review with GAO its Eindi.ngs 
and recommendations in the ADP area. Subsequently, 
the City should - 

--compile a complete inventory of hardware, support 
systems and software, applications, staff, and 
facilities; 

--develop a consolidated budget analysis of finan- 
cial resources dedicated to ADP; 

--analyze the intra-district purchase of computer 
services, and the cost effectiveness of such 
budgeting; 

--compile a manning chart for the city for all 
ADP operations in all agencies, including all 
positions established showing agency, position 
title, grade, and source of funding; and 

--publish an annual ADP report to include a state- 
ment of current conditions, changes effected 
during the year, and a summary of future 
plans. 

The Committee wishes to receive a copy of the annual 
report, manning chart, and budget analyses * * * .‘I 
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