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Major contributors to this report are listed in appendix IV. 

Sincerely yours, 

David E. Cooper 
Director, Acquisition Policy, 
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Executive Summary 

Purpose Department of Defense (DOD) software costs total over $30 billion a year 
(estimated to be $42 billion by 1995), of which about two-thirds is for 
maintaining, upgrading, and modifying operational systems already in 
production. Today’s major defense systems depend largely on the quality 
of this complex and increasingly costly software. In fact, many major 
weapon systems cannot operate if the software fails to function as 
required. Because software errors can cause a system to fail, possibly with 
life-threatening consequences, software-intensive systems need to be 
thoroughly tested before production. 

Since the early 197Os, GAO has reported problems in operational test and 
evaluation of defense acquisition programs. Senior DOD officials, as well as 
Members of the Congress, are concerned that many of these problems 
continue today, particularly in software-intensive systems. Because of 
these concerns, GAO initiated this review to identify (1) the extent that 
software-related problems affect the performance of defense acquisition 
programs during operational test and evaluation, (2) pervasive barriers in 
the acquisition process that limit the effectiveness of test and evaluation of 
software-intensive systems, and (3) DOD’S efforts to resolve software test 
and evaluation problems. Although GAO recognizes that inherently 
complex technical characteristics contribute to software problems, this 
report focuses more directly on nontechnical barriers that limit the 
effectiveness of operational test and evaluation and need management 
attention. 

Background As defense programs progress through the acquisition process, they 
undergo various tests and evaluations to reduce the risk that they will not 
meet performance specifications or cannot be effectively used in their 
intended operational environment. These tests generally focus on the total 
system-both hardware and software. b 

Test and evaluation of a defense acquisition program is the key 
management control to ensure that decisionmakers have valid, credible 
information upon which to base decisions. Before a system is certified as 
ready for operational testing, deficiencies are to be identified during 
development testing and then corrected. Deficiencies discovered during 
developmental and operational testing affect a system’s cost, schedule, 
and performance. However, problems that come to light after production 
begins are generally more costly and difficult to correct. 
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Executive Summary 

Results in Brief Because systems are generally ready for operational testing before their 
software is fully mature (i.e., the software is able to satisfy all documented 
user requirements), they often fall short of system performance 
expectations. The readiness of such systems for operational testing is 
therefore questionable because DOD has not sufficiently recognized the 
acquisition community’s bias toward hardware and ensured thorough and 
rigorous development test and evaluation before systems are certified as 
ready for operational test and evaluation. 

Several pervasive barriers that limit the effectiveness of test and 
evaluation require DOD acquisition and technology management’s attention 
throughout the acquisition process. These barriers are that DOD has not 
(1) acknowledged or addressed the criticality of software to systems’ 
operational requirements early enough in the acquisition process; 
(2) developed, implemented, or standardized decision-making tools and 
processes for measuring or projecting weapon system cost, schedule, and 
performance risks; (3) developed test and evaluation policy that provides 
consistent guidance regarding software maturity; and (4) adequately 
defined and managed software requirements. 

Although DOD has studied and restudied what needs to be done to develop 
and test quality software and to field effective software-intensive systems, 
it haa not effectively implemented long-standing recommendations. The 
individual military services have tried to improve their software 
development processes without a DOD-wide, coordinated strategy. 

Prihcipal Findings 

b 
Sofqware-Intensive According to a 1992 report by the Secretary of the Air Force, virtually all 
Sys 
Me B 

ems Generally Do Not software-intensive defense systems suffer from difficulties in achieving 

It User Requirements cost, schedule, and performance objectives. Prior GAO reports, the 

, comments of senior officials responsible for various aspects of software 
I development, and the reports of the services’ operational test agencies (27 
, such reports were analyzed during GAO’S review) corroborate the existence 

of significant software problems. The inability of these systems to meet 
user requirements has been repeatedly demonstrated during operational 
testing and, in some cases, during operations in the field. Most of these 
software problems could have been identified and addressed during earlier 
development testing. 
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Executtve Summary 

However, DOD has yet to implement a consistent policy defining software 
maturity and systems’ readiness for operational test and evaluation. DOD 

officials believe that program managers often tend to present an overly 
optimistic view of weapon systems’ cost, schedule, and performance and 
certify systems as ready for operational testing despite questionable 
maturity. Additionally, current defense acquisition practices give program 
managers little incentive to fully ensure that software is appropriately 
mature before systems begin operational test and evaluation. 

GAO‘S review of the services’ operational test agencies‘ reports on 
operational test and evaluation conducted from January 1990 to 
December 1992 showed that many software-intensive systems were 
immature, poorly documented, ineffective in a threat environment, and 
difficult to maintain in field operations. These problems were prevalent for 
the F-14D, F/A-1%/D, Airborne Self-Protection Jammer, F-15E, 
Consolidated Space Operations Center, Consolidated Automated Support 
System, Regency Net, and other systems. 

Bap-iers Exist to Effective 
Software Test and 
Evaluation 

Although software is critical to successfully meeting the cost, schedule, 
and performance objectives of major defense programs, the defense 
acquisition community has perceived software as secondary to hardware 
and as a lower priority during development. Viewing software as 
something that can be fixed later, program managers generally have not 
become involved in software development until software problems affect a 
system’s cost or schedule-usually just before or during operational 
testing. Because DOD has not effectively balanced the hardware and 
software requirements of defense systems during development, software is 
generally immature when certified as ready for operational testing. 

Program managers and other decisionmakers often lack reliable data for b 
measuring how well software-intensive systems are meeting their 
objectives and for estimating future system costs and schedules. In the 
private sector, particularly in the companies visited by GAO, software 
metrics (i.e., methods used to describe, predict, estimate, control, and 
measure the attributes of software) and related tools are generally used to 
obtain more timely and reliable program information, as well as higher 
productivity and savings. 

Additionally, DOD expects post-deployment software support costs, 
typically 70 percent of life-cycle costs, to be less when disciplined, 
measurable software development processes are employed. (DOD 
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Executive Summary 

estimates that 14 percent of these costs are attributable to correcting 
software errors missed during testing and earlier development phases.) 

Although DOD has a written policy that requires the use of software metrics 
and related structured processes to improve data quality and timeliness, 
DOD has not fully implemented it. According to DOD officials, program 
management offices have not fully embraced its adoption because (1) the 
data may be costly to collect and store; (2) they may provide 
decisionmakers with too much direct access to a program’s status, thus 
allowing decisionmakers to determine how problems began and who is 
responsible; and (3) their potential benefits may not be realized in the 
short term (i.e., by current program managers and sponsors.) 

-~ 
Solutions to Software 
Problems Have Not Been 
Implemented 

DOD has often studied software development and testing problems that 
have contributed to its inability to field software-intensive systems on 
time, within cost projections, and in accordance with users’ requirements. 
For example, as early as 1983, DOD'S Software Test and Evaluation Project 
report recommended, among other things, (1) integrating test and 
evaluation into software development; (2) defining clearly testable 
software requirements and capabilities; (3) assessing and identifying 
critical software risks and applying appropriate levels of testing; 
(4) developing, recording, and using software metrics; (5) developing and 
supporting the use of automated test tools and systematic methods; and 
(6) developing and implementing triservice standards for unified software 
development, testing, and evaluation approaches. More recently, Defense 
Science Board (1987) and Software Assessment Project (1990) studies 
have reached conclusions similar to those of the earlier study. In response 
to these studies, DOD issued policy manuals and instructions, but the 
guidance was often inconsistent and many basic improvements were never 
implemented. b 

To date, the individual services and the Office of the Secretary of Defense 
have generally taken independent approaches in making software 
improvements and in developing software metrics. Further, policy and 
oversight responsibilities for software-intensive systems has been divided 
between the Offices of the Under Secretary of Defense for Acquisition and 
the Assistant Secretary of Defense for Command, Control, 
Communications, and Intelligence, a situation that DOD'S Software Master 
Plan criticizes as leading to duplicative and artificially fragmented 
acquisition guidance, policies, and oversight for software-intensive 
systems. GAO found that DOD officials had been unable to reconcile various 
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Executive Summary 

test and evaluation resourcing issues that exist, in part, due to this 
organizational division of responsibility. 

Among the services, GAO found various levels of quality software 
development capability. The Army is the leader in implementing the 
recommended software improvements in a servicewide, goal-oriented 
way. For example, the Army has developed enforceable guidance on 
software testing and requirements management and has adopted 
12 software metrics to better monitor the progress made during a system’s 
life cycle. Although the Air Force acquisition community has not required 
the use of software metrics in the past, its operational test organization 
uses a well-documented and consistent metrics process to measure 
software maturity for operational test and evaluation. One Navy 
organization’s software processes mirror the best practices in industry and 
may serve as a model for other government agencies. 

Recommendations GAO recommends that the Secretary of Defense 

l issue and implement a software test and evaluation policy that defines 
testing requirements for software maturity, regression testing, and the use 
of temporary software fixes during testing; 

. strengthen controls to ensure that operational testing does not begin until 
results of development test and evaluation demonstrate an appropriate 
level of software maturity; 

l require program management officials to define exit criteria for certifying 
a systems’ readiness for operational testing at the beginning of full-scale 
development (i.e., milestone II); and 

l require the services to develop a common core set of management metrics 
for software (i.e., cost, schedule, and quality) for major defense programs 
early in the development cycle to be approved at milestone II. b 

A#ency Comments In its comments on a draft of this report, DOD generally agreed with GAO'S 

findings and recommendations that additional steps could be taken to 
improve the test and evaluation of software-intensive systems. 
Accordingly, DOD indicated that, during fiscal year 1994, it would issue 
revised software policy guidance to address these concerns. However, GAO 

believes that the issuance of revised policy guidance without incentives to 
change behavior or ensure effective implementation may have little effect 
in ensuring software maturity. 

Page 6 GAO/NSIAD-98-198 Test and Evaluation 



ExecutiveSummary 

DOD pointed out that many of the reasons GAO cited for immature software 
during operational test and evaluation were outside the control of the test 
and evaluation community. GAO agrees with DOD'S comment and 
specifically addresses this fact. 

DOD indicated that programs reviewed as part of GAO'S analysis preceded 
DOD'S most recent acquisition guidance and that the potential benefits of 
such guidance were therefore not sufficiently acknowledged in the report. 
DOD indicated that current updates of its acquisition policy series provided 
improved guidance and stronger program oversight for development 
strategies, testing, and requirements. However, this policy has some voids 
and, more importantly, it remains to be seen whether and to what degree 
the policy updates will be implemented and whether they will address the 
long-standing problems. 

DOD also indicated that the benefits of software metrics for operational test 
and evaluation were not supported. GAO did not attempt to quantify the 
direct benefits of software metrics for operational test and evaluation. GAO 

pointed out that experts in DOD and in the private sector believe that 
software metrics could improve the management of the software 
development process and thus contribute to greater software maturity 
before operational test and evaluation begins. 

DOD'S comments appear in appendix III. 
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Chapter 1 

Introduction 

Because computer software controls most functions of modern defense 
systems, the systems’ performance depends largely on the quality of that 
complex and increasingly costly software. In fact, many major weapon 
systems may be inoperable if software fails to function as required. 
Mission-critical computer software, which is integral to most military 
applications, tends to be more difficult to develop than software for other 
types of applications primarily because it must operate in real time under 
very unique environments. Accordingly, software qualily has become a 
primary concern in emerging defense acquisition programs, including 
weapon systems; automated information systems; and command, control, 
communications, and intelligence systems. 

Defense Software 
costs 

Software-intensive systems are, by nature, highly complex and often 
require millions of lines of code. These significant factors increase the 
overall costs of software. Although the Department of Defense (DOD) does 
not know precisely how much it spends on software,’ the Defense Systems 
Management College projected that DOD would spend about $36.2 billion 
for software in 1992.2 The Management College expects software costs to 
continue to rise at a rate proportionately higher than computer hardware 
costs. According to the DOD Inspector General, the costs of computer 
hardware components integral to weapon systems and other critical 
military and intelligence systems, are expected to remain stable at about 
$6 billion annually between 1990 and 1995, whereas corresponding 
software costs are expected to grow from about $30 billion to $42 billion3 
(See fig. 1.1.) 

‘Defense Does Not Know How Much It Spends on Software (GAO/IM’IEC-92-62BR, July 6,1992). 

2Mission Critical Computer Resources Management Guide, Defense Systems Management College. Last 
published in 1990. Current version is undated. 

3Management of the Software Technology for Adaptable, Reliable Systems Program, Department of 
Defense Inspector General Audit, 91-060, February 1991. 
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Chapter 1 
Introduction 

- Figure 1 -1: Software and Hardware 

Coots for Fiscal Year8 1990 and 1995 

--.-. .- ,. 
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Source: DOD Inspector General. 

DOD estimates that about 30 percent of its software life-cycle expenditures 
are for initial development and 70 percent are for post-deployment 
software support, that is, maintaining, upgrading, and modifying existing b 

software to correct deficiencies, respond to mission changes, or enhance 
technology.4 Up-front improvements in the quality of software 
development processes and more effective software test and evaluation 
may play a significant role in controlling these costs, which are incurred 
largely after systems have been fielded. 

4The Office of the Under Secretary of Defense for Acquisition and Technology estimates that 
14 percent of post-deployment software support costs are attributable to correcting software errors 
missed during testing and earlier development phases. 
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Chapter 1 
Introduction 

Overview of Test and The primary purpose of test and evaluation during the acquisition process 

Evaluation 
is to reduce the risk that the system or equipment either will not meet 
performance specifications or cannot be effectively used in its intended 
operational environment. Test and evaluation is therefore designed to 
detect errors in both software and hardware before a system is fielded and 
to provide essential information to decisionmakers for assessing 
acquisition risk. 

Early in the acquisition cycle, development test and evaluation (DT&E) 

primarily measures a system’s technical performance and compliance with 
contractual specifications. DTBE, which starts at the systems requirements 
phase and proceeds through the design phase, is designed to detect errors 
in software and hardware prior to operational test and evaluation (oT&E). 

Later, OT&E focuses on the system’s effectiveness and suitability.6 (See 
table 1.1.) Before a system is certified as ready for OT&E, any major 

deficiency is expected to be identified and corrected during DT&E. 

Table 1 .l : Key Differences Between 
DT&E and 01&E DT&E 01&E 

Technical performance measurement and Estimate of operational effectiveness and 
specifications compliance suitability 
Technical bersonnel Operational personnel 
Developing agency responsibility 

Functionally limited test articles 
Controlled environment 
Contractor heavily involved 

OT&E agency responsibility 
Production-representative test articles 
Representative operational environment 
Development contractor generally not 
allowed 

Deficiencies discovered during developmental and operational testing 
affect a system’s cost, schedule, and performance. However, problems that 
are not identified and resolved until operational testing and production b 
begins are generally more difficult and costly to correct. 

Test and evaluation is the key internal control to ensure that 
decisionmakers have valid, credible information for making development 
and production decisions. OTIE results contribute to decisions not only on 
acquiring new systems but also on modifying systems deployed in the field 
and upgrading the software or hardware of systems already in production. 

‘A system is operationally effective if it can accomplish ita intended mission when used by 
representative personnel in a realistic operational environment. A system is operationally suitable 
when It is able, among other things, to be effectively operated, maintained, and supported by the 
military forces. 
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Chapt8r 1 
Introduction 

Objectives, Scope, 
and Methodology 

The Congress and senior DOD officials have long been concerned with 
DOD'S inability to field software-intensive defense acquisition programs on 
time and within budget. Because of these concerns, we initiated this 
review to identify (1) the extent to which software-related problems affect 
the performance of defense acquisition programs during OT~E, 

(2) pervasive barriers in the acquisition process that limit the effectiveness 
of test and evaluation of software-intensive systems, and (3) DOD'S efforts 
to resolve software test and evaluation problems. 

A wide range of technical and management challenges impact the 
development, testing, and fielding of software-intensive systems. However, 
this report is not intended to address the technical aspects of the software 
development process, which, at best, is a difficult and complex 
undertaking. Rather, the report focuses more directly on those barriers 
that require the attention of DOD acquisition and technology management 
officials and that DOD believes limit the effectiveness of OT&E of 
software-intensive systems. 

To accomplish our objectives, we reviewed defense acquisition, software 
development, and test and evaluation policy documents. To determine the 
status of systems’ software during OTB~E, we analyzed the OT&E results of 
27 systems that represented the total population of major programs the 
services had identified as having undergone OTBE during the Z-year period 
from January 1990 to December 1992. 

We also visited several prime contractors identified by DOD and service 
officials to obtain an overview of industry practices. The organizations we 
visited included the 

Office of the Under Secretary of Defense for Acquisition, Washington, 
D.C.; 
Office of the Director, Defense Research and Engineering, Washington, 
D.C.; 
Office of the Director, Operational Test and Evaluation, Washington, D.C.; 
Army’s Director of Information Systems for Command, Control, 
Communications, and Computers, Washington, D.C.; 
Test and Evaluation Management Agency, Washington, D.C.; 
Army Operational Test and Evaluation Command, Alexandria, Virginia; 
US. Army Communications-Electronics Command, Fort Monmouth, New 
Jersey; 
Navy Operational Test and Evaluation Force, Norfolk, Virginia; 
Fleet Combat Direction Support System Activity, Dam Neck, Virginia; 
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Chapter 1 
Introduction 

Marine Corps Operational Test and Evaluation Activity, Quantico, Virginia; 
Air Force Operational Test and Evaluation Center, Albuquerque, 
New Mexico; 
Sacramento Air Logistics Center, California; 
Jet Propulsion Laboratory, Pasadena, California; 
Hughes Aircraft Corporation, Ground Systems Group, Fullerton, 
California; 
Hughes Aircraft Corporation, Radar Systems Group, Torrance, California; 
General Dynamics Electronics Division, San Diego, Cahforhia; 
Science Applications International Corporation, San Diego, California; and 
TRW Systems Integration Group, Carson, California. 

We conducted our review between April 1992 and April 1993 in 
accordance with generally accepted government auditing standards. 
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Chapter 2 

Software Test and Evaluation Problems and 
Obstacles to Solving Them 

Since the 197Os, software problems discovered during OTLE have adversely 
affected the cost, schedule, and performance of major defense acquisition 
systems.’ Because many systems do not undergo rigorous DT&E and 
therefore begin OT&E before their software is fully mature (i.e., the 
software is able to satisfy all documented user requirements), they often 
fall short of system performance expectations. The readiness of such 
systems for OT~E is therefore questionable. 

Although DOD recognizes these problems, it has made only limited progress 
in adopting solutions. Fundamentally, DOD has not (1) acknowledged or 
adequately addressed the criticality of software to systems’ operational 
requirements early enough in the acquisition process; (2) developed, 
implemented, or standardized decision-making tools and processes (e.g., 
metrics) to help measure or project weapon system software cost, 
schedule, and performance risk; (3) developed test and evaluation policy 
that provides specific guidance regarding software maturity; and 
(4) adequately defined and managed requirements for its increasingly 
complex software (see ch. 3). 

OT&E Often Identifies To ensure no surprises during OT&E, defense systems are expected to be 

Immature 
Software-Intensive 
Systems 

subjected to rigorous DT&E. Formal operational test readiness reviews also 
address the readiness of systems for OT&E. However, software-intensive 
systems have repeatedly failed to meet users’ requirements during OT&E 

and, in some cases, during operations in the field. This has been 
recognized in DOD and industry as a major contributor to DOD'S “software 
crisis,” In general, the thoroughness of DT&E and the readiness of such 
systems for operational testing has been questionable. 

According to a 1992 report by the Secretary of the Air Force, virtually all 
software-intensive defense systems suffer from difficulties in achieving 
cost, schedule, and performance objectives2 Our prior reports, the 
comments of senior officials responsible for various aspects of software 
development, and the reports of the services’ operational test agencies 
(27 such reports were analyzed during our review) corroborate the 
existence of significant software problems. 

‘In some cases, significant performance shortfalls were also identified after systems had been 
produced and put into operational use. 

2Guidelines for the Successful Acquisition of Computer Dominated Systems and Major Software 
Developments, Secretary of the Air Force, February 1992. 
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Chapter 2 
Software Test and Evaluation Problems and 
Obstacles to Solving Them 

OT&E Results Reported by Our review of the services’ OTIE reports from January 1990 to 
the Services’ Operational December 1992 showed that 23 of 27, or 85 percent, of the 

Test Agencies software-intensive systems tested were immature, ineffective in a threat 
environment, or difficult to maintain in field operations. Table 2.1 contains 
some typical examples of software problems found in these systems, and 
appendix I provides a more complete list of the problems. 

Table 2.1: Software Problems Found 
by the Services’ Operational Test 
Agencies 

System 
Army 

Problems 

Regency Net 

Trackwolf 

Software was immature. 

Many software-related operational failures occurred 
Software was immature, resulting in numerous computer 
lockups. 

Alr Force 
Consolidated Space 
Operations Center 

F-l 5 Eagle 

Navv 

Software was not mature. 

Software was not mature 

Severe software problems (mission aborts and mission 
degradation) occurred. 

ANIALQ-165 Current mission critical software was not available 

Mission critical faults were found in built-in testing (not 
confirmed as software or hardware). 

Consolidated Automated Software was not mature (power-up failures, computer 
Support Systems lockups, and station aborts), requiring system reboot. 

F-14D Software was not mature, and the system was not ready 
for OT&E. 

Numerous software anomalies were found. b 

Soft/ware Problems Had 
Beep Previously Reported 

Since the early 19709, we have reported that defense systems have begun 
production without timely or realistic OT~E. More recently, we have 
reported on software shortfalls in individual systems (see table 2.2). For 
example, in December 1992 we reported that DOD'S mission-critical 
computer systems continued to have significant software problems due in 
part to a lack of management attention, ill-defined requirements, and 
inadequate testing.3 

SMission Critical Systems: Defense. Attempting to Address Major Software Challenges 
(GAOflMTEC-93-13,Dec.24,1992). 
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Cbapi.43 2 
Software Test and Evaluation Problems and 
Obstacles to Solving Them 

Teble 2.2: Examples of Software 
Problems Identlfled in Our Reviews System 

Maneuver Control Systema 

Airborne Self Protection 
Jammerb 

Problems 
Testing of numerous critical system software functions 
was deferred. 
Software-induced failures were excluded from criteria. 

DOD test standards were circumvented. 
F/A- 1 8c Previous deficiencies were not corrected in software 

modifications and enhancements. 
Fire Direction Data Managerd Software development standards were not enforced. 

Testing was unrealistic and superficial. 

C-l 7@ 

Requirements definition was inadequate. 
Software requirements were not completely identified. 

Software development complexity was underestimated. 
Access to software cost, schedule, and performance data 
was limited. 

Subcontractor was unable to meet contract requirements 
for mission computer software. 

F-14D’ 

Electronic Flight Control system experienced software 
development and integration problems. 
Intended mission was not met. 

Software testing approach was inadequate. 

Software capability was deferred 

B-IBQ 
Software development standards were not followed. 
Defensive avionics software required about $1 billion to 
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*Planned Production Decision for Army Control System Is Premature (GAO/NSIAD-92-151, 
Aug. 10, 1992). 

bElectronic Warfare: Established Criteria Not Met for Airborne Self-Protection Jammer Production 
(m-92-103, Mar. 23, 1992). 

‘Embedded Computer Systems: New F/A-18 Capabilities Impact Navy’s Software Development 
Process (GAOm 92 _ _ 81, S ept. 23, 1992). 

“Embedded Computer Systems: Significant Software Problems on C-l 7 Must Be Addressed 
(m-92-48 M f 1992) d Cost and C 
Development Program~kAbiNSIAadlSl-5 

omplexlty of the C-l / Aircraft Hesearch and 
, Mar. 19, 1991). 

‘Embedded Computer Systems: F-14D Aircraft Software Is Not Reliable (GAO/IMTEC-92-21, 
Apr. 2. 1992). 

%trategiC Bombers: B-1B Cost and Performance Remain Uncertain (GAO/NSIAD-89-55, Feb. 3, 
1389). 

..- 
Reasons Cited for Software DOD officials cited the following reasons for immature software during 
Problems OTBCE: 

l In many cases, rigorous DT&E is not being done before systems begin OT&E; 

nonetheless, the systems are being certified as ready before they have 
achieved appropriate levels of maturity. 

l Problems are not identified until it is too late to address them effectively 
and economically because some program managers may not fully report 
program weaknesses that could lead decisionmakers (i.e., the Office of the 
Secretary of Defense, Congress, or the military services’ acquisition 
executive) to adjust program funding. 

l The career success of participants in the acquisition process is perceived 
to depend more on getting programs into production than on achieving 
successful program outcomes. Thus, program managers have incentives to b 
delay testing and take chances that immature systems might succeed in 
OT&E. 

9 The congressional appropriations process forces programs to be 
calendar-driven rather than event-driven, causing program managers to 
prematurely certify systems as ready for OTLE to avoid losing funding or 
slipping schedules. 

l Some program managers give priority to developing software that will 
support a system production decision and give less attention to the 
post-deployment support element of life-cycle costs. 
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Chaptar 2 
Software Teet and Evaluation Problems and 
Obstacles to Solving Them 

Several Barriers 
Prevent Effective 
Software Test and 
Evaluation 

Our review identified several pervasive barriers that need the attention of 
DOD acquisition and technology management officials and inhibit the 
solutions of DOD'S software test and evaluation problems. Eliminating 
these barriers will require the difficult process of changing the acquisition 
culture, a task that must be driven from the top and must be consistent. 
The barriers are (1) failure of the acquisition community to adequately 
address the critical nature of software; (2) lack of credible cost, schedule, 
and performance data as the basis for decision-making; (3) lack of specific 
software test and evaluation policy; and (4) ineffective definition and 
management of requirements for software. 

..-. _-...-.. ---~_ 
The ~Acquisition 
Community Has Not 
Adehuately Responded to 
the Critical Nature of 
Software 

Although major defense acquisition systems depend largely on the quality 
of computer resources, software has been perceived as secondary to 
hardware and as a lower priority during development. Due to the 
traditional mind-set of the prevailing acquisition culture, the acquisition 
community has not appropriately focused on the criticality of software to 
cost, schedule, and performance. Also, software, unlike hardware, has 
lacked a disciplined, systems engineering approach to development. 

Viewing software as something that can be fixed later, DOD'S acquisition 
community has been almost exclusively concerned with the cost and 
schedule of hardware early in the development life cycle. Historically, 
program managers 

. have known little about software; 
l have left software management to technical managers who are not always 

part of the decision-making process; and 
l generally have not become involved in software development and testing 

until problems affected cost and schedule, by which time it was usually 
too late to resolve these problems cost-effectively. b 

Additionally, program managers have little incentive to alter these 
practices and to ensure that software is appropriately mature before 
systems are certified as ready for OT&E based on rigorous DTBE. 

DOD officials generally believe that test and evaluation should focus on the 
total system-both software and hardware-rather than two separate 
systems, as in the past. They told us that the acquisition process is most 
effective when development problems are detected and corrected early in 
the acquisition life cycle, rather than during or after OT&E. 
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DOD Lacks Credible Data 
for Decision-Making 

Software managers, developers, acquisition officials, and those charged 
with oversight responsibilities need dependable information and 
independent techniques for measuring the progress of development efforts 
and for monitoring the balance of cost, schedule, and performance 
objectives. However, the quality of data available to decisionmakers 
remains largely ad hoc and overly optimistic and may be too dependent on 
informal channels. As a result, the ability of decisionmakers to objectively 
or accurately estimate future costs and schedules of defense systems 
continues to be limited. Also, the ability to learn from the past has been 
impaired, as each software development effort has tended to start anew 
and independent of other, sometimes quite similar efforts. 

DOD has yet to develop and implement the management processes and 
tools required to improve the reliability of its data. For example, the “best 
practices” in the private sector indicate the following benefits that can be 
achieved by using software management, quality, and process metrics:4 

l Management metrics help determine progress against plans. 
. Quality metrics help assess product attributes, such as requirements 

stability, performance, user satisfaction, and supportability. 
l Process metrics provide indicators evaluating tools, techniques, 

organization, procedures, and so on. 

DOD officials told us that software metrics have broad applications for 
defense acquisition programs because of their usefulness to government 
and private software developers, the test and evaluation community, and 
decisionmakers. Some officials believe that software metrics, in 
combination with prescribed work breakdown structure,6 are essential for 
managing cost, schedule, and performance risk in the defense systems 
acquisition process. Other officials told us that software metrics present a 
valuable input for independently monitoring the maturity of software and 
its readiness for OT&E. However, although they are useful, software metrics 

b 

cannot substitute for actual test and evaluations. 

%oftware metrics are used to describe, predict, estimate, control, and measure the attributes of 
software. 

‘A work breakdown structure is a description of work tasks that describe the required product as well 
as any work that needs to be accomplished to develop the required product. 
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The Private Sector Has 
Benefited From Software 
Metrics 

All of the contractors we visited had established, with assistance from the 
Software Engineering Institute,6 similar quality improvement programs 
that incorporated software metrics into day-to-day decisions on software 
development projects. The contractors viewed software metrics as 
valuable decision-making and estimating tools. They generally credited the 
metrics for savings, higher productivity, and more credible information, 
resulting in better program and management decisions. Contractor 
officials believe that DOD could benefit similarly from implementing 
metrics-based software development approaches. 

One division within one company we visited invested about $400,000 in 
software metrics-based process improvements. Company officials 
projected annual savings from this one-time investment at about 
$2 million. Officials estimated that, due to the company’s lower software 
development costs, the government had saved millions of dollars in its 
development contracts. They added that increasing contractor 
productivity could translate into more competition and more affordable 
DOD acquisitions. 

DOD has indicated that it expects the cost of maintaining 
software-intensive systems after deployment in the field, which typically 
accounts for 70 percent of DOD’S total software costs now, will decline 
when disciplined, measurable software development processes are used. 
According to defense officials we talked to, the additional cost of requiring 
the use of software metrics and related tools during development ranges 
from 0 to 6 percent of overall software development costs. 

Software Metrics Are Not 
Widely Used in DOD 

Although DOD has a written acquisition policy that requires the use of 
software metrics and other tools to improve the quality and the timeliness 
of data, to date DOD has not fully implemented it. The development and use 
of software metrics by the Office of the Secretary of Defense (OSD) and the b 
services has not been consistent or fully coordinated. For example, each 
of the services is independently developing software metrics for its own 
use while OSD is sponsoring studies of a core set for DOD-wide 
implementation. However, coordination to avoid costly duplication of 
effort has been limited. 

eDOD established the Software Engineering Institute in 1984 to provide leadership in advancing 
software engineering and in improving the quality of systems that depend on software. The Institute 
provides technical support in four key areas: software process, software risk management, software 
engineering methods and tools, and real-time distributed systems. The Institute has developed a 
Capability Maturity Model for DOD’s use in evaluating and improving contractors’ software 
engineering practices. Most of DOD’s leading software development activities and related private 
contractors use the model to measure improvement. 
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Although the potential benefits of software metrics have been recognized, 
program management offices have not fully adopted their use. Industry 
and DOD officials attributed this hesitancy to several basic attitudes. For 
example, the officials believe that software metrics 

l may provide decisionmakers with too much direct access to a program’s 
status (i.e., they may enable decisionmakers to determine how problems 
began and who is responsible); 

l may add to the overall cost of software development, even though the 
potential benefits may not be realized in the short term; 

. may be used against managers who are perceived as not performing well; 
and 

l may not represent an improvement over “business as usual.” 

DOD Lacks a Consistent 
Software Test and 
Evaluation Policy 

OSD and service officials acknowledge that current 0s~ acquisition and 
life-cycle support policy does not adequately address planning for 
software test and evaluation in a logical, structured fashion and that a 
software policy void exists with respect to test and evaluation of 
software-intensive systems. Current policy is not definitive and does not 
adequately address the following critical questions: 

l When is software ready to test (i.e., maturity)? 
. When and how much should modifications or upgrades be retested (i.e., 

regression testing)? 
l What is the appropriate use of software “patches” (e.g., temporary 

software programming fixes) during testing? 

However, OSD does not plan to issue guidelines specifically directing the 
services how to manage these complex issues. Rather, it plans to issue a 
series of “expectations” or “evaluation guidelines” for software b 

development and test and evaluation for use by oversight action officers in 
addressing both maturity and regression testing. OSD is also considering 
developing an on-line data base for software issues to capture best 
practices, lessons learned, and some specific guidance from superseded 
software test and evaluation policy. Although these efforts may prove 
beneficial, they fall short of providing enforceable criteria for ensuring 
effective oversight and test and evaluation. 
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Requirements Definition 
and Management Lack 
Continuous User 
Involvement 

Even though many factors contribute to DOD’S failure to produce systems 
that meet user needs in a timely, cost-effective manner, one critical factor 
is defining and managing users’ requirements.’ Effectively defining 
requirements, along with focused management and appropriate user 
involvement, is critical to the success of a program. As discussed earlier, 
the inability of software-intensive systems to meet users’ needs has 
consistently been demonstrated during OT&E and, in general, has been a 
pervasive problem in the acquisition process. 

The definition of users’ requirements, particularly for large, complex 
systems and for unprecedented systems (i.e., those that are unlike any that 
have already been built), is subject to varying interpretations by many 
different groups. These groups include field users, users’ representatives, 
program managers, contracting officers, and contractors. Each group 
brings different expectations and agendas to the contracting, 
development, and acquisition processes. (See app. II for a list of DOD 

organizations responsible for test and evaluation.) 

In the Army, the Training and Doctrine Command establishes the general 
user requirements for a new system in an operational requirements 
document. The Army Materiel Command then transforms these 
requirements into technical and administrative requests for proposals for 
contracting, after which the contractor proposes how to meet those 
requirements. Because this process often does not keep the user 
appropriately involved during this transformation of original requirements 
into procurement efforts, top-level operational requirements documents 
may result in systems that differ from those the user had envisioned. 

Because these requirements often represent an area of great risk, DOD 

believes a comprehensive requirements management strategy is essential 
to reducing overall program risk. In addition to the fact that user b 
requirements may not be well understood, formulated, or articulated at the 
start of a program, the requirements almost invariably change throughout 
a system’s life cycle. These changes are often directly related to the length 
of the development process and include changes in threat, technology, 
doctrine, unrealistic schedules, and perceived user opportunity. 

%ome acquisition officials put this statement in the context that the quality of a software development 
effort cannot exceed the quality of the requirements definition and management process (because 
requirements precede the coding of software). Also, errors found during the requirements definition 
phase cost significantly less to correct than those discovered in test and evaluation or after production 
has begun. 
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DOD considers early and continuous user involvement in the requirements 
definition and management process and early testing programs to be 
essential to successful outcomes of software-intensive development 
efforts. To help ensure that a system will meet user requirements and 
expectations, DOD officials believe they need to formally involve the users 
in the total system development. They said that system developers should 
be communicating with the users from the beginning of an acquisition 
program and throughout its life cycle and allowing the users to influence 
the development effort. DOD and private sector officials cited the benefits 
of user involvement in several programs, particularly in automated 
information systems. 
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DOD Efforts to Resolve Long-Standing 
Software Testing Problems 

Since the 198Os, DOD has studied and restudied its inability to field 
software-intensive systems on time, within cost projections, and in 
accordance with users’ performance requirements. Each succeeding study 
built upon earlier studies and consistently recommended key actions 
needed for successful acquisition strategies and effective OTLLE. However, 
OSD has made only limited progress in adopting these long-standing 
recommendations. The individual military services have tried to improve 
their software development processes, but a DOD-wide, coordinated 
approach is lacking. Senior OSD officials told us that they believe the 
creation of a single osn-level office for software would, in part, help to 
resolve long-standing software problems. 

DOD Has Not DOD’S 1983 Software Test and Evaluation Project report concluded that 

Effectively 
solutions to the software test and evaluation problems required more 
effective management, rather than technological breakthroughs. The 

Implemented report’s recommendations included 

Solutions to Software 
l 

Problems 
integrating test and evaluation into software development; 

l defining clearly testable software requirements and capabilities; 
l assessing and identifying critical software risks and applying appropriate 

levels of testing; 
. developing, recording, and using software metrics; 
l developing and supporting the use of automated test tools and systematic 

methods; and 
l developing and implementing triservice standards for unified software 

development, testing, and evaluation approaches. 

More recently, Defense Science Board (1987) and Software Assessment 
Project (1990) studies have reached conclusions similar with those of the 
earlier study. I, 

OSD has responded to these recommendations by issu@g written policy 
and guidance manuals and instructions. For example, !DOD Instruction 
5000.2, Defense Acquisition Management Policies and Procedures, requires 
the use of a software work breakdown structure,’ software metrics, and a 
disciplined development process. However, according to a 1987 Defense 
Science Board study, most of the recommendations remained 
unimplemented.2 The Board stated that “if the military software problem is 

‘A software work breakdown structure is a framework for compiling the cost (time and effort) of 
developing software to improve monitoring, analyzing, estimating, and overall project management. 

ZReport of the Defense Science Board Task Force on Military Software, September 1987. 
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Services Are Working 
Independently to 
Imrjrove Software 

real, it is not perceived as urgent.” Our work demonstrates that many basic 
improvements to the DT&E of software-intensive systems remain 
unimplemented in 1993. 

OSD responsibility for oversight of software-intensive systems is shared 
between the Under Secretary of Defense for Acquisition (computers 
embedded in weapon systems) and the Assistant Secretary of Defense for 
Command, Control, Communications, and Intelligence Systems (also 
responsible for Automated Information Systems). Although the acquisition 
processes are essentially identical for all major defense programs, two 
different acquisition policy series are used to govern their development. In 
its draft Software Master Plan, DOD stated that this dual oversight has 
resulted in duplicative and artificiahy fragmented acquisition guidance, 
policies, and oversight for software-intensive systems3 

We found that DOD officials had been unable to reconcile various test and 
evaluation resourcing issues that exist, in part, due to this organizational 
division of responsibility. According to DOD officials, for example, even 
though the services’ operational test agencies are responsible for 
conducting OTLE of automated information systems, they have not been 
funded for this testing and have generally not conducted such testing 
because their focus has been on the traditional testing of weapon systems. 
Further, DOD officials indicated that the OT&E of one automated system was 
delayed due to lack of test funding and disagreements between OSD and the 
services regarding OT&E policy. Additionally, senior defense officials 
specifically singled out the lack of dedicated government DT&E of 
automated information systems as a concern that needed to be addressed. 

According to the Software Engineering Institute, all of the services have 
used ad hoc practices that have resulted in unpredictable costs and 
schedules and lowquality software products that do not meet users’ 
needs. To address these problems, the services have taken different 
approaches to improving software development and test and evaluation 
and are in various stages of implementing those improvements. 

Among the services, the Army has implemented more of the recommended 
software development and testing processes in a servicewide, 
goal-oriented way. The Air Force’s operational test organization has used a 
well-documented and consistent metrics process to measure software 
maturity for OTC&E. A Navy software support activity has also established a 

“DOD Software Master Plan, Volume I: Plan of Action, February 9,199O (preliminary draft). 
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software development process using metrics similar to the practices in 
industry. 

Although the services’ operational test agencies have agreed on 
implementing five common software metrics, OSD and the services are 
generally developing software metrics and making other improvements 
independently, rather than using the same ones to meet common needs. 
OSD recently established a Software Test and Evaluation Task Force to 
work toward implementing common policies and consensus. It is too 
soon, however, to determine if this will effectively address the fragmentec 
redundant approaches observed during our field work. 

timy’s Servicewide, 
Proactive Approach 

In September 1989, the Army convened the Software Test and Evaluation 
Panel to improve software test and evaluation practices and to prevent 
immature software from being deployed in operational systems. The Army 
Operational Test and Evaluation Command initiated the panel because it 
believed that software problems were the primary cause of delays in 
operational testing. 

As a result of the panel’s 1992 report, the Army issued policy guidance on 
the procedures necessary for effective OT&E of software-intensive systems 
and on software requirements management. Unlike the other services, the 
Army has made substantial progress in developing enforceable policy 
guidance. The Army also implemented 12 servicewide requirements, 
management, and quality software metrics and is in the process of 
implementing a centralized metrics data base to enable decisionmakers to 
better monitor the progress made during a system’s life cycle. Other 
improvements include 

. a standard framework for test and evaluation of software, 
l a clear definition of responsibilities under the Army process known as 

continuous evaluation, 
l the involvement of independent test and evaluation personnel from the 

start of a software development, 
l increased user involvement in defining and refining requirements, and 
l the early and frequent demonstration of software development progress. 

In addition, Army post-deployment software support agencies have begun 
to provide such support throughout a system’s life cycle. For example, the 
Communications-Electronics Command provides (1) life-cycle software 
engineering for mission-critical defense systems; (2) support in developing 
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and testing command, control, communications, and intelligence systems; 
and (3) hands-on experience and formal training in software engineering 
for Army Materiel Command interns. 

The Communications-Electronics Command also developed the Army 
Interoperability Network to support software and interoperability 
throughout Army systems’ life cycles. This computer resources network, 
available for use by developers, testers, and evaluators of command, 
control, communications, and intelligence systems, is designed to provide 
for early integration and interoperability assurance, reduced development 
costs, and more efficient system scheduling for life-cycle software 
support. Additionally, the command developed (1) a software life-cycle 
engineering process, (2) software process metrics, and (3) automated 
tools to manage software support and the software development process. 
The overall effect of such tools on DT~E and OT&E is still to be seen. 

Air Force Efforts to 
Increase the Effectiveness 
of Software OT&E 

With the assistance of the Software Engineering Institute, the Air Force 
developed a process improvement program in December 1991 and 
directed its software development activities to implement the program in 
July 1992. The Air Force is now developing policy intended to encourage 
all bidders on Air Force software contracts to improve current operations 
so that the bids could be assessed at a high software maturity level. Also, 
the Air Force is developing standardized procedures for software test and 
evaluation that will be used in both development and operational tests. 

Historically, the Air Force acquisition community has not required the use 
of metrics due to differences in opinions about which metrics have value 
and whether attention to the wrong metrics could lead to an incorrect 
focus and a skewed outcome. Through a limited set of software metrics, 
the Air Force Operational Test and Evaluation Center has had some b 
success in measuring software maturity for OTBTE. To assess the 
contribution of software to the system’s operational suitability, the Center 
uses software deficiency reports in evaluating software maturity and a 
structured questionnaire approach to determine software supportability. 
This approach has been less than optimal due to the absence of more 
formal metrics programs in Air Force acquisition programs. Also, this 
relatively informal process has focused on projecting weapon systems’ 
suitability but not effectiveness. 

However, as part of its software process improvement plan, the Air Force 
is developing a software metrics policy on 
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l what data are required to support the metrics (such as contracting 
guidance), 

l how the metrics will be reported, and 
l how to interpret the results. 

The policy will require all acquisition programs to use certain software 
metrics and to report the results of the metrics at every Air Force program 
review, thus providing decisionmakers with more current, reliable insights 
into the status of software development. The software metrics will include 
the OSD core set and the Air Force core seta4 Some Air Force guidance on 
using metrics was issued in 1991. 

In September 1991, the Sacramento Air Logistics Center, with the 
assistance of the Software Engineering Institute, made its first 
self-assessment of software development and support processes. The 
assessment indicated that program results were unpredictable, systems 
were completed behind schedule and over cost, and customers were often 
dissatisfied. Also, because the Center lacked a unified, structured process 
for supporting software, it was difficult for management to gain the insight 
required to effectively plan and control software programs. To correct 
these deficiencies, the Center plans to establish a documented process for 
project planning, project management, requirements management, 
configuration management, and support organization management. 
According to Center officials, other Air Force logistics centers are 
similarly involved in these assessments. 

Center officials also believe that program managers lack an effective 
process model and reliable historical data to estimate the cost, schedule, 
and resource requirements for software development. Such estimates are 
essential to effectively measure progress against planned performance. 
Recognizing that software metrics are key to oversight by all b 
decisionmakers, the Center has established a Software Metrics Working 
Group. The group is expected to define the data to be collected and a way 
to present those data to project managers and first-line supervisors so that 
the software project management process can be stabilized and be 
repeated. 

?he OSD core set includes size, effort, schedule, and quality as defined by the Software Engineering 
Institute. The Air Force core set includes software maintainability, software maturity, software scrap 
and rework, computer resource utilization, requirements and design stability, and software cost and 
schedule. 

Page 29 GAO/NSIAD-98-198 Test and Evaluation 



- 
Chapter 8 
DOD Efforts to Beeolve Long-Standing 
Software Testing Problems 

Also, to improve post-deployment software support, the Center has 
established a team to develop a process model that will provide a 
comprehensive, structured process for making software changes to 

l improve the maintainability and supportability of software, 
. make software support more cost-effective and more responsive to user 

requirements, 
l be tailorable to alI types of software applications, and 
l make managers more responsible and accountable for resources used in 

software test and evaluation. 

The process model is aimed at overcoming all the historical problems 
common to post-deployment software support, as well as improving 
(1) project management visibility, (2) user productivity through better 
understanding of responsibilities, and (3) day-to-day activities. 

Nati Implementation of 
Software OT&E Process 
Improvements 

The Navy’s software OT&E improvement efforts have been slow compared 
to the other services, and its primary OT&E focus has been on the total 
system. However, as part of its Total Quality Leadership Plan, the Navy is 
beginning to take some actions to improve its software development and 
testing processes. For example, in August 1992, the Navy tasked a Test and 
Evaluation Process Action Team to develop recommendations to improve 
the Navy’s test and evaluation process throughout all phases of the 
acquisition process and readiness of systems for OTB~E. 

On the basis of a 4-month review5 that included an analysis of Army and 
Air Force software management initiatives and policy guidance, the team 
concluded that the Navy needed to implement 

l stronger fleet support for test and evaluation in Navy acquisition 
w3m-w 

l a formal working group to coordinate and resolve Navy test planning 
issues; 

l a clearer, more timely requirements definition and management process; 
and 

l a rigorous oT&E certification review process. 

The team further concluded that certification and testing of software 
releases and of mission-critical systems needed additional study. With 
respect to metrics, the team concluded that a common set of metrics was 

6Navy Process Action Team Report of Enhancements to Test and Evaluation, December 1992. 

Page 30 GAO/NSIAD-93-198 Test and Evaluation 



DOD Efforta to Resolve Long-Standing 
Software Testing Problems 

needed as a tool to measure software maturity but that metrics alone 
should not be the determining factor in the certification of systems as 
ready for OT&E. 

In addition, the team concluded that the Navy should 

l issue revised policy guidance6 on the procedures necessary for effective 
test and evaluation of software-intensive systems, 

l conduct rigorous operational test readiness reviews before systems are 
certified as ready for operational test, 

l develop and recommend a common set of at least eight metrics to be used 
by decisionmakers as indicators of software maturity, 

l develop additional metrics that can be used by program managers to 
measure the progress of development efforts, 

l determine the appropriate level of testing for major and minor releases of 
software, and 

l develop and recommend methods to streamline the process for testing 
software releases. 

The report concluded that the test and evaluation initiatives and 
recommendations would work if implemented by instructions, formal 
policy, and clear command guidance and accompanied with command 
involvement. Although it is far too soon to tell if these recommendations 
will be effective for Navy acquisition programs, they appear to be 
consistent with those made by the DOD Software Test and Evaluation 
Project report in 1983. 

By contrast, the Navy Fleet Combat Direction Systems Support Activity, 
with the assistance of the Software Engineering Institute, has already 
developed an improvement program that mirrors the best practices in the 
private sector and may assist government software development activities b 
in improving their processes. Begun in January 1992, the program was 
intended to improve the Activity’s software development and support 
processes. As a result, the Activity began using 13 software management 
metrics to make fact-based decisions about systems’ performance during 
software development. Activity officials said that the indicators 

l provided a clear and concise reporting structure; 
l improved planning and data collection for future projections; 
l provided a degree of standardization among projects, contractors, and 

in-house personnel; 

BOPNAV Role and Responsibilities in the Acquisition Process, Draft OPNAVINST 5000.42D, April 1993. 
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l fostered closer adherence to military standards; 
l greatly improved communication and problem and process definition; 
l acted as a reliable early-warning system if plans were not met; and 
l highlighted small problems early so that they could be resolved before 

they grew. 

The Activity’s software development process, in our view, is structured 
and measurable and includes relatively open, periodic reporting to 
management, which is a good foundation for decision-making. 
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Conclusions and Recommendations 

Test and evaluation of software and software-intensive defense systems 
remains among the most difficult, most expensive, and least understood 
processes in the defense acquisition cycle. Although key software test and 
evaluation study recommendations have provided a starting point for DOD 

to address and resolve the software crisis, only limited progress has been 
made in improving the ability of software-intensive systems to meet users’ 
requirements. 

Some OSD officials believe that the lack of a single osr>-level office for 
software has been the primary reason long-standing software problems 
have not been resolved. Other officials have concluded that OSD needs to 
take a more direct role in ensuring that software-intensive systems are 
ready for OTLE before this critical process begins. 

In our view, consistent adoption across DOD of the recommendations in 
this report could greatly enhance the OT&E of software and better enable 
DOD to accomplish its objectives of developing software-intensive systems 
on schedule, within cost, and in accordance with required performance 
capabilities. DOD must go beyond simply reworking the prior studies on 
software test and evaluation. Moreover, promulgating more policy 
guidance without ensuring that the guidance is implemented is not the 
solution. 

Overall, DOD has not (I) developed an overarching strategy that ensures 
development and implementation of key software test and evaluation 
policy throughout DOD; (2) issued definitive acquisition and life-cycle 
support policies that focus on software test and evaluation; and 
(3) adopted a focused, disciplined approach to software development and 
test and evaluation that recognizes the critical nature of software. 

To achieve the potential of its mission-critical software and to accomplish b 
its software improvement objectives, DOD must overcome the prevailing 
acquisition culture’s failure to react to the problems of modern defense 
systems; that is, DOD must understand that software is a critical path 
through which systems achieve performance objectives. Because this 
message has often been ignored, systems have proceeded into production 
when software had not yet achieved the appropriate level of maturity to 
yield valid test results. Because of the acquisition community’s bias 
toward hardware, DOD has not adequately ensured that software was fully 
mature and had undergone thorough and rigorous DT&E before systems 
were certified as ready for OT&E. 
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DOD does not currently have a high-quality decision-making data base to 
ensure that decisions concerning mission-critical software are made based 
on reliable, credible data. Further, DOD does not have reasonable 
assurance that unnecessary duplication and redundancy in software 
development are being avoided. DOD has not adequately (1) coordinated its 
efforts to develop and use software metrics for defense acquisition 
programs; (2) made maximum use of contractors’ software development 
processes that have been favorably assessed by credible, independent 
evaluation; (3) developed team-building efforts to ensure the early and 
continuous involvement of users with acquisition, post-deployment 
support and testing personnel; and (4) filled in the policy and oversight 
voids that have contributed to the shortfalls that we have addressed. 

OSD has recently established a Software Test and Evaluation Task Force to 
work toward common policies. Further, some senior defense officials and 
software development and support personnel at the services’ working 
levels are working independently to resolve some of the pressing software 
issues. Overall, however, the agency has not adequately responded to the 
magnitude of the problem. 

We are encouraged by the progress the services have made in developing 
policy guidance to improve the OTLE of its software-intensive systems and 
of its software requirements. We are particularly encouraged by the 
Army’s implementation of requirements, management, and quality 
software metrics, as well as a centralized metrics data base. Accordingly, 
we believe these Army initiatives should be watched closely by OSD, since 
these efforts may show potential for application throughout DOD. 

We are similarly encouraged by senior defense acquisition and technology 
officials’ recognition of the critical need to improve management of the 
requirements process for software-intensive systems. Effectively defining b 
requirements; building teams of appropriate users, logisticians, program 
management, and contractor personnel; and focusing appropriate 
management attention is critical to improving software maturity before 
OT&E begins. 

Re@ommendations 
/ 

To realize lasting improvements in test and evaluation of 
software-intensive systems and to enhance the life-cycle affordability of 
such programs, we recommend that the Secretary of Defense 
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l issue and implement a software test and evaluation policy that defines 
testing requirements for software maturity, regression testing, and the use 
of temporary software fixes during testing; 

l strengthen controls to ensure that operational testing does not begin until 
results of development test and evaluation demonstrate an appropriate 
level of software maturity; 

. require program management officials to define exit criteria for certifying 
a systems’ readiness for operational testing at the beginning of full-scale 
development (i.e., milestone II); and 

. require the services to develop a common core set of management metrics 
for software (i.e., cost, schedule, and quality) for major defense programs 
early in the development cycle to be approved at milestone II. 

Agency Comments 
and Our Evaluation 

In its comments on a draft of this report, DOD generally agreed with our 
findings and recommendations that additional steps can be taken to 
improve the test and evaluation of software-intensive systems. 
Accordingly, DOD indicated that, during fiscal year 1994, it will issue 
revised software policy guidance to address these concerns. However, we 
believe that the issuance of revised policy guidance without incentives to 
change behavior or ensure effective implementation could have little 
effect in ensuring software maturity. 

DOD pointed out that many of the reasons for immature software during 
OT&E were outside the control of the test and evaluation community. We 
agree with DOD'S comment and specifically address this fact in the report. 

DOD indicated that programs reviewed as part of our analysis preceded 
DOD'S most recent acquisition guidance and that the potential benefits of 
such guidance were therefore not sufficiently acknowledged in the report. 
DOD indicated that current updates of its acquisition policy series provided b 
improved guidance and stronger program oversight for development 
strategies, testing, and requirements. However, this policy has some voids 
and, more importantly, it remains to be seen whether and to what degree 
the policy updates will be implemented and whether they will address the 
long-standing problems. 

DOD also indicated that the benefits of software metrics for OT&E were not 
supported. We did not attempt to quantify the direct benefits of software 
metrics for OT&E. We pointed out that experts in DOD and in the private 
sector believe that software metrics could improve the management of the 
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software development process and thus contribute to greater software 
maturity before OTLE begins. 

DOD’s comments appear in appendix III. 
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Annendix I 
, 

Defense Acquisition Systems Exhibiting 
mica1 Software Problems 

._ _. _..I* ...,_--l-__-.l._ 
Tables I.1 through I.3 summarize the results of the military services’ 
operational test agencies’ operational test and evaluation (OTLE) reports 
on major systems that had critical software problems affecting operational 
effectiveness and suitability during testing conducted from January 1990 
to December 1992.’ The information in the tables includes all OT&E reports 
related to software-intensive major defense acquisition programs that 
were available during the course of our review. 

.._ -.. .._ -.------- 
Table 1.1: Army Systems Exhibiting 
Typical Software Problems System 

Army Tactical Missile System 

Regency Net 

Test 
IOT&E* 
IOT&E 

Problem(s) 
Software was immature. 
Software was immature 
before fielding. 

Many software-related 
operational failures were 
found. 

Trackwolf IOT&E Software was immature, 
resulting in numerous 
computer lockups. 

ainitial OT&E (IOT&E) provides an estimate of a systems’ effectiveness and suitability to support 
full-rate production decisions. 

Table 1.2: Air Force Systems Exhibiting 
Typical Software Problems System 

AGM-130A 

AGM-136A Tacit Rainbow 

Test 
IOT&E 

IOT&E 

Problem(s) 
Software documentation - 
lacked traceability and 
descriptiveness. 
Software was not mature. 

Consolidated Space Operations Center IOT&E 

Severe software problems 
(mission abort and mission 
degradation) were found. 
Software was not mature b 
and was likely to stay 
immature for several years. 

Software problems being 
reported were increasing 
faster than previously 
identified problems could 
be fixed. 

(continued) 

‘No major software deficiencies affecting operational effectiveness and suitability were reported by 
the operational test agencies during OT&E of the Over the Horizon Back Scatter Radar, W-Inner Zone, 
F/A-18A Operational Flight Program 89A, and T-45A programs. 
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System Test Problem(s) 
F-15 Eagle OT&E Software was not mature. 

Severe software problems 
(mission abort and mission 
degradation) were found. 

F-16C Multinational Staged Improvement IOT&E Source code was corrupt, 
Program which led to poor software 

configuration management. 

Ground Station for Satellite 14 IOT&E Software documentation 
reauirements were not met. 

Navstar Global Positioning System OT&E Software documentation 
was inadequate (no 
computer program product 
specification). 

Navstar Space and Control Station IOT&E Software problems were the 
cause of 89 percent of 
unscheduled outages and 
73 percent of downtime. 
Software was not mature. 

Peacekeeper Rail Garrison IOT&E Software design 
documentation was 
inadequate as a 
maintenance tool. 

Short-Range Attack Missile II IOT&E Operational flight software 
documentation was 
inadequate (e.g., detailed 
test procedures, “executive” 
function, etc.). 

Software requirements were 
difficult to trace. 
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Table 1.3: Navy Systems Exhlbltlng 
Typical Software Problems Syetem Test Problem(s1 

Advanced Medium Range Air-to-Air Missile FOT&Ea Software was not mature; 
dedicated software 
operational testing was 
needed. 

AN/AL0165 Airborne Self-Protection 
Jammer 

AN/SPY-l/D Radar Upgrade 

OT&E 

OT&E 

Current mission-critical 
software was not available. 

Mission-critical faults were 
in built-in testing (not 
confirmed as software or 
hardware). 
Deficiencies in software 
documentation were 
uncorrected. 

AV-80 FOT&E 

Consolidated Automated Support System IOT&E 

EA-6B ICAP II Block 86 FOT&E 

EA-6B ICAP II Block 82 FOT&E 

F-140 OT&E 

Software interoperability 
deficiencies were reported. 
Software was not mature 
(power-up failures, 
computer lockups, and 
station aborts), requiring 
system reboot. 
Software deficiencies were 
found with detection, 
documentation, built-in test, 
and logistic support. 
Software deficiencies were 
found with detection, 
documentation, and built-in 
test. 
Software was not mature, 
and the system was not 
ready for OT&E. 

Numerous software 
anomalies were found. 

F/A-l 8C/D 

T-45 TS Ground Training Subsystems 

FOT&E 

IOT&E 

Software configuration 
control was difficult due to 
rapidly changing software 
requirements. 
Mission-critical software 
faults (computer lockups) 
were found. 

sFollow-on OT&E (FOT&E) assesses the need for modifications to a system by verifying changes 
made since previous testing. 
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Organizational Test and Evaluation 
Responsibilities in the Department of 
Defense 

Organization 
Deputy Under Secretary of 
Defense for Acquisition (Test 
and Evaluation) 

Director, Operational Test 
and Evaluation 

Army, Navy, and Air Force 
Headauarters 
Development commands 

Program off ices 

Rssponslbllitles 
Sets development test and evaluation (DT&E) policy 
within the Department of Defense (DOD), reviews and 
approves Test and Evaluation Master Plans, and provides 
technical assistance to the Secretary of Defense. 
Oversees OT&E policy within DOD, reviews and approves 
Test and Evaluation Master Plans, and provides OT&E 
assessments to the Secretary of Defense and Congress. 
Review summary test results for funding, scheduling, and 
fieldinn recommendations. 
Review summary test results for funding, scheduling, and 
performance recommendations. 
Devise overall plan for DT&E, certify systems’ readiness 
for OT&E, review and approve contractor test documents 
for specification and contract adherence, and support 
ooerational testina. 

Contractors Prepare and execute DT&E program and analyze and 
report DT&E results. 

Development test agencies Plan, conduct, and report on DT&E with respect to 
satisfying required technical performance specifications 
and objectives, 

Operational test agencies Plan, conduct, and report on all OT&E regarding 
operational effectiveness and suitability and monitor, 
participate in, and review DT&E results to obtain 
information applicable to OT&E objectives. 

Software support agencies Evaluate software for maintainability throughout life cycle 
and verify and validate software as applicable. 

User and training commands As applicable, support OT&E, evaluate software usability, 
and define and monitor requirements. 
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OFFICE OF THE SECRETARY OF DWENSE 
WASHINOTON, DC -I-l- 

17 SEP l99j 

Mr. Frank C. Conahan 
Aoeistant Comptroller General 
National Security and International 

Affairs Division 
U.S. General Accounting Office 
Washington, DC 20548 

Dear Mr. Conahan: 

This is the Department of Defense (DOD) response to the 
General Accounting Office (GAO) draft report, “TEST AND 
EVALUATION : DOD Slow in IIqproving Testing of Software-Inteneive 
systems,. dated June 15, 1993 (GAO Code 3962411, OSD Case 9439. 
The DOD partially concurs with the report. 

The DoD agrees that software intensive systems have 
sometime6 failed to meet user requirements during operational 
;;z:dand evaluation and, in some cases, during operations in the 

The GAO report, however, does not adequately recognize 
the measures that the DOD has taken to identify irmnature software 
intensive systems prior to operational test and evaluation. In 
Au ust 

f 
1991, for example, the DOD iasued the 5000 series 

gu dance. That guidance significantly strengthened the 
procedures for certifying the testing readiness of systems for 
operational testing. 

The DOD agrees,- however, that further improvements in 
testing can be achieved. Accordingly, new policy will be issued 
that will further define testing requirements and criteria as 
recommended by the GAO. 

The detailed DoD comments on the report findings and 
recommendations are provided in the enclosure. The DOD 
appreciates the opportunity to comment on the draft report. 

Sincerely, 

Enclosure 
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Nowon pp. 10-11. 

Seecj)mments 1 and 2. 

I 

GAO DRAFT REPORT--DATED JUNE 15, 1993 
(CIAO CODE 396241) OSD CASE 9439 

“TNST AND EVUUATION: DOD 8LOW IN IMPROVINQ 
'MIGSTINQ OF SOFTMRE-INTENSIVE SYSTEMS" 

DZPARTNNNT OF DEFENSE COMMENT6 

* l 1 . . 

FINDINQS 

0 WA! -. The QAO noted that, 
although the DOD does not know precisely how much it spends 
on software, the Defense Systems Management College 
projected that the DOD would spend about $36.2 billion for 
software in 1992. The GAO noted that the College expects 
software coats to continue to rise--and at a rate 
proportionately higher than computer hardware costs. The 
GAO further noted that, according to a DOD Inspector General 
report (Audit Report No. 91-OSO), the cost of computer 
hardware components integral to weapon systems and other 
critical milltary and intelligence systems, are expected to 
remain stable at about $6 billion annually between FY 1990 
and FY 1995, while corresponding software costs are expected 
to grow from about $30 billion to $42 billion. 

The GAO reported the DOD estimates that about 30 percent of 
it8 eoftware life cycle expenditures are for initial 
development, and 70 percent are for post deployment software 
support--i.e., maintaining, uPgrading, and modifying 
existing software (1) to correct deficiencies, (2) respond 
to mission changes, or (3) for technology enhancements. The 
GAO concluded that up-front improvements in the quality of 
software development processes and more effective software 
test and evaluation could play a significant role in 
controlling those costs that are incurred largely after 
systems have been fielded. (pp. 11-13/GAO Draft Report) 

WD: Partially concur. The DOD agrees that the 
cost of developing software has continued to increase. The 
draft report does not, however, explain the impact that the 
increase in software complexity and size has on the total 
software cost increase. The DOD also concurs that up-front 
improvements in the quality of software development 
processes and more effective software test and evaluation 

Enclosure 
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Notion pp. 11-12. 

could play a eignificant role in controlling those costs 
that are incurred largely after fielding. The improvements 
of software development processes, however, are not solely 
test and evaluation issues; they entail not only systems 
acquisition management, but also systems development 
methodologies and procedures. 

0 -: -Of-- ARiek . 
-Tool. The QAO observed that the primary purpose 
of test and evaluation during the acquisition procese is the 
reduction of risk--i.e., to minimize the risk that the 
aystem or equipment either will not meet performance 
specifications or cannot be effectively used in its intended 
operational environment. The GAO pointed out that test and 
evaluation is designed to detect errors in both software and 
hardware long before a system is fielded and to provide 
essential information to decision-makers for assessing 
acquisition risk. 

The GAO explained that, earlier in the acquisition cycle, 
developmental test and evaluation primarily measures the 
technical performance of a system and compliance with 
contractual specifications. The GAO further explained that, 
on the other hand. operational test and evaluation focuses 
on the effectiveness and suitability of a system. The GAO 
reported that, before a system is certified as ready for 
operational test and evaluation, major deficiencies are 
expected to be identified and corrected during develOQme~ta~ 
test and evaluation. The GAO further reported that 
deficiencies discovered during developmental and operational 
testing affect system cost, schedule, and performance. The 
GAO aeserted problem8 that are not identified and resolved 
until operational testing and production begins are 
generally more difficult and costly to correct. 

The GAO concluded that test and evaluation is the key 
internal control to ensure that decision-makers have valid, 
credible information for making development and production 
decisions. The GAO pointed out that operational test and 
evaluation results contribute to decisions not only on 
acquiring new systems, but also on modifying systems 
deployed in the field and upgrading the software or 
hardware of systems already in production. (VP. 13-14/GAO 
Draft Report) 

D6I): Concur, It should also be recognized that 
the developmental testing is designed to detect errors in 
software and hardware, prior to the operational testing of a 
system (as a whole in the operational environment by typical 
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usern) for effectiveness and suitability. The developmental 
teMd.ng ntartm at the system requirements phase, proceeda 
through the system design Dhase, and encomvaesea the unit, 
atring, and integration testing of a system. 

0 -:m 
a. The QAO 
reported that, to ensure no surprises during operational 
test and evaluation, defense systems are expected to be 
subjected to rigorous developmental test and evaluation em4 
formal operational test readiness reviews. The GAO pointed 
out, however, that the software-intensive systems have 
failed again and egain to meet the requirements of users 
during operational test and evaluation and, in some cases, 
during operations in the field. The GAO observed that 
phenomena has been recognized in the DOD and in industry as 
a major contributor to the DOD *software crisis." The GAO 
concluded that in general, the thoroughness of developmental 
test and evaluation and the readiness of such systems for 
operational teeting has been questionable. The QAO further 
reported that virtually all software-intensive defense 
systePns suffer from difficulties in achieving cost, 
schedule, and performance objectives. 

The QAO reported that Its review of the Military Service 
operational test and evaluation reports from January 1990 
through December 1992 showed that 23 of 27 of the software 
intensive systems tested (or 85 percents) were (1) imnature, 
(2) ineffective in a threat environment, or (3) difficult to 

maintain in field operations. The GAO pointed out that 
prior GAO reports and those of the Service operational test 
agencies corroborate the existence of serious software 
pro8leme. The GAO concluded the following reasons 
contribute to the software prObkm3: 

although rigorous developmental test and evaluation is 
not being conducted before systems begin operational 
test and evaluation-- they are nonetheless being 
certified as ready before they have achieved 
appropriate levela of maturity; 

some program managers do not fully report progrem 
weaknesses until it is too late to address them 
effectively and economicallyr 

the SmphaSiS is on getting programs into production. 
rather than on achieving successful program outcomes; 

the congressional appropiations process forces 
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Now on pp. 3-4 and pp, 
15-19. 

See comment 3. 

See comment 4. 

See comment 5. 

programs to be calendar-driven rather than event- 
driven--causing program managers to certify systems 
prematurely aa being rea4y for operational test an4 
evaluation to avoid losing funding or clipping 
schedules; and 

some program managers give priority to developing 
software that will support a system production 
decision, with little attention given to the post 
deployment support element of life cycle costs. 
(p. 4, pp. 18-22/GAO Draft Report) 

-8 Partially concur. The DOD agrees with the 
five cited reasons that may contribute to immature software 
during operational test and evaluation. All but one of the 
reasons cited, however, are related to acquisition 
management an4 are not specifically related to test and 
evaluation. The DOD also concurs that improvement8 in the 
thoroughneas of developmental test and evaluation are 
warranted to ensure the readiness of systems for operational 
testing. It should be recognized, however, that if 
reauirements are not stated, are stated wrong, or are 
incompletely stated, the system can meet all the 
developmental test YnaturityW criteria and still not pass 
the operational tests for effectiveness. If the operational 
testing indicates failure for technical rather than 
operational reasons, then and only then, developmental test 
conduct may have been the cause. The DOD does not concur 
with the statement that little attention is given to the 
post deployment software support element. For instance, the 
Army has extensive policy (Army Regulation 73-1 Test and 
Evaluation) and procedures (draft Pamphlet 73-l Guidelines) 
regarding post deployment software support. 

The QAO assertion that virtually all 8oftware-intensive 
systems suffer from difficulties in achieving cost, 
achedule, an4 performance objectives is not supported, since 
the draft report has only quoted the Air Force acquisition 
guidelines for computer systems. Furthermore, achieving 
cost, schedule, and performance objectives are acquisition 
issues - which are much broader issues than just test an4 
evaluation. The draft report states the Services reported 
that 23 of 27, or 85 percent, of the software-intensive 
systems tested were immature and ineffective in a threat 
environment or difficult to maintain. However, the GAO does 
not identify the total population from which the 27 systema 
were selected. 

The DOD concurs with the thrust of the finding that 
software-intensive systems have sometimes failed to meet 
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See comment 6, 

4 : : 

users 1 requirements during operational test and evaluation 
and, in some cases, during operations in the field. 
However, the GAO does not recognize or acknowledge measures 
taken by the DOD to identify immature software-intensive 
systems prior to operational test and evaluation. The DOD 
5000 series guidance went into effect six months after 
promulgation, i.e., August 1991. Most of the programs 
reviewed by the GAO, therefore, were governed by the 
previous DOD guidance. Certification of readiness for 
operational testing has been changed and strengthened in all 
ssrY.i.cee, based on the revised DOD 5000 series. Revised 
procedures for review and approval of Automated Information 
Syeteme promulgated by DOD Directive 8120.1 and DOD 
Instruction 8120.2 were also issued to prevent many of the 
problems mentioned in the draft report. Those documents 
provide various program development strategies, describe 
management and oversight controls that are to be used to 
specifically address testing, and provide for direct user 
involvement in determining how well the systems under 
development meet specified requirements. 

0 
eB 

YEi software 
The GAO identified several pervasive 

barriers that inhibit the solutions of the DOD software test 
and evaluation problems. The first barrier the GAO cited is 
the failure of the acquisition community to address the 
critical nature of software adequately. The GAO stated 
software has been perceived: (1) as secondary to hardware, 
(2) as a lower priority during development, and (3) as 
something that can be fixed later. The GAO agreed that test 
and evaluation should focus on the total system, rather than 
separating the two, as has been done in the past. The GAO 
also agreed that the acquisition process is most effective 
when development problems are detected and corrected early 
in the acquisition life cycle, rather than later during or 
after operational test and evaluation. 

The GAO concluded that the DOD lacks credible data for 
decision-making. The QAO noted that the quality of data 
available to decision-makers remains largely ad hoc and 
overly optimistic and may be too dependent on informal 
channels. The GAO found that the DOD has yet to develop and 
implement the management processes and tools required to 
improve the reliability of its data. The GAO further 
concluded that the DOD could benefit greatly by using 
software management, quality, and process metrics. The GAO 
noted that DOD officials generally support the broad 
application of software metrics. The GAO observed, however, 
that while useful, software metrics cannot substitute for 
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, 
Novj on pp. 4-5 and pp. 
20-;15. 

actual test and evaluations. 

The QAO noted that the DOD has a written acquieition policy 
that requirea the use of software metrics and other tools to 
improve the quality and the timeliness of data. The QAO 
concluded, however, that to date the DOD has not fully 
implemented its stated policy. The QAO further concluded 
that the development and use of software metrics by the 
office of the Secretary of Defense and the Military Services 
had not been consistent or fully coordinated. The GAO 
pointed out that industry, as well as DOD officiale. 
attributed that hesitancy to eeveral basic attitudes, 
including the belief that software metrics may provide 
decision-makers with too much direct access to the Btatue of 
a program (i.e., the software metrics could enable decision- 
makers to determine how problems began and who is 
reeponsible). 

In addition, the GAO reported that officiale in the Office 
of the Secretary of Defense and the Military Services 
acknowledge that current DOD acquisition and life-cycle 
support policy does not adequately address planning for 
software test and evaluation in a logical, structured 
faehion, and that a policy void exista with respect to test 
and evaluation of software intenaive systeme. The QAO 
pointed out that, nonetheless, the DOD does not plan to 
iaaue guidelines specifically directing the Services how to 
manage those complex issues. The GAO found that, instead, 
the DOD plans to issue a series of Hexpectations* or 
"evaluation guidelines" for software development and teat 
and evaluation. The GAO further found that the DcD is also 
considering developing an on-line data base for software 
issues to capture beet practices, leseone learned, and some 
specific guidance from superseded software teat and 
evaluation policy. The GAO concluded, however, that while 
thore efforts may Drove beneficial, they fall short of 
providing enforceable criteria for ensuring effective 
overeight and test and evaluation. 

The laet barrier the GAO identified was the ineffective 
definition and management of requirements for software. 
The GAO noted one critical factor contributing to the DOD 
failure to produce systems that meet user needs in a timely, 
coat-effective manner is defining and managing user 
requirements. The QAO pointed out that, in addition to the 
fact that user requirements may not be well understood, 
formulated, or articulated at the start of a program, the 
requirements almost invariably change throughout the life 
cycle of system. (PP. 3-4, PP. 22-29/GAO Draft Report) 
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See comment 1, 

-8 Partially concur. The DOD agrees that the 
elimination of the four mentioned barriers will improve 
software test and evaluation. With regard to the DOD 
enforcement of its policy requiring the use of metrics, it 
should again be recognized that the guidance did not go into 
effect until August 1991. Most of the programs reviewed by 
the GAO do not fall under those guidelines. Since 
promulgation, all three Services have issued or are in the 
process of developing guidance on the use of metrics 
consistent with the DOD guidance. The draft report does not 
specifically cite program9 that hcvc gone to decision forums 
since the revised 5000 series guiC&nce went into effect. 

The DOD concurs that improved policy ia needed with respect 
to the test and evaluation of software-intensive systems. 
While the guidance provided in the DOD Instruction 5000.2, 
DOD Instruction 8120.2, DOD-STD-2167A, and DOD-STD-793SA 
defines the overall requirements for the design, coding, and 
testing of eoftware systems, it does not address software 
maturity, regreeeion testing, and the use of temporary 
software fixes during testing. The DOD actions described in 
the DOD response to Recommendation 1 will address those 
areas. 

The affective definition and management of requiremanta for 
software is not a test and evaluation issue, but rather an 
acquisition management issue. The DOD concur8 that 
effectively defined requiremente, along with focused 
mana(leanmt and appropriate user involvement.. are critical to 
the success of a program. The DOD acquisition community is 
actively addressing the changing user requirements' issue by 
using prototyping and/or by implementing evolutionary or 
incremental acquisition strategies. 

0 -1 m-of- 
P m xts w . 

The GAO noted that the 1983 report on the DOD Softworo Test 
and Evaluation Project concluded that, rather than 
technological break-througbs. solutions to the software test 
and evaluation problems required more effective management. 
The GAO noted that the 1983 report contained several 
reconunendations. The GAO f,;;rther noted that, more recently, 
the 1987 Defense Science Beard study and the 1990 Software 
Assessment Project study reached conclusions similar to 
those of the earlier 1983 study. The GAO acknowledged that 
the Office of the Secretary of Defense had responded to 
those recommendations by issuing written policy and guidance 
manuals and instructions, such as DOD Instruction 5000.2. 

Appendix III 
Comments Ekom the Department of Defense 
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Nowon pp.5-6 and pp, 
26-27. 

See comment 8. 

See icomments 8 and 9. 

The GAO reported, however, that according to a 1987 Defenne 
Science Board study, most of the recommendations remain 
unimplemented. The GAO observed that there is shared 
responsibility for oversight of software-intensive systems 
between the Under Secretary of Defense for Acquisition for 
computers embedded in weapon systems and the Assistant 
Secretary of Defense (Command, Control, Communications, and 
Intelligence) for Automated Information Systems. The GAO 
stated although the acquisition processes are essentially 
identical for all mejor defense programs, two different 
acquisition policy series are used to govern their 
development. The GAO observed that in the 1990 Software 
Master Plan, the DOD indicated this dual oversight had 
resulted in duplicative and artificially fragmented 
guidance, policies, end oversight for software-intensive 
ayatems. 

The GAO found that the DOD officials have been unable to 
reconcile various test and evaluation resourcing issues due 
in part to this divided policy. The GAO observed that the 
focus of the Service testing agencies had been on the 
traditional testing of weavon systems. The GAO pointed out 
senior Defense officials had specifically singled out the 
lack of dedicated Government developmental test and 
evaluation of automated information systems as a concern 
that needs to be addressed. (PP. 4-6, pp. 30-32/GAO 
Draft Report) 

WD: Partially concur. The DOD does not agree 
that the Office of the Secretary of Defense has made little 
progress in adopting its own recommendations. The DoD 
implemented those policies noted in the DOD response to 
Finding D and is actively pursuing updates to all of them. 
The DOD also does not agree with the GAO assertion that the 
shared responsibility for policy and oversight of software- 
intensive systems between the Offices of the Under Secretary 
of Defense (Acquisition) and the Assistant Secretary of 
Defense (Command, Control, Communications, and Intelligence) 
has led to shortfalls in the effectiveness of oversight. 
The Software Master Plan quoted in the draft regort has 
never been staffed or approved by the DOD. The GAO also 
infers that the publication of two DOD acquisition policies 
has caused confusion. That assertion, however, does not 
recognize the October 22, 1992, memorandum issued by the 
Assistant Secretary of Defense (Command, Control, 
Communications, and Intelligence) "Interim Guidance for the 
Operational Test and Evaluation of Automated Information 
Systems," which requires all automated information systems 
to use DOD Directive 5000.1 and DOD Instruction 5000.2. The 
DOD Directive 8120.1 addresses the life-cycle management of 
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See comment 10. 

automated information systems and is consistent with the DOD 
Directive 5000.1 on acquisition issues. 

The DoD agrees that the lack of dedicated Government 
developmental test and evaluation of automated information 
system8 is a concern. However, the DOD has already taken 
8teDs to address the issue. For instance, the Army assigned 
the developmental teat and evaluation responsibility of 
automated information systems to the U.S. Army Information 
Systems Command. Xn addition, the Air Force is currently 
selecting teet organizations to conduct independent 
developmental testing for automated information systems, as 
well as command and control systems. 

0 
The QAO reported that, according to the Software 

Engineering Institute, all of the Military Services have 
used ad hoc Practices, which have resulted in unpredictable 
costs and schedules and low quality software prOduCt that 
do not meet the needs of the user. To address those 
problems, the QAO found the Services have taken different 
approaches to improving software development and test and 
evaluation and are in various stages of implementing those 
improvements, as follows: 

the Army had implemented more of the recormosnded 
software development and testing processes in a 
Service-wide, goal-oriented way; 

the Air Force operational test organization had used a 
well documented and consistent metrics to measure 
software maturity for operational test and evaluation; 
and 

the Navy, although slower to implement software 
operational test and evaluation improvements, had 
established a software development process using 
metrics similar to the practices in industry. 

The GAO noted that, although the operational test agencies 
of the Military Services have reached consensus on 
implementing five common software metrics, the Office of the 
Secretary of Defense and the Military Services are generally 
developing software metrics and making other improvements 
independently-- rather than using the same ones to meet 
conunon needs. The GAO observed that the Office of the 
Secretary of Defense recently established a Software Test 
and Evaluation Task Force to work toward implementing common 
policies and consensus. The GAO indicated that is too soon 
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Now on pp. 5-6 and pp, 
27-33. 

See comment 11. 

Now’on p, 6 and pp. 
35-36. 

No* on p. 6 and p. 36. 

to determine if this task force will effectively address the 
fragmented, redundant approaches. (9. 7. 99. 32-4O/GAO 
Draft Report) 

7: Partially concur. The DOD agrees that the 
Services are working independently to improve software. 
However, both the Office of the Secretary of Defense and the 
Military Services are currently reviewing separate policies 
and procedures necessary to bring the diverse methods 
together. The Software Test and Evaluation Task Force in 
the Office of the Secretary of Defense is developing common 
golicies, procedures, and tools with tri-Service 
representation. 

Software metrics addressing cost and schedule are software 
development or management tools; they are not teat and 
evaluation tools. The draft report doe5 not provide any 
support on how software metrics can impact test and 
evaluation, nor does the report give examples and/or 
analysis of the results on how the private sector us@5 
software metrics to improve test and evaluation. 

. l . c l 

RECOWdDUDATIONs 

0 -1 The GAO recommended the Secretary of 
Defense issue software test and evaluation policy that 
defines testing requirements for software maturity, 
regression testing, and the use of temporary software fixes 
during testing. (P. 8, P. 43/GAO Draft ReDort) 

VI Concur. The office of the Under Secretary 
of Defense for ACquiSitiOn will issue software test and 
evaluation policy that defines tasting requirement5 for 
5ottware maturity, regreseion testing, and the use of 
temporary software fixes during testing. The new policy 
will be issued during the second quarter of FY 1994. 

0 -1 The GAO recommended that the Secretary 
of Defense strengthen controls to ensure that operational 
testing doee not begin until results of developmental test 
and evaluation demonstrate an appropriate level of software 
maturity. (p. 8, p. 43/GAO Draft Report) 

~MBPONBE, Concur. The Director, Operational Test and 

Page 62 GAON3IAD-93-198 Test and Evaluation 



Appendix III 
Comment@ From the Department of Defense 

Now on p. 6 and p. 36. 

Now on p, 6 and p. 36. 

Evaluation will issue policy during the second quarter of FY 
1994 to etrengthen testing controls. The policy will ensure 
that the dedicated operational testing phase does not begin 
until ap9ropriate level of software maturity is demonstrated 
by the developmental test and evaluation results. 

0 -1 The GAO recommended the Secretary of 
Defense require program management officials to define exit 
criteria for certifying a system's readiness for operational 
testing at Milestone II. (9. 8, 9. 431~~0 Draft Report) 

-1 Concur. The Office of the Under Secretary 
of Defense for Acquisition will issue new golicy during the 
second quarter of FY 1994. The policy will require program 
management officials to define exit criteria at Milestone II 
for certifying system readiness for dedicated operational 
testing. 

0 -1 The GAO recommended the Secretary of 
Defense require the Services to develop a common core set of 
management metrics for software (i.e., cost, schedule, and 
quality) for major defense programs early in the development 
cycle to be approved at Milestone II. (9. 8, 9. 44/GAO 
Draft Report. ) 

VRBBPONBEI Concur. It should be recognized, however, 
that management metrics for software are not test and 
evaluation issues. Instead, they are acquisition management 
Issues. Accordingly, during the second quarter of FY 1994, 
the Office of the Under Secretary of Defense for Acquisition 
will issue policy to require the Services to develop a 
common core set of management metrics for major defense 
programs. 

Page 53 GAOLWIAD-93-198 Test and Evaluation 



. 

Appendix III 
Comments From the Department of Defense 

The following are GAO'S comments on the Department of Defense’s letter 
dated September 17,1993. 

GAOComments 1. We have revised the report title and, where appropriate, the text to 
better reflect the nature of our findings; that is, the barriers to ensuring the 
maturity of software-intensive systems primarily reside with acquisition 
management and must be addressed in advance of OT&E. 

2. We have incorporated this comment in the text of the report. 

3. The report has been modified to state that post-deployment software 
support receives comparatively less attention during early development. 
Discussion of the Army’s post-deployment software support process as it 
relates to test and evaluation is covered in chapter 3 of the report. 

4. The text of the report has been modified to better reflect our support for 
the existence of substantial software problems. 

5. The 27 systems we reviewed represented the total population of major 
programs that the services had identified as having undergone OT&E during 
the 2-year period from January 1990 to December 1992. 

6. Our review indicates that the issuance of revised procedures without 
incentives to change behavior or ensure effective implementation has had 
little effect in ensuring software maturity. The pervasiveness and 
significance of software problems in critical defense systems clearly 
warrant special attention, as reflected in our recommendations. 

7. The report acknowledges revisions in DOD'S policy guidance and 
associated requirements. The programs cited in our analysis, however, 
were intended to reflect the most current 2-year “snapshot” of OT&E 

results. 

8. Our concern is with the implementation of the policy. We have modified 
the text of the report to better distinguish between updating policy 
guidance and implementing it. Detailed discussion of progress is covered 
in chapter 3 of the report. 

9. Even though DOD'S Software Master Plan was not approved for 
agencywide implementation, senior defense officials told us that they 
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support the views expressed therein; that is, divided software oversight in 
modern defense systems is not the optimal managerial approach. 

10. DOD'S response indicates that this issue has not been resolved. Even 
though some steps have been completed by the Army, the other services’ 
efforts and results are not as well defined. 

11. The recommended uses of cost and schedule metrics are intended to 
ensure better acquisition management of software. We believe that more 
effective management of the software development and testing processes, 
particularly early in the development cycle, will increase the likelihood of 
appropriate software maturity for oT&E. As the Office of the Secretary of 
Defense’s Software Test and Evaluation Task Force continues to develop 
the common policies, procedures, and tools referred to in DOD'S comments, 
we believe that the potential savings of a common software metrics tool 
will become more evident. 
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Major Contributors to This Report 

National Security and Michael E. Motley, Associate Director 

International fkffairs 
Lester C. Farrington, Assistant Director 

Division, Washington, 
D.C. 

Sandra Epps, Site Senior 
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