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UNITED STATES GENERAL ACCOUNTING OFFICE
WASHINGTCH, DG, 20548

T UNROWER AND v, 3 PARR
N QUVISIO

FER & 1975
B=133044

Tne_HgnOtable Richarg L. Roudepush
Administrator of Veterans Affairs
Veterans Adninistration

Dear Hr. DRouvdebush:

We have surveyed the intern2l controls §o: the Veterans
Administration {VA) computer-based Compensation and Pension
{CLP) benefit payment system.

L

We observed ond made limited tests of the control meinads
and proceduras enmpnloyed at the VA Data Processing Center,
Hines, Illincis (DPC Hines), and at the Washington, Baltimcre,
and Chicagd va regional offices (VARCs). to assure accurata,
conplete, and valid processing of benefit payments anc re=-
lated transactions. We also inquired into the extent of in-
ternal audit coverage of .omputer processing controls. A
repori concerning ouc coservations at VARUs was sent to tha
Chief Bepefits Directsr on September 11, 1975.

The Badget and Accounting Procedures Act of 1950 states
that each ag3ency shall establish and maintain systems cf inw
ternal controls designed to provide effective control ovel
funds, r.orerty, and cother asscts for which the agency is
respansible, including appropriate internal audit. Standards
for intecnal management control prescribed by the Comptroller
Gensral of the United States pursuant to the act require con=-
sidering the following:

--Safeguarding assets against -aste, loss, or impreper
use.

--Assuring the 2ccuracy and reliability of system data.

--Mininizing unacthorized. fraudulent, or otherwise
irregular transactions.

Our survey at DPC Hines vaised guestions concerninz t
effectiveness of controls progcamed in the computer ruas oI
the CaP system in assuring the compleceness and acscuracy of
processing transactions. Our examinztion ¢f contrel data
and discussions wita DPC Hines perscnnel showed:

>
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--Data produced by programed control routines duiing the
processirq cycles of the C&P systea Jdues not assure
that transactions and benefit calculations are proc=
essed completely and accurately.

~-A project to resolve discrepancies in control data has
been given a low vricrity by DPC Hines.

--DPC Hii.es personnel could not resolve the discrepan-
cies, but believed that the inconsisteacies in con-
trol data are probably attributable 0 faulty programed
control routines and do not indicate misprocessing.
When pregrams are revised, control toutines are not
routinely revised accocdingly to insure their continu-
ing effectiveness.

--Although DPC Hines relies upon altetnative control
procedures, the system is not adeguately decumented
to define these alternative controls or explain their
effectiveness in assuring that computer processing of
transactions is accurate or reliable,

--Internal processing controls in the C&P systex have
not been evaluated by the Internal Audit Service.

He do not plan a review of this potential problem because
the Coumpensation, Pension, »nd Education (CP&E) Improvement
Task Force is engaaed in a project to improve the operational
efficiency of{ the (D2&E computer systems. In view of recent
processing precblems experienced at DPC Hines, we recognize.
the importance of expeditious completicn of the project, and

our review would require considerable axsistance from DPC
Hines perscnnel.

However, the above observations pzovide a basis for ques-
tioning the reliability of programed centrols in the C&P sys=
tem. The adequacy of the network of internal controls in an
automated system is the Key to determining the reliance to
place uvpon the accuracy of the data process:ing system. Ac-
cordingly, the apparent lack of attention by DPC Hines to re=
solving discrepancies in control data and in documenting the
controls increases the risk of vulneradility of the C&P sys=
tem to undetected error and micuse.

DPC Hines should take more strircent measures to assure
the reliability of the network of controls because (1) bere-
fit payments processed by the system are sudbStantial--~about
$7.4 billion in fiscal yesr 1975 and (2) programs in the cur=
rent system will be used in the Target System, whict is being
developed to replace the current systen,
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DISCREPANCI®S IN CONTROL DAT2

The objectives of controls in comouter processing are to
assure that all authorized data is completely and accurately
processed by the computer. These cbjectives can be achieved
by various preventive and aetective measures. The use of con-
trol totale and record counts is generally recognized as an
effective methed of controlling the number of records proc-
essed by the compucer and the accurazcy of the computer proc-
essing. These totals generally furnish an excellent means of
detecting errors in computer processing.

- C&P system computer programs contain routines which pro-
duce control totals and record coun:s which were intended for
display in a series of control repcrts as a basis for visuai
review and verification of the results of. processing.

We found that these routines do not produce reliable data
to reflect the completeness and accuracy of processing. As
a result, the reports--intended to afford visual verification
of the results of processing--are either no longer produced
or no longer used for their intended purpose. Examples of
discrepancies in control data noted during our survey follow.

Discrevancies in transaction counts

A control routine in the CsP .ystem develops totals teo
reflect the results of processing each tvpe of transaction
through the varicus runs of the processing cycle. The rou~
tine counts the various transactions from run to run to ac-
count for transacti.ns rejected or processed. A report in-
tended to afford visuwal verification of these results is ao

longer produced apparently because it was never used for its
intended purpose.

We obtained printouts showing the data developed by this
routine for four processing cycles in February, March, and
April 1975. The data shows that control counts for all
transactions received and processed trom run to run Jdo not
agree, Of particular concern are discrepancies in control
data acccunting for award transactions received and processed
or rejected by the main C&P processing run, which processes
transactions aqainst the C&P master records and provides the
information for payment change tapes sent to the Treasury
Disbursing Center in Austin, Texas. This out-of-balarce
condition could indicate that some transactions may rot be

processed completely or that unauthorized payments may be
made.
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Discrepancies in controls
over check amounts

Another control routine develops totals fronm vatious
controlled fields in the C&P master £iles to reflect th
changes to these fields in the master files 3s a resalt of
processing. The difference hetween amcunts availadie for
paymant to recxplﬁnts of awards processed and the heauctxons
from these awards should be the amount of the recuiring or
irregular checks paid to recipients. We exanined g\nt:ol
reports produced by this routine for processing cvoles in
Februa:y and June 1375 and found that control totals reflect—
ing tecurring check amounts on master records after transac-
tion processing during various cycles did not 2qres with con-
trol totals reflecting amounts available less vedxc:xoqs.
This out-nf-bhalance condition could indicate misprecessing.

We examined a control report which was intended to pro-
vide visual verification of the net change made to controlled
fields in the master records as a result of o*a;es;.“g award
transactions. We noticed imbalances for procéessing cycles in
February 1275 which could indicate that the =mastes files are
not updated properly by transactions processing.

Discrepancies in closing balance routines

Th2 C&P system also employs a closing balance routine
whereby, on a monthly basis, control totals arplicalle to
all raster records are accumulated. These totals aze com=
pared with control tetals accumulated duriing cycle process=
ing which reflect changes made to the master recerds vpdated
by processing. If processing is being acccmpiished correctly
these tals should agree. We were told that this routine
"~ has "confistemtly imdticated out-of-balance conditions.

DPC Hines initiated research to xnvestx*a:e the causes
of these cut-of-talance conditions, but the prdyject has teen
suspended because of reassigrment of the resea:gﬁet.

Coxments vy NPC Hines

DPC Hines officials and personnel could not resslve the
above mentioned dxscrecancxes, but expressed \elxe‘ that th
out-cf-balance control data is n:obably che resulr & Jaulty
cow;rol routines which produce the data and not of niscrocess-~
ing. hese control rcutines are regarded as If3ultr ~ecause
they are not routinely ravised or tested concuizentowizh

changes in the programs which they c¢ontrol. e wers told,

e
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however, that assurance as to whether the contrcl routines
are faulty can be obtained only by detsiled review of the
_programing procedures which produce the control data.

DFC Rines personnel said that there is little reliable
output produced by which visual verification of the resulis
of computer processing can ke accomplished.

We were told that reliance is placed on alteraative
computer program control procedures and on program certifi-
cation procedures to assure accurate computer progranling o
provide assuvance of computer processing reliability. How-
ever, DPC Hines personnel acknowledged that these alterna-
tive computer progvam controls are not adeqguately defined
by docurentation and that Jd¢tailed review of the programs
would be c¢equired to identify and describe them.

LACK OF INTERNAL AUDIT COF
PROCESSING CONTROLS AT DPC JINES

In a report 1/ sumunarizing the results of a study of
internal auditing of comprter~based systems, we eaghasized
the importance of internal audit staffs reviewing and evalu-
ating autonatic data processing operations, espacially those
systems involving disbursement of billions of dollars every
year. We noted that internal auditors should continuvally
monitor the computer operation and perform necessary 2p-
prairels to determine whether an effective and raliable sys-
tem is functicning. 1In the absence of such independent eval~
wations, coaputer operations are vulnerable o undetecied
error, misuse, and possible fraud.

We were informed by thre Internal Audit Service resident
staff at DPC #dines that, because ol insufficient manpower,
they have rot reviewed and evaluated the adequacy of con-
trols over computer precessing in the C&P system. We were
told, however, that future audit effort by this staff will

include increased emphasis cn controls within the (&P systen
at DpC Hines.

CONSTIDERATION OF TARGET SYSTEM
IN ASBLI53ING CONTROLS

Details cf the ocut~of-balance conditions were Jdiscussed
with perscnnel of the VA central office.

. 1/"Case studies of Audxh1ng in a Cemputer-Baseé Svstens
Fnvironment,™ 3-113369, June 1971.

#on

LY



P-133044

Personnel of the System Development Service. Derastment
of Veterans Benefits, indicated that the Target Systea will
use the current C&P system for at least the first vear of its
impiementation. Elements of the Target Systenm are curzently
scheduled to beccme operational in June 1977. The Taczet
Syscem, currently under development, will bz an advancsd
communications~-based system to support the processing of
veterans' compensation, pension, and education clizims and
will eventually replace the current CsP and Sducation systexms.
Accordingly, reliance would be placed upon progrars in the
curcrent system to assure reliable processing of benefit pay-
ments and related transactions in a processing environrent
more complex than that which exists i1 the cucrrent sysiea.

2 study to resolve the aforemoentioned discrepancies and to
fully document the existing controls would be appropriate to
adequately insure that controls in the new system are effec-
tive. This study would not only provide assurance that all
controls are reliable, but also could result-ww-#Yfainating
any ineffective ¢t duplicate controls which ray exist.

Our observations regarding discrepancies in control data
raise questions as to the effectiveness of prograzed coatrols
in the C&P systenm in providing adeguate ascrrance cf tha 2¢-
curacy and reliability cf processing benefit pavments. Reli=-
ance is instead apparently placed on altaornative controls
which are not acequately defined. Aprarently, adecuate atten-
tion has not been given by DPC Hines to reviewing contral rou-
tines concurrent with programing cltanges to insure their cca-
tinuing effectiveness and in documenting alternate Jontrais
which are relied upon. Also, the Internal Audit Secvice has
not provided suificient independent evaluation of the aieguacy
of controls over computer processing. In view of the magni-
tude of payments =ade by the C&P systenm apd the planned feli-
a.ice o current programs by the Target System, we Selievw
chat VA should place a high pricrity on assessing the network
of computer processing controls in the C&® systea 0 assure
their reliability.

RECOMMENDATIONS

e recommend that you direct the Chief Dota Manaserant
Director to evaluate C&P system controls to (1, resdive tta
discrepancies in control data reflecting the results of
processing and (2' docunent the existing systen of contrsl
relied upon to assure the reliability cf processing.

T et ame
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We further recommend <hat you assure that the Internal

Audit Service monitors the adequacy of controls in the C&P

system and the successor Target System.

As you know, section 236 of the Legislative Reorganiza-
tion Act of 1970 reguires the head of a Federal agency to -
submit a written stat:ament on actions taken on our recom=-
mendations to the House and Senate Committees on Government
Opecations not later than €0 days after the date of the re-
port ard tc the House and Senate Conmmittees on Appropriations
with the agency's first request for appropriations mage more
than 690 duys after the Jdate of the report.

We are sending copies of this report to the Chairmen,
House and Senate Committees ¢n Appropriations, Government
Oparations, and Veterans Affairs:; and to the Director, Office
of Managament and Budget.

We appreciate the cocgeration and assistance given to us

by VA personnel. Please advise us of any actions taken ot
planned on the matters in this ceport.

Sincerely yours,

}

{24LL4>¢/V/

Grege y ahart
Dired
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