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OF THE UNITED STATES 

Weak Internal Controls Make Some 
Navy Activities Vulnerable To Fraud, 
Waste, And Abuse 

Weaknesses in internal controls at the Naval 
Sea Systems Command, including two ship- 
yards, and two other activities that provide 
services to the command make them vulner- 
able to fraudulent acts as well as noninten- 
tional misuse of Federal funds. 

GAO believes that prevention is the key to 
combating,fraud and abuse in Government, and 
that sound internal controls are the best means 
of prevention. The Navy should strengthen in- 
ternal controls and minimize the vulnerability 
to fraud, waste, and abuse. This report is one 
of a series GAO is issuing on its vulnerability 
assessments of Federal agencies. 

! ~~l~lll~llll~ 
114798 

AFMD-81-30 
APRIL 3,1981 



Request for copies of GAO reports should be 
sent to: 

U.S. General Accounting Office 
Document Handling and Information 

Services Facility 
P.O. Box 6015 
Gai thersburg, Md. 20760 

Telephone (202) 2756241 

The first five copies of individual reports are 
free >f charge. Additional copies of bound 
audit reports are $3.25 each. Additional 
copies of unbound report (i.e., letter reports) 
and most other publications are $1.00 each. 
There will be a 25% discount on all orders for 
100 or more copies mailed to a single address. 
Sales orders must be prepaid on a cash, check, 
or money order basis. Check should be made 
out to the “Superintendent of Documents”. 



COMPTROLLER GENERAL OF THE UNITED STATES 

WASHINGTON D.C. 20548 

B-202279 

To the President of the Senate and the 
Speaker of the House of Representatives 

This report summarizes the results of our review of selected 
Navy Department activities to assess their vulnerability to fraud, 
waste, and abuse. It describes weaknesses we found in fiscal and 
managerial controls over administrative activities at the Naval 
Sea Systems Command and two other activities that provide services 
to the command, and makes general and specific recommendations to 
the Secretary of the Navy. 

This is one of a series of reports we will issue on the vul- 
nerability of selected Federal agencies and programs to fraud and 
abuse. The review was undertaken by our Fraud Prevention Task 
Force which was established to respond to growing public concern 
over abuse and misuse of taxpayers' money. 

Copies of this report are being sent to the Director of the 
Office of Management and Budget, the Secretary of Defense, and the 
Secretary of the Navy. 

of the United States 





COMPTROLLER GENERAL'S 
REPORT TO THE CONGRESS 

WEAK INTERNAL CONTROLS MAKE 
SOME NAVY ACTIVITIES VULNERABLE 
TO FRAUD, WASTE, AND ABUSE 

DIGEST ------ 

GAO believes the Navy activities it reviewed are 
vulnerable to fraud, waste, and abuse because 
their internal control systems are not function- 
ing effectively. Although not aimed at finding 
fraud, waste, or abuse, GAO's review nonetheless 
disclosed unauthorized purchases, duplicate 
payments, $5.8 million in receivables written 
off without adequate justification, and related 
problems --most of which could have been reduced 
significantly through better internal controls. 

This report is one of a series GAO is issuing 
on its assessments of the vulnerability of Fed- 
eral agencies to fraud, waste, and abuse. This 
assessment covers the Naval Sea Systems Command, 
including two shipyards, and two other activi- 
ties which provide support services to the com- 
mand. The purpose of our review was to deter- 
mine whether the internal control systems of 
these activities adequately protect Federal 
funds and assets from fraud, waste, and abuse. 
As evidenced by a related GAO study to be issued 
in the near future, fraud does exist within the 
Navy. The study showed that from January 1, 
1977, to March 31, 1979, the Navy had 17,799 
reported cases of fraud and illegal acts--the 
largest number of any of 21 agencies included 
in that study. 

Good internal controls are the most effective 
deterrent to fraud, embezzlement, and related 
illegal acts. Internal controls are adopted by 
an agency to safeguard assets, check the accu- 
racy and reliability of accounting data, promote 
operational efficiency, and encourage adherence 
to prescribed management policies. These checks 
can detect errors and make fraud and related il- 
legal acts more difficult. Each Federal agency 
is required to maintain adequate systems of in- 
ternal control by the Budget and Accounting 
Procedures Act of 1950. 
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BETTER INTERNAL CONTROLS ARE NEEDED 

GAO found inadequate controls over several func- 
tions at the Naval Sea Systems Command, two ship- 
yards, and two activities that provide support 
services. As a result a significant portion of 
their funds may not be spent for purposes in- 
tended. Specific weaknesses noted included: 

,I" ,",' 
--Inadequate controls over payroll at the Navy ,,";I(:';,~f 1 *'J 

1 Regional Finance Center and Norfolk and :rjl(J& 0 
i '.et)',ykharleston shipyards which could result in 

Q, !; 1;. li'lL inaccuracies and irregularities. (See pp. 
6-9.) 

--Inadequate controls over blank and negotiable 
U.S. Government checks at the Navy Regional 
Finance Center which allow misuse. (See 
pp. 9 and 10.) 

--Poor security over computer facilities and 
equipment at the Navy Regional Data Automa- 
tion Center, Washington, D.C., and at Norfolk 
and Charleston shipyards, which provides oppor- 
tunities to manipulate computer programs or 
files. (See pp. 11 and 12.) 

--Circumvention of procurement regulations at 
the Naval Sea Systems Command resulting in 
over $122,000 spent for unauthorized 
purchases/leases. (See pp. 13-17.) 

--Insufficient review of payment requests and 
a lack of necessary checks of automated sys- 
tem disbursements at the Navy Regional Finance 
Center causing duplicate payments as high as 
$1.2 million. (See p. 17.) 

--A 7-month, $8 million backlog of accounts pay- 
able at the Charleston shipyard as of Septem- 
ber 30, 1979, that had not been reconciled to 
supporting documentation to determine if only 
legitimate invoices were paid. (See pp. 18-20.) 

--Accounts receivable valued at about $5.8 mil- 
lion at the Charleston shipyard written off 
the general ledger from fiscal 1978 through 
fiscal 1979, without adequate justification. 
(See p. 21.) 

--Lack of basic controls at the Naval Sea Systems 
Command over approving and processing employee 
travel claims, and at Personnel Support Activi- 
ties which pay the claims. (See pp. 21-24.) 
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GAO believes that (1) a lack of emphasis on in- 
ternal controls makes the activities reviewed 
vulnerable to fraud, waste, and abuse and (2) 
immediate corrective action is necessary to re- 
duce the risk. 

IMPROVEMENTS ARE NEEDED IN INTERNAL AUDIT 

An agency's internal audit and review effort is 
critical for effective management and serves as 
an important element of internal control. Man- 
agers rely on auditors to provide assurance, 
through audits, that all agency tasks and func- 
tions are controlled and are carried out legally 
and correctly. 

In analyzing the effectiveness of Navy audit ef- 
forts and of the actions taken to correct audit 
findings, GAO found that Navy internal audit re- 
ports do not always identify the underlying cause 
of audit findings and the reasons for noncompli- 
ance with regulations: too few staff members are 
assigned to internal auditing and review func- 
tions to review all activities at recommended 
intervals: and internal audit personnel do not 
participate in automated data processing plan- 
ning. (See pp. 25-29.) 

PROPOSED LEGISLATION 

/GAO believes that internal controls can be made 
i.more effective by strengthening existing law. 
The Congress is considering two bills that would 
require greater accountability by heads of Fed- 
eral agencies for the effectiveness of their 
organizations' systems of internal financial 
control, thereby strengthening the accountabil- 
ity aspects of the Accounting and Auditing Act 
of 1950. 

The Financial Integrity Act of 1981 (H.R. 350, 
97th Cong.) would require agency heads to under- 
take annual evaluations of their organizations' 
internal control systems and report the results 
of such evaluations to the Congress and the 
President. The Federal Managers' Accountability 
Act of 1981 (H.R. 1526, 97th Cong.) would require 
(1) evaluations and reports on the adequacy of 
the systems of internal accounting and admini- 
strative control of each executive agency and 
(2) the head of each agency to include, with the 
request for appropriations, a statement certifying 
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that the request is based upon an accounting system 
that has been approved by the Comptroller General. 

GAO would participate in the process by provid- 
ing guidance for conducting the examinations and 
by reviewing the results. GAO believes both 
pieces of legislation would contribute to the 
development of adequate internal control systems 
in the Navy. Our experience is that internal 
control systems require a commitment from top 
management and consistent vigilance to be effec- 
tive. Therefore we support legislation of this 
nature and believe it will definitely help bring 
about such commitment and vigilance. 

CONCLUSIONS AND RECOMMENDATIONS 

The Navy's insufficient emphasis on internal 
controls at the activities GAO reviewed indi- 
cates that other activities and shipyards also 
may be vulnerable to fraud, waste, and abuse. 
At most locations GAO visited, internal controls 
can be strengthened at little or no additional 
cost. 

GAO recommends that the Secretary of the Navy 
more vigorously enforce requirements for ade- 
quate systems of internal control by: 

--Emphasizing to managers at all levels the im- 
portance of controlling tasks and functions for 
which managers are responsible and accountable. 

--Establishing a central internal control offi- 
cer to oversee these controls and ensure that 
each command and major location establish its 
own officer to see that (1) improvements are 
made to correct the problems GAO found and 
(2) surveillance is constantly maintained to 
prevent their recurrence. 

--Requiring proper segregation of payroll func- 
tions at the Navy Regional Finance Center so 
that no one person can handle all phases of a 
transaction. (See p. 7.) 

--Improving other controls over payroll at the 
Naval Sea Systems Command headquarters and the 
shipyards, such as requiring (1) control totals 
to be predetermined when source documents are 
prepared, (2) personnel offices to be informed 
by the payroll staff of actions processed to 
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payroll files, and (3) frequent reconciliation 
of payroll and personnel files. (See pp. 6-9.) 

--Directing all installations to assign an auto- 
mated data processing security officer, imple- 
ment a security training program, and restrict 
access to computer equipment, computer tapes, 
and system documentation. (See pp. 11 and 12.) 

--Directing the Naval Sea Systems Command to 
implement procedures for (1) expediting the 
processing of requests for office equipment, 
(2) Performing internal reviews of contract 
overhead charges to ensure that only auth- 
orized items are charged, (3) reviewing the 
contract and funding documents used in acquir- 
ing office equipment to ensure that charges 
are proper and accounted for, and (4) pro- 
viding specific detailed guidelines on the use 
of funding documentation. (See pp. 13-17.) 

--Ensuring that the Navy Regional Finance Center 
improves its review of payment requests and 
automated system edits by thoroughly examining 
documentation supporting expenditures before 
making payments, and by ensuring that the more 
sophisticated computerized system being designed 
(see p. 18) requires that an adequate number 
of invoice elements match to preclude dupli- 
cate payments. (See pp. 17 and 18.) 

--Requiring the Charleston shipyard to match 
payments to supporting documentation and to 
properly classify accounts receivable so that 
they are collected promptly. (See p. 21.) 

-Improving controls over travel at the Naval 
Sea Systems Command headquarters by (1) re- 
quiring appropriate officials to approve 
travel, (2) seeing that travel advances are 
liquidated promptly and that claims are prop- 
erly reviewed, and (3) ensuring that managers 
receive reports containing the information 
they need for controlling and planning travel 
expenditures. (See pp. 21 and 23.) 

--Requiring the Charleston shipyard to improve 
its control over travel by addressing the 
weaknesses identified in this report. (See 
PP* 23 and 24.) 
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--Making internal audits more effective by (1) 
reassessing staffing priorities to adequately 
emphasize internal auditing and reviewing func- 
tions at all levels of command in light of de- 
creasing size and other factors that make Navy 
activities more vulnerable to fraud, waste, 
and abuse, (2) requiring internal audit parti- 
cipation in the design, development, and test 
phases of a new computer system to ensure that 
factors to enhance auditability, audit trails, 
security, and quality output are designed and 
developed into new systems, and (3) requiring 
internal audits to identify underlying causes 
of problems uncovered so that action can be 
taken to prevent recurrence. (See pp. 25-29.) 

AGENCY COMMENTS AND GAO'S EVALUATION 

The Department of Defense provided extensive com- 
ments on this report. It agreed with 7 of the 
11 recommendations and has initiated or promised 
to take corrective action on 5 o& these 7. It 
disagreed with the remaining four recommendations 
because it contends that existing controls are 
adequate. Apart from the recommendations, the 
Department expressed concern about the title 
(subsequently revised) and the failure of the 
report to place the findings in perspective to 
the size, mission, and resources administered 
by the Naval Sea Systems Command. 

GAO has carefully evaluated the Department's 
lengthy comments and, where appropriate, has 
revised the body of the report to clarify spe- 
cific points or to update information provided. 
However, GAO's basic position remains unchanged: 
namely, that a need exists for stronger internal 
controls, the recommendations are valid, and 
they should be implemented promptly. (See app. 
II.) 
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CHAPTER 1 

INTRODUCTION 

The General Accounting Office created a Special Task Force 
for the Prevention of Fraud and Abuse in response to growing public 
concern about abuses and misuses of taxpayer money. This report, 
concerning selected Navy Department activities, is one of a series 
of reports we will issue on the basis of a new audit approach re- 
ferred to as a vulnerability assessment. 

DESCRIPTION OF VULNERABILITY ASSESSMENTS 

Vulnerability assessments are designed to show the suscepti- 
bility of Government agency programs to fraud and other illegal 
acts by evaluating the adequacy of internal controls. In a broad 
sense, internal controls are all methods adopted by an agency to 
safeguard assets, check the accuracy and reliability of accounting 
data, promote operational efficiency, and encourage adherence to 
prescribed management policies. Management controls are the pro- 
cedures used by operating groups, rather than financial and ac- 
counting groups, that are concerned with the decision processes 
leading to management's authorization of transactions. Internal 
and management controls are not necessarily mutually exclusive 
because the procedures and records used for management control may 
also be necessary for internal accounting control. 

A good system of internal control can discourage and minimize 
fraud, waste, and abuse because of two important features--(l) the 
separation of duties within the system and (2) procedures that 
govern the authorization, preparation, review, and flow of all 
transactions through the system. Thus, to succeed in abusing Fed- 
eral programs or in defrauding an organization having sound inter- 
nal controls, it is usually necessary for an individual to have 
the help of others. 

Supervisors must play an active role in reviewing operations 
to ensure that controls exist and are working properly. They can- 
not rely only on auditors to detect weaknesses or abuses of control 
systems because audits normally deal with only a small number of 
transactions that have already transpired. 

Because of the importance of good financial management sys- 
tems that rely heavily on good internal controls, we have issued 
several publications on this subject. One of the most important 
is the Policy and Procedures, Manual for Guidance of Federal Agen- 
cies. This manual contains accounting principles and standards 
prescribed by the Comptroller General --principles and standards 
relating to the development, installation, and operation of that 
part of an agency's financial management system that concerns fis- 
cal operations, and guidelines and principles for agencies' inter- 
nal auditing efforts. Several other documents have been issued 
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concerning the necessity for a good financial management system. 
Inherent in these publications is the concept that financial man- 
agement systems are only as good as the internal controls that 
govern actions and information affecting the systems. 

Recognizing the need for strong internal controls over Gov- 
ernment operations, the Congress enacted the Budget and Accounting 
Procedures Act of 1950, which, among other things, made the head 
of each executive agency responsible for establishing and main- 
taining adequate systems of accounting and internal control. More 
recently, the Congress passed legislation which established In- 
spectors General in many executive agencies and departments. 

In a related GAO study to be issued soon, we found that fraud 
does exist within the Navy. The study showed that from January 1, 
1977, to March 31, 1979, the Navy had 17,799 reported cases of 
fraud and illegal acts --the largest number of any of 21 agencies 
included in that study. 

PURPOSE AND PROGRAMS OF NAVY 
ACTIVITIES REVIEWED 

The Naval Sea Systems Command (NAVSEA), which is the largest 
activity of the Naval Material Command and incurred obligations 
of $8 billion during fiscal 1980, is responsible for 

--the research, development, procurement, logistic support, 
and other functions for ships and craft, shipboard weapon 
systems, airlaunched mines and torpedos, shipboard compon- 
ents such as propulsion (including nuclear), power generat- 
ing , sonar, search radar, and auxiliary equipment: 

--procurement, technical guidance, and supervision of opera- 
tions related to salvage of stranded and sunken ships and 
craft: and 

--central technical authority for ship and nuclear power 
safety: explosives, propellants, and actuating components: 
and explosive safety and explosive ordinance disposal. 

The Navy Regional Finance Center (NRFC), Washington, D.C., 
among other things processed payroll and other NAVSEA disburse- 
ments. In fiscal 1979 NRFC disbursed approximately $2.3 billion 
to vendors in payment of equipment, materials, supplies, and serv- 
ices. Also in fiscal 1979, NRFC disbursed over $779 million for 
military payrolls, civilian payrolls, and travel claims. NRFC 
uses two automated systems to process the payments: the Automated 
Payment Voucher and the Integrated Disbursing and Accounting sys- 
tems. 

There are six regional data processing centers called Navy 
Regional Data Automation Centers (NARDACS). One is located in the 



Washington Navy Yard and the rest in field activities throughout 
the country. NARDACs are a component of the Naval Data Automa- 
tion Command which administers and coordinates the Navy nontacti- 
cal automated data processing (ADP) program. The program includes 
development of policy and procedures, approval of systems develop- 
ment, acquisition/utilization of automatic data processing equip- 
ment and service contracts, sponsoring of ADP technology, and 
career development and training of ADP personnel. 

The chart on page 5 illustrates the relationship of the ac- 
tivities discussed in this report with other Navy organizations. 

OBJECTIVES, SCOPE, AND METHODOLOGY 

Our objective was to determine the extent of NAVSEA's vulner- 
ability to fraud, waste, and abuse (and that of other activities 
which provide service to NAVSEA) by evaluating the adequacy of 
internal and management controls exercised over its administrative 
activities and its shipyard activities. More specifically, we 
set out to identify internal accounting and/or management control 
weaknesses which, if corrected, would provide greater protection 
of Federal funds and assets from fraud and abuse. The approach 
used in conducting vulnerability assessments requires (1) a broad 
examination of an agency's operations using an internal control 
checklist and (2) the testing of a limited number of transactions 
sampled on a judgmental basis. 

As part of our vulnerability assessment of NAVSEA we evalu- 
ated certain administrative functions which support the program, 
such as payroll, travel, and property management. In some in- 
stances, our review of these functions extended beyond the con- 
fines of NAVSEA and some of the examples of weaknesses found in 
these administrative areas do not relate directly to NAVSEA. 

NAVSEA is the largest system command under the Naval Material 
Command. The two shipyards selected, Norfolk, Virginia, and 
Charleston, South Carolina, spent approximately $597 million of 
the $2 billion spent by NAVSEA's eight shipyards in fiscal 1979. 
As part of our review of internal controls, we reviewed NRFC, 
Washington, D.C., and the Fleet Accounting and Disbursing Center, 
Norfolk, Virginia, which process payroll and disbursements for 
NAVSEA. In addition, work was performed at the Personnel Support 
Activities at Washington and Charleston, which process travel vou- 
chers for payment. 

To evaluate computerized controls, we reviewed NARDACs at 
Washington and Norfolk. NARDACs, provide computerized processing 
and services for NRFC and the Norfolk shipyard. Since internal 
audit is an important element of internal controls, we also re- 
viewed the Naval Audit Service. 

At each location we administered our internal control ques- 
tionnaire to agency officials and tested various transactions to 
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determine whether internal controls were in place and working prop- 
erly. The questionnaire was based primarily on standards promul- 
gated in GAO's Policy and Procedures Manual for Guidance of Federal 
Agencies. Specifically, we evaluated the controls over adminis- 
trative activities which are those performed in support of the 
agency's basic mission, such as processing payroll or managing 
property assets. Many activities are performed daily while others, 
such as verification of physical inventories, require less frequent 
performance. We also evaluated controls performed by ADP equip- 
ment. 
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CHAPTER 2 

CIVILIAN PAYROLL OPERATIONS 

NEED ADDITIONAL CONTROLS 

Civilian computerized payroll operations, with disbursements 
totaling $264 million in fiscal 1979, lack some basic internal 
controls --making these operations vulnerable to fraud and abuse. 
We found inadequate controls over payroll data processed by compu- 
ter, inadequate separation of duties among employees who process 
payroll, personnel offices not being informed of personnel actions 
and changes processed to the payroll files, payroll files not being 
routinely matched with personnel files, and inadequate controls 
over blank U.S. Government payroll checks. These weaknesses allow 
poor recordkeeping and accountability over payroll activities and 
provide opportunities to alter payroll disbursement. 

GAO Policy and Procedures Manual for Guidance of Federal Agen- 
cies (6 GAO 12, 13) states that suitable control records and other 
control features over payroll operations should be maintained to 
provide positive evidence of the accuracy of such operations and 
to deter payroll irregularities. Further, the manual states that 
control procedures should be applied to documents such as personnel 
authorizations, time and attendance reports, and leave records, 
which affect the computation of earnings and amounts due. This 
ensures that the documents are properly taken into account in de- 
termining accounts payable and in processing payrolls. The fol- 
lowing sections describe the weaknesses we found in NAVSEA civilian 
payroll operations. 

BETTER CONTROL IS NEEDED OVER COMPUTER 
PROCESSING OF PAYROLL DATA 

The automated payroll systems used by the Navy Regional 
Finance Center and the Charleston and Norfolk shipyards do not 
properly use record counts and predetermined control totals to 
help ensure complete and accurate processing of data. In many 
instances, these record counts and control totals are in the sys- 
tems but are not properly used by the responsible Navy activities. 

Record counts, representing the number of documents in the 
group being processed, ensure that all documents are processed. 
Record counts should be made when documents are prepared for proc- 
essing and should accompany the documents through the processing 
cycle. By this method, eadh office receiving the documents for 
the next processing phase can compare the number of documents it 
should have received with the actual number counted, to see whether 
documents were added or lost. For example, timekeepers could count 
the number of certified time and attendance reports to be processed 
and enter them into the computer along with other data. The com- 
puter would automatically count the records transmitted and compare 
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the counts. If differences exist, the entire batch would be re- 
jected (not processed) until corrected or until a warning message 
is printed to alert a clerk that data may have been added or lost. 

At both the Charleston and Norfolk shipyards, time and attend- 
ance cards are entered into the automated system in groups called 
"batches. V Each batch is given a control number but no record 
count or control totals are sent with the records. Only after 
entry into the system are a record count and control totals pro- 
duced. Thus, there is no control to prevent the addition or dele- 
tion of a time and attendance record from the batch before entry 
into the system. 

Control totals which ensure accurate processing of payroll 
information are not predetermined at the civilian personnel office 
when source documents are prepared. As a result, the system can- 
not detect whether documents are lost or processed erroneously. 
In addition, the control totals are developed and used by the pay- 
roll technicians who also enter the personnel actions. Our stand- 
ards for Federal payroll systems provide that different individuals 
should maintain control records and prepare payrolls. Data may be 
incompletely or erroneously processed if these weaknesses are not 
corrected. 

PAYROLL PROCESSING DUTIES 
ARE NOT SUFFICIENTLY SEPARATED 

Payroll processing duties performed in NRFC's civilian pay- 
roll department are not sufficiently divided among employees to 
provide the necessary checks and balances for ensuring accurate 
payroll disbursements. For example, payroll technicians process 
personnel actions as well as time and attendance data. Further, 
each technician reviews for accuracy the computer listings showing 
transactions he or she entered. The payroll technicians can there- 
fore create or change master payroll records without independent 
review for validity or accuracy. Under these circumstances invalid 
payroll disbursements are quite possible. 

GAO standards for Federal payroll systems provide that re- 
sponsibility be appropriately separated to ensure that one employee 
does not handle all phases of a transaction. The division of re- 
sponsibilities should provide internal checks on performance and 
minimize opportunities for carrying out unauthorized or otherwise 
irregular acts. More specifically, our standards state that indi- 
viduals processing appointments, promotions, and assignments should 
not record and report attendance or be associated with payroll prep- 
aration. 

As a result of our review, Navy officials said they will 
institute a procedure requiring an independent review of personnel 
actions entered into the computer by terminal operators. NRFC is 
also pursuing an automated means of entering personnel actions 
directly from the personnel office. 
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PERSONNEL OFFICES ARE NOT INFORMED 
OF PERSONNEL ACTIONS PROCESSED 
TO THE MASTER PAYROLL FILES 

The personnel offices at NAVSEA and at the Charleston and 
Norfolk Naval Shipyards are not provided a listing of personnel 
actions processed to the master payroll files. As a result, the 
personnel offices do not always know whether authorized personnel 
actions are recorded on the master payroll files and therefore, 
as NAVSEA officials told us, they do not know whether inaccuracies 
exist in the payroll files. At the Norfolk shipyard, during our 
November 1979 visit, a report in the payroll department showed 
uncorrected errors dated as early as February and March 1979. 

Departments initiating documents for computer processing 
should be provided with and use computer listings showing all 
transactions processed. 

PAYROLL AND PERSONNEL FILES 
ARE NOT ROUTINELY MATCHED 

The master payroll files for NAVSEA and the Charleston and 
Norfolk shipyards are not routinely matched against master person- 
nel files. l/ As a result, there is no assurance that data con- 
tained on tKe separate master files are consistent. We found many 
discrepancies between the two files at the Norfolk shipyard. A 
routine and timely match of files would be a valuable tool and 
should be required and enforced to ensure that all authorized--and 
no unauthorized--personnel transactions are processed to the master 
payroll files. 

At Norfolk we reviewed and compared 647 employee records con- 
tained in the personnel and payroll master files. We found 148 
discrepancies (23 percent) as follows: 

--89 employees were on the payroll file but not on the per- 
sonnel file. 

--27 within-grade step discrepancies existed between the two 
files. 

--16 grade discrepancies existed between the two files. 

--16 employees were on the personnel file but not on the pay- 
roll file. 

We were informed that the two files have not been reconciled 
since May 1978 at either Charleston or Norfolk shipyards. NAVSEA 

l-/In this case, the Naval Automated Civilian Manpower Information 
System. 
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officials compared its payroll and personnel master files in mid- 
1978, but the discrepancies discovered were not reconciled. Another 
comparison was made in September 1979. However, this time the pay- 
roll file was about 2 months older than the personnel file and so 
the results were meaningless because recent personnel actions did 
not appear on the payroll file. These deficiencies have increased 
the risk that unauthorized and inaccurate payroll disbursements 
have been made when they could have been easily prevented. 

ADDITIONAL CONTROLS ARE NEEDED OVER BLANK 
AND NEGOTIABLE U.S. GOVERNMENT CHECKS 

Controls by the NRFC disbursing office over blank U.S. Govern- 
ment checks do not adequately protect the checks from misuse, and 
no audit trail exists for determining how each blank check was 
used. According to officials of the U.S. Secret Service Forgery 
Division, some cases of forged and stolen checks have involved the 
Navy. We believe that the lack of controls over safeguarding and 
issuing checks has led to stolen and forged checks. 

The NRFC disbursing office uses several logs to control the 
use of blank checks. However, log entries are sometimes not made 
or are made incorrectly. Also, the controls over canceling erro- 
neous paychecks and the physical security provided over checks do 
not adequately protect against theft or loss. For example, the 
disbursing office logs each blank check, which then goes to the 
computer center for payroll processing and is signed by computer 
center personnel to support the transfer of checks. The audit 
trail showing check usage is broken, however, because blank checks 
not used during payroll processing are not always logged back into 
the disbursing office. We found this to be the case for 60 per- 
cent of the blank checks returned to the disbursing office. Dis- 
bursing office personnel stated that if they are busy when the 
checks are returned from payroll processing, they do not take time 
to log in the return. As a result, the loss of some checks may 
go undetected. 

Another log is used to record blank checks substituted for 
erroneous paychecks that must be canceled. To determine whether 
the use of all checks had been recorded, we compared that log with 
the check inventory and found five checks which the log indicated 
had been issued, but which were still on hand. The disbursing of- 
ficer said that if these checks had been lost or stolen during the 
interim, the loss would not have been detected. 

A third log is used to record blank checks substituted for 
checks that payees claim they did not receive. Three blank checks 
were not listed on the inventory and comparison of this log with 
the check inventory showed that the three checks were also not re- 
corded in the log. A search by the disbursing officer provided 
documents supporting the use of one of these checks. However, no 
supporting documents could be found that explained the use of the 
other two checks. The disbursing officer then contacted the 
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Department of the Treasury to determine if it could provide infor- 
mation on the two checks in question. Six weeks later, Treasury 
officials identified the payee on one check but could not identify 
the payee on the second check. This illustrates that the lack of 
an audit trail over blank checks increases the possibility of their 
theft or loss. 

Compounding these problems is the fact that an NRFC clerk who 
initially receives erroneous checks to be canceled is also pri- 
marily involved in the cancellation. This means there is no ade- 
quate insurance that all erroneous paychecks received are, in fact, 
canceled. If a clerk selectively held out paychecks and support- 
ing documents, there would be little chance of detection. We were 
advised by the Secret Service that similarly weak procedures per- 
mitted a dishonest clerk to steal and subsequently forge, over 
7 months, 252 U.S. Treasury checks valued at $55,000. The check 
cancellation procedures in that case (which involved a Navy dis- 
bursing office) were very similar to those in place at the NRFC 
disbursing office. 

Subsequent to our review, the NRFC disbursing officer told 
us the procedure has been changed to involve an additional clerk 
in the initial steps of the check cancellation process. Now, one 
clerk receives the checks and the other clerk receives the docu- 
mentation. A summary of the documentation is then logged in by 
one clerk and given to the other clerk for further processing with 
the checks. This prevents one dishonest clerk handling the checks, 
acting alone, from embezzling funds. Again, errors are more likely 
to be detected when duties are separated, and fraud is less likely 
to occur when it requires collusion. 
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CHAPTER 3 

ACCESS TO COMPUTER FACILITIES AND 

OPERATIONS SHOULD BE RESTRICTED 

Security at the Navy Regional Data Automation Center, Wash- 
ington, D.C., and the Charleston and Norfolk shipyards is inade- 
quate to prevent unauthorized access to computer operations and 
computer resources. Federal standards require that controls be 
established to restrict such access to authorized employees. In 
our opinion, controls are not adequate to prevent unauthorized 
changes or manipulation of computer programs or files, and so the 
risk of fraud, waste, or abuse is high. 

PROGRAMMERS SHOULD NOT HAVE 
UNRESTRICTED ACCESS TO THE COMPUTER ROOM 
NOR OPERATE COMPUTER EQUIPMENT 

Programmers were allowed unrestricted access to the computer 
rooms at Charleston, Norfolk, and NARDAC. Sound ADP control re- 
quires that programmers have restricted access to the computer 
room and that they not be allowed to operate computer equipment. 
These requirements exist because programmers have the technical 
ability to make changes to computer programs and data files with- 
out being readily detected. Although we found no evidence of pro- 
grammers doing this during our audit, the failure to restrict ac- 
cess subjects the computer systems to unnecessary risk. 

At the NARDAC center, for example, we observed a programmer 
operating the computer equipment during our tour of the facility. 
We were informed that the programmer was temporarily filling in 
as an operator because the regular operators were in a meeting. 
We also were informed that programmers sometimes operate computer 
equipment to test their programs on weekends, even though no op- 
erators are present. Officials explained that this avoids disrupt- 
ing normal production operations. 

Although we did not see programmers operating computers in 
Norfolk, the shipyard's instructions allow programmers unlimited 
access to the computer room. At Charleston, programmers were au- 
thorized to enter the computer room to deliver test programs and 
pick up test results. We advised management of the risks involved 
with this procedure and were informed at the completion of our au- 
dit that this procedure is now prohibited. The new procedure re- 
quires programmers who are'submitting tests and awaiting results 
to remain in an area outside the locked computer room. 

COMPUTER OPERATORS SHOULD NOT HAVE 
UNSUPERVISED ACCESS TO SYSTEM DOCUMENTATION 

Computer operators at Charleston, Norfolk, and NARDAC have 
access to systems documentation. Sound ADP control requires that 
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system documentation be secured, and that computer operators not 
be allowed unsupervised access. When knowledge gained by computer 
operators from system documentation is coupled with their techni- 
cal knowledge of computer operations, the risk of unauthorized 
changes to programs and data files is increased. 

Written procedures specifying the controls necessary over sys- 
tem documentation did not exist at Charleston and Norfolk. Further, 
at Charleston we were told that computer operators can easily gain 
access to areas where system documentation is kept. At Norfolk we 
noted that computer operators are authorized unsupervised access 
to the combination safe where system documentation is stored. 
Furthermore, senior operators are provided with a key to the pro- 
grammers' offices where elements of system documentation are some- 
times kept. 

At NARDAC we visited the programmers' work area after normal 
work hours and found the doors to the area open. We saw system 
documentation on desk tops and noticed that since there were no 
lockable file cabinets for storage, the system documentation is 
readily accessible to computer operators on the evening and night 
shifts. 

Navy officials have informed us that new procedures have been 
implemented to limit and supervise computer operators' access to 
system documentation. 

ACCESS TO THE TAPE LIBRARY 
SHOULD BE RESTRICTED 

Access to the tape library is not adequately restricted at 
the three computer centers. Access restrictions are important to 
protect the files from unauthorized use, manipulation, or destruc- 
tion. 

At NARDAC the tape library door remains open--even during the 
evening and night shifts when a tape librarian is not on duty. The 
tape library actually serves as a passageway between the computer 
room and the output room, and therefore persons other than the li- 
brarian often enter the tape library. In addition, a computer list- 
ing identifying the tapes in the library remains on a desk in open 
view, even during hours when the librarian is not present. 

The Norfolk and Charleston computer centers do not employ li- 
brarians. Instead, computer operators retrieve the computer tapes 
needed for processing. Furthermore, no log is kept to control the 
removal and return of tapes and the libraries remain unlocked dur- 
ing computer operations. Such virtually unlimited access to tape 
libraries and lack of controls over stored files increase the po- 
tential for unauthorized use, manipulation, or destruction of the 
files. 
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CBAPTER 4 

BETTER CONTROLS ARE NEEDED OVER 

PROCUREMENT, DISBURSEMENTS, AND RECEIPTS 

In fiscal 1979, NAVSEA awarded over $9 billion in contracts. 
During the same fiscal year, NRFC disbursed $2.3 billion. We 
found that both NAVSEA headquarters and the Navy Regional Finance 
Center, Washington, D.C., were vulnerable to fraud, waste, and 
abuse as a result of (1) inadequate controls over procurement pro- 
cedures at NAVSEA, (2) inadequate manual reviews and automated 
system edits of disbursements at NRFC, and (3) inadequate controls 
over authorizing, approving, processing, and paying employee travel 
orders and claims. 

We noted that 

--over $122,000 was spent on unauthorized office equipment 
at NAVSEA, 

--duplicate checks for as much as $1.2 million have been 
issued, 

--overpayments of up to $425,000 have been made to vendors, 

--there is not enough assurance that contract moneys are being 
spent for purposes intended, and 

--travelers can abuse the travel system or incur unnecessary 
additional cost. 

At the Charleston and Norfolk shipyards we found procedural 
and control weaknesses in accounts payable and accounts receiv- 
able. As a result of accounts payable weaknesses, duplicate pay- 
ments are occurring and a 7-month backlog at Charleston of payables 
valued at over $8 million had not been reconciled to supporting 
documentation. Insufficient controls over receivables resulted in 
about $5.8 million at Charleston being written off the general 
ledger during fiscal 1978 and 1979 without an adequate review of 
underlying reasons. Also at Charleston, accounts receivable due 
from commercial sources, totaling $288,000, were classified as re- 
ceivable from U.S. Government sources. Without the proper classi- 
fication of accounts receivable there is no assurance that all ac- 
counts receivable are collected promptly, if at all. 

Travel activities at NAVSEA headquarters and the Charleston 
shipyard are susceptible to fraud, waste, and abuse because of 
inadequate controls over authorizing, approving, processing, and 
paying employee travel orders and claims. For example, we found 
that a large number of NAVSEA travel orders were requested and 
approved by the same official. Also, no meaningful reports exist 
for determining amounts of outstanding travel advances or whether 
advances were liquidated within 15 days after completion of a 
trip, as required by Navy regulations. As a result, employees 
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can keep travel advances indefinitely, persons may leave NAVSEA 
without liquidating their advances, and advances can be granted 
even when trips are not made. These deficiencies, described in 
more detail on the following pages, make the NAVSEA travel func- 
tion vulnerable to illegal and wasteful acts. 

To eliminate potential abuse of travel, NAVSEA should imple- 
ment controls to ensure that only necessary travel is authorized 
and to provide for systematically approving, processing, validat- 
ing, paying, and recording travel transactions. Reports generated 
from the system should provide management with tools for control- 
ling and planning travel expenditures. 

These conditions exist despite the Budget and Accounting 
Procedures Act of 1950, our Policy and Procedures Manual for 
Guidance of Federal Agencies, Navy internal audit reports which 
have pointed out internal control weaknesses, and written Navy 
procedures. We believe these conditions persist because top man- 
agement at the activities reviewed have placed too little emphasis 
on enforcing the requirement for strong internal controls over 
these functions. The following sections describe in detail the 
weaknesses we found. 

NAVSEA'S CONTRACT/PROCUREMENT SYSTEM 
NEEDS IMPROVEMENT 

We found internal controls over procurement procedures were 
inadequate at NAVSEA headquarters. Funds were not only poten- 
tially vulnerable but in some cases had actually been misused. At 
the time of our review, NAVSEA headquarters personnel had circum- 
vented the Navy's procurement system by purchasing or leasing 121 
pieces of office equipment directly through field activities and 
contractors instead of through the Navy procurement branch as re- 
quired by Navy regulations. The majority of these items were ac- 
quired by placing orders over the telephone without written justi- 
fication. In addition, contract officers were charging the costs 
to incidental or overhead expenses, and the unauthorized pieces 
of equipment were not being entered into the inventory system. 
These conditions existed despite efforts by the Navy Audit Service, 
NAVSEA's Office of Internal Review, and NAVSEA's supply section 
to correct the problem. 

Navy procurement directives state that managers of procuring 
activities should ensure that proper procedures exist and are im- 
plemented for procurement operations. Also, although existing 
instructions require that procurement requisitions be submitted 
to the Navy procurement branch for approval and processing, these 
procedures are being circumvented. Office equipment such as tele- 
copiers, facsimile transmission machines, word processors, and of- 
fice copying equipment is purchased or leased through Navy field 
activities and contractors without proper approval. Instead of 
sending requisitions to the procurement branch for approval and 
processing, project managers make purchases over the telephone for 
items that are not covered in the funding document. 
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As an example of the lack of procurement control we encountered 
at NAVSEA, a video cassette recording system costing approximately 
$1,000 was delivered July 2, 1979, and in November 1980 was still at 
NAVSEA's receiving dock waiting to be picked up by the purchaser. l-/ 
This equipment had been obtained by circumventing the procurement 
system. 

Through a self-initiated survey conducted in April 1978, the 
NAVSEA supply section and the Naval Audit Service found that per- 
sonnel within NAVSEA had leased or purchased 84 pieces of office 
equipment directly through field activities or from private con- 
tractors without proper approval. Some of the equipment had been 
installed for as long as 4 years. Cost data was available as shown 
below for 14 of the items. 

Source 
Number of 

items 

Cumulative purchase, 
lease, annual 

maintenance cost 

Furnished by 
contractors 3 $ 44,317 

Furnished by 
field activities 11 78,256 - 

Total 14 $122,573 - 

Of the 84 items, including these 14, 21 were furnished by con- 
tractors and 63 were furnished by field activities. The 84 items 
of equipment uncovered by the survey at NAVSEA had increased to 
121 at the time of our review. 

Not only were the procurements and leases not authorized by 
the Navy procurement branch, many were not within the scope of the 
contracts under which they were purchased and paid. As of January 
1979, the NAVSEA supply section discovered that 17 of the 21 equip- 
ment items that NAVSEA had obtained from contractors were not speci- 
fied in the contracts under which they were furnished. 

The reason given by NAVSEA officials for circumventing the 
procurement system was that the procurement branch was too slow 
in processing requisitions. The NAVSEA Office of Internal Review 
has recently completed a study of the unauthorized procurements 
and concludes, among other things, that the excessive procurement 

l-/On Jan. 15, 1981, we were notified by letter that action has 
been taken to credit and debit this item to the proper funding 
accounts. Also, written justification and a signature for the 
receipt has been provided. Since our report was then in the 
final processing stages we were unable to verify these statements 
before publication. 
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lead times are a contributing factor. In our opinion, this does 
not justify eluding proper procedures. For routine items, offi- 
cials must plan better to take into consideration the length of 
time required for processing, ordering, and shipping the material 
requested. We believe that management is at fault for not making 
sure that proper approvals are obtained. 

In addition to circumventing proper procedures, Navy officials 
procured most unauthorized pieces of office equipment in NAVSEA by 
using funding authorities different from those normally used to 
procure or lease office equipment. This disguised the purchases 
and presented an inaccurate account of the money spent. The items 
purchased or leased were sometimes charged to the contract's inci- 
dental expenses or to overhead. When equipment was purchased or 
leased directly through field activities, the costs were sometimes 
charged to the Navy Industrial Fund (a revolving fund established 
by the Congress to provide working capital for naval industrial 
activities). Funding documents are not specific and projects are 
making telephone orders for office equipment not called for under 
the funding documents. Also, there is apparently no routine review 
of contract overhead charges. 

Another effect of not following established procurement pro- 
cedures is that the equipment purchased or leased has cost more 
than it should have. If NAVSEA personnel had followed the proper 
procedures by leasing or purchasing office equipment through the 
Federal Supply Schedule, instead of allowing contractors to provide 
the office equipment, they would have saved the Government money. 

For example, a Navy audit of NAVSEA, covering office equipment 
procured or leased by circumventing the procurement system, dis- 
closed that one contractor supplied seven pieces of office equip- 
ment (word processing and facsimile transmission equipment) under 
five contracts. The five contracts totaled $9.7 million. We com- 
pared the costs charged for the word processors with the rates 
given on the Federal Supply Schedule and found that if NAVSEA had 
purchased these items of equipment through the Federal Supply 
Schedule it would have saved $2,131. If the equipment had been 
leased for 24 months, it would have saved $1,950 plus repair and 
maintenance costs. Although the savings in this example are rela- 
tively small, the potential for much higher savings exists, con- 
sidering all the equipment that is purc'nased and leased outside 
normal procurement procedures. 

The final adverse effect of circumventing procurement proce- 
dures is that the equipment.bought is not entered into inventory 
records. GAO's Policy and Procedures Manual for Guidance of Fed- 
eral Agencies (2 GAO 12.5) states that appropriate records must 
be kept of physical quantities of Government-owned property and 
its location. Without these records, the Government does not show 
ownership: inaccurate inventories lead to lack of control over as- 
sets and inaccurate budget requirement reports to the Congress. 
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We believe the deficiencies noted above resulted from exces- 
sive procurement lead time for obtaining office equipment. How- 
ever, this does not justify eluding established procedures. 

As a NAVSEA official stated, the equipment pointed out in 
this report includes only the items that have been detected. Ad- 
ditional office equipment and other items may have been procured 
in the same manner. Furthermore, the potential exists for fraudu- 
lent activities since the majority of this equipment was ordered 
over the telephone without written authority. 

BETTER NRFC CONTROL OVER DISBURSEMENTS 
WOULD ELIMINATE DUPLICATE AND ERRONEOUS 
PAYMENTS TO VENDORS 

NRFC has made both duplicate and erroneous payments because 
of insufficient review of payment requests and a lack of necessary 
automated system edits. In fiscal 1979, NRFC reported more than 
$1.5 million in duplicate payments. 

Our Policy and Procedures Manual for Guidance of Federal Agen- 
cies (7 GAO 24.1) states that the principal objectives of control 
over disbursements are to ensure that they are all legal, proper, 
correct, accurately recorded, and promptly reported. Additionally, 
the Manual (7 GAO 24.3) states that 

"agencies should be particularly alert to the possibil- 
ity of duplicating payments whenever * * * payments have 
been delayed for extended periods of time after due date 
and duplicate copies of invoices are received from ven- 
dors as follow up claims." 

We found that NRFC did not have sufficient procedures to meet 
these objectives or to adequately alert them to all possible dupli- 
cate payments. Therefore, additional duplicate payments probably 
have occurred but have not been detected. 

We reviewed the 17 largest known duplicate payments made by 
NRFC during fiscal 1979 (96 percent of the total dollar value of 
the known duplicate disbursements for that period) to determine 
what caused them. The following examples typify the weaknesses 
that cause duplicate checks to be issued. 

The largest duplicate payment identified during fiscal 1979 
was a $1,209,190 appropriation transfer to the Department of the 
Air Force. It occurred because the Finance Center first paid a 
copy of the invoice submitted by the Air Force and later paid the 
original invoice. The original invoice was received and certified 
for payment, but then apparently misplaced, so the Air Force sub- 
mitted a duplicate invoice 5 months later. This was paid. Then 
more than 7 months after payment, the original invoice was found 
and it too was paid-- creating the duplicate payment. We saw that 
a record of the first payment had been placed in the appropriate 
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files, but the payment processing clerk did not adequately review 
the files before paying the year-old invoice. 

Another six duplicate payments totaling $51,000 resulted at 
least partly from inadequate review of duplicate invoices sub- 
mitted by vendors. These invoices were certified for payment and 
then processed by an automated system which is supposed to compare 
and identify possible duplicate invoices. However, this computer 
system rejects an invoice as a duplicate only if procurement num- 
bers, invoice numbers, invoice amounts, and invoice dates all match. 
If even one element differs from the others, the invoice will not 
be recognized as a duplicate and will be paid. For these six cases, 
the duplicate invoices contained different elements and therefore 
were not identified by the computer as being duplicates, even though 
they were. 

Navy officials told us that four elements of the invoices 
must match, rather than two primary ones (procurement number and 
invoice number), because valid payments occasionally have the same 
procurement and invoice numbers. For example, vendors often sepa- 
rately bill the Navy for shipping charges by submitting duplicate 
invoices and changing the date and amount to be paid. According 
to these officials, a match of only the procurement number and in- 
voice number would result in numerous rejections of valid invoices 
and therefore increase the workload because manual review would be 
necessary. However, as the number of invoice elements that must 
match increases, the number of duplicate invoices that will be de- 
tected by the automated system decreases. In our opinion, this de- 
ficiency contributes significantly to the issuance of duplicate 
checks. Navy officials informed us that a more sophisticated com- 
puterized system is being designed which, when implemented in 1982, 
should provide a more effective review of invoices. 

Besides identifying duplicate payments, we found erroneous 
payments were made by NRFC. For example, one vendor was overpaid 
$425,568.72. Although we did not conduct a detailed review of er- 
roneous payments, as we did for duplicate payments, erroneous pay- 
ments generally result from the same internal control weakness as 
do duplicate checks--insufficient review. We believe NRFC could 
significantly reduce the number of duplicate and erroneous payments 
by ensuring that all invoices are sufficiently reviewed and sup- 
ported by appropriate documentation. 

NORFOLK AND CHARLESTON SHIPYARDS 
NEED BETTER CONTROLS OVER ACCOUNTS PAYABLE 

At the time of our review, Norfolk's accounts payable unit 
did not have current written policies and procedures governing the 
review and approval of documents needed to support expenditures. 
Consequently, expenditures may not be properly reviewed before pay- 
ments are made and the risk of erroneous payments is very high. 
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Specifically, voucher certifiers do'not have a list of people and/ 
or signatures of people authorized to sign for the receipt of goods 
and services. Instead, personal knowledge of employees who sign 
for goods is the only control. Without a list of employees author- 
ized to receive goods, unauthorized persons can sign for material 
or a service. In commenting on our report, Navy officials stated 
that the accounts payable unit at Norfolk has established a list 
of personnel authorized to sign for the receipt of goods and serv- 
ices. 

According to Norfolk officials, the accounts payable unit oc- 
casionally relies on telephone confirmation from either the supply 
unit or the user because receiving documents cannot be found. This 
practice could lead to the payment of material not actually re- 
ceived. Navy officials stated in their comments that the accounts 
payable unit occasionally confirms receipt of material by telephone 
and a certification is then obtained to affirm the telephone con- 
firmation. They also stated that the voucher will not be accepted 
by the Fleet Accounting and Disbursing Office. However, we found 
that in one instance, a payment had been made without documented 
evidence of receipt. 

Another weakness is that the comptroller department had no 
claims register or similar control mechanism for monitoring credit 
memos or checks due from suppliers. The same accounts payable 
clerk is responsible for (1) processing and certifying invoices for 
payment, (2) monit oring the receipt of credit memos and checks, 
and (3) making adjustments to the financial records. Without bet- 
ter mechanisms for accountability and separation of duties, the 
shipyard does not have adequate control over checks and credit 
memos due from suppliers. Navy officials stated in their comments 
that a claims register was implemented as a result of our review 
in November 1979, Regarding separation of duties, Navy officials 
stated that they have taken action to correct this problem. 

No regular review of accounts payable files was performed to 
account for all documents. As of November 1979, 9 months had 
elapsed since the unit had determined if 

--all items ordered have been received, 

--all items received have been billed, 

--all items billed have been paid, and 

--all paid vouchers are complete and properly filed. 

Because of the lack of accounting for documents, Norfolk officials 
have no assurance that all items ordered are received, billed, and 
paid. 

The accounts payable unit at Charleston also lacks controls 
to prevent duplicate and erroneous payments. The unit relies 
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primarily on reviewing and matching payment documents after pay- 
ments are made. As of September 30, 1979, the matching process had 
identified transactions where credit totaling $273,000 was deter- 
mined to be due the shipyard. Our analysis of 50 of these trans- 
actions, with credit of over $59,000 pending, showed that 9 of the 
50 (18 percent) were overpayments valued at $2,000 and 8 of the 
50 (16 percent) were duplicate payments valued at $4,100. After 
our review, Navy officials stated they found that $38,414 of the 
$273,000 (14 percent) were erroneous payments and the rest were 
valid payments. Additional overpayments and duplicate payments 
may have been undetected because of a 7-month backlog of unmatched 
procurement documents. Navy officials stated in their comments 
that the 7-month backlog has been reduced to 2 months. 

Accounts payable unit employees submit invoices for payment 
and supporting documentation to the Fleet Accounting and Disburs- 
ing Office in Norfolk, Virginia. Disbursing office clerks are sup- 
posed to review the documentation and certify the payment as au- 
thorized and correct. However, no one at Charleston's accounts 
payable unit reviews the billings sent to the Norfolk disbursing 
office to ensure that only valid invoices and documentation are 
sent. This has frequently allowed erroneous or duplicate invoices 
to be submitted and paid. 

At the time of our review, payments exceeding $8 million at 
Charleston had not been matched with supporting documentation. The 
comptroller explained that much of the current payment process was 
devised to provide prompt payment to the commercial vendors. How- 
ever, because of the problems with erroneous and duplicate pay- 
ments, Charleston plans to acquire local disbursing authority in 
October 1981. Billings will be paid locally instead of by the 
disbursing office in Norfolk. The accounts payable unit plans to 
review or audit billings before payment and to mechanize the docu- 
ment matching process. This should reduce the number of duplicate 
and erroneous payments. 

The accounts payable unit also lacks effective procedures for 
settling or collecting credits and overpayments due from vendors. 
In some cases, settlement has taken up to 2 years because files 
have not been established or organized to ensure prompt followup 
action. 

In reviewing the file for one $50 overpayment which took 
2 years to settle, we noted that only two letters requesting a re- 
fund were sent to the vendor --one in September 1977 and the other 
in April 1979. In another instance, a $3,617 overpayment was made 
in July 1977, but not recovered until June 1979 because no file 
had been established that identified this case as unsettled. It 
was discovered by chance during a search for other procurement docu- 
ments. 
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CHARLESTON SHIPYARD NEEDS TO IMPROVE 
ITS ACCOUNTING FOR RECEIVABLES 

At the Charleston shipyard, accounts receivable valued at 
about $5.8 million were written off the general ledger during fis- 
cal 1978 and 1979 without adequate justification. At the time of 
our review, shipyard officials were unable to explain why these 
receivablea were written off. The shipyard comptroller agreed to 
make a comprehensive review of all writeoffs to determine why 
these situations occurred. Subsequently, Navy officials told us 
that the $5.8 million was for material returned to the supply sys- 
tem for which the shipyard did not receive credit. 

Also, Charleston accounting personnel have included accounts 
receivable due from other, nongovernmental sources in the amounts 
reported as due from Federal Government sources. Financial and 
operating statements for the quarter ending September 30, 1979, 
showed all receivables as due from Federal sources and none due 
from other sources. However, other financial records indicated 
that receivables of at least $288,000 were due from commercial 
sources. 

We have previously reported this problem at other shipyards 
and have recommended effective implementation of the shipyard ac- 
counting system design approved by the Comptroller General, which 
emphasizes properly classified accounts receivable on financial 
statements. Shipyard officials agreed that commercial accounts 
receivable should be segregated and that corrective action would 
be taken. 

Our Policy and Procedures Manual for Guidance of Federal Agen- 
cies (2 GAO 12.4) states that under the accrual method of account- 
ing I receivables representing amounts due from others should be 
accounted for as assets from the time the acts giving rise to such 
claims are completed until the claims are collected, converted into 
other resources, or determined to be uncollectible. Accounting for 
receivables is an important control over agency resources in that 
it results in a systematic record of amounts due, which is essen- 
tial. Also, separate accounts for major categories of receivables 
should be maintained to facilitate clear and full disclosure of 
an agency's resources in its financial reports. This was not being 
done at the Charleston shipyard. 

INADEQUATE PROCEDURES AND REVIEW 
ALLOW ABUSE OF NAVY'S TRAVEL SYSTEM 

A large percentage of NAVSEA employee travel orders were re- 
quested and approved by the same official. Our review of 47 travel 
orders over 8 months disclosed that 21 had the same person's sig- 
nature as requester and approver. When appropriate supervisors do 
not approve travel, travel funds may be used unwisely. 
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Also, according to a travel clerk, during about 2 weeks, 80 
trips were canceled after issuance of travel orders and advances. 
Navy officials explained in their comments that trip cancellations 
are normally batch processed by the administrative personnel which 
may account for the large number of trips in a short time. For 
comparison, they stated that in the fourth quarter of fiscal 1980, 
261 trips were canceled out of 4,500 trips processed. According 
to the travel services supervisor, many travel orders that have 
been processed are canceled the same or the next day because the 
command changes its mind about the necessity of the trip. In our 
opinion, the large number of trips being canceled was a direct re- 
sult of managers' failure to properly approve travel in advance. 
Apparently, the approving official learns about a trip after it 
has been arranged. If the official then disapproves the trip be- 
cause he deems it unnecessary or funds are not available, the travel 
office staff must cancel the travel order, Government Transporta- 
tion Request, airline tickets, and advance check. This could be 
avoided if NAVSEA management properly controlled and approved tra- 
vel. 

According to Navy travel regulations, employee travel ad- 
vances should be liquidated within 15 days of completing a trip. 
There is little assurance that this regulation is being followed, 
since available reports make that impossible to determine. How- 
ever, one travel advance was received in July 1977 and not liqui- 
dated until August 1979--2 years later. 

To adequately manage advances and adhere to the 15-day re- 
quirement, managers need current, accurate information detailing 
each outstanding travel advance held by an employee. However, 
NAVSEA's only travel advance report contains only a numeric list- 
ing of travel transactions by obligation and amount and of advances 
which have aged 60 days. The report does not show these critical 
items: travelers' names, identification numbers, month and year 
of the advances, trip departure dates, number of days traveled, 
return dates, and a total dollar amount of outstanding advances. 

An adequate system of internal control over travel should in- 
clude review of employee travel claims to ensure that the claims 
agree with the actual trips and work schedules. According to GAO's 
interpretation of the Federal Travel Regulations (GAO Order 0300.1), 
after the traveler certifies and dates the voucher, the supervisor 
or other responsible official who knows the purpose of the travel 
shall sign the voucher before submitting it for payment. Our re- 
view of 47 NAVSEA travel transactions disclosed that employee claims 
were not reviewed before submission to the Personnel Support Ac- 
tivity, Washington, D.C., for processing and payment, although the 
Support Activity does review them to determine whether proper sup- 
porting documentation is included. In commenting on our report, 
Navy officials stated that review of travel vouchers before sub- 
mission to the Support Activity would not be productive. 
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Our review of claims and discus$ions with voucher examiners 
at the Support Activity disclosed that many claims are questioned 
and sent back to employees because of insufficient supporting docu- 
mentation. Xowever, Navy travel regulations contain no provisions 
for denying payment by NRFC for unreasonable claims or for incom- 
plete documentation and/or justification. This lack of sufficient 
procedures and review provides opportunities for travelers to abuse 
the Navy's travel system. 

Charleston shipyard's Support Activity Command, separate from 
the shipyard, has paid shipyard personnel's travel claims without 
question when they contained information which should have raised 
questions. Additionally, travel section personnel at Charleston 
shipyard do not thoroughly review vouchers. 

Our review of 25 travel orders and related claims at Charleston 
showed instances in which 

--the traveler's claim did not match the actual trip and work 
schedule, 

--delays enroute and stopovers were not necessary and were 
for the convenience of the traveler, 

--authorization and use of Government-owned or rental cars 
was not justified, and 

--claims were not justified for meals obtained after the 
traveler's return to Charleston-- especially when vouchers 
indicate there was little time for such a meal before ar- 
riving home. 

We believe these conditions existed because shipyard proce- 
dures do not require 

--written justification for use of Government-owned or rental 
cars, 

--consideration of advance reservations for Government quar- 
ters, airline travel, and cars, including rental cars, to 
achieve the most economical rates available, 

--certification by the traveler's immediate supervisor or 
others with knowledge of the trip that the claim agrees 
with the actual trip and work schedule (Navy officials 
stated in their comments that review and approval of 
travel claims by supervisors would not be productive), 

--determination by the travel section that claims are ex- 
plained by statements in the voucher, 

--notification by the travel section to the payroll section 
when travelers have used annual or sick leave or should 
have done so because of circumstances of the trip, and 
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--training of supervisors and travelers to cover travel regu- 
lations and economical travel practices. 

Also, we believe these conditions existed because Personnel Support 
Activity procedures did not emphasize return of questionable vou- 
chers to the shipyard travel section for clarification. 

Navy officials stated in their comments that procedures have 
been initiated or are in place for the items noted above with the 
exception of the suggestion to require the traveler's immediate 
supervisor to certify that travel claims agree with the actual trip 
and work schedule. 
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CHAPTER 5 

MORE EFFECTIVE INTERNAL ibvDITS ARE NEEDED 

Navy management does not benefit fully from effective inter- 
nal audit because (1) audit reports often do not include the under- 
lying causes of audit findings, (2) there are not enough audit re- 
sources, and (3) there is no internal audit involvement in ADP 
planning. 

The Congress has recognized the need for effective internal 
auditing in numerous laws, particularly thelNationa1 Security Act 
Amendments of 1949Tand the Budget and Accounting Procedures Act of 
1950 l The latter act requires the head of each agency to estab- 
lish and maintain systems of 

((* * * internal control designed to provide * * * 
effective control over and accountability for all 
funds, property, and other assets for which the agency 
is responsible including internal audit." 

In addition, our Policy and Procedures Manual for Guidance of Fed- 
eral Agencies (3 GAO 34) states that internal auditing is essential 
to management's attaining its goals because it furnishes informa- 
tion, analyses, appraisals, and recommendations pertinent to man- 
agement duties and objectives. 

THE UNDERLYING CAUSES OF PROBLEMS 
DISCLOSED DURING AUDITS SHOULD 
BE DEVELOPED AND REPORTED 

Audit regulations and standards require that recommendations 
be made for corrective action. Naval internal audit reports pro- 
vide useful information to Navy management, but the 744 reports 
issued during fiscal 1977 and 1978 would be of greater use if the 
underlying causes of problems were developed and reported so that 
meaningful recommendations could be made to prevent their recur- 
rence. Navy regulations require that audit reports identify under- 
lying cause@ of deficiencies. However, although the Naval Audit 
Service reports often cite instances of personnel failing to fol- 
low specific regulations, the reports rarely cite the causes of 
the failure. When a problem's cause is not clearly identified, 
officials attempting correction may waste resources by treating 
symptoms rather than causes. 

For example, a Naval Audit Service report l/ stated that costs 
were incurred in excess of funds authorized, additional funds were 
not requested as necessary, and unneeded funds were not returned 
promptly. The report stated that these problems were caused by 

&/C-35417, Dec. 23, 1977. 
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inadequate monitoring by the audited unit, the Naval Electronic 
Systems Command. However, the report did not address the under- 
lying causes of the inadequate monitoring and what could be done 
to prevent its recurrence. In response to a recommendation for 
comprehensive validity reviews, the audited unit cited a June 1977 
NAVCOMPT Notice 7600, which reported a lack of compliance with re- 
view requirements and suggested several ways to improve the review 
process. Although the Naval Audit Service agreed with the unit's 
comments, 
monitoring 

it neither pursued the underlying causes of inadequate 
for this particular unit nor made specific recommenda- 

tions for improvement. 

Another Naval Audit Service report 1/ identified a recurring 
problem with undistributed disbursements-resulting from unmatched 
disbursements. No attempt was made to identify $38.7 million that 
had accumulated in the appropriation. The report recommended that 
the Naval Facilities Engineering Command identify and match undis- 
tributed disbursements that had accumulated since inception (1948) 
and noted that a new Integrated Disbursing and Accounting System 
would eliminate the problem of unmatched disbursements. 

The response was that no records were available to perform a 
reconciliation because Navy regulations require retention of dis- 
bursement registers for only 4 years. The command further stated 
that, since the $38.7 million represented only 0.3 percent of the 
total program since inception, an extensive review was not war- 
ranted. 

In our opinion, the Naval Facilities Engineering Command did 
not respond to-- and the Naval Audit Service did not pursue--the 
basic underlying cause of the accumulation or what could have been 
done to prevent its recurrence. The report was also silent on the 
disposition of those disbursements that could not be matched. 
There is no reason to believe that the condition will be corrected 
unless the underlying causes are identified. 

Naval Audit Service officials informed us that during oral 
discussions of audit findings, the underlying causes are covered 
and it is not deemed necessary to include lengthy discussions of 
causes in the report. They also stated that these two examples 
were not representative of all reports issued by them. 

We agree that many of the Naval Audit Service reports do con- 
tain meaningful recommendations. However, without proper written 
documentation of the underlying cause in the report, the full 
benefits of the audit would not be obtained. The most important 
benefit lost would be a documented audit trail, thereby frustrat- 
ing or preventing followup to see if the proper action was taken. 
Upper level managers may not understand the problem or the rationale 

L/C-35927, Apr. 13, 1978. 
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for the corrective action taken. Other managers with similar 
problems may not see the relationship between the underlying cause 
and actions taken to correct it. Oral discussions also increase 
the probability that the underlying cause might be lost due to 
turnover of managers or audit personnel. New management personnel 
would not be able to determine if the corrective action taken al- 
leviated the problem permanently, delayed its recurrence, or ad- 
dressed the underlying cause at all. 

Uncorrected system weaknesses could lead to fraud and abuse 
through unauthorized expenditures. The internal audit staff's 
failure to effectively identify and report the underlying causes 
of problems hinders and could prevent management from taking timely 
corrective action. 

THE NAVY SHOULD CONSIDER ALLOCATING 
MORE RESOURCES TO THE INTERNAL AUDIT 
AND INTERNAL REVIEW FUNCTIONS 

Our Policy and Procedures Manual for Guidance of Federal 
Agencies (3 GAO 34) states that the operations of an organization 
should be audited to determine whether its internal control sys- 
tem is functioning correctly. The Department of Defense has de- 
termined that a 2- and B-year cycle is the most desirable frequency 
standard for its internal audit entities such as the Naval Audit 
Service. 

Because of personnel ceiling restraints and increased work- 
load, the Naval Audit Service has been unable to meet this stand- 
ard. It has consolidated and reorganized some functions and ad- 
justed its audit cycle to 3- to 5-year intervals. Even after 
adjusting to the longer audit cycle, the Naval Audit Service can- 
celed or postponed 85 audits during fiscal 1978. Although this 
situation has been reported to Navy management, the Naval Audit 
Service has suffered funding and staffing cuts over the last 
4 years: it now apparently lacks the resources to provide required 
coverage and meet the above standards. 

The decreases in the Navy's size, which usually includes con- 
solidation of key functions, makes effective internal audit and 
internal review functions at all levels even more critical. There- 
fore, the Navy may need to reassess the amount of resources it 
needs to effectively carry out the President's commitment to fight 
fraud, waste, and abuse in Government. 

Internal audit and review coverage can provide additional 
necessary internal controls and timely information on problems 
before the functions of operating units become impaired. Once 
examined and appraised, this information often leads to lower 
costs, increased efficiency, and faster ways of getting things 
done. 
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By personal contact and firsthand observation of useful and 
effective policies and procedures, the Navy's internal audit organi- 
zations can bring to top management's attention those policies and 
procedures needing modification, explanation, and interpretation. 
However, without adequate resources to be effective and provide re- 
gular firsthand observations, the Navy cannot benefit from effec- 
tive internal audits. 

INTERNAL AUDITORS SHOULD BE 
INVOLVED IN ADP PLANNING 

Except for the Naval Data Automation Command, none of the in- 
ternal audit organizations we surveyed participated in the plan- 
ning for ADP resources. ADP planning activities are usually ap- 
proved by a steering committee. A representative of top management 
chairs the committee and membership includes senior management 
officials of the data processing department and representatives 
of departments that depend on computer processed information. An 
ADP steering committee usually 

--approves agencywide policies for data processing systems, 

--approves short and long range plans to develop and imple- 
ment new computer systems, 

--evaluates the need for new computer equipment, and 

--ensures that new computer equipment is acquired expedi- 
tiously. 

In a January 23, 1979, report we stressed the need for inter- 
nal audit involvement in the design, development, and test phases 
of a new computer system. 1/ Internal auditor involvement is highly 
desirable to ensure that factors to enhance auditability, audit 
trails for security, and quality output are included in the design 
of new systems. Since technical controls usually are an integral 
part of the whole system and cannot easily be added at a later 
date, these early phases in the system's life cycle are the best 
time for incorporating control safeguards. 

Within NAVSEA, neither the internal review function nor the 
ADP security function participated in the development or design 
phases of NAVSEA computer systems. Furthermore, at the time of 
our review neither of these functions had an accurate inventory of 
NAVSEA ADP systems or had developed adequate expertise to evaluate 
the integrity and security of computerized data. 

Naval Audit Service officials informed us that, since our 
field work, standardized ADP audit programs have been developed 

I/"Automated Systems Security-- Federal Agencies Should Strengthen 
Safeguards Over Personnel And Other Sensitive Data," LCD-78-123. 

28 



and steps have been taken to identify all Navy and Marine Corps 
computer systems requiring audit. As of September 30, 1980, this 
review had identified over 500 systems to be audited. Also, as 
of November 5, 1980, the Naval Audit Service has again initiated 
action to obtain representation on the Navy's ADP Steering Commit- 
tee. 

At a time of increasing reliance on computers and advancing 
ADP technology, internal audit and internal review are valuable 
resources that are not being used by management to safeguard the 
confidentiality and integrity of data in computer systems. This 
is of increasing concern as Naval operations are becoming more 
heavily committed to computers, with a proportionate increase in 
vulnerability. The Navy Auditor General should be a participat- 
ing member of the Navy's ADP Steering Committee. All internal 
audit organizations should develop their ADP expertise to comple- 
ment the systems being developed, and should participate in their 
command-level ADP steering committees. 
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CHAPTER 6 

CONCLUSIONS, RECOMMENDATIONS, AND AGENCY COMMENTS 

CONCLUSIONS 

As pointed out in chapters 2 through 4 of this report, a need 
exists for improving internal controls at NAVSEA headquarters, NRFC, 
NARDAC, and the Norfolk and Charleston shipyards. Specifically, 
better internal controls are needed over payroll, computers, pro- 
curement, disbursements, receipts, and travel. 

Additional controls are needed over the payroll operations at 
NRFC, NAVSEA headquarters, and the two shipyards. Payroll process- 
ing duties are not sufficiently divided among employees to provide 
adequate checks and balances: record counts and predetermined to- 
tals are not used effectively: personnel offices are not informed 
of what personnel transactions are posted to master payroll files: 
and payroll lists are not routinely compared with personnel lists 
to identify possible discrepancies. 

Controls over security at the Charleston and Norfolk ship- 
yards and NARDAC are inadequate to prevent unauthorized access to 
computer resources. Programmers are allowed unrestricted access 
to the computer rooms at Charleston, Norfolk, and NARDAC, and com- 
puter operators at these locations have access to systems documen- 
tation. Furthermore, access to the tape library is not adequately 
restricted at the three computer centers. 

Additional controls are needed over procurements and disburse- 
ments by check at NAVSEA headquarters and NRFC. Internal controls 
over procurement procedures are inadequate at NAVSEA headquarters. 
NRFC has made both duplicate and erroneous payments because of in- 
sufficient review of payment requests and a lack of necessary au- 
tomated system edits. Improvements are needed in review of travel 
plans, orders, advances, and claims. Finally, better controls are 
needed over accounts payable and receivable operations at the 
Charleston and Norfolk shipyards. 

We believe these situations exist because management has not 
emphasized the need for good internal control systems. The lack 
of sound internal controls at the above locations makes them vul- 
nerable to fraud, waste, and abuse. 

Navy internal audit activities, as pointed out in chapter 5, 
are not achieving their full.potential because audit findings often 
do not describe the underlying causes of problems, there are not 
enough audit resources, and internal auditors are not involved in 
ADP planning. Management does not always know what corrective ac- 
tion is needed to prevent problems from recurring and its opera- 
tions are not reviewed often enough to minimize the risk of fraud, 
waste, and abuse. The Assistant Secretary of the Navy (Financial 

30 



Management) stated that "both audit and internal review are 
essential to Navy management." We agree and believe this state- 
ment is inconsistent with the decreasing emphasis in resources 
allocated to Navy internal audit organizations. 

We also believe that internal controls can be made more effec- 
tive by strengthening existing law. The Congress is considering 
two pieces of legislation which would require greater accountabil- 
ity by heads of Federal agencies for the effectiveness of their 
organizations' systems of internal financial control. The Finan- 
cial Integrity Act of 1981 (H.R. 350, 97ttiCong.) would require 
agency heads to undertake annual evaluations of their organizations' 
internal control systems and report the results of such evaluations 
to the Congress and the President. 

The Federal Managers' Accountability Act of 1981 (H.R. 350, 
97th Gong.) would require (1) evaluations and reports on the ade- 
quacy of the systems of internal accounting and administrative con- 
trol of each executive agency and (2) the head of each agency to 
include, with the request for appropriations, a statement certify- 
ing that the request is based upon an accounting system that has 
been approved by the Comptroller General. 

We would participate in the process by providing guidance for 
conducting the examinations and by reviewing the results. We be- 
lieve both pieces of legislation would contribute to the develop- 
ment of improved internal control systems in the Navy Department. 
Our experience is that internal control systems require a commit- 
ment from top management and consistent vigilance to be effective. 
Therefore we support legislation of this nature and believe it will 
definitely help bring about such commitment and vigilance. 

RECOMMENDATIONS 

To reduce the vulnerability of the activities we have dis- 
cussed in this report, we recommend that the Secretary of the Navy 
emphasize to all management levels the significance of good inter- 
nal controls and the need for managers to make sure that tasks and 
functions for which they are responsible are adequately controlled 
to prevent, or at least reduce, the risk of intentional or acci- 
dental misuse or abuse of Federal funds. :In addition, we recom- 
mend that the Secretary take the following actions: 

--Establish a central internal control officer to oversee 
these controls and ensure that each command and major loca- 
tion establish its own officer to see that (1) improvements 
are made to correct the problems noted during our review 
and (2) surveillance is constantly maintained to prevent 
recurrence of these problems. 

--Require proper segregation of payroll functions at NRFC so 
that no one person can handle all phases of a transaction. 
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4 -Improve other controls over payroll at NAVSEA headquarters 
and the shipyards, such as requiring (1) control totals to 
be determined when source documents are prepared, (2) per- 
sonnel offices to be informed by the payroll staff of ac- 
tions processed to payroll files, and (3) a routine, peri- 
odic reconciliation of payroll and personnel files. 

J --Direct all installations to assign an ADP security officer, 
implement a security training program, and restrict access 
to computer equipment, computer tapes, and system documen- 
tation. 

/ --Direct NAVSEA to implement procedures for (1) expediting 
the processing of requests for office equipment, (2) per- 
forming internal reviews of contract overhead charges to 
ensure that only authorized items are charged, (3) review- 
ing the contract and funding documents used in acquiring 
office equipment to ensure that other charges are proper 
and are accounted for, and (4) providing specific detailed 

'delines on the use of funding documentation. 

7 --Ensure that NRFC improves its review of payment requests 
and automated system edits by thoroughly examining documen- 
tation supporting expenditures before making payments, and 
by ensuring that the more sophisticated computer system being 
designed (see p. 18) requires an adequate number of matching 
invoice elements to preclude duplicate payments. 

/ -Require the Charleston shipyard to match payments to sup- 
porting documentation and to properly classify accounts 
receivable so that they are collected promptly. 

--Improve controls over travel at NAVSEA headquarters by (1) 
requiring appropriate officials to approve travel, (2) seeing 
that travel advances are liquidated promptly and that claims 
are properly reviewed, and (3) ensuring that managers re- 
ceive reports containing information needed for controlling 
and planning travel expenditures. 

--Require the Charleston shipyard to improve its control over 
travel by addressing the weaknesses identified on page 23 
of this report. 

--Make internal audits more effective by (1) reassessing staff- 
ing priorities at all levels to adequately emphasize in- 
ternal auditing in light of decreasing size and other fac- 
tors which make Navy activities more vulnerable to fraud, 
waste, and abuse, (2) requiring internal audit participation 
in the design, development, and test phases of a new computer 
system to ensure that factors to enhance auditability, audit 
trails for security, and quality output are designed and de- 
veloped into new systems, and (3) requiring internal auditors 
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to identify underlying cause's of problems uncovered so that 
action can be taken to prevent recurrence. 

AGENCY COMMENTS 

The Department of Defense commented on matters presented in 
this report in a November 25, 1980, letter. Appendix II presents 
a detailed discussion of the Department's views as well as our 
evaluation of those views. 
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Payroll 

CHECKLIST OF INTERNAL CONTROL WEAKNESSES FOUND DURING 
GAO'S VULNERABILITY ASSESSMENT OF NAVSEA HEADQUARTERS, NRFC, 

NARDAC, NORFOLK AND CHARLESTON SHIPYARDS - 

Internal 
control 

weaknesses 
NAVSEA 

I 
-Master payroll files not routinely matched with 

master personnel files 

-Personnel offices not told when personnel 
actions are processed to the master payroll files 

-or.- -Payroll and personnel flies not reconciled in a 
timely manner 

-Record counts and predetermined control totals-&3 
used effectively to ensure complete and accurate 
processing of data 

-.-_ 
X 

-Employee folders not maintained with supporting 
documents 

-Departments which initiate documents not provided 
with computer listings showing what transactions were 
processed 

--r 

.-- 

X 

X 

-Transactions processed not Independently reviewed X 

-Cumulative control totals not determined for total 
-. 

time and attendance information processed in a 
pay cycle X 

-Duties in processing personnel actions and time and 
-_.-- 

attendance information not adequately separated X 
--- --_ 

-Blank payroll checks not adequately safeguarded 
___--- 

X 

NARDAC Norfolk Charleston 
I -t 

X X 

-- __. 

-_.- 

. ---.__. 

_ -.-_ 

-__~_ __~~._ .--_ 



Internal 
Control 
Weaknesses 

-Adequate measures not provided to ensure that all 
erroneous paychecks received are canceled 

NAVSRA 
Headquarters 

-Inadequate physical security over checks 
in the disbursing office 

-Pay records kept in insecure storage r&m 

-Timekeeping and check distribution duties not 
_.--. 

adequately separated 

Purchasillq __- _- 

.------f-F -Contract expenditures not charged to correct accounts 

-NO assurance of accountabilct-y of funds applied against 
_---.. 

contracts X 

-Proper procedures not-followed by contracting officers 
and project managers in acquiring or leasing office 
equipment *x 

.- .~ _-.-. ^~ 
-Written receiving procedures not adequate to prevent 

deliveries of unauthorized purchases * x 

-Officeequipment acquired without going through Federal 
supply contractors *X 

-Adequate training not provided for contract branch buyers 

NRFC NARDAC Norfolk Charleston 

X 

X 

X 

X 
--.- _-~ 

-----I 

*Navy officials stated these internal control weaknesses cited have been 
corrected or are in the Process of being corrected. 
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w 
-.I 

Internal 
Control 

Weaknesses 

H 
NAVSEA 

Headquarters NRFC NARDAC Norfolk Charleston 

-Signatures on invoices not checked for authenticity 
before payment X 

-Signature authority not limited X X 

-No procedures provided to prevent the mismanagement 
of funds, i.e., timely payment of invoices for discounts 

-Access to purchase orders not-restricted to persons 
authorized to approve invoices and purchase orders *x 

-- 
wiving, Storing, and Issuing Material 

-Lack of written procedures within the supply department 
for receiving, storing, or issuing material X 

.- __ I _.__ . _-- 
-Adequate security not-provided within the 

--- . 
receiving 

X and storage functions 
__--- .-____ 

-Adequate procedures not provided for requisitioning --~ 
X office equipment 

- -.-- 
-No-assurance that direct material inventoryitems 

will be delivered to their intended location X 

-Delivery section not making sure that-dmy 
manifest documents are signed promptly and 
accounted for properly 

~-___ 
and blank manifest-documents 

not properly secured 
-___--- _ --_- ----- 

*Navy officials stated these internal control weaknesses cited have been 
corrected or are in the process of being corrected. 



Internal 
Control NAVSEA 

Weaknesses Headquarters 
Duplicate Checks 

NRFC NARDAC Norfolk Charleston 

-Lack of adequate manual review and necessary system 
edits to preclude duplicate payments 

P 

- ..-__ 
-Research files not adequately researched before payment 

---___- ___ -~__~~ --- I__ .- 

of duplicate invoices 
dashRecei-t~ ---- _--~ 1 ----- 

___ 

-Procedures in the mailroom not developed and implemented 1 
to ensure that checks are properly received, controlled, 
and accounted for (i.e., logged in and reconciled against 
deposits) 

Accounts R=mp-‘---- .__- ---- 

-Inadequate justification for accounts receivable writeoffs 
-___ I__~~.__ 

-No proper record of accounts receivable ?~%rnxrsources -F--F- 

computersecu;l;ty 
-_l__l_ __-~ _ -__ 

-Unrestricted access to computer room 
--- 

-Unrestricted access to system documentation 
-.- -~ . _----- 

~---z-- 
__- _--~.-___-~. - 

-Unrestricted access to tape library 
-~~____---.-~ ^ - 

-- 
-Proper control procedures not provided for program---- I__~--- 

mers and computer operators 4 
I 

-Sec~~~;;ingnot-~ovided for computer personnel 
---- ~----- --- 

/- -~--__ -------.____ ~-__- -2 
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Internal 
Control NAVSEA 

Weaknesses -__-~ I ---- Headquarters NRFC --~~-~ --__--_ NARDAC Worfolk 

-No policy to suppress the printing of passwords on hardcopy 

c 

or on terminal display to avoid the possibility of casual 
observance X 

--7 - -Dutres not separated and--divided betweentwo-ormore-indi- ~_ 
viduals so that one individual alone cannot generate a 

X 

-Eachterm~~~l-;;oi-r;ssigneda‘;peclflc set of access 
~~__. -- ____ - 

categories in order to restrict the terminal to only those 
files it is intended to access X 

I_-- - -. -- 

?- 

--- 

-Lack of adequate internal ADP audit capability X X 
--_I__~---~ _ --- 

-Lack of a comprehensive (Navy-wide) computersecurity‘- 
-- --- - -_-__ -____- 

program supported by complete operating instructions X X 

-~-- -- --- __-___l 

position so that they have sufficient visibility and au- 
thority to enforce security measures X X 

--- - 

-Internal audit reports do not contain the underlying 
causes of problems which were developed and reported X 

-_._ ____- 
audit coverage X 

- .___ 

__- _- ---- -__ 



Travel 
neaaquarrers PSA' NARDAC NOrtOlk cnarieston 

-Travel vouchers not promptly sent to the travel section X X 

-Supervisors not adequately reviewing employees' claims 
(travel vouchers) before submission to PSA X X 

- 
Tefers not promptly paying excess travel advances (PSA 

travel services sent 1,592 of 9,526 excess advances in 
CY 1978 to the.payroll department for collection--approxi- 
mately 17 percent) 

--. -Different signatures for the requesting official and 
approving officials not required on travel orders 

X 
-.- 

X 
_-__.-- - 

-Meaningful reports not provided for determining travel 
advances outstanding and ensuring that advances out- 
standing are liquidated within 15 days of trip completion X X 

----_-- 
-Duties performed by travel clerks not properly separated 

(person processing travel orders is also signing travel 
advance checks) 

-Use ---- -~-- of check writingmachine not restricted to a 
small number of persons 

I 

X 
- - 

X 

-Advance checks issued without proof of identification 
and without traveler signing for receipt to ensure 
accountability 

---- 
-NO systematic way of ensuring that travel vouchers 

are not submitted twice for payment 

X 
-- - 

X 
-- --- ___-.-- -. ----- ~--- -- 

*PSA: Personnel Support Activity. Washington. D.C. 
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DEPARTMENT OF THE NAVY 
OFFICE OF THE COMPTROLLER 

WASHINGTON, DC. 20350 

IN REPLY REFER TO 

Mr. D. L. Scantlebury 
Director, Division of Financial and 

General Management Studies 
u. s. General Accounting Office 
441 G Street, N. W. 
Washington, D. C. 20548 

Dear Mr. Scantleburyj 

This 's with regard to your letter of October 6, 1980 
to the Se a retary of the Navy concerning your report on "Weak 
Internal Controls Make the Naval Sea Systems Command Vulnerable 
to Fraud, Waste, and Abuse" (FGMSD-80-?, Assignment Code 
No. 911015, OSD Case #5545). 

The Department of Defense comments to your report are 
attached. 

Sincerely, 

Acting 
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DGD Comments 

on 

GAO Draft Report of 6 October 1980 

Ofl 

Weak Internal Controls Make the Piaval Sea Systems 

Command Vulnerable to Fraud, Waste, and Abuse 

(OSD Case #5545) 

I. GAO Findings and Recommendations. 

GAO states that inadequate internal controls over several fiscal and 
managerial activities of the Navy make them vulnerable to fraudulent acts 
as well as nonintentional misuse of Federal funds. The GAO indicates that 
a need exists for improving internal controls at NAVSEA headquarters, NRFC, 
and the Norfolk and Charleston shipyards. Specifically, there is a need 
for (1) better internal controls over payroll, computers, procurement, dis- 
bursements, receipts, and travel and (2) actions to improve internal audits. 

Payroll processing duties are not sufficiently divided among employees 
to provide adequate checks and balances; record counts and predetermined 
totals are not used effectively, personnel offices are not informed of what 
personnel transactions are posted to master payroll files; and payroll lists 
are not routinely compared with personnel lists to identify possible dis- 
crepancies. 

Controls over security at the Charleston and Norfolk shipyards and NARDAC 
are inadequate to prevent unauthorized access to computer resources. 
Programmers were allowed unrestricted access to the computer rooms at Charles- 
ton, Norfolk, and NARDAC. Also, computer operators at the above locations 
have access to systems documentation. Furthermore, access to the tape 
library is not adequately restricted at the three computer centers. 

Additional controls are needed over procurements and disbursements by 
check at NAVSEA headquarters and NRFC. Internal controls over procurement 
procedures were inadequate at NAVSEA headquarters. NRFC has made both dupli- 
cate and erroneous payments because of insufficient reviews of payment 
requests and a lack' of necessary automated system edits. Also, improvements 
are needed in review of travel plans, orders, advances, and claims. Further- 
more, better controls are needed over accounts payable and receivable 
operations at the Charleston and Norfolk shipyards. 

GAO believes these situations exist because management has not emphasized 
the need for good internal control systems. The lack of sound internal 
controls at the above locations makes them vulnerable to fraud, waste, and 
abuse. 
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GAO also stated that Navy internal audit activities are not achieving 
their full potential because audit findings often do not describe the 
underlying causes of problems; there are not enough audit resources; and 
internal auditors are not involved in ADP planning, Management does not 
always know what corrective action needs to be taken to prevent problems 
from recurring and the frequency of reviews of its operations are not suffi- 
cient to assure that the risks of fraud, waste, and abuse are minimized. 
The Assistant Secretary of the Navy (Financial Management) stated that "both 
audit and internal review are essential to Navy management". However, GAO 
believes that this statement is not consistent with the decreasing emphasis 
in resources allocated to Navy internal audit organizations. 

GAO made eleven recommendations to SECNAV (listed on pages 31-33 of the 
GAO report) which are discussed in the DOD comments below. L/ 

II. DOD Comments 

General Comments: 

1. The title of the report needs to be changed. As stated, the title 
does not afford the Congress and the general public a fair and objective 
evaluation of any response that can be offered. A better climate for report 
receptivity may be gained if subjective titling such as this is avoided. A 
more impartial title should be selected. 

Additionally, the title cites only the Naval Sea Systems Command as the 
object of the report. Approximatel,v 40% of the report concerns other 
commands which are not related to the command structure of the Naval Sea 
Systems Command. The Naval Regional Finance Center, the Naval Regional Data 
Automation Center, and the Naval Audit Service are organizational entities 
which report to other elements of the Naval establishment. The Naval Sea 
Systems Command cannot direct actions to these commands nor is it directly 
responsible for their actions. The inclusions of these elements in the 
report and the constant inference that all of the activities are at an equal 
level make the report extremely awkward and susceptible to large misinterpreta- 
tions. During the OSD/Nav.v/GAO meeting on 30 October 1980, one title suggested 
to GAO was: "Assessing the Effectiveness of Internal Controls on Transactions 
Related to Some Navy Commands", 

The report's title has been hanged and additional information 
has been included in chapter 1 to describe all of the activities 
included in the review. ' 

l/ Page references have been changed to correspond to page 
n&rs in the final report. 
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2. Throughout the report, the GAO makes continual reference to the GAO 
Policy and Procedures Manual as a standard quidance directive. NAVSEA finan- 
cial and other policies/procedure directives are aerived from higher Naval 
authority and Department of Defense documents. The constant reference to the 
GAO documents implies that NAVSEA systems and procedures should be directly 
attributed to the GAO publications. There is little indication that the 
NAVSEA directives in the functional areas under consideration were reviewed 
as a vital element of internal control system checks. 

According to the Budget and Accounting Procedures Act of 
1950, the heads of executive agencies are responsible for estab- 
lishing and maintaining adequate systems of accounting and in- 
ternal controls. These systems must conform to the accounting 
principles, standards, and related requirements prescribed by 
the Comptroller General. The GAO Policy and Procedures Manual 
for Guidance of Federal Agencies sets forth these principles, 
standards, and requirements and was used as the primary source 
of criteria for this review. 

Hcrwever, Department of Defense, Department of the Navy, and 
NAVSFA &policies and procedures also were examined and, in fact, 
the report specifically refers to these procedures in certain 
instances. We do not mean to itrply that these policies and pro- 
cedures do not exist. Rather, it is our contention that in nu- 
merous instances they were not adhered to. 

3. The report, in general, does not present information in a manner 
that allows the reader to place various elements in perspective. The organi- 
zational size, the command mission, and the total resources administered by 
NAVSEA are not related to the areas where weaknesses are alleged. As 
examples, the sections of the report which deal with travel administration 
deficiencies and unauthorized procurements fail to show the relationship 
of weaknesses discovered to the significant total volume of business con- 
ducted in these areas. 

Chapter 1 of the report has been revised to include infor- 
mation on Navy activities,. other then NAVSFA, included in the 
review, In addition, more inform&ion has been included in the 
sections on travel and procurement to place the deficiencies in 
perspective. However, the nature of a vulnerability assessment, 
as described in chapter 1, is to perform a broad examination of 
an agency's operations using an internal control checklist and 
the testing of a limited number of transactions. 
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The numbar of tims a deficiency exists is not as relevant as 
the fact t3at it cccurred--indicating a weakness in internal con- 
trol which invites mre of the same deficiencies. It is cmly 
accepted that prevention is the best way to combat fraud, waste, 
and abuse and that the key to prevention is sound internal controls. 

4, The GAO should provide definitions of Fraud, Waste and Abuse in 
order to clarify the report, It is difficult to determine which categpry 
is being considered by the GAO in the various sections of the report. The 
Department of Defense has provided a set of definitions and standards for 
DOD reporting purposes in which the term "abuse" is no longer used. The 
GAO should provide a set of descriptions in order to have the terms consist- 
ent. 

The intent of the report is not to categorize the nature of 
the weaknesses identified but to show the areas in which the Navy 
activities need to strengthen internal controls to prevent these 
weaknesses frum recurring. Therefore, no change has been made. 

5. GAO did not conduct 
command they reviewed. Such 
and comp'lete findings in the . * I 

exit meetings with top .level officials at each 
meetings could have contributed to more accurate 
GAO draft report and also affected the wording 

of the GAO recomrnendatlons tnerein. 

!l%e above statement is not correct. Exit conferences were 
ccnductedwiththe shipyard commanders at Charleston and Norfolk. 
This fact is recognized in the agency's ccxm-tents on page 54. We 
also mat with top-level NRTX officials concerning our review of 
NRFC's payments to vendors. In addition, the staff met with top 
officials at NAVSEA and the Naval Material C&man d to discuss the 
-tents of the checklist of internal control weaknesses (app. 
I). After the report was officially transmitted. to the agency, 
we met informally with top-level officials of all activities in- 
cluded in the review to discuss the contents of the report. 
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Specific Comments on theDigest: 

Page i. 1st paragraph, 

m: f;S;ment that study was.not aimed at finding fraud, waste, 
. . . . "Nevertheless disclosed.... infers that B5.S 

million in receivables fits one of the categories. AS 
defined later, this item represents excess material returned 
to the supply system for credit over a period of two fiscal 
years. 

The staternsnt has been revised to read "written off without 
adequate justificaticm" because, at the tims of cxlr review, shimard 
officials were unable to explain why these receivables we written 
off. 

Page i. 2nd paragraph. 

w: The relevance of this paragraph is not understood. The 
inference is that NAVSEA is guilty of fraud by association 
with the Navy. It is diffucult to believe the GAO 
statistics -cannot be broken down. This paragraph should be 
stricken. 

The purpose of the paragraph is to show that, although the 
identification of fraud cases was hot a part of this review, a 
related study showed that fraud was a significant problem within 
theNavy. In fact, there were more reported fraud cases in the 
Navy than in any other agency. 

Ihe statistics were provided by the Navy, not by GAO. The 
purpose in this series of reviews by the GAO Fraud Task Force is 
to assist the various govemrnen tal agencies in preventing fraud, 
waste, and abuse of govemntal funds. A more positive attitude 
by ozmmnds such as NAVSEA weld greatly aid in attaining this 
objective. 
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Page ii, "Better Internal Controls Needed" 

commsot;: Statement that NAVSEA has "inadequate internal controls over 
several activities" infers that the items in the list that 
follows are all NAVSEA controllables, They are not, and the 
statement should be amended to state the items applicable to 
NAVSEA. 'Additionally, the statement "si nificant portion of 

sy 
-+--T-not its available funds ma not be spent.,..e c. 

substantiated by evi ence or proof in the report and should 
be stricken. 

The statement has been revised. The specific weaknesses are 
m identified with the specific location at which they were 
found. 

E&&aver, we disagree that the report does not substantiate 
the stated potential for misspent Ms. We found internal con- 
trol weaknesses in every area we reviewed. Appendix I clearly 
shaws the extent of vulnerability for each activity included in 
the review. 

Page iii. "Improvements Needed in Internal Audit." 

e: W;ment should be added to-clarify what activity is being 
The Naval Audit Service relationship to NAVSEA should 

be detailed, as well as the reason this section is being 
included in a report on NAVSEA. 

No change has been made to the digest. 'f%Ywever, the body 
has been revised to shw the relatiaship of the Naval Audit Serv- 
ice ark3 the Office of Internal Review to NAVSEA. We have also 
ad&d an organizational chart to shm the relationships of the 
activities included in our review. Thedraft report sent tothe 
agency for mt contained cur rationale for including a chap- 
ter cnn titemal audit. As stated in our earlier draft, internal 
audits are part of, or should be part of, the agency's system of 
internal controls. Internal auditing is essential to manage- 
mnt's attaining its goals because it furnishes information, 
analyses, appraisals, and recmndations pertinent to mgerfk?nt 
duties and objectives. 
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We also discussed the findings of a Naval Audit Service sur- 
veyonNAVSEAand other 
in chapter 4. 

cmmand procurement of office equipmmt 
7hi.s discussion shows the iqmtance of internal 

auditing in identifying weaknesses in internal controls and 
thereby in preventing fraud, waste, and abuse. 

Page ii, last paragram. "Lack of basic controls over approving, 
processing, and paying employee travel claims." 

Comment : The travel claims function was transferred to the Personnel 
Support Activity, Washington, D.C., effective 1 October 1979. 
This information was available during the audit. 

This statement has been revised to read "Lack of basic con- 
trols at the Naval Sea Systems Corrmand over approving and process- 
ing employee travel claims, and at Personnel Support Activities 
whichpaythe claims." 

Page iv. "Conclusions and Recommendations." 

mment: Statement II.... internal controls influence, etc...other 
activities may be vulnerable" infers again that NAVSEA has 
control of the 3 other commands reviewed. Additionally, the 
statement is an overgeneralization, draws an illogical 
conclusion and is not supported by evidence in the report. 

The statement has been revised to read "The Navy's insuffi- 
cient emp2xasis on internal controls at the activities GM re- 
viewed..." We disagree that the statement is an overgeneraliza- 
tion, draws an illogical conclusion, and is not supported by 
evidence. The majority of internal control systems we reviewed 
are uniform for all Navy activities and were prescribed by the 
Department of the Navy. Therefore, if weaknesses in internal 
controls are found in one activity, those weaknesses may apply 
to all activities. 

Recommendations in the Digest, as well as the specific 
weaknesses noted should be reviewed based on the specific 
comments that follow. 

Specific Comments on Chapter 1, Introduction: 

Paqe 1. 4th line "concerning NAVSEA...." 

Comment: Sentence should be expanded to list all commands reviewed. 
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The statenW& has been revised to say "selected Navy Depart- 
ment activities." 

Page 2. "NAVSEA Command's Purpose." 

w: This section should include a more comprehensive description 
of the NAVSEA organization including the number of employees, 
number and size of the field activities, size of headquarters 
plus a more accurate description of its financial resources. 

No Change has been made because tie agency has not given any 
reason for including this inform&ion. We do not think additional 
background information has any bearing on the internal control 
weaknesses identified. 

Page 3. "Objectives, Scope." 

w: The section which mentions NRFC and NARDAC should be expanded 
to explain their command relationships and total resources. 

The section on purpose and programs has been expanded to 
include this information and an organizational chart has been 
added to shaw the relationships of the activities reviewed. In 
addition, the Objectives, Scope, and Methodology section has been 
revised to show our rationale for selecting the activities for 
review. 

Page 3. Paragraph 4. 

m: The discussion concerning the evaluat 
program and administrative activities 
the report. Program activities, as d 

ion of controls for 
is not substantiated in 

efined by GAO, for NAVSEA 
would involve an examination of the major shipbuilding and 
weapons acquisition programs.. The report generally covers only 
the administrative aspects of NAVSEA. If the program activities 
were, in fact, reviewed, then a statement of the conditions 
found should be made. Otherwise the section should be rewritten 
to state that only administrative support activities were 
reviewed. 

During discussions of the above finding at the OSD/Navy/GAO meeting on 
30 October 1980, GAO indicated they would review their work papers to validate that 
controls over program activities were, in fact, reviewed. 
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Tk term "prcgram activities" has ken deleted. 

Specific Comments on GAq,'s Findings and Applicable Recommendations: 

1. Recornnendation #l 

To reduce the vulnerability of these activities, GAO recommends 
that the Secretary of the Navy emphasize to all management levels the 
significance of good internal controls and the need for managers to make sure 
that tasks and functions for which they are responsible are adequately con- 
trolled to prevent or at least reduce risks of either intentional or accidental 
m’isuse or abuse of Federal funds. 

Comments : 

Concur with intent; however, guidance currently contained in NAVCOMPT 
Manual, Vol. 1 - Comptrollership Organization and Responsibilities, SECNAVINST 
7510.7A - Departm'ent of the Navy Audit Manual for Management, SECNAVINST 
7510.8 - Internal Review in the Department of the Navy, and OPNAVINST 5040.7H - 
Naval Command Inspection Program, provide adequate guidance and emphasis to all 
management levels of the importance of internal controls to prevent waste 
through mismanagement or fraudulent or abusive practices. The collective 
guidance provided therein and as supplemented by implementing directives at 
Headquarters elements and individual commands provide the required emphasis to 
ensure that all activities are aware of the rleed for good internal controls. 

We have not said that written guidance did not exist. Hw 
ever, because of the numerous weaknesses found in internal ccn- 
trols over the areas we reviewed, we believe the guidance has 
not been folkwed. We believe the qhasis on the impMza.nce of 
internal controls must conbe from top management. If the head of 
an organization stresses &s irqortance of such controls, man- 
agers at lmer levels will perceive them in a similar light. 
More ~rtantly, the managers must be held accountable for en- 
suring that existing internal control policies and procedures 
are properly implemented. 
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2. Recommendation #2 

Establish an internal control officer to oversee these controls and 
assure that each Command and major location establish an officer to see that 
improvements are made to correct the problems noted during our review and that 
surveillance is constantly maintained to prevent recurrence of these problems. 

Comments: 

Do not concur. In our opinion there are adequate internal control 
Jfficers within the various DON systems. The designation of an added official 
to oversee the existing controls would provide another management layer without 
providing an apparent improvement to productivity. The DON believes that there 
presently exists good internal control officials at every level of command. These 
officials, such as base commanders, internal review offices, are supported by audit, 
inspection and investigatory organizations - Naval Inspector General, Naval Audit 
Service, Naval Investigative Service. These are also buttressed by the GAO, the 
DAS, and the S&IS organizations, all of whom are involved in assuring that 
adequate internal control exist. The latest control system, currently being 
developed in DOD, is the "followup system" required by DMB and Congress. This 
system when implemented will provide for the followup of recommendations made by 
audit, inspection and investigation, by GAO, DAS, NAS, NIG, NIS, Navy Internal 
Review organizations. It is apparent that adequate control officials exist 
or will exist in the DON. Any additional layer of an internal control officer 
will be redundant. 

Despite the depamt's contention that there are adequate 
internal control officers within the various Navy systm, we 
found nurrrxous weaknesses in internal controls which cause us 
to conclude that these officers are not at a sufficiently high 
organizational level. We believe that the underlying cause of 
the internal control weaknesses is the lack of comnitment by top 
mgement of the Departrbznt and that a high-level internal con- 
trol officer could focus efforts toward irqxovmnt. 

3. Findings (Note: the below finding relatesto Rec. #3, 4 & 7) 

Page 6.. "Better Control Needed Over Computer Processing." 

Comment: The discussion on record counts and the inference that 
payroll dafanot completely and accurately processed is not entirely accurate. 
At Charleston Naval Shipyard, the Payroll Section has a record count and an audit 
function on all personnel actions to ensure that the actions have been entered. 
Additionally, there are numerous controls in the shipyard pay system to ensure 
accurate processing of data. The Shipyard Management Information System payroll 
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numerous control reoorts includina: Dailv 

APPENDIX II 

application provides 
Report; Daily Payrol 1 Control Report - Total (Hours and Dollar; 

Payroll Exception 
); Missing 

Timecard Listing; and the Daily Error Listing. In addition, each supervisor is 
responsible for reviewing the predetermined control totals maintained by the 
pay clerks to ensure the payroll is accurate, 

The statement on record counts and control totals has been 
revised to reflect that, in qy instances, these record counts 
and control totals are in the gystem but are not properly used 
by the responsible Navy activities. We agree that shipyard man- 
agement information systems do provide control reports. Hmever, 
proper and timely use of these reports is necessary for the reports 
and the related system of internal controls to be effective. Also, 
the proper use of control totals and record counts indicates that 
they should be generated prior to entry on autcxmted systems, not 
afterward. 

Page 8. "Need to Match Payroll and Personnel files." 

Comment: The statements regarding the matching of payroll and personnel 
files are7XXitirely accurate. At the Norfolk Naval Shipyard, the Master Pay- 
roll File and the Personnel Automated Data System (PADS) file are matched weekly. 
The shipyard was unable to confirm the discrepancies cited by the auditors, 
Specific information as to the reported discrepancy was requested by the shipyard 
at the exit conference with the GAO personnel, but this information was not 
provided. At the time of the review, the reported finding was not discussed with 
or confirmed by knowledgeable shipyard officials..During the DOD/GAO meeting of 
30 October 1980, GAO indicated they would review their work papers for validation 
of discrepancies and notes on whether they had provided Shipyard officials with 
information at the exit conference, At the Charleston Naval Shipyard, the Master 
Payroll File is normally matched to PADS files on an annual basis. At NAVSEA 
Headquarters, the need to match these records was noted in NAVSEA Internal 
Review Report 80-l dated 29 January 1980 on timekeeping and overtime. 

GAO CCMMENT 

The Personnel A&mm&ad Data System is not the official Navy 
personnel file. The Naval Automated Civilian J!&npawer information 
System (NACMIS) is, to our understanding, the official personnel 
file and for this proposed match, our facts, as stated in the draft 
report, were and are correct. 

We ree xamined the supporting papers for work at the shipyards 
and found that this information was provided to officials during 
the exit conference at the Norfolk Naval Shipyard. During our 
review at Charleston we found discrepancies, which we were able to 
reconcile, when we matched the NACMIS and the payroll files and 
discussed the need for periodic matches of the payroll file with 
NACMIS . 
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Recommendation #3 

Require proper segregation of payroll functions at NRFC so that no one 
person handles all phases of a transaction. 

Comment: Concur in principle. The following NAVCOMPT regulations 
provide s-r-it division of duties to satisfy the intent of this reconendation: 

a. NAVCOMPT Manual, Vol. 3, par. 033101 specifies that under no 
circumstances will payroll clerks be allowed to maintain their own individual pay 
accounts. 

b. NAVCOMPT Manual, Vol. 4, par. 045012-Zc(1) further states personnel 
designated to distribute pay checks should not participate in the preparation, 
approval, or certification of the payroll or the personnel action documents or in 
maintaining the payroll controls or earning records on the time and leave records. 

NRFC Washington in practice does what the GAO recommends as a solution. 
Major rotations of payroll clerks are made annually to preclude long- 
range potential problems and as a training media. Most importantly, rotations 
take place routinely each pay period as a result of the peak work periods 
created by the payroll cycle whereby payroll clerks are assigned various 
portions of the total workload until payroll processing is completed. Thus, 
no one individual controls all phases of a transaction. As a matter of policy, 
the payroll clerk that updates the Payroll Master file does not process the 
biweekly Time and Attendance Report. Also, each activity payrolled is pro- 
vided the Payroll for Personnel Services Report (NAVCOMPT Form 485) biweekly 
showing payroll transactions by employee - in effect providing for independent 
review for validity or accuracy. NAVMAT, upon request, is provided with a 
Payroll Master file for all Systems Commands for matching to their Master 
Personnel file, Further, payroll checks are distributed externally (payroll 
clerks never see the payroll checks) directly to the payrolled activities for 
review and verification of accuracy. Based on the above, NRFC, Washington 
payroll processing procedures meet the requirements of proper segregation of 
payroll functions. This position is further supported by the Naval Audit 
Service Capital Region Audit Report 038020, dated 4 June 1980, in which it is 
stated, "We concluded that the system did not vary in any material aspect from 
the approved system design and is in compliance with the principles, standards, 
and related requirements currently prescribed by the General Accounting Office 
Review Guide for Federal Agency Payroll System Design." 

It is suggested this recommendation be withdrawn for reasons stated above, 
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In a subsequent telephone conversation with NRFc's Execu- 
tive Director we were told that the sentence in the second para- 
graph under b. above, "NRFC Washington in practice does what the 
EAC) remmmends as a soluticm" should have been changed to read 
"As a result of the G?Q audit, NRFC will institute a procedure 
requiring an independent review of SF-50 (Notification of Person- 
nel Action) datainpzltbythe ADPte rminal operator." The offi- 
cial stated the change was too late to be incorporated in the 
Navy's official comnents. Also, the official proposed that the 
following statements be added to this paragraph: YJRFC is pur- 
suing the feasibility of obtaining SF-50 data through electronic 
ADP media. This data will be reviewed by payroll personnel prior 
to entering it into the payroll system." 

Eased qmn the almve information, the reccmmen dation was not 
changed. 

Recommendation X4 

At NAVSEA Headquarters and the shipyards, improve other controls over 
payroll, such as requiring: (1) control totals to be determined when source 
documents are prepared; (2) personnel offices to be informed by the payroll 
staff of actions processed.to payroll files; and (3) a routine periodic 
reconciliation of payroll and personnel files. 

Comment: Do not concur. 
processinme shipyards. 

Adequate controls exist over payroll 
Additional control totals are not required. 

Shipyard personnel offices are provided with the weekly payroll master file 
change register, and periodic reconciliation of payroll and personnel files is 
accomplished. The recommendation is no longer applicable to NAVSEA Headquarters. 
NAVSEA personnel and payroll functions are handled by separate activities that 
are not under NAVSEA cognizance. 

GAO - 

As stated above, our point is that controls did exist but were 
mt being used effectively at NAVSEA or at the shipyards. As our 
recommendation states above "...improve other controls...,H not 
irqlement new or additional controls. We are aware that shipyard 
payroll offices are provided weekly listings: hcwever, "periodic 
reconciliations" were mt being performed in a timely manner. In 
fact, we noted February and Ma&h 1979 errors on the payroll report 
during our November 1979 site visit to the Norfolk Shipyard. 

We believe the ret csmendation is still applicable to NAVSEA 
because the ultimate responsibility for the accuracy of its payroll 
and personnel data rests with NAVSFA and its cognizant subordinate 
activities. 
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4. Findings ( relate to Recommendation #5) page 11, para 2 

"Programmers were allowed unrestricted access to the computer rooms 
at Charleston, Nortolk, and NARDAC. Sound ADP control requires that programmers 
riave restricted access to the computer room and that they not be'allowed to 
operate computer equipment. These requirements exist because programmers have 
the technical ability to make changes to computer programs and data files without 
being readily detected, Although we found no evidence of programmers doing this 
during our audit, the failure to restrict access subjects the computer systems 
to unnecessary risk." 

"At the NARDAC center, for example, we observed a programmer operating 
the computer equipment during our tour of the facility. We were informed that 
the programmer was temporarily filling in as an operator because the regular 
operators were in a meeting. We also were informed that, even though no 
operators are present, programmers sometimes operate computer equipment on 
weekends to test their programs. Officials explained that this avoids disrupting 
normal production operations." 

Comment: Concur that Programmers access must be restricted. However, 
system prmng personnel are required to work on second and third shifts 
and on weekends in order to test and modify the executive system without 
disruption of production processing. Additionally, staffing with operations 
personnel and tape librarians would be an expensive overtime cost or would 
require rescheduling of shifts to provide coverage. Funding for overtime work 
is scarce and rescheduling shifts is impractical since the requirements for after 
hours work is sporadic. 

The Navy realizes that more adequate security measures for the computer 
room are needed and this problem will be resolved when the NARDAC computer 
facility is moved to a consolidated site during the first or second quarter of 
calendar 81, The consolidated site will be staffed around the clock. 

The Norfolk Naval Shipyard DPO Instruction 5530.lA which was in force 
at the time of the audit, authorizes unlimited access only for systems personnel 
who are computer software specialists. This restriction continues under the 
Norfolk Naval Shipyard current DPO Instruction 5530.18. Application programmers 
are allowed in the computer room only on a problem situation basis. Access is 
controlled by cipher locks which are being changed to magnetic card key entry. 
NAVSEA letter 9941-PAH 5510/A Ser 2627 of 27 Ott 1980 to NAVSEASYSCOM Shore 
Based detachments and others re-emphasizes the importance of enforcing current 
ADP Security Instructions. 
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We believe that progmnning personnel with unrestricted ac- 
cess is an unwarranted risk--especially for systems progranmrs 
(as wed to applications programners). The Navy should provide 
additional measures to mnitor, restrict, or reschedule program- 
mers' access times in the cxxqmter mm. 

Wehave reexamined ourworkingpapers and the Instructions in 
question at the Norfolk Naval Shipyard. The Instruction 5530.1A 
qthorizes access for all CODE 113 (prcqramers) with no distinc- 
tion between application and systems programners. We have not 
reviewed the current Instruction 5530.18 or the NAVSEA correspond- 
ence referrred to above to determine if this situation has been 
remedied. Even so, we believe that unlimited access to the cxxn- 
puter room by systems prqramners constitutes an unacceptable 
risk. 

Finding, paqe 11, para. 5 

"Computer operators at Charleston, Norfolk, and NARDAC have access to 
systems documentation. Sound ADP control requires that system documentation be 
secured, and that computer operators not be allowed unsupervised access to the 
documentation. Knowledge gained by computer operators from system documentation 
coupled with their technical knowledge of computer operations increases the risk of 
their making unauthorized changes to programs and data files." 

"Written procedures specifying the controls necessary over system 
documentation do not exist at Charleston and Norfolk. Further, at Charleston 
we were informed that computer operators can easily gain access to areas where 
system documentation is kept. At Norfolk, we noted that computer operators 
are authorized unsupervised access to the combination safe where system 
documentation is stored. Furthermore, senior operators are provided with a key 
to the programmers' offices which also have elements of the system documentation." 

"At NARDAC, we visited the programmers' work area after normal 
work hours and found the doors to the work area open, After entering, we 
observed system documentation on desk tops and noticed that there were no 
lockable file cabinets for storing documentation. As a result, the system 
documentation is readily accessible to computer operators on the evening 
and night shifts." 
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Comment: Concur that computer operators have access to Systems 
documentamser and operations documentation must be readily available for 
use during normal shift hours. Frequent and convenient access to the documen- 
tation is required in the normal course of operating the systems. However, the 
documentation should be secured at the close of business each day to preclude 
unauthorized use by personnel working during off duty hours. Procedures 
for securing documentation will be implemented as soon as locking containers 
can be procured. 

Do not concur that computer operators have unsupervised access to 
systems documentation at the Norfolk or Charleston Naval Shipyards. 

At the Norfolk Naval Shipyard, system documentation is retained in computer 
specialists offices which are locked when no one is in the work area. Back-up 
documentation is stored in the safe. Computer operators have only supervised 
access to the safe and to the computer specialists offices. These procedures 
are documented in Norfolk Naval Shipyard DPO Instruction 5330.18. 

At Charleston, unsupervised access to system documentation is restricted to 
employees who are responsible for the documentation. System documentation is 
maintained in the offices of analysts and programmers which are locked during 
non-work hours. In the one branch that is not iocated in a lockable area, 
since it contains the fire exit passageway, documentation is kept locked in 
cabinets. Computer operators do not have unsupervised access to system 
documentation. 

At lmth the Norfolk and Charleston Naval Shipyards, the senior 
LIZ operators have a key to the areas where dcxxmentation is 

. At the Charleston Shipyard, as many as ten keys have 
been issued which wcxld provide access to the omputer area, one 
of tich is located on the ccmputer console available to anyone. 
Controlling the number of keys and knowing who has them does not 
in any way control how or when the keys are used. As stated pre- 
viously, we did not have available for review the current DPO 
Instruction 5330.1B at the Norfolk Shipyard but the instruction 
in force at the time of our onsite visit (DPO Instuction 5530.1A 
enclosure 3) authorized GS-7 cmputer operators and above access 
(with no restrictions noted) to the data bank safe. 
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Finding, page 12, para. 5, 6, 7 

"Access to the tape library is not adequately restricted at the three 
computer centers, Access restrictions are important to protect the files from 
unauthorized use, manipulation, or destruction." 

"At NARDAC, the tape library door remains open, even during the evening 
and night shifts when a tape librarian is not on duty. The tape library actually 
serves as a passageway between the computer room and output room, and therefore 
others besides the tape librarian often enter the tape library. In addition, 
a computer listing identifying the tapes in the library remains on a desk in open 
view, even during hours when the librarian is not present," 

"The Norfolk and Charleston computer centers do not employ librarians. 
Instead, computer operators retrieve the computer tapes needed for processing. 
Furthermore, no log is kept to control the removal and return of tapes and their 
libraries remain unlocked during computer operations." 

Comment: Concur in principle. The NARDAC tape library at the 
Crystal Mmility is located between the computer room and the production 
control desk. Production control (input/output control) personnel share 
tape librarian duties during regular work hours as required in their position 
descriptions. After regular working hours, operations and programming 
personnel occasionally are required to pull their own tapes since the tape 
librarian is only on duty during the prime shift. It is not possible to 
anticipate all tape requirements in advance of a production run or test 
session because of unexpected read/write errors encountered during processing. 

The Crystal Mall facility is scheduled to move to the consolidated site 
during the first or second quarters of calander 81. Tape librarian services 
will be provided at the new site. 

For the Norfolk and Charleston Naval Shipyards, NAVSEA does not concur 
that access to the tape library is not adequately restricted. 

At Norfolk, the tape library room adjoins the computer room and is subject to the 
same limited access as the computer room, 

At Charleston, unsupervised access to the tape library is restricted to computer 
operators and supervisors. Tapes and disks are filed in a room connected to the 
computer room and this room is subject to the same limited access as the computer 
room. Back-ups are kept in fireproof safes in a locked room. The presence of 
two to four operators on each shift is considered an adequate deterrent to 
malfeasance by a computer operator. The cost of staffing the tape library three 
shifts a day, seven days a week, is considered prohibitive. 
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GAO COMMENT 

The purpose of restrict& access to the tape library is to 
prevent unauthorized use, manipulation, or destruction of files. 
The risks associated with unlimited, unsupervised access increases 
proportionately with the familiarity the person(s) has (have) with 
the system. The machine operator instruction bmks (e.g., run 
bocjks) provide them with a high degree of familiarity with not 
only the applications for which they are responsible but also 
other operator applications. The problems noted in the previous 
section regarding access to dcxumen tation coupled with unlimited 
tape library access constitutes a potentially serious breach of 
internal control. 

Thus, the situation at both the Norfolk and Charleston ship- 
yards constitutes a potentially serious breach of internal con- 
trol and may be even more serious at Charleston where several 
keys which provide access to the ccxnputer area are available to 
prograrsning personnel. 

Recommendation US 

Direct all installations to assign an ADP security officer, implement a 
security training program, and restrict access to computer equipment, computer 
tapes, and system documentation. 

Comment: Concur with intent of Recommendation. A DON ADP Security 
Program wmblished on 2 April 1979 by issuance of OPNAV Instruction 5239.1. 
The Instruction addresses the requirement for an ADP Security officer and 
provides guidance concerning access to computer facilities. ADP Security 
training is currently provided by DODCI. OPNAV Instruction 5239.1 has been 
implemented at all levels of command. 

NAVSEAINST 5510.13 designates SEA 994 as the NAVSEA ADP Security 
Officer and directs that each of the NAVSEA shore activities appoint an AOP 
Security Officer, Each of the NAVSEA shore activities has appointed an AOP 
Security Officer. This Instruction and NAVMATINST 5510.17 and OPNAVINST 5239.1 
require restricted access to computer equipment, computer tapes and system 
documentation. The need for training is recognized, Due to the limited DOD 
training capacity, funds have been budgeted by NAVSEA for assistance from 
outside organizations. As stated previously, NAVSEA considers that adequate 
restrictions exist on access to computer equipment, computer tapes, and 
system documentation at the Naval Shipyards in question. 
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Our review indicates that the Navy has not effectively iry#e- 
mented corrective action. For example, NAVSEAlNST 5510.13 "imple- 
mented" as of April 3, 1978, directed that each of the NAVSEA 
shore activities ap@..nt an ADP security officer. Other related 
instructions OFNAVINST 5510.131, NAMTINST 5510.17, and SECNAVINST 
5211.5A had been in effect for almost a year. Yet, as of June 
1979, the Norfolk Shipyard -had not appointed a fulltime ADP secu- 
rity officer even though an ADP security team of the NAVSE?4 In- 
spector General had informad them of this deficiency in June 1978. 

Security inspections conducted by the NAVSEA Inspector General 
during calendar years 1978 and 1979 indicated that several other 
NAVSEA shore activities had not camplied with the aforementioned 
"ixtplemsnted" instructions. 

Our review also disclosed that OPNAVINST 5239.1, dated April 2, 
1979, was issued as a stopgap measure and was to be superseded by 
L%VD..INST 5510.1 (draft), dated September 26, 1979. This had not 
been acqlished as of October 1980. Our review of OPNAVINST 
5239.1 disclosed that it is basically a ccmpendium of DOD instlruc- 
tions of 1972-1973 versions witi 1978 u@ates and a 1977 Nati- 
Bureau of Standards interim report on risk assessment. Hover 
we do not believe the lyavy's ADP security program will be adequate 
until an instruction is issued. 

5. Findings (relate to Recommendation #6), page 14, NAVSEA Contract/ 
Procurement. 

Comment: The amount of coverage given to the unauthorized procurement 
of officement is considered excessive and if not placed in proper per- 
spective conveys the impression that major procurement actions are' included in this 
description. The GAO report is also silent on the efforts of NAVSEA to deal with 
this problem, It should be noted that the 121 equipment items provided to the 
GAO are a part of the 10,000 item inventory of serialized office equipment. 

We believe the coverage is not excessive because circumven- 
tion of procurement procedures has been going on for several years. 
We revised the reprt to state’tiat the majority of the office 
equipment was obtained by placing orders over the telephone with- 
out written justification. The potential exists for major pro- 
curement actions to be included. We revised the report to show 
the current situation at XAVSEA. Our information indicates that 
the 121 quipent items are not part of the 10,000 item inventory 
of serialized office eguipmsnt. 
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Finding, Page 14, Procurement. 

Comment: The inclusion of NAVAIR and NAVELEX items in this discussion is 
not under- The total cost of $250,000, which includes the NAVAIR and NAVELEX 
items, is shown on page 15 as a total cost to NAVSEA only. 

The GAO has not examined the underlying cause of the unauthorized 
procurement problem. The NAVSEA Office of Internal Review has recently completed 
a study of the unauthorized procurements and concludes among other things, that 
the excessive procurement lead times are a direct contributing factor. Additionally, 
the priority system which the GAO describes in this paragraph is not known to the 
NAVSEA Procurement Section. 

We initially wanted to show the extent of the procuremnt 
abuse but NAVSEA officials requested that we talk only in terms 
of 'NAVSEA. Therefore, we have deleted the NAVAIR and NAVELEX 
items. The total cost of $250,000 has been revised to $122,573 
to reflect NAVSEA items only. We have added that the majority 
of the items were acquired by placing orders over the telephone 
without written justification. Also, we deleted the discussion 
on the priority system because a NAVSEA internal review official 
stated that their review of unauthorized equipment purchases or 
leases indicated that the average procurement lead times for 
procuring or leasing office eguipmant were from 150 to 170 days. 

Finding, Page 16, Procurement 

Comment: The reference to the $9.7 million contracts should be re- 
phrased tm the confusion that this is the cost of the equipment in 
question. During the DOD/GAO meeting, GAO agreed this paragraph was unclear 
and would review notes for possible rewording. 

GAO cm 

The statement has been revised to read "The five contracts 
totaled $9.7 million." 
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Finding, Page 16, Paragraph 2 - Reference to the item that equipment 
costs were sometimes charged to the Navy Industrial Fund. 

Comment: The Navy Industrial Fund provides working capital for all 
Navy induX7iYf-activities not just naval shipyards, This parenthetical 
explanation of the Navy Industrial Fund appears to infer that naval shipyards 
were the field activities purchasing equipment for Headquarters so that 
procurement procedures could be circumvented. The definition of the Nav 
not naval, Industrial Fund should be changed to read "(a revolving fun -i!? 

, 

established by the Congress to provide working capital for naval industrial 
activities)". 

The statement has been revised to read, "a revolving fund... 
for naval industrial activities." 

Finding, Page 18 - Conclusion by GAO that insufficient review of the 
activities ot contracting offices and project managers has resulted in the 
unauthorized procurements. 

Comment: This conclusion, which results in Recommendation #6, page 
32, revea‘lj-amisunderstanding of the manner in which the unauthorized 
purchases took place. 

The conclusion has been revised to include NAVSEA's cmnt 
that the unauthorized commitments resulted from excessive procure- 
ment lead tirre for obtaining office equipment. However the _poten- 
tial still exists for fraudulent activities because the majority 
of these equipment items were ordered by telephone without written 
justification or authority. 
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Recommendation #6 

Require an independent review of proposed procurements by someone 
other than the contracting officers and project managers to preclude 
unauthorized purchases and purchases not within the scope of Navy contracts. 

Comment: Do not concur. This rectimmendation is based on a misunder- 
standing -manner in which the unauthorized purchases took place. The 
inference is that the contracting officers and project managers are placing 
funding documents for the specific equipment with contractors or field 
activities and that an additional check will eliminate the problem. This is 
inaccurate and results in a recommendation that will not provide a solution. 
During the DOD/GAO meeting, discussion of Recommendation #6 and related 
findings indicated that a differently worded recommendation might be more 
helpful in resolving any problem. A better recommendation, it was discussed, 
miaht be to emphasize the need to expedite the system for procurement of 
ofiice equipment. 

The recormendation has been reworded to take into account the 
need for expediting the process for procurement of office equip- 
ment. We are also re ccmtnending that NAVSlS4 (1) perform internal 
reviews of contract overhead charges to ensure that only authorized 
items are charged, (2) review the contract and funding documents 
used in acquiring the office equipment to ensure that other charges 
are proper and are accounted for and (3) provide specific detailed 
guidance on the use of funding dmume ntation. 

6. Findings (Recommendation #7) 

Finding Page 36 - "Failure to maintain a signature file for persons 
authorize3 to apirove purchase orders and invoices for payment at NRFC and 
verify approving signatures against this file before making payments." 

Comment: The Comptroller of the Navy does not require that this 
activity mn a signature file of persons authorized to approve purchase 
orders and invoices for payment. NRFC maintains that the designation and 
maintenance of a signature file of persons authorized to execute a contract/ 
purchase order or to certify an invoice is the responsibility of the procuring 
or certifying activity. 

We found that NRFC pays invoices, acccmpanied by a purchase 
order, based upon the invoice being certified that goods or serv- 
ices have been received. NRF'C does not check the signatures on 
these documents for authenticity. We believe that, if signature 
authority is limited to several officials within each organization 
the NREC supports, the persons paying the invoices would beccma 
familiar with the authorized signatures. Because NRET does not 
check signatures, there is no guarantee that paymnts are supported 
by purchase orders and invoices that are approved by authorizing 
persons. 
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Findinq, Page 38 

"Cash Recei ts 
------v 

Failure to develop and implement procedures to insure 
that checks are proper y received, controlled, and accounted for (i.e., checks 
in a log and reconciling it against deposits)." 

Comments: All checks and pertinent documentation received by this 
command armrded to the Disbursing Officer. 
(receipt number, check number, payee, payer, 

A record of receipt is made 
bank ID No. and amount) and a 

copy of the record plus any documentation that may have been received with 
checks are forwarded to the NRFC action Department. The action Department 
sends Fiscal Contro'l proper collection documents within 24 hours of receipt. 
These documents are matched with checks. 
the collection vouchers and checks. 

An adding machine tape is made of 

and the deposit ticket is typed. 
The tapes are compared by overall totals 

Deposit ticket numbers and date of deposit 
are listed on the record of receipt (log). 
given to another clerk to mail. 

Deposit tickets and checks are 

mailing, 
This clerk verifies the checks to tape before 

The vouchers are processed through the Financial Processing System 
for reporting to the applicable accounting activity. 

We have added the word "milrcxm" to the statement. The point 
we are making is that there were no procedures within NFGC's mail- 
room to assure receipts are properly received and logged in before 
sending them to the fiscal department. The person in the rmilrcom 
should record each receipt in a log and transmit the lcq and the 
receipts to the fiscal department where all receipts should be 
accmnted for. Checks (especially returned checks payable to 
vendors) could easily be misplaced or taken for personal gain. 

GAO Recommendation #7 (Page 32) 

See that NRFC improves its review of payment request and automated 
system edits by thoroughly examining documentation supporting expenditures 
before it makes payments and ensuring that the more sophisticated computer 
system being designed (see page 18) contains an adequate number of in,voice 
elements which must match to preclude duplicate payments. 
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Comments: Concur. The present manual audits have produced duplicate 
payments, However, the Automated Public Voucher and IDA systems were designed 
to preclude duplicate payments by validating the following data elements 
against a prior payment file: PIIN and invoice number, invoice date ant 
gross amount. As a regular step in the audit procedures, invoices against 
contracts/orders on which folders are maintained are checked against the item 
controls to determine if previously paid. In addition, NRFC receives 
numerous old invoices and duplicate invoices on which no contract folders are 
maintained. These are manually reviewed from a computer printout which 
stores a year's records and microfiche records that contain information back 
to 1977. In addition, NRFC retains approximately two years pityment listings 
for research purposes. If no record of payment is located, the invoice is 
stamped "No Record of Prev. Pymt", initialed by the researcher and processed 
for payment. In addition, the Examination Department has the option of 
questioning any invoices in this area that are not stamped, NRFC pays 
approximately 180,000 invoices per year and of this amount approximately 100 
are found to be duplicate payments. The duplicate payments in most cases, 
were caused by human error when manual audits of invoices were required. 

The new more sophisticated payment certification system, being 
designed for implementation in 1981, will provide a more effective automated 
review of invoices and will eliminate many of the manual audits now required. 
The new payment certification system will replace the current Automated 
Public Voucher and interim IDA systems. The system will integrate the con- 
tract files with the accounting record and provide total control over 
ootential duolicate oavments. In addition to previously identified duplicate 

item will be used'to provide a complete analysis of all payments being 
processed. GAO participated in the functional design of the IDA payment 
certification system and informally approved the method of detecting dup 
payments. 

Davment data'element'validations, the obligation record-and contract line 

lica te 

Our infomtion indicates tha.t the IDA system will be i.r@e- 
mented in 1981. Duplicate payments should be reduced when IDA is 
fully opxational. Because the agency concurs with our recontnenda- 
tion, we made no change. 

7. Findings (Recommendation #8) 

Finding, Page 18, *Paragraph 5 - Failure to have adequate written 
policies.and procedures wi-fhin accounfs payable unit at Norfolk. 

Comment: General policies and procedures are covered by the Navy 
IndustriamHandbook, NAVSO P-1242, the Navy Comptroller Manuals and the 
Navy Supply Manual. Detailed policies and procedures are covered in the 
Management Information Systems manuals and the individual position descrip- 
tions. Norfolk Naval Shipyard's accounts payable unit has established a 
list of personnel authorized to sign for the receipt of goods and services. 
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We revised our statement to read, "Norfolk's accounts payable 
unit did not have current . ..“ We found that voucher certifiers 
did mt have a list of people and/or signatures of people autlxo- 
rized. to sign for receipt of gocds and services. As a result of 
our review, the accounts payable unit established a list of per- 
sonnel authorized to sign for the receipt of goods and services. 

Finding, Page 19 - Failure to assure proper documentation is obtained 
for the receipt o? material. 

Comment: While it is true that the accounts payable unit occasionally 
confirms m of material by telephone, a certification is then obtained 
to affirm the telephone confirmation, Vouchers are submitted to the Fleet 
Accounting and Disbursing Center, Atlantic (FAADCLANT), for payment which 
verifies that all proper documentation is enclosed prior to paying the vendor's 
bills. The voucher will not be accepted by FAADCLANT for payment without 
a copy of the purchase order/contract and a certified copy of the vendor's 
invoice. Receiving and inspection documents are reviewed and maintained 
by the accounts payable unit, except for unusual circumstances such as 
parcel post receipts which are delivered directly to the ordering agent. 
During the DOD/GAO meeting, GAO indicated they would look at this finding 
again since the explanation of telephone follow-up was brought out. 

As stited alxlve, the accounts payable unit occasionally con- 
firms receipt of material by telephone and a certification is then 
obtained to affirm the telephone confirmation. However, the state- 
ment that the voucher will not be accepted by the Fleet Accounting 
and Disbursing Office is not correct. Our review showed that this 
situation can and did happen. 

Finding, Page 19 - Failure to have a claims register for management 
and monitoring of credit memos and checks due from suppliers (Norfolk). 

Comment: 
1979 0 

A formal claims register has been in use since November 
The second sentence of this paragraph appears to be misplaced If intent 

is to show that a check is needed because only one person is responsible, it 
should be so stated. 

GAO - 

The claims register was implemented in Noveniber 1979, as a 
result of our review. The sentence referred to indicates that 
only one &person is responsible for (1) processing and certifying 
invoices for payment, (2) monitoring the receipt of credit memos 
and checks, and (3) making adjustments to the financial records. 
However, we did revise the next sentence to read "Without better 
mechanisms for accountability and separation of duties, the ship- 
yard does not have adequate control over checks and credit memos 
due from suppliers." 

68 



APPENDIX II APPENDIX II 

Finding, Pages 20 - Failure to adequately review and match 
payment 'documents and recelvIngflnspection reports before payment. 

Comment : The accounts payable internal control procedure is based 
on manualmng of the invoice to the procurement document and signed 
receipt document. The total $273,000 referred to did not represent erroneous 
payments by the FAAOC for the shipyard. The majority of items were properly 
chargeable to the shipyard. One item for $145,200 included in the $273,000 
total represented payment by FAADC against a document issued by the shipyard 
that had been certified for payment by the Navy Plant Representative at the 
contractor's plant vice the shipyard. During the DOD/GAO meeting, it was 
pointed out that out of the $273,000 referred to in the finding, only 
$38,414 was attributable to erroneous payments. GAO agreed to review their 
notes on the findings. 

All aspects of the paying unit are matched by Accounts Payable Unit 
prior to sending the documents for payment. FAADCLANT again audits the paying 
unit prior to issuing a check. The Accounts Payable Unit retains a signature 
file of those employees authorized to sign receipt documents. Frequent 
changes in assignment of duties in Accounts Payable also reduces the possibility 
of establishing a conflict of interest. 

Original comments made by GAO in Charleston indicated that they 
had sampled 50 aged commercial MIT items valued at $59,000 which included 9 
overpayments valued at about $2,000 and 8 duplicate payments valued at $4,100. 
The current GAO draft implies that of $273,000, all are erroneous payments. 
GAO's sample did not find that. 

We revised the statement to read "As of Septerrber 30, 1979, 
the matching process had identified transactions where credit 
totaling $273,000 was determined to be due the shipyard. Our 
analysis of 50 of these transactions , with credit of over $59,000 
pending, showed tiat 9 of the 50 (18 percent) were overpayments 
valued at $2,000 and 8 of the 50 (16 percent) were duplicate pay- 
ments valued at $4,000. After our review, Navy officials stated 
they found that $38,414 of the $273,000 (14 percent) were errone- 
ous payments and the rest were valid payments. 
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Finding, Paqe 20, Paragraph 3 - 
documentation. 

Failure to reconcile accounts payable 

Comment: The review of supporting payment documentation as addressed 
in this p%?@?$h is not a reconciliation process but rather a matching to 
liquidate the estabiished accounts payable. Prior to forwarding a bill for 
payment to the FAADC, the Charleston Naval Shipyard reconciles the bill with 
the procurement document, and with the receipt document. The $8 million 
reconciliation backlog addressed deals with the matching of the commercial 
billing card (indicating FAADC payment) to the shipyard's financial record 
cards for liquidation. One of the many benefits to be derived from the 
implementation of the Integrated Disbursing and Accounting Program will be 
the elimination of erroneous and duplicate payments. However, this benefit 
is not the primary reason for implementing IDA. 

We revised this statement to read "At the tim of our review, 
payments exceeding $8 million at Charleston had not been matched 
with supporting documfmtation." 

Finding, Page 21,- Pa-rWa.gra.pWh-l-.- Pai lure to 
determine adequate justification for accounts receivable write-offs. 

Comment: The finding as written does not accurately portray the 
situation- $5.8M is the total financial adjustments in these two 
fiscal years resulting from the difference between value of material 
returned to the system for credit and the amount of credit received. The 
shipyard accepts the supply system's determination of credit or no credit. 
A local review was conducted in December 1979 of turn-ins for a six month 
period. The reason the credit was not given varied from excess stockage 
position in the Supply Center to lack of system needs. The Shipyard Comp- 
troller performs a comprehensive review for all accounts receivables write- 
offs. However, in the case of the $5.8 million write-off, it represents 
material returned to the supply system for which credit was not given. There 
is no subsequent review re,quired for material returned for which credit is 
not processed by the supply system. During the DOD/GAO meeting, GAO agreed 
to review their work papers on this finding, 
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The statmthas not been changedbecause, atthetime of 
our review, shipyard officials were unable to explain why these 
receivables were written off. However, we did include Navy's sub- 
sequent explanation that the $5.8 million was for material re- 
turned to the supply system for which the shipyard did not receive 
credit. 

Finding, Page 21, Paragraph 2 
receivable from other sources propexy. 

- Failure to record accounts 

Comen t : The detail financial records at naval shipyards properly 
classify w receivables between system, commercial and other. However, 
the individual account balances were added together for presentation in 
the Financial Operating statements. This combining of account totals in no 
way provides for misstatement of asset value and are a minor category at 
naval shipyards. 

The GAO Policy and Procedures Manual (2 GAO 12.4(3)) requires 
that separate accounts for major categories of receivables be 
nmintained to facilitate clear and full disclosure of an agency's 
resources in its financial reports. 

Recommendation #8 

Require the Charleston shipyard to reconcile accounts payable to 
supporting documentation and to properly classify accounts receivable so 
that they are collected promptly. 

Comment: Do not concur. 
accounts 

Charleston Naval Shipyard reconciles 

document 
m to supporting documentation (vendor's bill, procurement 
and proof of receipt) prior to forwarding the bill for payment. 

The process addressed by the auditors deals with liquidation of the accounts 
payable by matching to the billing card vice a reconciliation process, and 
the recommendation should be reworded to that effect. 

The accounts receivable are properly classified on the shipyard's 
detail financial records as system, commercial and other. However, the 
individual account balances were added together for presentation in the 
Financial Operating Statements. 
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We have revised the first part of the recmtnendation to read 
"Require the Charleston shipyard to mtch payments to supporting 
documntation and to . ..' The individual account balances should 
be shczwn separately on the Financial Operating Statements. 

8. Findings (Recommendations #9 and %lO) 

Finding, Page 21 - Travel 

Comment: An additional paragraph should be added to show the extent 
of travelmn NAVSEA Headquarters and at the naval shipyards, The 
examination of 47 travel transactions out of 25,000 at NAVSEAHQs should be 
placed in perspective. 

The GAO should state whether this was a statistical sample or a 
judgment sample. If this was a probability sample, then the statistical 
parameters should be stated. Additionally, the information on the 80 trip 
cancellations should be expanded. Trip cancellations are normally batch 
processed by the administrative personnel which may account for the large 
number of trips in a short time frame. For comparison, in the Fourth Quarter 
FY 80, 261 trips were cancelled out of 4,500 trips processed. 

Additionally, the comments regarding NAVSEA Headquarters and the 
shipyard travel should be separated for clarity. 

NAVSEA has begun the development of a travel management system 
which is expected to become operational about March of 1981. Among many 
expected outputs of this system is the ability to monitor the liquidation 
of travel advances and the ability to provide officials charged with travel 
management responsibility information necessary for controlling, planning, 
and making decisions regarding travel requirements and expenditures. 

NAVSEA does not concur with the section of the recommendation 
regarding travel claims. NAVSEA has no plans to review travel claims. 
Assuming that a traveler will be reimbursed only for those things reviewed 
and approved in the travel order, the necessity of duplicating the review 
of claims performed by the Personnel Support Detachment prior to payment is 
questioned. NAVSEA is not staffed for this function and performing it would 
lengthen the already unacceptable period of time it takes for a traveler to 
be paid .for a travel claim. 
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The approach used in conducting this vulnerability assessment 
required a broad examination of an agency's operations using an 
internal control checklist and the testing of a limited number of 
transactions as discussed in detail in chapter 1. The 47 travel 
transactions were sampled on a judgmental basis. 

We revised the statement to read that Navy officials explained 
that trip cancellations are normally batch processed by the admin- 
istrative personnel which may account for the large number of trips 
inashorttim. For ccxnparison, they stated that in the fourth 
quarter of fiscal 1980, 261 trips were canceled out of 4,500 trips 
processed. 

According to GAO's interpretation of the Federal Travel Regu- 
lations, GAO Order 0300.1, chapter 6, part 2, after the traveler 
certifies and dates the voucher, the supervisor or other respon- 
sible official who knows the purpose of the travel shall sign the 
voucher before submitting it for payment. 

Finding Page 22 - Shipyard procedures should require the traveler's 
immediate supervisor or others with knowledge of the trip to certify that 
the claim agrees with the actual trip and work schedule. 

Comment: Review and approval of travel claims by supervisors would 
not be prme. The supervisor is in no position to verify actual time 
on the job and must rely on time sheets kept at the TAD site. The supervisor 
is in a poorer position to validate charges on a claim than administratlve 
personnel already charged to review and adjudicate claims. The supervisors 
review would only be an administrative burden and would not serve any useful 
purpose. 

According to GAO's interpretation of the Federal Travel Regu- 
lations, GAO Order 0300.1, chapter 6, part 2, after the traveler 
certifies and dates the voucher, the supervisor or other respon- 
sible official who knows the purpose of the travel shall sign the 
voucher before submitting it for payment. 
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w* Shipyard procedures should require the travel section to 
determine a claims are explained by statements in the voucher. 

Comment: Travelers are presently required to explain on the travel 
voucher areas such as layovers, delays in route, or other questionable items. 

Our review of 25 travel orders at Charleston shipyard shmed 
instances in which the traveler's claims did not match the actual 
trip and work schedules and claims were not justified for meals 
obtained after the traveler's return to Charleston--especially 
When vouchers indicate there was little tima for sub a meal before 
arriving home. 

-“ii? Shipyard procedures should require the Charleston travel 
section to no i y the payroll section when travelers have used annual or 
sick leave or should have done so because of circumstances of the trip. 

Comment. Use of annual or sick leave is noted and proper documenta- 
tion forwmo the payrall section relative to constructive travel only. 
The Charleston Naval Shipyard has adequate timekeeping procedures (CHSYDINST 
p7410,lF) to assign each employee's supervisor the responsibility of 
accurately reporting the employees time while on TAD. Subsequent adjust- 
ments are processed to the Comptroller by the employees supervisor for any 
sick or annual leave used that was not previously reported. 

Our review of 25 travel orders at Charleston shipyard showed 
instances in which delays enroute and stopovers were not necessary 
and werp for the convenience of the traveler. 

Finding. Shipyard procedures should require that training be pro- 
vided to supervisors and travelers on travel regulations and economical 
travel practices, 

Comment: Changes to existing travel regulations occur daily by 
messages, memorandas, notices, or other published means. Pertinent areas 
of concern to the individual traveler are issued in a shipyard travel 
bulletin on a quarterly bdsis or sooner if deemed appropriate. The bulletin 
is issued to all shipyard personnel. In addition, all personnel are advised 
to contact the travel section on any questionable travel issue so that 
latest information may be given on any matter. This method of transmitting 
travel information and regulations is considered to be appropriate to the 
situation. 
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We believe more -asis should be placed on training of 
supervisors and travelers to cover travel regulations and economi- 
cal travel practices. 

Finding, Page 24 - Shipyard procedures should require personnel 
support command personnef to return questionable vouchers to the travel 
section for clarification. 

Comment: The Personnel Support Activity Detachment is a separate 
naval act= Neither NAVSEA nor NAVSHIPYD have the authority to direct 
their action. 

We have revised this statement to read "Also, we believe 
these conditions existed. because Personnel Support Activity pro- 
cedures did not masize..." 

Recommendation #9 - Improve controls over travel at NAVSEA Head- 
quarters by requiring appropriate officials to approve travel, seeing that 
travel advances are liquidated promptly and that claims are properly 
reviewed; and assuring managers receive reports containing information for 
controlling, planning, and making decisions about travel expenditures. 

Comment: Concur in part. NAVSEAINST 4650.1A, currently being 
updated, mespecify who may approve travel orders. It provides that 
travel plans must be approved by an officer of flag rank and that signature 
authority may be delegated to no lower than Division Directors for individual 
trips-that are consistent with the previously approved plan. NAVSEA 
believes that this policy will provide adequate controls while providing a 
realistic means of accommodating the volume of travel orders. 

We believe these procedures, 'if implemented, will improve the 
control of travel funds. 
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Recommendation #lO - Require the Charleston Shipyard to improve 
its control over travel by addressing the weaknesses identified in this report. 

Comment: Concur for the majority of the procedures noted in the 
report. mres have been initiated or are in place for the items noted 
with the exception of the suggestion to require the traveler's immediate 
supervisor to certify that travel claims agree with the actual trip and 
work schedule. The review and approval of travel claims by supervisors 
would not be productive. The supervisor is in no position to verify actual 
time on the job and must rely on time sheets kept at the TAD site. Admin- 
istrative personnel, already charged to review and adjudicate claims, are 
in a better position than the supervisor to validate charges on a claim. 

As stated before, we believe after the traveler certifies and 
dates the voucher, the supervisor or other responsible official 
who kms the purpose of the travel should sign the voucher be- 
fore suhnitting it for payment. 

9. Finding (relatesto Recommendation #ll) 

Comment: The Naval Audit Service takes exception to wording on 
page 29 wEYYK3iscusses "Prior Report and Action Taken." As worded, we do 
not know whether GAO's comments are meant to condemn us or to praise us. We 
interpret.the paragraph to mean that deficiencies identified in a prior GAO 
report (Report No. FGMSD-78-5) have not been corrected. It is the position 
of the Naval Audit Service, and verbally agreed to by GAO during Audit 
FGMSD-78-5, that the matter of military within the organization is resolved. 
Military have been removed from positions of making policy for the Naval 
Audit Service, and no need exists in-this instant report for GAO to raise 
the issue unless specific recommendations are being made. Regarding the 
comment about non-appropriated fund audits, GAO also advised in the cited 
audit that less effort be devoted to that area. As a result, the house 
Appropriations Committee reduced Naval Audit Service funds for FY 1978 by $1 
million and we incurred a loss of associated manpower. Here again, any comnent 
by GAO regarding this issue needs to be deleted from this report. In a 
similar manner, GAO's comments on followup procedures are also open to 
interpretation and too need to be deleted from the draft report. As an 
alternative, if the GAO wishes in this report to point out that the intent 
of Audit FGMSD-78-5 was not to criticize the effort devoted to audit of non- 
appropriated funds, but merely to point out that by reducing the effort more 
time could be devoted to other types of audit, and the Congressional action 
was inappropriate and should be reversed, we would not object. 
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We have deleted the report's section which referred to "prior 
Reports and Actions Taken". We cannot contnent on the congressional 
action taken because we are not cognizant of all factors involved 
in the decision to reduce Naval Audit Service funds for F'Y 1978. 
Huwever, our intent in GACJ report FGMSD-78-5 was to have the Naval 
Audit Service devote rmre effort to other types of audits. 

Recommendation '#ll( a) - Make internal audits more effective by re- 
assessing stattlng priorities to adequately emphasize internal auditing in 
lioht of decreasing size and other factors which make Navy activities more 
vulnerable to fraud, waste, and abuse. 

Comment: 
explained-. 

The Navy concurs with the recommendation as subsequently 
That is, more personnel are needed to effectively perform 

the audit mission. Accordingly, we believe that GAO needs to revise the 
recommendation wording to preclude any misinterpretation, Throughout the 
Navy, staffing shortages exist and continued reductions directed by Congress 
and OMB prevent readily apparent solutions, Increased staffing of the Naval 
Audit Service staff would permit a broader approach toward the audit of 
internal controls and increase the visible deterrent for prevention of fraud 
and waste. The Navy Department will consider the GAO recommendation in our 
continuing efforts to justify requirements for additional resources. 

The Navy Department considers that the many positive actions taken 
in response to previous GAO recommendations have provided significant atten- 
tion to making audits more effective. The most significant of these actions 
changed the reporting level of the Auditor General of the Navy from the 
ASTSECNAV FM to the Under Secretary of the Navy. This change alone has pro- 
vided top level management attention to audit matters in our continuing 
efforts to combat waste and abuse. 

We have revised our report to include assessing staffing 
priorities at all levels and not just the Naval Audit Service. 
Since the Navy concurs with our recomne ndation no other changes 
were made, 
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Recomnendation - Make internal audits more effective by 
requiring internal audit participation in the design, development, and test 
phases of a new computer system to ensure that factors to enhance audit- 
ability, audit trails for security, and quality output are designed and 
developed into new systems. 

Comment: Concur with the recommendation and NAVAUDSVC will con- 
tinue to m to Navy and Marine Corps requirements to review objectively 
the efforts of ADP design teams. Toward that objective, and prior to this 
draft report, standardized audit programs were developed for auditing 
computer systems, and steps were taken to identify all Navy and Marine Corps 
computer systems requiring audit. Asof 30 September 1980 review had 
identified over 500 systems to be provided audit attention. The largest 
restraint in audit of this area is lack of personnel. About seven percent 
of our audit effort is directed toward auditing in the ADP environment, with 
primary emphasis on systems development audits. These audits are conducted 
to assess the reliability of the system and to ensure ADP systems contain 
adequate internal controls for prevention and detection of fraud, waste, 
and abuse. 

No change is necessary because the Navy concurs. 

Recommendation #11(c) - Make internal audits more effective by 
requiring internal audits to identify underlying causes of problems uncov- 
ered so that action can be taken to prevent recurrence. 

Comment: Concur with the recommendation. However, we do not 
believe t-Y 1977 audit reports cited by GAO are representative of all 
reports issued during FYs-1977 and 1978. The majority of audit reports do 
contain meaningful recommendations. Often, it is inappropriate for audit 
recommendations to be precise since there are several alternative courses of 
action that could alleviate or correct the problem, and it is a management 
prerogative to select the specific. Also, it should be understood that 
during oral discussions of audit findings, the underlying causes are 
covered and it is not deemed necessary to include lengthy discussions of 
this in the report when there is.agreement between auditor and management - 
as to the nature of the corrective action to be taken. Nevertheless, we will 
continue to ensure audit reports identify the underlying causes of problems. 
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We have revised the report to reflect that these two audit 
reports are not representative of all reports issued during that 
time frame. We also have included in the report the rationale for 
our belief that underlying causes should be included in the body 
of Naval Audit Service reports. Briefly, we believe that includ- 
ing the underlying causes in the report documents the fact that 
the cause was identified. In the event managers or auditors in- 
volved in the discussions are no longer available, the cause will 
have been noted for use by new managers or for follcx+up audits. 
Another benefit is that other managers of similar organizations 
in the Navy would be able to determine if their organizations 
are affected by similar problems with the same underlying cause 
or causes. This does not prevent managers at different instal- 
lations from taking different, equally effective corrective ac- 
tions. 

10. Conclusions, Page 30, Paragraph 5 

Comment: The comment that all the weaknesses noted in the report 
are as a r-of the lack of management emphasis appears to be a simplistic 
view of underlying causes. It infers that adequate internal control 
mechanisms in organization, procedures, and checks/balances are in place 
and satisfactory. 

We do not believe the statement is a simplistic view of under- 
lying causes. If managemat does not take an active role in the 
implementation of internal controls and ensure that controls are 
in place and are working, management has not done its part in pre- 
venting fraud, waste, and abuse. Furthermore, if management dces 
not take the initiative, the weaknesses noted in this repx-t will 
probably occur elsewhere within the Navy. 

11. Appendix I, Pages 34-42 

Comments: Appendix I, which is a checklist of weak internal controls, 
is difficult to tollow in relation to the basic report; particularly, as it 
relates to the findings and recommendations. In addition, in the area of 
travel, why has NRFC, Washington been included as having internal control 
weaknesses when it was widely promulgated that the travel functions were trans- 
ferred to the Personnel Support Activity, Washington, D.C. on 1 October 1979. 
On-site auditing was not concluded until December 1979. Due to the confusing 
nature of the checklist as related to the findings and ultimate recommendations, 
it is recommended that Appendix I be removed from the final GAO report. 
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We have changed the heading NRFC to PSA (Personnel Support 
Activity) for the weaknesses related to travel. The checklist 
represents all weaknesses found during our review. Sane of the 
weaknesses appearing in the checklist do not appear in the report's 
MY* Therefore, we think including appendix I will be useful 
to the reader to show the results of our review. 

(911015) 
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