UNITED STATES GENERAL ACCOUNTING OFFICE
WASHINGTON REGIONAL OFFICE —an (3374
FIFTH FL.OOR

803 WEST BROAD STREET
FALLS CHURCH, VIRGINIA 22046
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Dear Dr. Kushner:

We have reviewed selected aspects of the fimancial management system
of the National Bureau of Standards. Our review included an examination
of the accounts of accountable officers through June 30, 1971; a review
of the payroll and leave records for the leave year ended January 8, 1972;
a limited amount of testing in subsequent periods for specific types of
pay actions; and an evaluation of administrative procedures and internal
controls, including internal audit, relating to the receipt and disburse-
ment of funds and pay and leave operationms.

On the basis of our review, we believe that some of the Bureau's pro-
cedures and internal controls should be strengthened. We found a need
for improvement with regard to controls over cash receipts, debt collec-
tions, reporting of uncollectible receivables, receipt and acceptability
of goods and services, certain subsistence payments, and Internal audits.
These matters, together with pertinent comments of Bureau officials, are
discussed more fully in the enclosure to this letter and are being
brought to your attention so that you can take appropriate action. ’

We wish to acknowledge the courtesies and cooperation extended to our
representatives during the review. We shall appreciate your comments con-
cerning any action taken or planned by you on the matters discussed in
the enclosure.

Copies of this letter and enclosure are being sent to the ActiﬁlgG COQO7L/
Assistant Secretary for Administration, Department of Commerce, and to
the Associate Director for Administration, Nationmal Bureau of Standards.

Sincerely yours,

FZ}i Ay

t/ J

H. L. Krieger
Regional Manager

Enclosure

Dr, Lawrence M. Kushner
Acting Director, National Bureau

Department of Commerce
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NEED T0 IMPROVE CERTAIN

PROCEDURES AND INTERNAL CONTROLS

The Bureau needs to:
--gatablish control over eash cellections,

--take aggressive collection action to recover amounts due the
Govaernment,

~ggtimate uncollectible receivables and discioge this informazlon
in related financial reports,

--gstablish a control to insure the receipt and acceptability of
goocds and services by authorized individuals,

- =--determine and recover auny overpaynents for subsistence expenses
resulting from misinterpretation of a provision of Office of
Menagement and Budget Circular A-56,

--audit 1ts imprest fund more frequently, and

-~provide agsurance that internal audits include all Bureau
activities.

NEED FOR IMPROVED INTERNAL
CONTROL OVER CASH RECEIPTS

The Bureau receives substantial amounts of cash (including currency,
checks, and other negotiable instruments) from various sources. It is
therefore important that effective internal management controls be main-
tained over these funds to wminimize the possibilities of fraud or misuse,

Among the more important elements of internal control in the handling
of cash receipts are (1) promptly placing the funde under approprizats
accounting control and (2) the segregation of duties between persons
responsible for handiing cash and those participating in accounting and
operating functicns. We found that there is a need for improvement in
the Bureau’s intermal controls in these areas.

The Bureau's cash collections sre of three principal types: Account-
ing Division rece’pts, proceeds from sales of publications, and proceeds
from sales of standard reference material., According to a Bureau official,
the Bureau's cash collections normally are in excess of $20,000 a day.

We noted that during June 1971, the last month covered by our review of
financial transactions, the Bureau's deposits of cash collections into
the Treasury averaged about $97,000 daily.
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According to information provided by a Bureau official, the bulk of
the cash collections consists of Accounting Division receipts and fe=s for
standard reference material, with publications sales accounting for only
2 very sgmall part of the total amounts collected. We were informed further
that almost all the Bureau's cash collections are received through the mail.

Need to improve accounting

control over collections

The General Accounting Office Policy and Procedures Maanual for Guidance
of Federal Agencies (GAO Hanual)} (7 GAO 11) provides that all wmoneys
received by Government officers and smployees should be placed under appro-
priate accounting control promptly upon receipt. We found that the Dureszu
uses a different procedure for each of its three principal types of cash
collections and that only one of these procedures results inm the collections
being placed under accounting control when they are received. The three
procedures are discussed below. )

All mail for the Office of Publications is opened when it is received
in the wailroom. All cash receipts contained im this mail are listed by
mailroom personnel. The moneys thus received, together with the listing,
are then delivered teo the Accounting Division. As 2 result, effective
accounting coutrol over these funds is promptly established.

Some of the maill for the Office of Standard Reference Haterial is
opened in the mailroom, but most of it is forwarded unopened to that
Office. In neither case is any listing of cash receipts made by anyone
and sent to the Accounting Division for control purposes. The Accounting
Division has no knowledge of these funds until they are turned over to the
Division by the Uffice of Standard Reference Haterial &t some later tiwma.
In the meantime, the funds are not under accounting control. Further,
there is no assurance that all standard reference material collections are
eventually turned over intact to the Accounting Divigion. As & result,
opportunities are created for the diversion or misappropriation of theses
funds,

All mail for the Accounting Division is opened in the wailroom, but
wo listing is made of cash receipts at that time. After the nail has been
opened, it is sent to the Accounting Division. Under this procedure, there
is no accounting control over these funds between the time the mail is
opened and the time it is delivered to the Accounting Division. kven after
the wmall is received by the Accounting Division, accounting coantrol over
the cash receipts is not established immedistely but is done at some later
tine,

We discussed this matter with Bureau officials who expressed the
opinion that listing all cash receipts when the mail 18 opened might unnecas-
sarily duplicate the record made of these collections vhen they are eventu-
ally recorded by the Accounting Division. Ve believe that informal listings

pEST DOCUMENT AVAILABLE
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of all cash collections at the time they are received is essentfal for
establishing effective control over these funds and that these listings
would in no way be duplicative of the formal recerd of collections made
later by the Accounting Livigicn since the two records would be prepared
at different points and times and would be designed to serve different
purposes,

The Buresu officlsls also sugpested that it might be Impracticable
to increape the inveolvement of mailroom pergomnel in the recordkeeping
process in view of the mailroom's current limited capability. We believe
this problem could easily be resolved by providing the maflroom with addi-
tional capability, if necessary, to insure that all cash receipts ars
placed under accounting control promptly upon receipt.

Recommendation

Ye recommend that the Bureau's procedures be revised to insure that
positive accounting control is established over all cash collections by
having a record made of all collections at the time the maill is opened.

Keed to segrecate cash-handling
gnd acecounting functions

The CAOG Manual (7 GAO 11.2) vrovides that persons responsible for
handling cesh receipts should mot participate in accounting functions
relating teo the billing for goods and services and the control of accounta
tecelvable records.

We noted that individuals responsible for handling cagh receipts in
the Bureau's Accounting Division also had duties for billing and maintain-
ing asccounts receivable. As a result, opportunities were created for the
wisuse of funds and the concealment of such misuse in the accounting records.

Ye discussed this matter with a Bureau official who stated that action
would be taken ¢o insure adequate segregation of cash-handling and account-
ing functions., e believe this action, if effectively carried out, will
result in wore effective internal control over cash receilpts.

NEED FOR IMPROVEMENT IH
DLBT COLLECTION PRACTICES

The GAD Manual (4 CAQO 55) provides that, consistent with the circum-
stances in different types of cases, agency programs for the collection of
debis due the United States should provide for timely, forceful, and persis-
teat action to collect from individual payees, recipients, or other persons
legalily liable for payment of the debts.
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The manual also provides criteria for debt collection procedures
designed to lead to the earliest practicable conclusion of administrative
effort to effect collection. In our opinion, the Bureau's debt collection
procedures are in accordance with these criteria. We found, however, that
in practice these procedures have not always been followed.

In our examination of miscellaneous accounts receivable, we noted
that vigorous follow-up action generally had not been taken on old debts,
many of which had been outstanding for 1 year or more. For example, we
noted one account for $3,416, representing a refund due for an overpayment
of rent, on which no action had been taken since 1961, and two other
accounts for $286 and $164 on which no action had been taken since 1966
and 1968, respectively.

Several other accounts, ranging from $50 to $1,400, had been outstand-
ing since 1971. An Accounting Division official informed us that only two
letters, one in April and the other in July 1972, had been used as follow-up
measures in attempting to collect each account. According to the Bureau
official, no replies to these letters were received.

We discussed this matter with Bureau officials who stated that more
aggressive action will be taken to collect these old debts (or to write them
off when appropriate). An Accounting Division official attributed the past
weakness in this area to a lack of periodic reviews of outstanding debt
files by persomnel responsible for making collections and to a low priority
given to this area by management officials.

Recommendation

We recommend that, to provide assurance that more vigorous collection
action is taken on the Bureau's accounts receivable in the future, regular
reviews be made of past-due accounts and steps be taken to insure that
increased management attention is given to this area.

NEED TO SHOW ESTIMATED AMOUNTS
OF UNCOLLECTIBLE RECEIVABLES
IN ACCOUNTILG RECORDS AND
FINANCIAL REPORTIS '

We believe one of the underlying reasons why the Bureau has not taken
more vigorous action to collect its old accounts receivable (or to write
them off when they are determined to be uncollectible) is that estimated
amounts of receivables that may not be collectille have not been shown in
the Bureau's accounting records and financial reports. As a result, manage-
ment officials have not been systematically kept informed of the amounts of
these doubtful receivables and consequently have been without adequate means
for effectively administering this area of the Bureau's operations.
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Bureau officials sgreed that increased management attention should be
given te this area. They said that, in the future, pericdic estimates of
the zmounts of uncollectible receivables will be prepared and furanished to
the head of the Accounting Division. They were of the opinion that this
proposed procedure would provide sufficient coantrol over these reccivables
for mamagement purposes and that, coasequently, it would pot be necessary
te show the estimated amounts of uncollectible receivables in the Bureau’s
financial reports,

¥e do not agree that the proposed procedure will provide adequate
internsl management control over those raceivahles that way not be collect-
ible. We believe the Bureau's manazement officials at all levels should
be kept informed of the estimated amounts of uncollectible receivables,
Iz our opinjon, this can ba accomplished most effectively by recording
these amounts in the asccounting records end showing them separately in
financisal roports. The necessity for accounting for douybtful receivables
and disclesing information on them in financial reports is discussed in
ticle 2 of the GAO Hanual (2 GAO 12.4}.

Recommendation

HWe recommend that, to keep the Bureau's top management officisls
informed of the estimated amounts of receivables that may not be collect-
ible-—-thug permitting nore effective managenent control by providing a
basis for mansgement inquiriesg regarding the nsture, extent, cauges, and
gtatus of these receivablas-~-the Accounting Division periocdically record
the estimated amounts of uncollectible receivables in the Buresu's account-
ing records and discloge this iInformation in related fimancial reports,

KEED TG INSURE THAT THE
KECEIPT AlD ACCEPTABILITY

OF GUODS AND SERVICES ARE
ATTESYED bY AUTHORIZED PERSONS

The Buresu's administrative procedures require evidence of the receipt
and aceeptability of goods and services before vendors' inmvoices are certi-
fied for payment. 7This evidence is required to be either (1) a receipt and
ingpection report prepared by persomnel in the Property liapagement Section
of the Supply bivision or (2) an involece routing and paymept authorization
{fora KBS~162) signed by an appropriate contracting officer's technical
representative, Under the Bureau's procedures the latter form is designed
to be used primarily when making payment for services and contracts which
require recurring evaluations of a vendor's performance.

We found that the Bureau dces not have procedures to insure that forms
KBS-162 are signed only by authorized technical representatives or other
persons having technical knowledge of the procurements. Thus, according
to Bureau officials, the asuthority or technical competence ©f persone
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signing the forms KBS-162 normally is not questioned by procurement or
Accounting Division persomnel in the verificatlon process leading to the
certificaction of vendors' invoices for paywent. As a result, invoices
oftea have been certified for payment on the basis of forms NES-16Z signad
by unauthorized persoms. '

In a review of 22 randomly selected fiscal year 1571 disbursement
vouchers that were supported by formg hBS~-162, we found that 10 of these
forms (45 percent) were signed by persons who did not have signatory author-
ity as designated technical representatives.

For example, we noted two instances in which a gecretary in the Supply
Divisien, who was not an authorized technical representative and presumably
did not have technical knowledge of the procurement, had signed forms NBS~162
erroneously attesting to the receipt and acceptability of rented data pro-
cesging equipment for perieds after the lease agreement for the equipwment
had 'been terminated and the equipment had been purchased by the bureau under
a new coantract,

As & result, the relsted vendor's invoices were preliminarily author-
ized for payment in smounts that were $115 in excess of what they should
have been. In one instance, the potential overpayment was discovered and
prevented by procurement persopnel bafore the disburgement voucher was
certified for payment. In the other instance, a $38 overpayment resulted.
Ve were told by a Bureau official that steps are being taken to recover
this amount.

Although the overpayment in this instance was relatively swmall, the
situation serves to illustrate s weakness in the Bureau's internal controls
which could resulf in substantisl logses,.

We discussed this matter with Bureau officials who stated that appro-
priate action will be taken to strengthen the Bureau's procedures to
insure the appropriateness of signatures on forms WBS-162.

Recommendation ,

Ve recommend that the action to be taken by the Bureau include the
establistment of positive control procedures to insure that all forms KBS-162
evidencling the receipt and acceptability of goods and services are signed
by authorized individuals who have technical knowledge of the procuremecnts
involved,
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OVERPAYMENTS FOR SUBSISTENCE EXPENSES

Office of Management and Budget Circular A-56, revised June 26, 1969,
provides that employees may be paid for subsistence expenses up to 30 days
while occupying temporary quarters incident to a permanent change of sta-
tion. The circular provides further that employees may be paid for an addi-
tional 30 days eof subsistence expenses while occupying temporary quarters
vhen transferred to or from Hawaii, Alaska, the territories and possessiong,
the Coumopwealth of Puerto Rico, and the Canal Zone.

Gur reviev of travel expense payments to 16 randomly selected employces
during fiscal years 1970, 1971, and 1972 revealed one ipstance in which an
employee had been overpaid $259 for an additional 30 days of subsistence
expenses while occupying temporary quarters incident to a transfer within
(rather than to or frowm) Hawsii. Im addition, we were told by Bureau per-
sonnel of another instance (outside our review sample) in which an employee
had been overpaid $431 for an additional 30 days of subsistence expenses
in similar circumstances,

According to a Bureau offlcial, these overpayments were made because
the Bureau's travel voucher exsminers had misinterpreted the provisions
of the Office of Management and Budget circular. The kureau has taken
action to recover the smounts of the overpayments from the payees.

Recommendation

We recommend that (1) a review be made of travel expense payments
for fiscal years 1970 through 1972 to determine the amounts of any other
overpayrzente that may have beem made for subsistence expenses related to
temporary guavrters occupancy Incident to permanent changeg of station
within Hawaii, Alaska, the territories and possessions, Puerto Rico, and
the Canal Zone and (2) action be taken to recover the amounts of any such
overpaynents.

NEED FOR MORE FREQUERT
AUDITS OF IMPREST FUNDS

Government departments gnd agencies, In carrylng our their responsi-
bilities for maintaining effective internal comntrol over their cash
resources, are required by Ireasury Department Circular 1030 to make
unannounced audits of their imprest funds, including the verification of
cash balances, at least once each quarter,

Wo found that, 4in fiscal year 1972, the Buresu made from ome to four
audits of six of its eight imprest funds but that nome of the funds were
audited as oftem as once each quarter. Although these eudits did not dis-
close any discrepancies in cash bslances or other serious irregulerities
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in the handling of the funds, we believe the funds should be audited more
frequeatly to provide the Bureau's management with greater assurance that
all funds are accounted for, that the amounta of tha funds are not in
excess of requiremente, and that procedures are being followed that will
pretect the funds from logs or misuse,

We discussed this matter with a Buresu officiel who sgreed that the
Bureau's imprest funds should be audited more frequently. lie said that,
in the future, these funds will be audiced at least once each quarter in
accordance with the prescribed procadure.

HEED FOR MORE FREQUERT AUDITS
OF PAYROLL OPLRATIONS AND
ACCOUKTABLE OFFICER FUNCTIORS

. The benefits of internal auditing, as an important element of msnage-~
nent control, are discussed in title 3 of the GAD Mamual (3 GAO 50, 51, and
52), The manusl {3 CAD 52) points out that intermal auditing should extend
to all sgency activities and related manapement controls, includiug the
audit of accounts and financizl transactions.

In a wemorandum dated August 1, 1969 (B-161457), to the leads of
Departments and Agencies, the Compircller General reemphasgized that depart-
ment and agency procedures and controls should include asystematic inmternal
reviews of the financial management system.

In exanining into the extent of internsl audit coverage at the Bureau,
we fcund that no recent internal audits had been made of payroll operations
or the functions of accountable officers except for onme audit of imprest
funds., Ve were informed by officials of the Office of Audits, Department
of Commerce, that the records of that Office indicated no internal audits
had been made of the Dureau's payroll activities or its accountable officer
functions (other than those of imprest fund cashiers) during the past
10 yesrs.

Ve poted the Office of Audits recently has begun a fimancial survey
of the Bureau's working capital fund. We understand the primary objectives
of this survey are to evaluate the fund's internal controls and asccounting
procedures and to determine the accuracy and reliability of the fund's
accounting records., Thus, the survey will provide the Bureau with an
indeperdent appraisal of this part of its financial wanapgement activities.

In our discussion of this wmatter, an Office of Audits official explained
that internal sudit priorities are influenced to a considerable degree by
the amount of interest expressed by officials respousible for the manage—
meat of audited msctivitiea., Ve believe, therefore, that the Buregu's

BEST DOCUMENT AVAILABLE
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management should participate more actively in the formulation of internal
audit plams to provide assurance that {nternal auditing will extend to all

Bureau activities and thus be a more effective part of the Bureau's manage-
ment contrel system. '

Recommendation

We recommend that, in future discussions of audit plans with Office
of Audits officials, the Bureau emphasize the need for systematic, period-
{cally recurring internal reviews of the Bureau's financial mavagsrenut
activities--including its payroll operationg and its accountable cfficer
functions-—to insure that the full potential msnagement benefita from
these audits will be cbtained.

BEST DOCUMENT AVAHLABLE



UNITED STATES GENERAL ACCOUNTING OFFICE

WASHINGTON REGIONAL OFFICE
FIFTH FLOOR
803 WEST BROAD STREET

FALLS CHURCH, VIRGINIA 22046

FEB 5 W73

Dear Mr. Walleigh:

Enclosed for your information is a copy of our letter with
enclosure to the Acting Director, National Bureau of Standards, on
the results of our recent review of selected aspects-of the

Bureau's financial management system,

Sincerely yours,

'j%zzézu%amJ

H. L. Krieger
Regional Manager

Enclosure

Mr. Robert S. Walleigh

Associate Director for Administration
National Bureau of Standards
Department of Commerce
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