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OIVISICN OF FINANSIAL AND %j
GENERAL MAN WGCEMENT STUD.ES
ANt 1575
H b 2
B-1£6951 JAN

Mr. Jereme A, diles, Diicctor
Cffice cf HManagement and Finance Y
U.S. Department of aAgriculture ‘

Cear Mr. Miles:

In cur repcrt of March 14, 1975, ccpy attached, ve
ocinted cut several opocortunities tce improve the managerent
and accounting contrcl over &rdvel adences identifiec¢ in
gur review at the National Finance Center. Recently, we con-
firned that actions nave been taken to

--develop revised vreocecdures to iden
reccver excessive cutstanding (vav
vances, ircluding thecse mede to fc
ployees;

-—-insure that an appropriate agency o.ficial
confirms the propriety ef prccessing a travel
advance if the ccmputer determines that the
applicant's neme ig nct on file in the travel
~ontr¢él records; and

--insure that duplicate data is not retained in
the basic and supplemental reccrds of persens
authcrized to receive travel acdvarces.

We have completed cur review and the purpoce of this
letter is to repcrt to you cur findings ccnce“nirg (1) cem-
puter system documentation, (2) security cover system dccu-
mentation, (J3) acticn to instre continued computer cperations,
(4) camputer edit checks, and (5) the revicew, aporoval, and
audit cf travel vouchers.

SCOPE_OF REVIEW )

We directed cur review primarily teward evaluating the
manual and computer contrcls cver the prccessing of travel
advances and travel vouchers frem the time dccuments arrive
at the Center until the processed data is fcrwarded tc the
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USDA agencizs served. Qur cbiective was tc determine whether
the computerized crocessinag systems cculd be relied upen to
produce accurate and timely results., QOur review included
vigits to several figld leocaticns ¢f agencies served by the
Center. We did nct extensively test the travel advance and
travel veucher transacticns processed by the Center, but con-
centrcted con evaluating the syetem cof internal controls, in-
cluding contrcls in the computer system.

COMPUTER SYSTEM
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We observed that the documantaticn for the travel ad-
vance and travel voucher system nseded imprcvement with
respect toc (1) system flow charts, (2) narrative descrip-
tions of the flcw ¢f infrrmaticn and the way each program
accomplishes its functions, (3) pregram logic diagrams, and
(4) input-output reccrd descriptions.

Compreherncive and current system documentaticn is neces-
sary for the ccntinued efficient toeration and success c¢f any
data procescing system. Such cdecunentaticrn describes the
system's obJjective, the flow cf dava within the system, and
the functicns ¢f the different prceccessing steps and their in-
terrelationships.

Adequate system dccumentaticn permits management ancd
review personnel tc understand the decsioun of each system and
how it operates and tc evaluate internal contrcls. It-alsc
permits operating cofficials to maintain ccontinuity in pro-
cessing and is especially impcrtant in the event thet person-
nel turn-over becomes a problem.

During our review we brought the need for improvement
in system documentatior to the attenticn of Center officials.
We were advised that improvoments are being made. We plan to
review the recently revised doci—entatiaon to determine whether
it meets GAC requirements for system design approval.

SECHURITY OVER SYSTEM
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Access to ccmruter system dccurmentation was nct ade-
auately controlied. ’
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Federal standards require that cecrputer system dccumeh-
tation be controlled to insure that it is not misplaced,
altered, or stclen. .

We ckserved that computer system dcoumentation for the
travel advance and travel voucher processing systems was
ctored on cpen shelves in various locations and was acces-
gsible to uneuthozized persons who could misuse this infcrma-
viocn. We alsoc ncoted that similar conditions existed in other
cemputerized systems.

We recently determined that all computer system dccumen-
tation is now kept in one rcecm lcocaticon and a centrol desk
clerk will be assianed resvensibility for contrelling this
documentaticn.

ACTION TAKEN TO INSURE

System documentation and rececrds needed *o insurc con-
tinucus ccrmputer cperaticns in the avent of a disaster we e
rot duplicated and stored at a remocte site,

Duplicate ccries of system documentation and records
needed tc reccnstruct current data files shculd be stored in
a place remcte from the computer to permit operatiocns to con-
tinue if the documentation or data at the ccmputer site is
damaged cov destroyed.

In a recent discussicn with Center officials, we were
tolé that a study is being made toc identify which materials
need to be duplicated and stored in a location remote from
the computer.

COMPUTER EDRIT CEECK DEVELQOPED

we nected that an additicnal edit check was needed in
the computer precgram for the travel advance system tc pre-
clude processing duplicate travel advances.

Tc test che effectiveness cf the edit checks in the
travel acdvance and travel voucher system ¢éomputer prodgrams,
we brocessed thrcugh the computer simulated input records
certaining varicus cumbinations of incemplete, incorrect,
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and invalid information., Cur tests shcwed that a computer
eCit was needed tc preclude autcmatically paying duplicat~
travel advance payments.

In our recent fcllew-up ve determined that acticn how
been takern tc develop and implement an apprcpriate computer
edit to insure that duplicate travel advances are nct auvic=-
matically processed by the Center.

DUPLICATIC~N TN REVIEV,

During cur review, we examined the divisicn c¢f respcn-
eibilities between the Center and the USDA agencies for
processing travel vouchers. Cur review was made at th
Center and at 13 USDA agency sites 6 USLA agencies) in

Louisiana, Micsissippi and Texas.

¥e noied that seven of the aasncy sites were perfcorm~
ing une cr mcre c¢f the audit functicons ascianed tc, and celna
performed by, the Center. We ncted duplicaticn cf the zud:is
functicon by two cf four sites ¢f the Animal and Plant tealth
Inspecticn Service and at two ¢f three sites of the Fcrest
Service.

The Center's Marual of Instructicns to &gencies includes
a clear assignment ot responsibilicies for the review, eppro-
val, and audit ¢f travel vouchers. This manual provides that:

~-The Center is responsible for auditing the vou-
chers for "correctness of computaticns, legal
and administrative propriety of paving .or the
items claimed, validity of the aprropriaticn
symbol sheown for the Agency charged, proof that
the payee is a USDA emplcyee, cr is a non-
emplcyee who has been appreved t¢ travel en
official tusiness."

-~The USDA agencies served by the Centeyr, while
respensible for certain review and apprcoval
functicns, are nct to cduplicate the functicns
specifically assigned tc the Center.

Generally, the cfficials at sites whicnh were net awdiring
/2// travel vouchers, cuch as the Scil Ccnversaticn Service, raid $%°7
-~
p
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they were aware that the auvdit functicn was cfficially as-
signed¢ tc the Center. Most of those that were aufiting at
the si1te saiéd tiney considered that their review and appro-
val cf the vouchers for payment reguired scmz checking to
insure the correctnuss of the vouchers.

Conclusicn and recommendation

Althcugh cur review was limited tc t-avel vcuchers
and a few agency sites, the incidence cf apparent duplica-
ticn of avdit effcort i1ndicates a need for further inguiry
intc this matter. We therefore, reccrmend thz2t ycu taka
acticn tc insure that responsibilities for review, apc.oval,
and zudit cf all vouchers processed by the Center are as-
signed nroperly and not duplicated.

We recuest *hat vou advise us cf further acticn taken
tc imprcve the carmputrerized travel advance and travel vcu-
cher processing syestems and acticn taken to implement our
reccmmencaticn -egarding the review, approval, and audit
of all expense vouchers.

Copies of this letter are being sent t¢ the Director,
National Finance Center, and tc the Directcr, Office of
-Aucdits.

We want to teke this opportunity to thank you ané vyour
staff for tha courtesies and ccoperation given our staff
during this review.

Sirncerely,

\)//\ fooitly e

. L. Scantlebury .
szectcr

Attachment
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UNITED STATES CENERAL ACCCUNTING OFFICE
DALLAS REGIONAL OFFICE

RO T o040, 73 LAY OLA AVENUE
WEV: 4. LEANS, Louisiana 70113
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Maprch 14, 1073
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Mr. Dennis Boyd

Director

USDA National Finance Center
P. 0. Box (0000

New Orleans, Loulisiana 70160

Lear Mr. Boya:

In a recent meeting with you we discussed several
observations concerning cur on--Joing review of the U.S.
Departuaent of Agriculture (USLA) National Finance Center
(NFC) centralized travel cdvance and travel payment cpera-
“ions. As you %pow, thiz iz the first of several reviews
we expect to schedula, covering various NEC activities. We
plan to discuss wita you, a3 they arluv, any review results
which we velieve provid: opportunities tor NIC to improve its
operations.

The purpose of this le.ter is to summarize the results
of our review of NFT management of travel advances and to
confirm our underctanding of the actions taken or planned to
improve controls over such advances. We oxpect to complete
our review of travel payments shortly and, if the results
warrant, we will cover them by separate letter.

Qur review included intervie.s of responsible NFC opera-

Ao el mnn—nnnmnn+ novannnel and youdow A€ NPT nnal fodnac
1ng and management PELSUNNCL anlu TLVIEwW UL v UL LT LEh,
C

nd system documentation. We also vsed the (GAO
eval systcn to ’ma"lvw: the "Travel Master' disk

uditape i
file. The results of our review are discussed below.

TRAVEL ADVANCES FOR PERSON3
WHOSE NAMES ARE NOT Iii NI'C FILES

NFC's computer programs for procescing ‘ravel advance re-—
quests have control features which cause the computer to reject
and print an erxor message for, any request from a person whose
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identification data is not Jlr.ady in tae NFC file records.
Separate file records are maintained for USDA emplovees and
for non-USDA employees authorized by USDA agency oificials
to travel on official business.

We found that when a travel advance request was identi-
fied as for a person whoze name and related data was not on
file, either by manual screening before being input for com-
puter processing or as a result of the computer rejecting it,
operating personnel weculd assume it valid and routinely prepare
a document to add the namc to the "non-USDA Name and Address”
file and thereby permit the advance check to be issued.

NFC officials agreed that anyone who had the proper form
and information could subtmit a ixravel advance request to NiC

and receive any amount up to $5,000.

OQUTSTANDING TRAVEL ADVANCES

Under existing USDA regulations and/or NFC policies there
are three tvpes of ceilings which affect the :aximam dollar
amount of individusl travel advances. No individual sheuld
have an advance of over £5,000; no individual outstaanding
balance should exceed an amount determined by a formala (the
averase of the individual's Last thres voucherz, rounded to
the next higher $190, nultiplied by two); and an individual
who has n>t traveled in the last 3 months should lijuidate
any advance.

We anzlyzed the NEC "Travel Master' disk file which identi-
fies travel advance balances and travel voucher data for all
individuals served by the NIFC. As of November 135, 1974, there
were records for 60,799 persons on file. Of these, 22,095 records
showed outstanding travel advances which totalea $9,221,709.

Our analyses of the $9.2 million of outstarding travel
advances indicated that about $4.4 million (or 43 porcevt of
the amount outstanding) exceeded the prescribed limits or were
apparently unwarxanted, as summarized in the follciing schedule.
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Vi ¥ vy,
coury
Indicaticns of individual tzravel Cstinated?®
advances outsrtanding which Lunbor Ameunt
(1) = exceec $3,000 limit 12 3 1,041
{2) ~— exceed formula linit 2022 2,603,377
{3) —~ vere held Ly percons wie lad
not trav:led in last % onvths RAME] 1,677,610
(1) -~ are held by persons whose name:s
are not included in either the
USDA or Non-USDA Neme and
Address Files 352 68,720
Totals 7R5] $4,410,750

“These data are necessarily qualified. [lwcouse NFC comprter
program errors were not immediat:ly Jdetected, the "Travel
Master' file could have omitted -<ravel data for some persons
who traveled during the 3-month period « nded August 1974,

Also, the data shown for cdtegorics (.) and (3) could include
some of the data in categcries (1) and (4). Category (2) data
were selected prior to computing catezory (2) to avoid :verlap.

These matters are discussed separately beloe.
¢ s

35,000 linitation

We identified 12 persons with outttandiny advances in ex-
cess of the $5,000 limitation. These advances totzled 61,041
and ranged from 35,001 to 33,257,

Formula limitation

We used a slightly modified formulia for identifying out-
standing advances in excess of the forimla limitation. due to -
restrictions in our Auditape program.

Instead of rounding the averare of the list three travel
vouchers to the next $100 as part of the formula, we siaply
added $100 to the average. Therefore, in comparison to the NFC
forwula, the results we computed are conaervative.

0f the $9,221,709 in total advancey outstanding, we es-—

timated that 82,003,377 (or 29 percent) was excessive in
relation to the formuia limit.

.
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Recent txravel limitation

We used a period of no recordeu “ravel {or 6 uonthe or
lonzer as a basis to sstimate the amount of advances which
should have been liguidated hecause of no recent wavel.

Our aaalysis showed:

Persons with advances Cutztandinu advances
Recency of last travel Humbor Percent Aot rercent

No travel in the last:

2275 menths or longer 2,136 .10 $ 885,974 .09
12 to 22% months 754 .03 232,307 .03

6 to 12 months 1,545 .07 559,227 .06
Subtotals 4,435 .20 1,677,610 1%
Travel within last 6 mos. 18,240 .80 7,544,000 <22
Totals 22,1,95 1.00 $0,221,707 1,09

Former employees

We identified 3,914 person3 on the "fravel Master [ile
who vere not on the USii or non-~USDL "Name and Address" files
as of November 15, 1974. We found that 332 of these persons
had cutstanding travel advances amounting to $68,720.

We researched 30 of the outstanding advances and found
all of them wece ovligations of former employees. The dates
of separation ranged from January 1973 to Mcvember 1974. The
outstanding amounts ranged from 32 to $3,425. .

Employee names in bott
UsDA and Non-USDA iiles

We identified 2,298 employees whose identification da'a
were in both the USDA and non-USDA files. We were advised that
new USDA employces were sometimes placed on the non-USDA file
to facilitate processing tre. el advance and travel voucher pay-
men*s. We were also advised that it takes several weeks from
date of hire for NFC to receive the soucrce documents necessary
to place a new employee on the USDA payrcil and personnel files.
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For ecach of the above natters discussed with NFC officials,
wve .ere advised that action to implement or improve mianadement
controls has been taken or is planned. Cur understanding of
the status of th:se matters is as follows.

Action taken to control
advances TOT pPorsons wnose
names are not in NYC files

We understand that NIC h=ss discontirued the practice of
manually screening ‘ravel advaace apvnlications designated as
for non-employees *to check whether the name is in the NIC fila.
Instead, all travel advance applicaticns are routed directly
for computer processing. If the computer rejects the data
because the namz i< not on file, NEC operating perscnnazl
telephone the agency from which the appiication was roceived
to determine whather the name should be added to the NFC fi.e
records.

Actions planned o comniy cith
pelicy limits on wrcant or ad' ances

We uncerstand that 2W0C officials plan to

-- institute action to reccver outstanding travel
arivances to former employees;

~-- purge the "Travel Master™ file of data for
persons whese names are not in the current
USDA or non~USDA files;

-~ purge the non-USDA file of USDA employees; and

-~ igsue demand for repayment notices to employees
whose travel advances are excessive or ipactive,
advising that the advance c¢an be retaine® only
on receipt of written approval from an agency
authorizing official.

We would appreciate a written response, either confirming
the above or advising us of any inconsistencies with our rinder~
standing cf management actions taken or planned to irrrove
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controls ovar travel vdvance-. Alse, we would appreciate
being adviced or the amount o reducticns ia travel advancos
effected a3 a result of implorcnting the manazement improve-

rents discuszed above.
2rations,

Q

before we conplete our review of the NEC *vavel op
we plan to mest with you to discuzs the status of these motrers
v observations lixely to be of interest te you.

and any furthe:
Sincerely,

7/

4N

J. J. Beviz
Assistant Regional Manayer





