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The guidance in the manual is for GAO auditors who review
agency accounting and financial management systems. We believe,
however, that the methodology is readily adaptable to agencies'
own required internal control reviews as well as agencies'
reviews of their accounting systems. For this reason, the
manual will be available to the federal community.

We are developing additional methodology for reviewing the
development of accounting and financial management systems.
When finished, we will incorporate this guidance too, in the
manual .

We are releasing the methodology for a 3-month comment
period to selected GAO professional staff, financial management,
and audit officials in the major federal agencies, and private
professional firms that assist federal agencies in developing
accounting and financial management systems.

i am looking forward to receiving your comments. Please
forward them to me at Room 6015, GAO Building, 441 G Street NW,
Washington, D.C. 20548. Be assured all your comments will
receive our prompt and careful attention.
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Virg@dnia B. Robinsdn
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CARE-BASED AUDIT METHODOL-
OGY TO REVIEW AND EVALU-
ATE AGENCY ACCOUNTING

AND FINANCIAL MANAGEMENT

SYSTEMS

EXECUTIVE SUMMARY
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Public policy of our country, expressed in law,
requires the internal control and accounting
systems of the executive branch agencies to be
effective and of high quality. The General
Accounting Office (GAO) has developed an audit
methodology for determining conformance with this
policy. The methodology is intended for the use of
GAO auditors and, as suggested guidance, for

inspector general staffs and others engaged in

similar audits.

LEGAL REQUIREMENTS

Public policy on internal control and accounting
systems is embodied in the provisions of the

Accounting and Auditing Act of 1950 and the Federal

Managers' Financial Integrity Act of 1982,
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The 1950 act requires the head of each executive ‘
agency to establish and maintain accounting and
internal control systems which meet the following

objectives to provide
~=-full disclosure of financial activities,

--adequate financial information for agency

management,

--effective internal controls over all funds,

property, and other assets, and

--reliable financial information for develop- ‘
ment and support of budget requests, for

budget execution, and for Treasury central

accounting.

The 1950 act requires further that the accounting
systems conform to the accounting principles and
standards prescribed by the Comptroller General,

and directs GAO to periodically review the systems.

The Federal Managers' Financial Integrity Act of

1982 added significant provisions to the 1950 act.

The provisions strengthen the requirement for .

effective internal controls. The act requires that

ES-2



the Comptroller General develop standards for
agency internal controls, and agency controls must
conform to the standards. The act requires further

that controls must meet the following objectives:

--obligations and costs comply with applicable

law;

~-all assets are safeguarded against waste,

loss, unauthorized use, and misappropriation;

and

--revenues and expenditures are recorded and
accounted for properly so that accounts and
reliable financial and statistical reports may
be prepared ‘and acéountability of the assets

may be maintained.

The act requires agencies to perform reviews to
determine compliance with these requirements and
directs the Office of Manmagement and Budget (OMB),

in consultation with the Comptroller General, to
develop guidelines for the reviews. Further, agen-
cy heads are to report to the President annually as

to whether or not their internal control systems

comply with the requirements, and whether or not
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their accounting systems conform to the Comptroller

General's principles and standards.

GAO AND OMB REQUIREMENTS

The Comptroller General's standards for internal

control are contained in GAO's accounting series

publication Standards for Internal Controls in the

Federal Government. The Comptroller General's

principles and standards for accounting systems are

in title 2 of the GAO Manual for Guidance of

Federal Agencies. Additional requirements are

in titles 4 through 8 of the manual. The Comptrol-

ler General's standards are consistent with and

support the objectives of internal control and

accounting set forth in the law.

OMB guidance for agency reviews of their internal

control systems is in OMB Circular A-123, Internal

Control Systems, and OMB's Guidelines for the

Evaluation and Improvement of and Reporting on

Internal Control Systems in the Federal Govern-

ment. The guidelines, developed in consultation
with GAO, support and are consistent with the
Comptroller General's standards and the objectives

of the law.
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‘ GAO AND AGENCY AUDITS

GAO, under its general mandate to review the opera-
tions of the executive branch, as well as its
specific mandate to review and approve accounting
systems, plans to audit the internal control and
accounting systems of the executive agencies. The

objectives of the audits are to determine

--whether internal controls conform to the
Comptroller General's standards and OMB
policy and guidelines for internal controls
and meet the objectives of the law,

@

--whether accounting systems conform to the
Comptroller General's principles and standards
for accounting systems and meet the objectives

of the law, and

--whether accounting systems effectively and
efficiently provide management--both internal
and external (the Congress, OMB, and Treas-
ury)--useful, timely, reliable, comparable,
and complete financial information needed for

effective and efficient management of public

. financial resources and public programs.
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The GAO audit methodology is designed to meet these
audit objectives. Further, GAO believes the metho-
dology is readily adaptable to the agencies' own
required internal control and accounting systems
reviews. Therefore, the methodology is available

to the federal community.

GAQO'S AUDIT METHODOLOGY--CARE

GAO calls its audit methodology "Controls and Risk
Evaluation (CARE)." It is adaptable to any organi-
zational level--an entire agency, a major component
of the organization, an operational unit, or an in-
dividual system. A key feature of the methodology
is its emphasis on risk assessment, which greatly
optimizes audit staff effectiveness: The methodol-
ogy is organized into four segments: (1) general
risk analysis, (2) transaction flow review, (3)
compliance testing, and (4) substantive testing.
The work performed in each succeeding segment is

based on the results of the preceding one.

GAO emphasizes that effective use of the method-
ology requires a large measure of knowledge, train-
ing and professional judgment. The methodology is

not to be viewed as a rigid or arbitrary checklist

approach.
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GENERAL RISK ANALYSIS

In the general risk analysis segment of CARE, the
auditor acquires an overview of the activity to
include such items as its mission and‘operations,
its organization, and its funding. Also, the audi-
tor will gain an understanding of the general con-
trol environment, including general controls over
computer operations. Further, the auditor acquires
a general understanding of the overall financial
management structure, including the budgeting and
accounting system. The auditor, for each system in
the structure, makes a preliminary determination of
the internal control objectives and the relevant

principles and standards.

Finally, the auditor applies a number of risk rank-
ing factors to each system in-order to identify the
systems of greatest risk--that is, wvulnerability to
fraud, abuse, and mismanagement. This ensures
that scarce audit resources are focused on areas
where they can make the greatest contribution.
Factors considered include magnitude of funds
involved, potential impact of ineffective operat-
ion, sources of input, degree of automation, known
problems, and recency of prior audits. The systems

with the highest risk rankings will be subjected to
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further review in the second CARE segment, transac-

tion flow review.

TRANSACTION FLOW REVIEW

In the second segment of CARE, transaction flow
review and analysis, the auditor indentifies each
selected system's major types of transactions and
refines a determination of the internal control
objectives. The auditor then determines and docu-
ments, for each major type of transaction, the flow
of information through the system. This involves
flowcharting information through the procedures,
records, files and reports. By analyzing the flow,
the auditor identifies the control technigues used
and determines whether they meet the system's con-
trol objectives. The auditor also determines
whether all accounting standards relevant to the
system are being met. Further, the auditor is
alert for any inefficiencies in the automated data

processing system.

This study provides the auditor an understanding of
the internal control strengths and weaknesses of
the systems, This, in turn, gives the auditor a
basis for further ranking the systems in terms of

the reliance that can be placed on them. Based on
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this ranking, the auditor selects systems for com-

pliance testing, the third segment of CARE.

COMPLIANCE TESTING

In the third segment of CARE, compliance tests and
analysis, the auditor determines whether the pro-

cesses and controls identified in transaction flow
review actually operate and function as understood

and intended.

- For each automated system to be tested, the auditor
designs a set of test transactions. The test
transactions are of two broad types--valid and
invalid. The valid transactions contain no er-
rors. They are entered into the system to deter-
mine whether valid transactions will process
through to completion of the cycle. Invalid trans-
actions are designed to contain errors. The audi-
tor enters these transactions to determine whether

the system actually identifies and rejects them.

For a manual system or for any manual part of an
automated system, the auditor "walks" actual trans-

actions through the manual processes. This invol-
ves interviewing the individuals whorhandle

transactions, observing the procedures followed,
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and examining applicable records. Through this

exercise, the auditor systematically verifies that

the control techniques, identified in the transac-

tion flow review segment, actually operate and

function as understood and intended.

Based on the results of compliance testing, in com-
bination with the results of transaction flow re-
view, the auditor will form an overall opinion of
the system and its internal controls. In addition,
after considering the potential impact of any devi-
ations from these requirements, as well as the
agency's planned corrective actions, the auditor

may decide to perform substantive testing, the

fourth segment of CARE.

SUBSTANTIVE TESTING

In the fourth segment of CARE, substantive tests

and analysis, the auditor determines the impact of

deviations from standards and other requirements.
For this segment, audit steps must be tailored to
the specific situation. As a generalization, how-
ever, this segment tests actual agency transactions

and examines related records, files, and reports.

Also, computer assisted audit techniques are an
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invaluable tool for this segment. As a result of
this segment, GAO will, as a general rule, report
the deviations and their impact to the head of the
agency, together with GAO's recommendations for

correction.

ORGANIZATION OF THE MANUAL

GAO's CARE manual consists of a main body, contain-

ing eight sections, and a set of nine appendixes.

The main body is organized as follows:

--Section 1 - Introduction.

—-Section 2 - Definition of a federal account-

ing system and scope of GAO audits.

--Section 3 - Interrelationship of control

objectives, accounting principles and

standards, and internal controls.

-~Section 4 - General risk analysis segment--
objectives, scope, work steps, and work

products.

--Section 5 - Risk ranking of systems.
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--Sections 6, 7, and 8 - Transaction flow
review, compliance testing, and substantive
testing segments, respectively.

The appendixes are organized as follows:

—--Appendixes I through IV - Key policy issuan-
ces=--OMB's Circular A-123 and guidelines,
the Comptroller General's internal control

standards, and the Financial Integrity Act.

--Appendix V - Quick reference guide to the

work steps.

--Appendix VI - Examples of documentation

produced in a CARE audit.

--Appendix VII - Control objectives.

--Appendix VIII - Examples of control objec-

tives related to control techniques.

—Appendix IX - Bibliography.

Presenting the work steps, documentation, and con-

trol objectives materials as appendixes facilitates
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the auditor's extracting and reproducing them for

inclusion in individual audit workpapers.

GAO maintains a continuing interest in the useful-
ness and effectiveness of CARE. Accordingly, GAO
welcomes reports of experience with the method-
ology, including practical problems encountered, as
well as suggestions for improvement. These should
be submitted to Mrs. Virginia Robinson, Associate

Director, Accounting and Financial Management

Division.
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FOREWORD

GAO has developed an audit approach entitled "Controls and
Risk Evaluation-Based (CARE-Based) Audit Methodology for Review-
ing and Evaluating the Operations of Agency Accounting and
Financial Management Systems” to

--identify an agency's accounting and financial management

systems,

--identify and evaluate the adequacy of controls in these

systems, and

--determine the degree of compliance of an agency's ac-

counting system with the Comptroller General's account-
ing principles, standards, and other requirements.

It is important to note that the work steps and procedures
in the document should not be applied rigidly or arbitrarily.

As with any audit, the auditor must not only exercise profes-
sional judgment and assess the relevance and appropriateness of
program steps to the specific situation but also add, modify, or
delete steps as necessary.

The audit methodology is comprised of an executive sum-
mary, a work program, and a series of nine appendixes. The
executive summary is for top financial management and audit
executives who want a top level overview of the methodology.

The work program is for operational financial management and

audit staffs who manage the reviews and evaluations of systems.



The appendixes provide detailed guidance to financial management
and audit staff who review and evaluate systems. ‘
Most accounting and financial management systems are auto-
mated. To assist in evaluating the general and application con-
trols in these systems, evaluation questionnaires and checklists

are included in the appendixes. They are drawn from the 1981
GAO audit guide "Evaluating Internal Controls in Computer-Based
Systems.” When users of the CARE methodology have questions
about how to use these appendixes they should consult the 1981
guide.

Currently, GAO is testing and refining a methodology for
auditing computer-based systems that will revise and update the

1981 guide. When this work is completed, GAO will seek the com-

ments of the audit community. This work will complement the CARE ‘
approach and may be incorporated in the CARE manual.

GAO's methodology is acknowledgedly complex. This
reflects the increasing complexity of contemporary federal
accounting and financial management systems. Because of its
complexity, GAO believes auditors should be trained in the
methodology in order to effectively apply it; tHey should not
try to apply this guidance before such training.

We are releasing this draft for a 3-month period of test-
ing and commenting to all GAO professional staff, financial
management and audit officials in the major federal agencies, as’
well as selected private professional firms that assist federal

agencies in designing, developing, and implementing accounting ‘
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and financial management systems. Please direct your comments
to Mrs, Virginia Robinson, Associate Director, Accounting and
Financial Management Division, Room 6015, General Accounting

Office, 441 G Street NW, Washington DC, 20548.

Sincerely, yours,
Il
T W 11

Director
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SECTION 1

INTRODUCTION

The requirements for effective agency internal controls and
accounting systems are promulgated in both law and government-
wide policy statements. Key laws and policy statements are the
Budget and Accounting Procedures Act of 1950 (31 U.S.C. 3500),
the Federdl Managers' Financial Integrity Act of 1982 (Public Law

97-255)(see Appendix II), GAO's Policy and Procedures Manual for

Guidance of Federal Agencies (titles 2 through 8), and Office of

Management and Budget (OMB) Circular A-123, Internal Control

Systems. (See Appendix I.)

The Budget and Accounting Procedures Act of 1950 makes each
agency head responsible for establishing and maintaining adequate
systems of accounting and internal control. The systems are re-
quired to conform to the accounting principles, standards, and
other requirements prescribed by the Comptroller General. The
principles and standards are set forth in title 2 of the GAO
manual. Titles 4 through 8 of the manual contain additional
requirements.

Also, OMB issued Circular A-123 in October 1981, which
requires each executive agency to develop and maintain adequate
systems of internal control. It prescribes several actions

agencies must take to evaluate and strengthen internal controls.

The Federal Managers' Financial Integrity Act of 1982 amended the
1950 act. 1t requires each agency to make periodic evaluations

of its internal control systems and report annually to the
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President and the Congress. The repbrt is to state: .
--whether or not its internal accounting and administrative
controls meet the Comptroller General's standards and the
objectives set forth in the act, and
--whether or not its accounting system conforms to the
Comptroller General's principles, standards, and related

requirements.

In addition, where the internal controls or the accounting
system do not meet these criteria, the statement is to describe
planned corrective actions.

The Comptroller General's internal control standards are set

forth in GAO's April 1983 pulication, Standards for Internal

Controls in the Federal Government. (See appendix III.) Subse- .

quently, OMB, in consultation with the Comptroller General,
developed guidelines for agencies to use in evaluating their
systems of internal accounting and administrative control. These

are set forth in OMB's December 1982 Guidelines for the Evalua-

tion and Improvement of and Reporting on Internal Control Systems

in the Federal Government. (See appendix IV.)

CONTROL STRUCTURE OF THE
FEDERAL GOVERNMENT

Control over the federal government and its program, admin-
istrative, and financial operations is carried out on both a

governmentwide level and an individual agency level. 1In order to ‘
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effectively control federal operations, the control technigques

implemented at both levels must complement each other.

EFFECTIVE SYSTEMS—--KEY TO GOVERNMENTWIDE
AND AGENCY LEVEL CONTROL

Governmentwide controls are based on the separation of
powers between the legislative and executive branches of the
federal government. As shown in figure 1 on the next page, the
legislative and executive branches establish goals and objectives
to control governmentwide planning and programming.

Congress sets federal program and administrative goals and
provides the resources to the executive branch agencies needed to
achieve these goals through (1) laws authorizing specific pro-
grams and administrative responsibilities for theagencies, and
(2) appropriation acts to provide them with needed resources.

Congress obtains information on the results of operations
and the use of resources through information supplied by the
agencies, other organizations, and individuals at ;§ersight and
appropriation hearings. Based on this information, Congress can
judge whether the agencies stayed within authorized goals and
resource constraints.

The executive branch can only conduct operations Congress
authorizes and must stay within resource limits Congress sets
in appropriation acts. The executive branch central control
agencies ensure that all agencies stay within these limits.

These control agencies are the Office of Management and Budget,
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the Office of Personnel Management, Treasury, and the Executive
Office of the President,

The central control agencies promulgate policy, prbcedures
and regulations, and allocate resources to guide and control
executive agency operations. This guidance is based on laws,
including appropriation acts, passed by the Congress and signed
by the President. The central control agencies also receive
routine reports from the agencies on the results of operations
which they use to ensure that the agencies comply with central
direction and stay within resource allocations. The central
control agencies report to the President and the Congress.

The governmentwide controls will work effectively only if
the Congress and the central control agencies receive current,
complete, and accurate information on prior program and adminis-
trative accomplishments. Congress also needs to know the finan~-
cial results of operations to support the appropriation process
and to carry out its oversight responsibilities. Similarly, the
central control agencies must also receive reliable information
to carry out effectively their central control functions.

The primary source of the information needed by the Congress
and the central control agencies is from the agencies that carry
out authorized programs. Consequently, controls at the indivi-
dual agency level should focus on ensuring that reliable, timely,
and accurate information be recorded and reported. This includes

information on program accomplishments as well as financial

results of operations.
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Additional governmentwide controls are provided through
federal audit agencies. Specifically, GAO in the legislative
branch and the inspectors general in the executive branch help
provide assurance that federal operations and related use of re-
sources conform to national goals and objectives. However, their
audits are no substitute for reliable, timely, and accurate
information, which is needed as well for effective control over
operations and resources by agency level management.

Thus, reliable and timely information is the key to effec-
tive control at both the governmentwide and agency level. The
sources of this information are the agencies' budget, accounting,
and other financial management information systems. To be
successful, these systems must include effective manual and/or
automated procedures--control techniques--over the capturing,
recording, summarizing, and reporting of information. Thus, the
controls of these systems are the focus of our efforts to improve

control over government operations.

OVERVIEW OF GAO's
AUDIT METHODOLOGY-—CARE

GAO has developed an audit methodology entitled Controls and
Risk Evaluation (CARE-Based) audit methodology to Review and
Evaluate Agency Accounting and Financial Management Systems" to
(1) evaluate the effectiveness of controls in agency level finan-
cial and other management information systems and the reliability
of the information they produce, as well as, (2) determine con-

formance with the Comptroller General's accounting principles,
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standards and related requirements. The CARE-Based audit method-
ology is designed to guide the auditor in evaluating the effec-
tiveness of the control environment of an individual agency, a
major organizational component, an operational unit, or a system,
Once the scope of audit has been decided--an entire agency,
component operational unit, or individual system~-CARE guides the
auditor in viewing all aspects of the selected entity's opera-
tions as part of the control environment and management control
system., This is in accord with OMB's Circular A-123 and the
requirements of the Federal Managers' Financial Integrity Act.
For example, both CARE and OMB require vulnerability (risk)
assessments and internal control reviews, as well as considera-

tion of all aspects of program and administrative operations.

STRUCTURE OF GAO's CARE
AUDIT METHODOLOGY

The CARE-based audit methodology provides a four segment
approach to the review and evaluation of an agency's accounting
and financial management systems and related control environ-
ment. The CARE audit segments are

(1) general risk analysis,

(2) transaction flow review and analysis,

(3) compliance tests and analysis, and

(4) substantive tests and analysis.

Figure 2, on the next three pages, graphically portrays the
overall structure and.interrelationships of the four segments.

The results of the work done in each succeeding segment
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CARE AUDIT APPROACH

(1) GENERAL RISK ANALYSIS
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builds on the results of the work done in the preceding one,

Upon completion of all four work segments, CARE will result in
(1) a permanent file on the agency (or part of an agency selected
for review) that describes its financial management structure and
its internal control strengths and weaknesses, (2) a risk ranking
of the systems in the structure, (3) a determination as to whe-
ther the accounting systems comply with GAO principles and stand-
ards, and/or (4) a report to the agency or the Congtess on major

weaknesses in the financial management systems.

General Risk Analysis

The overall objectives of the general risk analysis (GRA)
segment are to (1) identify the strengths and weaknesses in the
agency's general control environment and assess its overall ade-
quacy, (2) identify the individual systems that comprise the
financial management structure, and (3) select systems for fur-
ther review.

The general risk analysis segment of CARE focuses on several
steps.

-Understanding and documenting the overall mission; speci-
fic program, administrative, and financial responsibili-
ties; authorized resources; and organizational structure
of the agency.

--Understanding and documenting the general control environ-
ment of the agency to include general controls over sup-
porting computer operations.

--Identifying and documenting the financial management

structure of the agency to include both accounting and
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budgeting systems.

--Identifying the accounting standards, internal control ‘
objectives, and other requirements that the individual
systems in the structure must satisfy.

--Initial risk ranking of the systems to aid in selecting
those to be reviewed in the next segment.

Upon completion of the general risk analysis segment, an

initial financial management systems profile of the agency is

developed and a validated inventory of systems for the transac-

tion flow review and analysis segment are determined.

Transaction Flow Review
and Analysis

The overall objectives of the transaction flow review and
analysis (TFRA) segment are to (1) identify the internal control .
strengths and weaknesses in the systems selected for review, (2)
identify major inefficiencies in their use of ADP resources, and
(3) complete a final risk ranking of selected systems based on
the internal control strengths and weaknesses identified.

The transaction flow review and analysis segment focuses on

-—identifying and documenting--by using flowcharting

techniques--the flow of transaction information through
the systems,

——identifying and documenting the internal control tech-

niques included in the system(s),

--evaluating the effectiveness of the internal control

techniques in satisfying the accounting principles and

standards, internal control objectives, and other ‘



requirements established for the systems in the general
risk analysis segment,

—--identifying and documenting the system's internal control
strengths and weaknesses, and

--identifying and documenting major inefficiencies in the
use of ADP and other resources used by the systems.

Upon completion of the transaction flow review and analysis

segment, the auditor should have a

--summary for each system reviewed describing its purpose
inputs, files and outputs, ADP equipment used, costs,
internal control strengths and weaknesses, and flow of
information through the system;

~-final risk ranking of the systems based on assessment of
the strengths and weaknesses;

-~-recommendations, if appropriate, for separate jobs to
review any major control weaknesses in use of ADP
resources; and

-~selecton of systems for compliance tests and analysis.

COMPLIANCE TESTS
AND ANALYSIS

The overall objective of the compliance tests and analysis
segment is to determine whether each selected system captures,
records, processes, and reports financial transactions in confor-
mance with the Comptroller General's accounting principles,
standards, and other requirements, and whether it meets its

internal control qbjectives. This analysis will provide the
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basis for GAO to plan further systems work at the various execu-
tive agencies.
Compliance tests involve processing through a system, limi-
ted tests that cover the full range of manual and automated
transactions that the system is designed to process. This
involves processing test transactions containing both valid and
erroneous information. The objective is to determine whether the
system complies with accounting principles, standards, and rela-
ted requirements.
The compliance tests and analysis segment focuses on
--verifying that the internal control techniques, identified
in the Transaction Flow Review and Analysis segment, actu-
ally are present and function as designed, and

~--determining the extent to which the systems will process
erroneous information, based on the internal control weak-
nesses identified for each system during the transaction
flow review and analysis segment.

Upon completion of the segment, an overall assessment of the
systems is made, resulting in either

-—-a determination as to whether the compliance tests indi-

cate the system conforms in all material respects to
GAO's principles, standards other requirements, and meet
internal control objectives;

--a report with recommendations for improvements to the

agency and/or the Congress if the results of the compli-
ance tests indicate the system deviates from these requi-

rements; or,
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-~if a system deviates in material respects from these re-
quirements, a determination to perform substantive tests
of actual transactions and account balances to demonstrate

the effect may be made.

Substantive Tests and Analysis

The overall objectives of the substantive tests and analysis
(STA) segment are to (1) develop the evidence on adverse impact
of material deviations from requirements in order to convince
management of the need for correction, and (2) develop recommen-
dations for correction.

Upon completion of the segment, we will report to the agency
head and/or the Congress (1) the material deviations from regqui-
rements, (2) their adverse affect on financial operations, and

(3) our recommendations for correction.
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SECTION 2

DEFINITION OF A FEDERAL ACCOUNTING SYSTEM
AND SCOPE OF GAO AUDITS

The Budget and Accounting Procedures Act of 1950 (1)
defines federal agency financial management as including the
functions of budgeting, accounting, financial reporting, and
auditing and (2) makes the Comptroller General responsible for
promulgating federal accounting and financial reporting prin-
ciples and standards and for reviewing agency accounting
systems, The 1956 amendment to the 1950 act also requires that
agency budgets be based on the actual cost of operations and
that agency accounting systems support agency management control
systems. Consequently, agency accounting systems should be
considered an integral part of agency financial management and
management control systems and should support the budgeting,
auditing, accounting, and financial reporting functions.

GAO's Policy and Procedures Manual for Guidance of Federal

Agencies sets forth federal accounting and financial reporting
principles, policies, standards, and other requirements. On
April 18, 1983, the Comptroller General issued a definition of a

complete agency accounting system., This definition stated:

"A complete accounting system ...is one estab-
lished to assist in the financial management
functions of budget formulation and execution,
proprietary accounting, and financial report-
ing. It is the total structure of methods and
procedures used to record, classify, and report
information on the financial position and oper-
ations of a governmental unit of any of its
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tional components. Accounting systems shall be
comprised of the various operations involving
the authorizing, recording, classifying, and
reporting of financial data related to revenues,
expenses, assets, liabilities, and equity."

funds, balanced account groups, and organiza- . ‘

In most agencies, the accounting system is comprised of a
set of subsystems. When taken together, these systems autho-
rize, record, classify, and report financial data related to
revenues, expenses, assets, liabilities and equity; and support
the agency's financial management and management control pro-
cesses. Figure 3 shows the component parts of the financial
management and management control processes.

FIGURE 3

The Financial Managment Process
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GAO's CARE-based audit methodology is designed to include
in its scope of work the agency's accounting and financial
management systems that capture, record, summarize, and report
financial transaction information related to the financial man-
agement processes of budget formulation and budget execution and
accounting. Consequently, the audit methodology includes in its
work. scope agency systems for

~-development of budget requests,

--authorization of the use of resources,

--management of liabilities,

~-receipt of revenue,

--disbursement of funds,

--control of assets,

--control of appropriated funds, and

--development and issuance of reports on the financial

status of assets, liabilities, appropriated funds, and
agency financial operations.

In order for an agency's accounting system to be effec~
tive, it should control appropriated funds; protect funds and
other resources from loss and mismanagement; and fairly report
on the financial results of operations, status of funds, and
other resources. To accomplish this, the accounting system must
exchange reliable information between the component systems.
Similarly, in order for an agency's budget request to be based
on the past results of operations, the budget formulation system
must receive timely, reliable cost information from the account-

ing system.
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Finally, for governmentwide financial controls (discussed

in section 1) to be effective, the executive branch central
control agencies must receive reliable information from
agencies' accounting and budget systems. Figure 4, on the next
page, shows the relationships between governmentwide and agency
level financial management requirements and controls.

The CARE-based audit methodology is an audit approach
designed to encompass the agency's manual and/or automated
systems that capture, record, summarize, and report information,
and comprise the overall accounting system, It focuses on

-~identifying the flow of information between the

component systems that constitute an agency's accounting
system and the flow of information between the
accounting and budget systems,

-~evaluating the reliability of the systems' information;

and

--identifying, testing, and evaluating the controls

provided in the individual systems that constitute the

overall accounting system.

KEY POINTS:

--A complete accounting system encompasses the total
financial management system structure to record,
classify, and report an agency's financial information.

--The financial management process, to be reliable, must
use the accounting system information for budget
formulation, execution, and accounting.

--Agency level financial controls must be effective for
governmentwide financial controls to work.

--CARE is a systems audit approach to determine the
adequacy of an agency's overall accounting system, in
both its manual and automated aspects.
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SECTION 3

INTERRELATIONSHIP OF CONTROL OBJECTIVES,
ACCOUNTING PRINCIPLES AND STANDARDS,
AND INTERNAL CONTROLS

The CARE-Based audit methodology is structured to: (1)
identify the financial transactions initiated and processed by
an agency based on its budget authority and by its program and
administrative functions, (2) group similar transactions into
transaction cycles, (3) identify the agency accounting systems
that process transactions in the identified cycles, and (4)
identify the internal control objectives for agency systems and
evaluate the control techniques included in the systems in terms
of their ability to achieve control objectives.

An agency's financial transactions are determined by its
authorized program and administrative functions and by its
budget authority. The identified financial transactions can be
grouped into transaction cycles to facilitate further analysis.
An individual agency's accounting system should be designed to
process, control, and report on the financial transaction cycles
determined by its program and administrative functions.

An agency, for example, that administers grant programs
will generate many transactions related to authorizing the
funding of grants. These transactions could be grouped into a
grant cycle. Another agency resonsible for enforcing federal
regulations may primarily generate procurement and salary
transactions. These transactions could be grouped into an

expenditure cycle.



Nature of test
transactions

Change an
employee's
annual leave
category before
it is due to be
changed.

TYPICAL PAYROLL TRANSACTIONS
TO BE INCLUDED IN A TEST DECK

CTA-1

How a system with effective controls will handle the transactions

Purpose or explanation

of test transaction Reject

To determine whether the X
system will reject invalid
updates. The annual leave
category is based on the
amount of creditable service
an employee has, computed from
the employee's service
computation data. Employees
with less than 3 years of
service are in category 4;
employees with 3 to 15 years
of service are in category 6;
employees with more than 15
years of service are in
category 8. The program
should reject any attempt to
change a leave category before
it is due to be changed.

VI-197

Reject in Cut back

allowable without

Automat-
ically
adjust
leave
records



TRANSACTION CYCLES EXAMPLES OF TRANSACTIONS

Administrative Commitment and obligation of funds
control of funds

Budget Formulation Preparation of the budget request
Reporting Preparation, distribution,and use of

reports for agency financial management

Since agency accounting systems are either partially or
fully automated, the CARE-based audit methodology includes an
agency-wide Automatic Data Prcessing (ADP) cycle. For ADP opera-
tions, general control features are needed and are implemented
to control overall computer operations. These controls affect
all the agency's automated accounting systems. Therefore, the
CARE-based audit methodology includes guidance to help the
auditor identify and evaluate general control objectives and

techniques for the ADP cycle.

IDENTIFY TRANSACTIONS, TRANSACTION CYCLES,
ACCOUNTING SYSTEM(S)
AND RELATED BUDGET AUTHORITY

An agency's detailed budget request is included in the
President's annual budget request sent to the Congress andinclu-
des the amount of funding requested for each of the agency's
authorized programs and administrative functions. The specific
transactions, transaction cycles, and accounting systems identi-
fied for a particular agency must be related to the line items
in its detailed budget request. The reconciliation of transac-
tions, cycles, and systems to budget line items should ensure

that all types of agency transactions are identified.
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Relating agency transactions, cycles, and systems to

budget authority is done by:

--Listing all the actions~-economic events—-—-an agency

should take to execute its budget authority,

--Relating the economic events to the specific accounting

transactions that should be recorded to reflect the

occurrence of all economic events,

--Grouping of similar transactions into cycles, and

——Relating the cycles to the systems comprising an

agency's overall accounting system that should capture,

record, process, and report the transactions.

The following table presents an example of this analysis.

CYCLE
Personnel/

payroll

Personnel/
payroll

Expendi-
ture

ACCOUNTING
ECONOMIC SYSTEM/
EVENT TRANSACTION CYCLE
Hiring an SF/50 action Personnel/
employee payroll
system
Recording Time and Payroll/
biweekly attendance personnel
time and record system
attendance
Advance of Notifica- Grant Man-
funds to tion of agement/
grantees grant award administra-
tive con-
trol

After all economic events, transactions, transaction

cycles, and agency accounting systems have been related to the

agency's detailed budget authority, the audit staff develops

the list of components of the agency's complete accounting

system, The
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to identify control objectives for the agency's complete
accounting system and the control techniques included
in the system that are designed to ensure that the control

objectives are met,

IDENTIFY CONTROL OBJECTIVES FOR
THE AGENCY'S ACCOUNTING SYSTEM

To help ensure the production of reliable information by
an agency accounting system(s), the Comptroller General has
issued federal accounting and financial reporting standards in

GAO's Policy and Procedures Manual for Guidance of Federal Agen-

cies. This manual also sets other requirements that federal
agency accounting systems should meet. Appendix VII sets forth
the detailed accounting, financial reporting, and other require-
ments for agency accounting systems.

Control objectives are also set forth in laws that estab-
lish specific programs--primarily entitlement, benefit payments,
and grant prograﬁs. The audit staff must, based on the programs
assigned a particular agency, identify the specific laws that
created the programs run by the agency in order to identify con-
trol objectives included in these laws. Appendix VIII, for
example, presents the required control objectives for the
Veterans Administration's Compensation and Pension Programs.

Once the control objectives for an agency's accounting
system have been identified and documented, they become the

criteria against which the operations of the accounting sys-
tem(s) and the reliability of the information produced will be

evaluated.
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IDENTIFY AND EVALUATE CONTROL
TECHNIQUES IN AN AGENCY'S
ACCOUNTING SYSTEM

The control objectives provide the criteria under which an
agency's accounting system should operate to produce accurate
and reliable information. An agency's accounting system(s)
should include processing and internal control procedures--
control techniques--which should operate to ensure that control
objectives be met.

Procedures are the manual and/or automated steps included
in an accounting system to capture, record, process, and report
financial transactions for a specific administrative cycle or
program. Internal control procedures are independent from
processing steps and are those procedures in an accounting
system used to provide reasonable assurance that:

--all economic events and related transactions are
completely and timely recorded, summarized, and
reported:;

--established procedures are followed,

--obligations and expenditures do not breach congres-
sionally granted spending authority:

--revenues and expenditures are accurately and com-
pletely accounted for and properly safeguarded;

--funds, assets, and liabilities are safeguarded from mis-
management, loss, or theft; and

--financial reports (1) support managerial decision

making (2) fairly present the financial results of
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program and administrative operations, and (3)

. reasonably present the status of funds, assets, and

liabilities.

The primary objective at the completion of work using the
CARE-Based audit methodology is to evaluate the adequacy of
internal control procedures in agency accounting systems and
determine if these procedures are adequate to ensure that system
control objectives are being met. Upon completion of the audit,
the auditor should be able to conclude whether or not an
agency's accounting system(s) satisfy GAO's accounting princi-

pals and standards in all material respects.

‘ Key points

--The CARE audit approach is heavily dependent on analyses
of types of transactions and related controls to evalu-
ate the adequacy of the operating system(s) to meet the
system control objectives.

--Each agency's accounting system is unique and includes a
different combination of subsystems and cycles to
accomplish the overall system control objectives,
including the GAO's accounting principles, standards,
and other requirements.







SECTION 4

GENERAL RISK ANALYSIS SEGMENT--
OBJECTIVES, SCOPE, WORK STEPS,
AND WORK PRODUCTS

The objectives of the general risk analysis segment are to

(1) identify the strengths and weaknesses in the agency's general

control environment and assess the overall adequacy of the agen-

cy's general controls over financial operations, (2) identify the
individual systems and financial control objectives that make up
the agency's financial management cycles, and (3) risk-rank the
inventory of systems for further review.

The specific task objectives to be met in the general risk
analysis segment are:

Task I --Understand and document the overall mission; specific
program, administrative, and financial responsibili-
ties; authorized resources; and organizational struc-
ture of the agency.

Task II --Understand and document the general control environment
of the agency including general controls over opera-
tions.,

Task III --Identify and document the financial management struc-
ture of the agency to include both accounting and
budgeting systems.

Task IV --Identify and document agency financial management
control cycles and objectives for accounting and

budgeting system(s) used by the agency.



Task V --Risk-rank the validated inventory of agency financial ’

management systems based on general controls and infor-
mation obtained in this segment.

WORK PRODUCTS FOR THE GENERAL
RISK ANALYSIS SEGMENT

At the completion of work called for in the general risk
analysis segment of the CARE audit approach, the audit staff
should have completed two products:

-—-a financial management profile of the agency selected for

review, and

--a validated inventory with risk ratings of the agency

accounting system(s) and cycles.

TASK I -~ MISSION, SPECIFIC

RESPONSIBILITIES, AUTHORIZED

RESOURCES, AND ORGANIZATIONAL .
STRUCTURE OF THE AGENCY

In documenting the mission, specific program, administrative,
and financial responsibilities, authorized resources (budget
authority); and organizational structure of the agency selected
for review, the audit staff should develop a thorough body of
knowledge on

--the specific program, administrative, and financial func-

tions assigned the agency and the specific organizational
components and key management officials in the agency that
are responsible for carrying out each assigned function:

--the budget resources allocated to each specific program,

administrative, and financial function and the key manage- ‘

ment officials responsible for ensuring that the agency
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budget authority be properly executed;

. --the organizational components and key management officials
in the agency that should receive information on (1) the
financial results of program, administrative, and financial
operations and (2) the financial status of appropriated
funds and other resources; and

--the organizational components and key management officials
in the agency that are responsible for providing required
reports to the Congress and the executive branch central
control agencies.

The end product of this part of the general risk analysis

segment is a workpaper summary of agency financial management

systems.

‘ Detailed Work Steps

1. Obtain the organization chart and mission statements for the

agency and for each of the agency's major organizational
components.

2. PFor each organizational component, determine all of the pro-
grams, administrative, and financial functions it performs.

3. Obtain the current budget authority for the agency and relate
the budget authority to each of the agency's organizational
components and to each of the agency's program, administra-
tive, and financial functions.

4. Identify and document the key management officials and their
specific responsibilities for each of the agency's specific

program, administrative, and financial functions.
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5. Prepare a workpaper summary (see appendix VI-GRA 1 for an ‘

example) (1) relating the agency's specific program, adminis-
trative, and financial functions to the agency's current
budget authority, (2) listing the agency's organizational
components and key management officials responsible for each
of the agency's program, administrative, and financial func-
tions, and (3) indicating the number and type of financia}
management cycles and systems the agency operates and whether
they appear to be reasonable.

TASK II — GENERAL CONTROL ENVIRONMENT
OF THE AGENCY

In documenting the general control environment of the agency,
including supporting computer operations, the audit staff should

develop a thorough body of knowledge on

--how the agency is organized to respond to the regquirements
of the Federal Managers' Financial Integrity Act of 1982
and Office of Management and Budget (OMB) Circular a-~-123,

--how the agency's office of the inspector general (IG) is
organized,

-—the number and type of reviews of the agency's financial
operations and financial management systems done by the IG

—-—-and known internal control weaknesses based on issued IG,
internal audit, GAO, special system study group reports and
the agency's self-evaluation of internal controls under the

Federal Managers' Financial Integrity Act and OMB Circular

A—123o
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The end product of this part of the general risk analysis
segment is a work paper summary on the agency's general approach
to internal control and the key unresolved internal control issues
and weaknesses.

OMB Circular A-123 and
Financial Integrity Act

The requirements of OMB Circular A-123 and the Financial
Integrity Act are important parts of an agency's systems of
accounting and internal control. The following work steps are
designed to guide the auditor in looking at an agency's compliance
with the A-123 circular and the Integrity act's requirements. At
the present time, compliance is being monitored by GAO staff
specifically assigned this responsibility. The work steps are
intended for use at such time as the function might need to be
incorporated into systems audits. At the present time the audi-
tor's review should be limited to examining the statements and
reports to identify known weaknesses (in effect, work step 1
below).

Detailed Work Steps

1. Obtain agency statements and reports submitted to satisfy re-
quirements of the Federal Managers' Financial Integrity Act
of 1982 and documentation of agency actions to satisfy OMB
Circular A-123.

2. Determine how the agency identified those areas for which
internal control reviews were or will be performed.

3. Determine whether internal control reviews will be performed

for all high-risk critical areas on a timely basis. Also,
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ascertain if internal control reviews will be performed for
other areas.,
Determine what actions the agency has planned or has taken to
assure that the degree of internal control testing and analy-
sis will consider the risks and potential benefits (such as
how much it will cost to test a control versus how critical
the control is or how much risk we are taking by not testing
the control).
Determine who will perform internal control reviews (man-
agers, internal review staffs, inspector general, management
analysts, or outside contractors) and consider whether their
level of knowledge and expertise are adequate.
Determine to what extent the inspector general or internal
audit staffs are involved in the internal control review
process, and evaluate whether they have provided adequate
guidance and assistance.
Determine if the agency has established adequate formal fol-
low-up systems to (1) log and track corrective actions and
target dates, (2) develop plans to implement corrective
actions, and (3) monitor whether actions are implemented in
an effective and timely manner.
Determine how the agency's follow-up system is notified of
weaknesses and related corrective actions identified by
-~-vulnerability assessments, and
-~internal control reviews.

Determine how the follow-up system ensures that:



--vulnerability assessments be scheduled and completed
in a timely mahner,
--internal control reviews be scheduled and completed in
a timely manner, and
--corrective actions resulting from vulnerability assess-
ments and internal control reviews be implemened in an
effective and timely manner.

10. ﬁetermine inspector general and/or internal audit involvement
in assuring corrective actions are implemented effectively
and prommptly and what, if any, plans exist for subsequent
audits. 1In addition, determine how the follow-up system will
be used to support the agency's annual reports to the Presi-
dent and the Congress.

Audit Reports

Reports issued by inspectors general, internal auditors,
special system study groups, and GAO can provide (1) assessments
of an agency's internal controls and accounting systems that an
agency may or may not address in its self-assessment, and (2)
information on unresolved internal control and accounting system
deficiencies. The following work steps should guide the audit
staff in reviewing issued audit and special system study reports.
Coordinate with the Accounting and Financial Management Division's
Fraud Prevention and Audit Oversight Group before initiating any
work in an inspector general or internal audit organization. This
is to avoid duplication of any work the group has completed or has
underway. Also, the group maintains a library of information on

audit organizations including report listings, information on
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budget and staffing, and the inspector general's semiannual ‘
reports. Further, work step 18 below requires coordination with

the group for any relevant information in the hotline files. The

group maintains these files on an automated data base with a

variety of data sorting methods.

Detailed Work Steps

11. Determine and document agency internal audit and inspector
general coverage of agency's financial operations. In doing
this work, obtain:

~-Internal audit and IG reports that deal with financial
-—-and ADP operations for the past 3 years, and

--Internal audit and IG plans for review of financial and
--ADP operations for the next 2 years.

12. Prepare summary schedules (see appendix VI-GRA 2 for an

example) of internal audit and inspector general findings
related to (1) financial operations and (2) ADP operations
for the past 3 years. Indicate actions taken by the agency
in response to these findings.

13. Obtain the annual inspector general's report to the Congress
for the past 3 years.

14. Obtain any reports issued by external study groups pertaining
to a system under review that were issued during the past 3
years.

15. Prepare schedules (see appendix VI-GRA 6 for an example) for
the systems under review to summarize findings in internal
audit, inspector general and/o; special system study group .

reports.
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16.

17.

18.

19.

20.

21,

Obtain any GAO reports pertaining to a system under review
issued during the past 3 years.
Prepare schedules (see appendix VI-GRA 7 for an example) for
the systems under review to summarize findings in GAO
reports.
Obtain any information GAO's Fraud Prevention and Audit Over-
sight Group has on the agency, its major organizational com-
ponents, or any of its systems and summarize this information
on a schedule (see appendix VI-GRA 8 for an example).
Obtain any written plans for the development and upgrading of
financial systems and summarize these plans on the summary
schedule (see appendix VI-GRA 4 for an example).
Obtain any written plans for the development of new ADP capa-
bility and the upgrade of existing ADP capability to include
the approximate cost of the enhancement. Summarize these
plans on a summary schedule (see appendix VI-GRA 5 for an
example).
Determine and document, through discussions with key person-
nel, the existing mechanisms/systems used to ensure that:
—-~-appropriations (spending limits) not be breached,
--resources be controlled and safeguarded fom inadvertent
loss, waste, or outright theft, and
—-—-program, administrative, and other operations be carried

out according to management's plans.



TASK III - FINANCIAL MANAGEMENT
STRUCTURE OF THE AGENCY .

Identifying and documenting the agency's accounting and
budget system(s) is the most important part of the survey, If
this work is not done carefully, the review will not include all
systems that account for, control, and report on all financial
transactions of the agency. Usually, an agency's accounting and
budget system(s) are a small part of the agency's total inventory
of information processing systems.

Under the Federal Managers' Financial Integrity Act of 1982,
all executive branch agencies should have developed an inventory
of their accounting and budget development systems, Consequently,
if this inventory has been completed by the agency, the audit
staff should use it as a starting point. .

Most automated systems interface with manual processes that
(1) prepare transaction information for processing, (2) utilize
reports produced by the computer, and (3) check the completeness
and accuracy of computer processing. By starting with the automa-
ted systems, the audit staff will be led to the manual processes
that interface with each automated system.

Work Steps

1. Obtain, if available, the inventory of accounting system(s)
and budget formulation systems developed by the agency pursu-
ant to the requirements of the Federal Managers' Financial

Integrity Act.



Obtain or develop an inventory of the automated systems oper-
ated and used by the agency. 1Include a brief description of
each system,

Based on the system descriptions included in the agency's
inventory of automated systems, develop an initial list of
the agency's accounting system(s), and budget formulation
systems.

Compare the inventory obtained in work step 1 with the inven-
tory obtained in work step 3 and reconcile any

differences between the two inventories through discussions
with appropriate agency officials.

Compare the reconciled inventory developed as a result of
work step 4 with the workpaper summary developed in task II
in this segment. Note any organizational components; speci-
fic program, administrative, or financial functions; or
specific line items of budget authority not covered by
accounting and budget formulation systems in the inventory.
Identify and document, through discussions with cognizant
agency officials, the accounting and budget formulation
systems that cover the agency's organizational components;
specific program, administrative, and financial functions;
and line items of budget authority disclosed as a result of
completing the comparison called for in task II of this
segment.,

Develop a validated inventory (see appendix VI-GRA 9 for an
example) of the agency's accounting system(s) and budget

formulation systems based on the results of completing work
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steps 5 and 6. This inventory should include the following:

--system name,

—-brief description of processing done by system,

--system analyst responsible for the system,

--telephone number for cognizant system analyst,

-—-agency computer center at which system is run,

--annual system operating costs,

--organizational component supported by system,

--program, administrative, or financial funection sup-
ported by system,

--amount of budget authority or amount of assets, liabi-
lities, receipts or disbursements accounted for and
controlled by the system,

—-—main outputs of the system,

--main users of the system's output, and

--known internal control and accounting system

weaknesses.

For the agency computer centers that support the agency's

accounting and budget development systems, complete the following

work steps.

8.

At each of the agency's computer centers, identified in step
7 above, complete checklist 2 in appendix VI and complete the

following questionnaires and profiles in appendix VI:

Questionnaire 1 - Executive ADP Management Committee
(see appendix VI-GRA 11)
Questionnaire 2 - Internal Audit (see appendix

VI-GRA 12),
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Questionnaire 3 - External Audit and Studies
(see appendix VI-GRA 13)
Profile 1 (Top Management Control Profile)

(see appendix VI-GRA 14),

Questionnaire 4 ADP Organizational Controls
(see appendix VI-GRA 15),
Questionnaire 5 - System Design, Development, and
Modification Controls
(see appendix VI-GRA 16),
Questionnaire 6 - Data Center Management Controls
(see appendix VI-GRA 17),
Questionnaire 7 - Data Center Protection Controls
(see appendix VI-GRA 18),
Questionnaire 8 - System Software Controls
(see appendix VI-GRA 19),
Questionnaire 9 - Hardware Controls
(see appendix VI-GRA 20), and
Profile 2 (General Controls Profile)
(see appendix VI-GRA 21).

For large departments or agencies with numerous and widely
dispersed offices, time and audit resource limitations, may as a
practical matter, preclude performing this work step for each
center. In such cases, it may be necessary to limit this step to
selected locations (such as regional offices, field offices, and

installations) believed to be representative.



TASK IV--ACCOUNTING STANDARDS,
OTHER SYSTEM REQUIREMENTS,
INTERNAL CONTROL REQUIREMENTS,
AND OBJECTIVES FOR THE AGENCY'S
SYSTEMS

The focus of this part of the work in the general risk
Analysis segment of the CARE audit approach is to identify the
appropriate cycle and the related control objectives that the
agency's accounting and budget systems should be designed and

operated to meet. GAO's Policy and Procedures Manual for Guidance

of Federal Adgencies presents the accounting and other requirements

for federal agency systems. These must‘be identified to the
appropriate cycle, control objectives, and control techniques.
Appendix VIII presents general guidance on acceptable control
objectives and techniques for different cycles applicable to

accounting and budget systems,

In addition to accounting and other system requirements

presented in GAO's Policy and Procedures Manual for Guidance of

Federal Agencies, control objectives are also set forth in laws

that establish specific programs such as entitlement, benefit, and
grant payment programs. Thus, the audit staff must review the
laws that created the programs run by the agency to determine
control objectives required for each program.

Accounting Systems

1. Based on the validated inventory of agency accounting sys-
tem(s) developed in task III, identify the applicable titles

of GAO's Policy and Procedures Manual for Guidance of Federal

Agencies and related cycles that apply to the accounting

system(s) selected for review. .
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Obtain, if available, control objectives developed by the
agency pursuant to its efforts to comply with section 4 of
the Federal Managers' Financial Integrity Act and validate
the agency developed control objectives against GAO's
accounting system requirements identified in work step 1 and
amend the agency list as appropriate.

If the agency has not already done so, develop control objec-
tives for the accounting system(s) using appendix VII, which
provides guidance on control objectives and techniques in
GAO's manual.

Based on the validated inventory of agency accounting sys-
tem(s) developed after completing task III above, identify
systems that authorize, account for, control, summarize, and
report transactions that pertain to specific programs.
Obtain, if available, control objectives for the programs,
cycles and related agency accounting systems identified in
work step 4 that were developed by the agency pursuant to
section 4 of the Federal Managers' Financial Integrity Act.
Validate the agency-developed control objectives against the
provisions of the laws authorizing the programs.,

If the agency has not already done so, develop control objec-
tives for the subsystems identified in work step 4 based on
the authorizing legislation for the agency's programs and the
guidance in appendix VIII.

Prepare a summary schedule (see appendix VI-GRA 22 for an
example) of control objectives for the agency accounting

system(s) selected for review. This schedule should include:
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--accounting system,

--brief system description, .

~--gsource of control objectives: GAO's Policy and

Procedures Manual for Guidance of Federal Agencies,

specific legislation (public law), or agency manage-
ment, and
--List of control objectives for each system.

8. Determine the agency's organizational component responsible
for developing and/or compiling the annual budget request
submitted to the Office of Management and Budget, to the
President, and ultimately to the Congress. Document the pro-
cess used for budget formulation. Obtain, for a selected
fiscal year's budget, a sampling of inputs received by the
responsible component. .

9. Determine the budget systems used by each major organiza-
tional component of the agency. Develop a flowchart on how
information flows into and is reported out of the organiza-
tional component. The flowcharts should be prepared for:

—--each budget system showing the interrelationship among
the subsystems which comprise the system,
--the budget systems showing the interrelationship among
the budget systems and any other financial systems, and
——the budget systems showing the interrelationship with
the agency's accounting system(s).
10. Obtain a sampling of the budget inputs received by the

agency headquarters from its organizational components for

a selected fiscal year. .



11. Obtain the selected fiscal year's budget submission sent to
the President, Office of Management and Budget, and the
Congress,

12, For each of the agency's major organizational components:

--obtain a sampling of the selected fiscal year's budget
submissions sent to the agency's headquarters,

--flowchart the process to develop annual budget submis-
sions to be sent to the agency's headgquarters,
including all inputs to the budget formulation process,
all files maintained, and all outputs produced; and

--determine whether or not annual budget submissions are
based on the financial results of prior years' program
and administrative operations.

13. Determine whether or not the agency's budget submission was
based on aggregations of the budget submissions prepared by
the agency organizational components, and, for the sample
submissions, if differences exist, determine their amount
and why they occurred.

TASK V--RISK RATING AND

RANKING OF SYSTEMS

The agency's systems should be rated and ranked according to
the general system controls identified in this segment. Each
system should be evaluated as high, medium, or low risk for each
factor. Each system should be given a composite reliability
score. Section 5 discusses this methodology in detail.

1. Based on the guidance in section 5 of this work program,

risk-ranking of systems, evaluate the assigned risk-rating
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of low, medium, and high for each of the risk-ranking fac-
tors for each system reviewed.

Compute a composite reliability score for each system based
on the risk ratings assigned and the weighting system dis-
cussed in section 5 of this work program.

Prepare a summary workpaper schedule (see appendix VI-TFRA
14 for an example) of the risk rankings and composite reli-
ability score assigned each system,

Prepare a schedule (see appendix VI-TFRA 15 for an example)
of systems according to their assigned composite
reliability scores. These systems should be grouped into
three categories: overall high, medium, and low risk. See
section 5, risk ranking of systems, for guidance in

preparing this schedule.




KEY POINTS

~--General risk analysis should result in a financial
management profile of the agency, a validated inventory of
accounting system(s), and a general controls risk rating.

--The financial profile should include an overview of:

(1)
(2)
(3)
(4)

(9)

the agency structure,

the mission and financial functions performed,
the budget organization and process,

agency implementation of A-123 and the Integrity
act,

accounting system(s) and known problems,
accounting system(s) and related subsystems,
General controls including ADP and manual
operations,

list of accounting system(s) with related
cycles and control objectives, and

assessment of the budget process and the degree
that actual financial information is used.

--The validated inventory of accounting systems includes
both financial management systems and budget systems.
This inventory will serve as the basic for the next
phase of CARE.
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SECTION 5

RISK RANKING OF SYSTEMS

Once the general risk assessment (GRA) segment is complete
and the inventory of an agency's financial management systems
has been established, the auditor will make an initial decision
on the order in which the systems will be reviewed. 1In small
agencies with only a few systems, that decision should not be
difficult. 1In large agencies with numerous systems, however, a
technique is needed to rank the systems in terms of their rela-
tive vulnerability to fraud, abuse, mismanagement, and failure
to meet GAO's internal control standards and accounting princi-
ples and standards -- relative risk. A ranking process is
especially useful for optimizing the use of audit resources in
large agencies where it would be impractical to review all sys-
tems concurrently .

A ranking procedure cannot be absolutely precise because
of the dependence that is necessarily placed on the auditor's
judgment in both developing the ranking and in ultimately
selecting systems for review. Nonetheless, the procedure pres-
cribed below provides a systematic three-step approach to risk
ranking.

--Evaluate each system in terms of certain risk factors

(characteristics) and assign a numeric risk value for
each of the factors: 3-high, 2-medium, 1-low.

--Assign an importance weight to each factor and compute a
composite numerical score for each system.



--Rank the systems in order of vulnerability based on the
composite scores.

Details on each of these steps follows.
EVALUATING SYSTEMS

IN TERMS OF
RISK FACTORS

Numerous factors could be considered in determining a
given system's vulnerability. Based on past audit experience,
however, the 12 factors listed in the following pages should be
considered in developing the ranking. The list is not meant to
be all-inclusive but rather provides a reasonable means for
accomplishing the ranking objective while expediting the review
work.

It is not practical to develop exact criteria for assign-
ing numeric risk values for each risk factor for every agency
system and situation., However, broad guidelines can be pro-
vided. The guidelines discussed below require the use of pro-
fessional judgment in assessing the risk associated with each
fabtér and should be considered in relation to the information
gathered in the general risk assessment.

The reasons for assigning high, medium, or low risk should
be documented (see exhibit 5~1) to permit verification and
allow another auditor to reach basically the same conclusions.
The guidelines as well as the risk factors may be periodically
revised as opportunities for improvement of the ranking proce-~
dure develop. The risk factors are not listed in order of

importance.
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Purpose of system. This risk factor considers the

potential effect of a system not operating properly
and failing to perform its intended function. Systems
crucial to controlling the use of funds and other
resources or operating the organization will generally
be conéidered high risk because of the exposure to
loss or disruption of operations. Systems accounting
for other assets and liabilities may be ranked

medium. Systems that only record and report summary
financial data and are not crucial to operations may
be ranked low.

System documentation. Complete and current system

documentation, including a general system description,
functional requirements, and data requirements, is
needed to ensure proper system maintenance and oper-
ation. If little or no documenation is available, or
evidence indicates that system changes have not been
documented, the system should normally be ranked

high, A system may be ranked low if it appears that
appropriate emphasis has been given to fully documen-
ting the system during its development and subsequent
changes. A system may be ranked medium if the docu-
mentation is complete except for recent changes.How-
ever, if the recent undocumented changes were major
system changes, a high-risk ranking would generally be

warranted,
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Dollar volume controlled by the system. The greater

the dollar volume of assets or transactions controlled
by a system, the greater the risk. However, the
dollar value thresholds for determining high, medium,
or low risk for a given system must be determined on a
system-by-system basis considering each agency's total
authority. For example, at one agency with $280 bil-
lion in budget authority, systems controlling $5 bil-
lion or more were ranked high, those controlling less
than $150 million were ranked low.

Amount of system maintenance. Systems that have

become outmoded or fail to consistently meet require-
ments frequently require a high degree of maintenance
(such as system changes and modification) simply to
keep them operational. Through discussion with agency
systems personnel and examination of system mainte-
nance logs, some assessment can be made to determine
if the system should be ranked high due to a relati-
vely large amount of maintenance in relation to the
system's age. A system may be ranked low if the main-
tenance efforts expended appear minor or routine. As
with dollar volume, exact risk thresholds cannot be
specified and should be assessed for each system con-
sidering the total maintenance effort expended by the
organization.

Verification of input. The risk associated with this

factor decreases as the ability of a system to verify
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resources may be ranked low. This is another factor
that is not easily quantified and must be judged in
relation to each organization's total computer
resources,

Known system problems. By considering unresolved

audit findings and the results of consultant studies
and internal management reports reviewed in the gen-
eral risk assessment, the auditor can determine the
existence of any previously identified significant
system problems--those that preclude the system from
meeting its stated goals--that warrant a high-rank-
ing. The system may be ranked medium if the known
problems would not prevent the system from meeting its
goals or low if no problems have been previously
identified.

Recency of audit. Systems that have never been audi-

ted should be ranked high, while those that have had
comprehensive or full-scope audits within the past 2
years generally may be ranked low. Systems with limi-
ted scope audits or audits that were performed between
2 and 5 years ago should be ranked medium. An addi-
tional consideration in assessing vulnerability under
this factor is whether the system is known to have
been changed significantly since the most recent audit
was completed. 1If so, the system may be ranked high.

Statutory requirements met., Some systems may be

depended on to allow an organization to meet certain
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statutory requirements, such as provisions of the
Prompt Payment Act or the Anti-Deficiency Act. If the
system does not operate properly, the organization may
be in violation of law. Only two levels of risk are
associated with this factor: high, if the system is
relied on for compliance with statutes, or low, if

no connection to statutory requirements exists.

L. Involvement of users and auditors in systems design.

Assurance is generally greater that a system is pro-
perly designed and adeguate internal controls are
incorporated if the system users and independent audi-
tors actively participated in the system's design and
implementation., A system for which such participation
took place would be ranked low. If only the users or
the auditors participated, the system would be ranked
medium. A high-risk ranking would be given for this
factor if neither the users nor the auditors
participated.

ASSIGNING WEIGHTS TO RISK

FACTORS AND COMPUTING
COMPOSITE SCORES

Weights are assigned to each ranking factor based on their
relative importance in assessing risk. The weights shown below
were developed by rating each factor in order of importance on
a scale of 1 to 5 based on prior experience in reviewing

accounting systems and internal controls.



Factor Weight
A. Purpose of system
B. System documentation
C. Dollar volume controlled by the system
Amount of system maintenance
Verificatin of input
Degree of automation
Number of other dependent systems
Amount of computer resources used
Known system problems
Recency of audit
Statutory requirements met
Involvement of users and auditors

in system design
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Different weights could be developed for a specific
organization provided the weights are used consistently in
ranking the systems.

To deveiop a composite score for each system, the weights
are multiplied by the risk ranking values and the products

totaled, as shown in the following example.

Numeric

Risk Risk Composite

Factor Value Weight Score
A 3 4.4 13.2
B 2 4.3 8.6
C ' 2 4.4 8.8
D 1 3.9 3.9
E 3 4.4 13.2
F 3 3.8 11.4
G 2 4.5 9.0
H 1 3.2 3.2
I 3 3.7 11.1
J 2 3.8 7.6
K 1 4.5 4.5
L 2 4.0 8.0

TOTAL: 102.5
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RANKING SYSTEMS
IN ORDER OF RISK .
Using the composite scores, the systems are listed in des-
cending order so that they may be categorized according to
their relative vulnerability to fraud, abuse, and mismanage-
ment. The ranking factors are primarily geared to automated
systems, For completely or partially manual systems, some of
the factors may not be applicable. To make the composite
scores for those systems comparable to the scores for which all
factors are applicable, the following procedure may be used:
--Divide the system's composite score by the number of
factors on which the system was assesssed to develop an
average for each factor. For example, if the composite
score is 110 and only 10 of the 12 factors were appli- .
cable to the system, the average for each factor would
be 11.
~-~Multiply the average for each factor computed above by
12 (the total number of factors prescribed for the
ranking system). The resulting revised composite score
could then be used for that system in ranking it with

the other systems,
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KEY POINTS

The ranking technique provides a systematic
approach to estimating the relative vulnerability of an
organization's financial management systems, Once the
ranking process is complete, two products can be
developed: a report advising management of the systems
considered high risk, and an audit plan for
reviewing the systems in order of priority. The final
audit plan should consider any special circumstances that
would justify not reviewing a high-risk system,
such as if the system will be replaced or otherwise
discontinued in the near future. The rationale for not
reviewing any high-risk system should be fully
documented in the audit plan. A more conclusive
statement on each system's vulnerability can be made
after performing the transaction flow review and analysis
described in the following section
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EXHIBIT 5-1 WORKSHEET FOR PREPARING SYSTEMS
RISK RANKING SCORES

Factor Risk X Weight = Camposite score Explanation for risk assigned: (use suffi-
3-high 2-med 1-low cient space to fully describe)
A. Purpose of system o 4.4 o
B. System documentation - 4.3 —_
C Dollar volume controlled by o 4.4 —
the system
D. Amount of system maintenance - 3.9 o
E. Verification of input . 4.4 e
F. Degree of automation . 3.8 -
G. Number of dependent systems e 4.5 .
H. Amount of camputer resources
used - 3.2 -
I. Known system problems - 3.7 e
J. Recency of audit . 3.8 -
K. Statutory requirements met o 4.5 o
L. Involvement of users and
auditors in system design P 4.0 o
TOTAL




SECTION 6

TRANSACTION FLOW REVIEW AND ANALYSIS
SEGMENT--OBJECTIVES, SCOPE, WORK STEPS,
AND WORK PRODUCT

The objectives of the transaction flow review and analysis
segment are to review selected accounting financial and budget
systems to (1) document how the system(s) process transactions,
(2) document control techniques included in the system(s), (3)
evaluate the effectiveness of the internal control techniques of
each system in meeting control objectives, and (4) complete a
final risk ranking of the selected systems based on the internal
control strengths and weaknesses in the system(s).

Achieving the objectives for this segment will require the
audit staff to:

TASK I Determine and document how information flows
through each selected system from initial input
of transaction information through final output
of reports.

TASK II Detérmine whether the outputs produced by each
selected system meet users' information needs
and achieve the system(s) control objectives,

TASK III Identify and document the control techniques
included in each selected system.

TASK IV Evaluate the adequacy of control techniques to
implement the system's control objectives.
Document any material internal control

weaknesses,



TASK V Complete a final risk ranking of the systems .
selected for review based on material internal
control strengths and weaknesses disclosed
during the transaction flow review and analysis
segment, and select system(s) for compliance
testing based on the revised risk ranking.

SELECTION OF SYSTEM(S)
OR SUBSYSTEM(S) FOR REVIEW

At the start of this phase the auditor needs to decide
what system(s) will be included in the analysis. The CARE-based
audit approach allows the auditor to select the entire agency's
accounting and related budget system(s), one or more systems,
or a single system or even part of a system for review. The
selection depends on a combination of the objective(s) of the .
audit, the risk ranking developed in the previous segment, and
the judgment of the auditor.

TASK I - SYSTEM INFORMATION FLOWS

The purpose of determining and documenting how transac-
tion information flows through a system is to develop a thorough
understanding how a system captures, records, processes, and
reports transaction information. The documentation of data
flows through a system is the starting point for identifying
control techniques included in the system.

For each of its systems, the agency should routinely main-
tain current documentation that describes in detail system oper-

ations and data flows. This kind of documentation is needed to

facilitate and support: .
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~-designing, implementing, and testing needed system modi-

. fications and upgrades.

--training new staff in system operations, and

--performing internal control evaluations required by the

Federal Managers' Financial Integrity Act.

The audit staff should expect the agency to have available
much of the documentation needed to support the GAO system data
flow analysis. Many federal agencies, however, do not emphasize
the need for maintaining current, complete, and comprehensive
system documentation. Still, some documentation should be
available to support the Financial Integrity Act requirements.
The audit staff should consider the following sources of infor-
mation available in the agency.

. --Working papers generated in completing the wvulnerabil-
ity assessments and internal control reviews required
under the Federal Managers' Financial Integrity Act and
OMB Circular A-123,

~-System users manuals.

--System documentation maintained by the computer system

analysts,

--Computer center system instructions for computer

operators.

—-Discussions with system users and cognizant computer

system analysts.

Work Steps

. 1. Obtain or prepare for each system a detailed written

description of-what the system is supposed to do and
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how it is designed to operate. This written description

should include a detailed discussion of all manual or

automated edit and validation checks of the input data.

Obtain data record layouts for all inputs, machine media

records, and outputs-- both hard-copy reports and machine

media files.,

Identify all recipients of system outputs including hard-

copy reports and machine media files. Recipients of

system outputs include agency personnel for hardcopy

reports and other agency systems for machine media files.

For each of the agency's systems selected for review,

complete the following checklist, questionnaires, and

profile, if applicable,

Checklist 3

Questionnaire

Questionnaire

Questionnaire

Questionnaire

Profile 3

10

11

12

13

i

n appendix VI,

Background Information

on Computer Application
{appendix VI-TFRA 1)

Data Origination Controls
(appendix VI-TFRA 2)

Data Input Controls (appendix
VI-TFRA 3)

Data Processing Controls
{appendix VI~-TFRA 4)

Data Output Controls (appendix
VI-TFRA 5)

Application Controls Profile

(appendix VI-TFRA 6)
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6.

Flowchart how information is processed and reported into
and out of the selected systems to include both hard copy
reports and machine media files.

Three levels of flowcharts are to be prepared,

--Top level flowchart depicting the accounting system(s)
used by an agency with its control objectives. (See
appendix VI-TFRA 7 for an example.

--Intermediate level flowchart depicting information
flows between system(s). (See appendix VI-TFRA 8 for
an example,

--Detailed flowcharts identifying control techniques and
data flows. (See appendix VI-TFRA 9 for an example.)

Obtain or prepare a detailed written description of how
each system uses the ADP resources--computer terminals,
magnetic tape drives, magnetic disk packs, card reader/
punches, printers, and computer central processing units-
--in the computer centers.

Prepare a written summary (see appendix VI-TFRA 10) for
each system that includes the following sections:

--purpose of the system (control objectives);

--discussion of how the system uses available computer
resources;

-~description of system control techniques, inputs,
files, processing steps, outputs, computer equipment
used and identification of the computer center;

-—-edits and validation checks of input data;



--system flowchart to include the relationship with other

systems; and .

—-—-complete list of users of system hardcopy reports.

TASK II - USERS' PERCEPTION OF USEFULNESS OF SYSTEM OUTPUTS

This part of the transaction flow review and analysis seg-
ment focuses on determining whether or not a selected system
produces reliable and useful information from the users' per-
spective., It is important to note that determination of relia-
bility and usefulness of reports is a major overall goal of the
audit; this specific task, however, is limited to determining
users' perceptions. To assess users' beliefs as to the reliabi-
lity and usefulness of the information produced by an accounting
system or any of its related subsystems, GAO has developed a

"User Satisfaction Questionnaire.” (See appendix VI-TFRA 11.)

Work Steps

1. Obtain a completed "User Satisfaction Questionnaire "
from users of reports generated by the systems selected
for review. This work step should be coordinated with
AFMD's Design, Methodology and Technical Assistance
Group.

2, For each system selected for review, summarize the re-
sponses to the gquestionnaire and develop an overall
conclusion, based on this summarization, as to users’
perceptions of the reliability and usefulness of the

reports and information.




TASK III - CONTROL TECHNIQUES IN EACH SYSTEM

. Part of the work called for in the general risk analysis
segment involved developing control objectives for the agency's
accounting system(s) based on the applicable laws covering
specific program and administrative fuctions and the provisions

in GAO's Policy and Procedures Manual for Guidance of Federal

Agencies. In completing TASK I work steps 1 through 7 (sys-
tem(s) information flows), the audit staff documented the sys-
tem(s) operations in detail. The work called for in this part
of transaction flow review and analysis segment require the
audit staff to match identified control objectives control tech-

niques, For example:

. Control Objective Control Technigue
Paychecks should be Comparison of personnel
issued to entitled and payroll files prior
persons. to computing and issuing

a paycheck.

Grants should only be Management panel review
awarded for purposes of proposed grant awards
authorized by statute. before they are issued

to grantees.

Work Steps

. 1. For each system selected for review, prepare a work

paper schedule (appendix VI-TFRA 13) showing:
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--control objectives based on the information in the .
work paper summary prepared in accordance with the
work completed in the general risk analysis seg-
ment, and

-=-control techniques based on the information in each
system summary prepared in acordance with work in
TASK I in this segment of the work program.

2, Validate the internal control objectives and techniques
included in the schedules prepared in work step 1 with
available control objectives and techniques identified
by the agency in the work it did to meet the require-
ments of the Federal Managers' Financial Integrity
Act,

3. Annotate the schedule prepared pursuant to work step 1 ‘
with any'agency—developed specialized internal control
techniques for each system.

TASK IV - EVALUATE EFFECTIVENESS OF CONTROL TECHNIQUES
IN MEETING CONTROL OBJECTIVES

Based on the information developed and scheduled, the
audit staff must (1) evaluate the adequacy of the stated control
techniques included in each system selected for review and their
success in meeting established control objectives and (2) iden-
tify internal control strengths and weaknesses for each system.
To accomplish this, the audit staff should consider:

--known accounting and internal control weaknesses identi-

fied in the general risk analysis segment,
-—the general controls over the agency computer operations .

in the general risk analysis segment,
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-—the results of the "User Satisfaction Questionnaire”
‘ sent to users of reports from the systems reviewed, and

-~-the specific control techniques identified in each sys-

tem after documenting the data flows.

This will be a very time consuming task, and the auditor
must use judgment in identifying material internal control
strengths and weaknesses. IInternal control systems should pro-
vide reasonable assurance that the control objectives of the
system(s) will be achieved. The costs of some benefits are
often subjective and likely to require cost estimates of factors
such as additional personnel and ADP measures. The auditor
should also consider whether a savings could be achieved by
eliminating an existing ineffective control.

. Work Step

Annotate the work paper schedule prepared for each system

reviewed in TASK III - work step 1-3 with material inter-

nal controls strengths and weaknesses.

TASK V - FINAL RISK RANKING AND SELECTION OF THE
SYSTEMS FOR COMPLIANCE TESTS

The initial risk ranking of the agency's system(s) comple-~
ted at the end of the general risk analysis segment to reflect
its ability to protect agency funds and other resources from
fraud, waste, and mismanagement, should be revised based on the
internal control strengths and weaknesses identified in this
segment. Each system should be evaluated in terms of the 12
risk factors and rated as having high, medium, or low risk for

. each factor. Each system reviewed should be given a revised

composite reliability (risk) score based on the individual
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scores for the risk factors. This revised rating will be one ‘
ofthe key factors in selecting system(s) for the compliance
tests and analysis segment,

Work Steps

1. Based on the guidance in section 5 of this work program,
risk ranking of systems, reevaluate the assigned risk
rating of low, medium, and high for each of the risk
ranking factors for each selected system reviewed.

2. Compute a revised composite reliability score for each
selected system reviewed based on the risk ratings as-
signed for each system and the weighting system dis-
cussed in section V of this work program, risk ranking
of systems.

3.A Prepare a summary work paper schedule of the revised .
risk rankings and composite reliability score assigned
each system reviewed. (See appendix VI-TFRA 14 for an
example of this workpaper schedule.,)

4, Prepare a schedule of systems selected for review ac-
cording to their revised composite reliability scores.
These systems should be grouped in three categories:
overall high, medium, and low risk. See section 5,
risk ranking of systems and appendix VI-TFRA 15,

5. Update the financial management profile of the agency or
major organizational component of the agency selected
for review., (See appendix VI-TFRA 16 for the format of
the financial management profile.) .

6. Based on the specific audit objectives for a particular
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review and on the risk ranking of agency system(s)
included in the transaction flow review and analysis
segment of the work program, the audit staff should

select system(s) for the compliance phase.

KEY POINTS: |

--The selection of system(s) for review is
dependent on the auditor's judgment and
objectives of the review.

--The transaction flow review should document
the information flows, evaluate the system
controls, and risk rank the systems selected
for review,

--Evaluation of system controls is highly sub-
jective and time-consuming. The auditor
should only spend a reasonable amount of time
to evaluate controls identified in the general
risk analysis phase in combination with con-
trols noted in the transaction flow phase.

--Risk ranking of the selected systems is a
method to quantify the degree of risk based
on specific factors.

--Selection of system(s) for compliance testing
should be based on both audit objectives and
the revised risk ranking.
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SECTION 7

COMPLIANCE TESTS AND ANALYSIS

Compliance tests are used to determine whether valid
transactions are processed in accordance with the system design

and whether the system reacts appropriately to invalid trans-
actions. These determinations, along with those made during

the transaction flow and analysis work, will be the basis for
the auditors' conclusions as to whether the operating system

complies with accounting principles and standards and related
requirements.

A basic concept of this methodology is that the compliance
testing covers the full life cycle of the transaction. This
would include, for example, a transaction's initial authoriza-
tion, its processing through the system, and its ultimate post-
ing to the accounts or listing in output reports. This life
cycle will often involve both manual and automated procedures
and controls,

The effectiveness of procedures and controls that are com-
mon to different types of transactions should be evaluated
prior to the compliance testing. The compliance tests, which
focus on procedures and controls in specific applications, will
build upon the assessments that are made by the auditor during
the transaction flow review and analysis. By including each
type of transaction and by testing for both valid and invalid
transactions, the auditor insures that the scope of the work
covers all applicable procedures and controls.

4
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The auditor, however, will need to exercise judgment in
either manual or automated applications to assure that reason-
able balance is obtained between the need for coverage of all
types of transactions and the increased audit cost of more
inclusive testing. To the extent that compliance testing
involves fully automated processing of transactions, only one
transaction of each type needs testing because all such trans-
actions will be processed identically by the system. Where
manual procedures are involved, a risk occurs that even identi-
cal transactions may be processed differently, requiring tes-
ting of more than one transaction of each type.

TESTING TRANSACTIONS
IN MANUAL PROCESSES

For a manual system or for any manual part of an automated
system, the auditor should first "walk actual transactions
through” the manual processes. This involves interviewing the
individuals who handle the transactions, observing the proce-
dures followed, and examining applicable records. Through this
exercise, the auditor should systematically verify that the
required manual control techniques, as determined in the TFRA
segment, are actually being utilized on a consistent basis. 1In
certain high risk situations, such as in payroll or other dis-
bursement operations, the auditor should also consider prepar-
ing "dummy" transactions and submitting them through normal
channels without prior knowledge of the personnel who process
the transactions. Such transactions could be devised to

include improper authorizing signatures and other improper or
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incomplete data. If such testing is deemed advisable, the
Office of General Counsel and top-level management of the
agency under review should be consulted, particularly in tests
which may result in erroneous payments being generated.

DESIGN OF TEST
TRANSACTIONS FOR
AUTOMATED SYSTEMS

Testing of transactions in an automated system will nor-
mally require use of specially devised test transactions based
on information obtained during the previous segments. Specifi-
cally, the audit staff should have become familiar (1) in the
GRA segment with relevant laws and regulations for which comp-
liance should be tested and (2) in the TFRA segment with data
processing system procedures and input and output formats for
all types of transactions to be processed.

Also, the audit staff should already have a thorough know-
ledge of system objectives and operating procedures. This
knowledge should have been obtained in the TFRA segment by re-
viewing and analyzing system flowcharts, operating instruc-
tions, and other documentation. The auditor should now use
this knowledge and the analysis made in these previous segments
to develop transactions that will test the system's ability to
accurately process valid data and consistently reject invalid
data.

The auditor should not overlook using test data developed
by operating personnel. These test transactions, often used
for "debugging"” programs during the development of computer

systems, may fulfill the auditor's requirements with only minor
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alteration. Before using the agency's test data, however, the
auditor should determine whether it inciudes samples for all .
conditions which should be tested, including those involving
invalid data. If it does not, the auditor should add transac-
tions designed to test for those conditions.
An auditor may devise test causing invalid data to be
rejected or "flagged® in several ways.
~-Entering alphabetic characters when numeric characters
are expected and vice versa.
--Using invalid account or identification numbers,
--Using incomplete or extraneous data in a specific data
field or omitting the field entirely.
--Entering illogical conditions in data fields which
logically should be related. .
--Entering a transaction code or amount that does not
match the code or amount established by operating
procedures or controlling tables. For example, if the
valid codes for employee status in a payroll system are
a, b, and ¢, the code to be entered would be something
other than a, b, or ¢. Another example is entering a
salary amount which is incompatible with a controlling
salary table.
--Entering transactions or conditions that will violate
limits established by law or by standard operating
procedures., An example, in a payroll system, is the

entry of x+2 dollars as an employee's gross pay when x .
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dollars is the maximum gross pay allowed by law for the
highest grade.
" Before processing test data transactions through the com-
puter, the auditor must predetermine the correct results for
subsequent comparison with actual results.

PROCESSING TEST TRANSACTIONS
THROUGH AN AUTOMATED SYSTEM

Several approaches are available to test computer programs
to upaate records., Some approaches will be suitable for batch
processing, while others will be more practical for on-line or
interactive processing. 1In any case, cooperation of the
agency's system users and ADP personnel is essential to the
expedient and successful completion of this segment of the
review. Arrangements should be made for access to user data.
Computer time will have to be scheduled for the creation of the
test files and the processing of the test transactions.

-~-In a batch processing system, files against which test
transactions will be processed can be set up with copies
of actual records, with fictitious records created by
the auditor, or with a combination of both actual and
fictitious records.

--Using another approach, special audit records, kept in
the égency's current file, are used. This method would
be appropriate in either batch or on-line environments.

--A possible third approach for using agency records is to
process test transactions against actual records in the

agency's current file. 1In this approach, the auditor
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merges test data with the "live” transactions and pro- '
cesses it against actual records during a regular pro-
cessing run. ‘
Although there may be situations where the third approach is
the only test method available, the auditor must be aware that
its use presents complications. Test transactions processed
against actual records must be carefully controlled to prevent
undesired changes or results, and test data used to update
actual records must later be reversed. This method entails
substantial risk of inadvertent changes and distortions in
agency records and reports.
~--Another approach, which should not be overlooked,
is the possibility of working around the computer to
achieve all or part of the test objectives. Using this .
technique, the auditor compares the actual data entered
into the system during normal operations with actual
results as shown by edit listings and output reports.
Using copies and/or fictitious

records to set up
a separate test file

To use the first of the above described approaches the
auditor must have a part of the adency's file copied to create
a test file. From a printout of this file, the auditor selects
records suitable for the test. The auditor then updates the
test file with both valid and invalid data, using the agency's
programs to process the test transactions.

In some situations, it may be desirable to create fictiti- .

.ous records by preparing source documents and processing them
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with the computer program(s) the agency uses to add new records
to its file. Procedures for testing these records are the same
as those for copied records.

An advantage of using fictitious records is that they can
be tailored for particular conditions and they eliminate the
need to locate and copy suitable agency records. This advan-
tage is usually offset, however, when many records are needed
because their creation can be complex and time-consuming when
compared to the relatively simple procedure of copying a part
of the agency's file,

Often, the most practical approach is to use a test file
which is a combination of actual and fictitious records. 1In
this approach, copied records are used whenever possible and
fictitious records are used when necessary to test conditions
not found in the copied records.

By using either copied or fictitious records or a combina-
tion of both in a separate test run, the auditor avoids the
complications and dangers of running test data in a regular
processing run against an agency's current file. Disadvantages
of making a separate test run are that computer programs must
be loaded and equipment set up and operated for audit purposes
only, thus involving additional cost.

Using special audit records

maintained in the current
Agency File

Special test records are often kept by the agency in their
current file for their own testing purposes. Using this

approach, the auditor includes test data with "live" transac-
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tions. The test data then update the files' special records
during a regular processing cycle. The special test records
are easy to identify because they are given references which
show they are fictitious. For example, the records may contain
references to nonexistent cost centers. During normal process-
ing, these records remain inactive because "live" activity does
not affect fictitious cost centers.

This approach makeé it unnecessary to load programs and
perform other setup work solely to process test data. Since a
system can be tested under normal operating conditions, test
transactions can be processed faster and at less cost than when
the auditor uses copied or fictitious records in a separate
test run,

The auditor should recognize, however, that processing
test transactions concurrently with "live"” transactions may
inadvertently change or distort the agency's records. Also,
data processing personnel conceivably could activate these
records (for example, by changing fictitious cost centers or
employees to real ones). This approach may also necessitate
clerical adjustments to correct the reports for the presence of
test data. Finally, data owners may object to having these
audit records "clutter” their file. The auditor must weigh (1)
the risk of using actual records or épecial audit records in
the current file against (2) the cost of having additional runs
of computer programs being tested. Processing test data con-
currently with "live"” data to update current records must be

approached with great care. When test transactions are to be
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processed, the use of copied and/or fictitious records in a
separate test file is preferred whenever possible.

ANALYZING COMPLIANCE TEST

The results of the compliance test are compared against
the predetermined results. A difference between actual and
predetermined results should be thoroughly analyzed to deter-
mine the cause and the corrective action needed. The differ-
ence may indicate a weakness in the system's automated con-
trols. 1If there is a control weakness, the auditor should then
consider recommending a control to compensate for the weak-
ness, Controls should be cost-effective and automated whenever
practical.

COST BENEFIT CONSIDERATIONS

Internal controls are expected to provide reasonable assu-
rance that the control objectives for a given system will be
achieved. The standard of reasonable assurance recognizes that
the cost of a control technigque should not exceed the benefit
to be derived. Placing a dollar value on some benefits, such
as more accurate reporting, will often be highly subjective.
Where sufficient testing has been done, however, the auditors
may have convincing evidence that additional controls would
reduce losses or otherwise provide measurable benefits. Cost
determinations are likely to require estimates of such factors
as additional personnel and ADP costs. In evaluating costs,
consideration should also be given to whether a savings could

be achieved by eliminating an existing ineffective control.
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Persuasive evidence proposing new cost-beneficial controls ‘
cost beneficial will improve the chances for accepting the
auditor's recommendations will and reduce the need for substan-
tive testing.

Work Steps

In order to carry out some of the following ADP-related
work steps, it will be necessary for the auditor to obtain
appropriate cooperation and assistance from agency ADP staff
and system users. In a batch processing environment, arrange-
ments will need to be made for obtaining copies of master
files, creating the desired job streams, scheduling needed
computer time, and listing output products. 1In an on-line en-
vironment, the auditor will need to become familiar with ter-
minal access and data entry conventions or obtain assistance ‘
from\ADP specialists.

The audit staff should complete the following work steps
for each system selected for testing:

1. Based on the analysis of the system's procedures and
controls made in earlier segments of the review,
determine the types of transactions and conditions
to be tested.

2. For any manual aspects of transaction processing,
determine compliance with the applicable procedures
and control techniques that were previously identi-
fied in TFRA Task III work step 1. Walk actual
transactions through the manual portions of the .

system,
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Determine the types of records to be included in the
testing based on the data flows for each system
identified in TFRA Task I work steps 1 through 7.
Obtain copies of master records and/or prepare fic-
titious records for processing with the test trans-
actions.

Using a printout of the records, predetermine the
end result for each test transaction for comparison
with actual processing results. Appendix VI-CTA-1
presents an example of tests and predetermined test
results for a federal civilian payroll system.

In batch processing systems, verify that the pro-
grams used for processing the test transactions are
the same as those used for normal system processing.
Ascertain that any changes to programs during the
review have been documented and that the changes
have been tested and approved by the agency.

Print the after—-test contents of all agency records
and compare with the predetermined results (see step
5) to see whether the programs performed as
expected.

Summarize and evaluate the impact of any instances
of noncompliance with prescribed procedures and con-
trols; develop recommendations for needed corrective
actions, with due regard to cost benefit considera-

tions.



10. Discuss results of compliance tests with appropriate

agency officials and ascertain their willingness to

take corrective actions.

11. Based on results of step 10, determine the nature of

formal reporting and decide whether substantive

testing is warranted.

KEY POINTS:

--Compliance testing consistss of limited tests that cover
the full range of manual and automated transactions,
including both valid and invalid conditions, to evaluate

whether the system complies with accounting principles,
standards, and related requirements.

--Several methods are available for processing test
transactions through an automated system. Consideration
of the environment-batch, on-line, and potential
risks such as the destruction of agency files-will
influence which method to use.

--During compliance testing, results are predetermined for
comparison to actual results. The results are
thoroughly analyzed and cost-effective recommendations
are made whenever applicable.




SECTION 8

SUBSTANTIVE TESTS AND ANALYSIS SEGMENT

The objectives of substantive tests are to (1) determine
the extent to which the potential erroneous transactions dis-
closed through compliance testing may have occurred and (2)
estimate the effect of the erroneous transactions, which can
normally be measured in dollar amounts.

As discussed in the previous section, if the audit staff
believes the agency will take corrective action based on the
results of the compliance tests, substantive testing may not be
necessary even though compliance tests disclose that agency
system(s) fail to meet established control objectives in mate-
rial respects. On the other hand, substantive tests should be
performed if the audit staff believes that the agency will not
take corrective actions based on the results of the compliance
tests, or possibly if fraud or abuse is suspected. 1In the
latter case, a determination must be made whether sufficient
evidence exists for referral to the agency inspector general
and other appropriate authorities, -

The auditor should examine the guidance in chapter 2 of

GAO's General Policy Manual in determining whether substantive

tests are necessary before a referral is made. In any event,
substantive tests will focus on the specific weaknesses previ-
ously identified and will measure the extent of the problem
caused by the failure of the system(s) to meet established

control objectives.



Substantive testing involves selecting and testing actual
transactions and records. Péior work should enable the auditor
to develop a plan that is well tailored to documenting the
adverse effect.

In a payroll system, for example, the results of the
transaction flow review and analysis segment could show that
the system (1) retains payroll records for separated employees
on the active payroll file until annual W-2 Forms are preparea,
(2) accepts payroll transactions to be posted to separated
employees' payroll records after separation, and (3) issues
paychecks to all employees with active records on the payroll
file unless time and attendance records are processed showing
that employees were on leave without pay. 1In this case, the
results of the compliance tests and analysis segment could show .
that payroll transactions might be routinely processed to acti-
vate separated employees' payroll records, issue paychecks to
the separated employees, and deactivate the separated employ-
ees' payroll records. Substantive tests, in this case, could
be designed to compare the amount of pay that these employees
should have received db to their separation date with the total
paid according to the current payroll record.

In cases where the agency uses automated systems, the sub-
stantive tests of transactions and records can be efficiently
done through the use of computer assisted audit techniques
(CAATS). GAO uses DYLACOR Corporation's DYL 260 and 280
software packages which are computerized data retrieval and

analysis systems. 1In~house specialists can assist the auditor .

8-2



in using the DYL systems as well as with the proper utilization
of sampling techniques.

DETAILED WORK STEPS

Before the following work steps can be executed, the audi~
tor may need to make arrangements with agency ADP personnel and
system users to obtain necessary computer resources and back-up
files.

The audit staff should perform the following work steps
for each agency system selected for substantive testing:

1. Design and carry out substantive tests to document and
measure the extent of adverse impact on agency opera-
tions that occurs because of the previously identified
weaknesses in system procedures and controls. The
selection of transactions for testing should be sta-
tistically sound to permit valid estimates of the
actual impact.

2. Summarize and evaluate test results.

3. Develop findings and recommendations for discussion

with agency management and for formal reporting.

KEY POINTS:

--During substantive testing, actual transactions and
records are selected and tested to document and measure
the extent of adverse impact on agency operations due
to previously identified weaknesses.

--In testing automated systems, GAO uses computerized
data retrieval packages, such as DYL280, to assist the
auditor.
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20303

0

6 16 1083 CIRCULAR No. A-123
Revised

TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS
SUBJECT: Internal Control Systems

1. Purpose. This Circular prescribes policies and standards
to be followed by executive departments and agencies in
establishing, maintaining, evaluating, improving, and
reporting on internal controls in their program and ad-
ministrative activities.

2, Rescission. This revision replaces Circular No. A-123,
"Internal Control Systems,"” dated October 28, 1981.

3. Background. The Accounting and Auditing Act of 1950 re-
quires the head of each department and agency to estab~
lish and maintain adequate systems of internal control.
Office of Management and Budget (OMB) Circular A-123,
issued in October 1981, promulgated internal control

. standards and a system of agency responsibilities and re-

quirements to address tha numerous instances of fraud,
waste, and abuse of Government resources and mismanage-
ment of Government programs resulting from weaknesses in
internal controls or breakdowns in compliance with inter-
nal controls.

The Federal Managers' Financial Integrity Act, P.L.
97-255, (hereafter referred to as the Act), amended the
Accounting and Auditing Act of 1950. The Act's require-
ments and objectives are basically the same as the origi-
nal Circular's, except that the internal accounting and
administrative control standards.are to be prescribed by
the Comptroller General; annual evaluations are to be
conducted by each executive agency of its system of in-
ternal accounting and administrative control, in accord-
ance with guidelines established for such evaluations by
the Director of the Office of Management and Budget; and
an annual statement is to be submitted by the head of
each executive agency to the President and the Congress
on the status of the agency's system of internal control.
The guidelines, entitled "Guidelines for the Evaluation
and Improvement of and Reporting on Internal Control
Systems in the Federal Government” were issued in
December 1982,

In addition to the requirements of the Act, 31 U.S.C.

. 1514 requires that agency systems for the control of
funds be approved by the Director of OMB., These re-
quirements are prescribed by Circular A-34, "Budget
Execution."”



'@
Policy. Agencies shall maintain effective systems of
accounting and administrative control. All levels of

management shall involve themselves in assuring the ade-
quacy of controls. New programs shall incorporate effec-
tive systems of internal control. All systems shall be
evaluated on an ongoing basis, and weaknesses, when
detected, shall be promptly corrected. Reports shall be
issued, as required, on internal control activities and
the results of evaluations.

Definitions, For the purpose of this Circular, the fol-

lowing terms are defined:

a. Agency -- any department or independent establishment
in the executive branch.

b. Agency Component —- a major organization, program or
functional subdivision of an agency having one or more
separate systems of internal control.

c. Control Objective -- a desired goal or condition for
a specific event cycle that reflects the application of .

the overall objectives of internal control to that speci-
fic cycle. /1

d. Internal Control -- the plan of crganization and
methods and procedures adopted by management to provide
reasonable assurance that obligations and costs are in
compliance with applicable law; funds, property, and
other assets are safeguarded against waste, loss, un-
authorized use, or misappropriation; and revenues and
expenditures applicable to agency operations are proper-
ly recorded and accounted for to permit the preparation
of accounts and reliable financial and statistical re-
ports and to maintain accountability over the assets,

/1 Control objectilves are not absolutes. Since the
achievement of control objectives can be and is affected
by such factors as budget constraints, statutory and reg-
ulatory restrictions, staff limitations, and cost-benefit
considerations, the lack of achievement of control objec-
tives does not necessarily represent a defect or defi-
ciency in internal control requiring correction. Such
limiting factors need to be considered in determining
whether there is reasonable assurance the control objec-
tives are being achieved.



e. Internal Control Documentation -- written policies,
organization charts, procedural write-ups, manuals, memo-
randa, flow charts, decision tables, completed question-
naires, software, and related written materials used to
describe the internal control methods and measures, to
communicate responsibilities and authorities for opera-
ting such methods and measures, and to serve as a refer-
ence for persons reviewing the internal controls and
their functioning.

f. Internal Control Guidelines -- the guidelines issued
by OMB in December 1982, entitled "Guidelines for the
Evaluation and Improvement of and Reporting on Internal
Control Systems in the Federal Government".

g. Internal Control Review -- a detailed examination of
a system of internal control to determine whether ade-
guate control measures exist and are implemented to pre-
vent or detect the occurrence of potential risks in a
cost effective manner.

h. Internal Control Standards -- the standards issued by
the .Comptroller General on June 1, 1983, for use in
establishing and maintaining systems of internal control.
These are applicable to all operations and administrative
functions but are not intended to limit or interfere with
duly granted authority related to development of legisla-
tion, rulemaking, or other discretionary policymaking in
an agency.

i. Internal Control System -- the sum of the organiza-
tion's methods and measures used to achieve the objec-
tives of internal control.

j« Internal Control Technique -- processes and documents
that are being relied on to efficiently and effectively
accomplish an internal control objective and thus help
safeguard an activity from waste, loss, unauthorized use,

or misappropriation.

k. Material Weakness -- a situation in which the design-
ed procedures or degree of operational compliance there-
with does not provide reasonable assurance that the ob-
jectives of internal control specified in the Act are
being accompl ished.




4 c \ .
1. Vulnerability Assessment -- a review of the suscepti-
bility of a program or function to waste, loss, unauthor-
ized use, or misappropriation.

Responsibility. The head of each agency is responsible
for ensuring that the design, installation, evaluation,
and improvement of internal controls, and issuance of re-
ports on the agency's internal control systems are in ac-
cordance with the requirements of the Act and the guid-
ance contained in the Internal Control Guidelines. Des-
ignated internal control officials and heads of organiza-
tional units within agencies have responsibilities for
ensuring the performance of necessary internal control
evaluations and providing assurances to the agency head.
These responsibilities are described in paragraphs 6b and
c. The Inspector General, or eguivalent in agencies
without an Inspector General, has a limited responsibil-
ity in regard to internal controls, as explained in
paragraph 6d.

a. Agency heads are responsible for establishing and
maintaining the system of internal control within their
agencies. This includes determining that the system is
established in accordance with the standards prescribed
by the Comptroller General and that it provides reason-
able assurance that the objectives of internal control,
as described in paragraph 7, are met. It also includes
determining that the system is functioning as prescribed
and is modified, as appropriate, for changes in condi-
tions.

b. A designated senior official shall be responsible for
coordinating the overall agency-wide effort of evaluat-
ing, improving and reporting on internal control systems
in accordance with the Internal Control Guidelines. This
responsibility includes providing assurance to the agency
head that those processes were conducted in a thorough
and conscientious manner.

c. Heads of organizational units are responsible for the
system of internal control in their units. This respon-
sibility includes providing to the agency head assurance
that he or she is cognizant of the importance of internal
controls; has performed tne evaluation process in accord-
ance with the Internal Control Guidelines and in a con-
scientious manner; and belisves the objectives of inter-
nal control are being complied with in his or her area of
responsibility within prescribed limits.,



d. The Inspector General (IG), or the senior audit
official where there is no Inspector General, is
encouraged to provide technical assistance in the agency
effort to evaluate and improve internal controls, This
would be in addition to the reviews of internal control
documentation and systems, undertaken at the IG's
initiative or at the request of the agency head, and the
reports issued as a result of these reviews.

e. In addition, the IG may advise the agency head
whether the agency's internal control evaluation process
has been conducted in accordance with the Internal Con-
trol Guidelines. Performing the limited review required
to provide such advice should not be interpreted to pre-
clude the IG from providing technical assistance in the’
agency effort to evaluate and imprcve internal controls,
or otherwise limit the authority of the IG. The extent
of IG involvement in the agency's internal control evalu-
ation, improvement and reporting process should be
coordinated among the agency head, IG, and the designated
internal control official.

Objectives of Internal Control. The objectives of inter-

nal control, as specified in the Act, are to provide man-
agement with reasonable assurance that:

a. Obligations and costs comply with applicable law.

b. Assets are safeguarded against waste, loss, unauthor-
ized use, and misappropriation.

c. Revenues and expenditures applicable to agency opera-
tions are recorded and accounted for properly so that
accounts and reliable financial and statistical reports
may be prepared and accountability of the assets may be

maintained.

The objectives -0of internal control apply to all program
and administrative activities.

Internal Control Standards. An agency's or agency compo-

nent's system of internal control shall be established
and maintained in accordance with the standards pre-
scribed by the Comptroller General as presented below.
OMB commentary on selected standards is contained in the
bracketed paragraphs.



General Standards

1, Reasonable Assurance. Internal control systems
are to provide reasonable assurance that the objec-—
tives of the systems will be accomplished.

[This standard recognizes that the cost of internal
control should not exceed the benefits derived there-
from and that the benefits consist of reductions in
the risks of failing to achieve the stated control
objectives.]

2, Supportive Attitude. Managers and employees are
to maintain and demonstrate a positive and supportive
attitude toward internal controls at all times.

3. Competent Personnel. Managers and employees are
to have personal and professional integrity and are
to maintain a level of competence that allows them to
accomplish their assigned duties, as well as under-
stand the importance of developing and implementing
good internal controls.

4, Control Objectives. 1Internal control objectives
are to be identified or developed for each agency
activity and are to be logical, applicable, and
reasonably complete,

5. Control Technigques. Internal control techniques
are to be effective and efficient in accomplishing
their internal control objectives.

[Internal control techniques are to be designed for
and operated in all agency programs and administra-
tive activities in order to accomplish the control
objectives consistently.]

Specific Standards

1. Documentation. Internal control systems and all
transactions and other significant events are to be
clearly documented, and the documentation is to be
readily available for examination.

2. Recording of Transactions and Evénts., Transac-
tions and other significant events are to be promptly
recorded and properly classified.




3. Execution of Transactions and Events. Transac-
tions and other significant events are to be author-
ized and executed only by persons acting within the
scope of their authority.

[Independent evidence is to be maintained that
authorizations are issued by persons acting within
the scope of their authority and that the transac-
tions conform with the terms of the authorizations.]

4, Separation of Duties. Key duties and responsi-
bilities in authorizing, processing, recording, and
reviewing transactions should be separated among
individuals.

[Key duties such as authorizing, approving, and re-
cording transactions, issuing or receiving assets,
making payments, and reviewing or auditing are to be
assigned to separate individuals to minimize the risk
of loss to the government. 1Internal control depends
largely on the reduced opportunities to make and con-
ceal errors or to engage in or conceal irregulari-
ties. This, in turn depends on the assignment of
work so that no one individual controls all phases of
an activity or transaction, thereby creating a situa-
tion that p=rmits errors or irregularities to go un-
detected.]

5. Supervision. Qualified and continuous supervi-
sion is to be provided to ensure that internal con-
trol objectives are achieved.

fQualified and continuous supervision also is to en-
sure that approved procedures are followed. Lines of
personal responsibility and accountability are to be
clearly established.]

6. Access to and Accountability for Resources,
Access to resources and records is to be limited to
authorized individuals, and accountability for the
custody and use of resources is to be assigned and
maintained. Periodic comparison shall be made of the
resources with the recorded accountability to deter-
mine whether the two agree. The frequency of the
comparison shall be a function of the vulnerability

of the asset.




9.

c. Audit Resolution Standard

1. Prompt Resolution of Audit Findings. Managers
are to (1) promptly evaluate findings and recommenda-
tions reported by auditors, (2) determine proper
actions in response to audit findings and recommenda-
tions, and (3) complete, within established time
frames, all actions that correct or otherwise resolve
the matters brought to management's attention.

Requirements for Agency Internal Control Directive. Each
agency shall update its internal control directive which
will, at a minimum:

a. Establish specific responsibilities for seeing that
agency internal control systems are developed (where they
do not exist), maintained, evaluated, improved as neces-
sary, and reported upon in accordance with the Internal
Control Guidelines.

b. Provide for coordination among the designated inter-
nal control official, heads of organizational units, pro-
gram managers, and technical staffs, including the Office
of Inspector General or its equivalent in agencies with-
out an Inspector General, in matters concerning internal
control.

Cc. Assign responsibility for internal control to appro-
priate levels of management in each agency component and
establish administrative procedures to enforce the in-
tended functioning of internal controls. These procedures
should require performance agreements for each Senior
Executive Service and Merit Pay or equivalent employee
with significant management responsibility to include
fulfillment of assigned internal (i.e., management) con-
trol responsibilities; notations in performance apprais-
als for positive accomplishments related to internal
controls; appropriate disciplinary action for violations
of internal controls; and timely correction of internal
control weaknesses, however identified.

d. Require each internal control system to meet the
standards of internal control described in paragraph 8.



10.

11,

12,

e. Provide for an ongoing program of vulnerability as-
sessments covering all agency components and assessable
units. Assessments shall be accomplished as frequen-
tly as circumstances warrant. Agencies shall assure the
evaluation of each assessable unit at least once every
two years.

f. Provide for internal control reviews, audits, in-
creased or improved monitoring procedures or other
processes on an ongoing basis to determine whether the
controls are operating as intended and are effective.
These reviews or other actions should identify internal
controls that need to be strengthened or streamlined.
The timing of the reviews or other actions shall be de-
termined based upon the results of the vulnerability
assessments, management priorities, resource availabil-
ity, and other management initiatives planned or under-
way.

Follow-up Actions. The recommendations resulting from

vulnerability assessments and internal control reviews
should be considered by management on a timely basis and
appropriate corrective actions should be taken as prompt-
ly as possible. A formal follow-up system should be
established that records and tracks recommendations and
projected action dates, and monitors whether the changes
are made as scheduled. The existing audit follow-up
system maintained by the designated agency follow-up
official could be used for this purpose.

Specific Internal Control Guides. Models and other

guidelines for internal controls for specialized aspects
of agency operations will be developed from time to time
and issued separately to aid agencies in designing
specific internal control systems.

Reporting. By December 31, 1983, and by each succeeding
December 31, the head of each executive agency subject to
P.L. 97-255 (31 U.S.C. 3512) shall submit a statement to
the President and to the Congress stating whether the
evaluation of internal controls was conducted in accord-
ance with the Internal Control Guidelines, stating
whether the agency's system of internal accounting and
administrative control complies with the Comptroller
General's standards and provides reasonable assurance



13.

14,

15.

N

that obligations and costs are in accordance with applic-
able law; funds, property, and other assets are safe-
guarded; and revenues and expenditures are properly re-
corded and permit the preparation of reliable financial
and statistical reports; reporting the material weak-
nesses, if any, in the agency's system of internal con-
trol, however identified; and containing a plan for cor-
recting any weaknesses. Procedures to be followed in
preparing this report are contained in the Internal
Control Guidelines.

Agencies are also required to submit information to OMB
on the progress made in evaluating and improving inter-
nal controls as part of the Reform '88 Tracking System,

Effective Date. This Circular is effective on publica-
tion.

Inguiries. All questions or inquiries should be ad-
dressed to the Finance and Accounting Division, Office of

Management and Budget, telephone number 202/395-3122,

Sunset Review Date., This Circular shall have an inde- .
pendent policy review to ascertain its effectiveness
three years from the date of issuance.

[ A St

David A, Stockman
Director
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PUBLIC LAW 97-255—SEPT. &, 1982

Public Law 87-255
97th Congress
An Act

To amend the Accounting and Auditing Act of 1950 to require ongoing evaluations
and reports on the adequacy of the sysiems of Internal accounting anc administra-
tive contro! of each executive agency, and for other purposes.

Be it enacted by the Senate and House of Represeniatives of the
United States of America in Congress assembled,

Section 1. This Act may be cited as the “Federal Managers'
Financial Integrity Act of 1982". T

Sec. 2. Section 118 of the Accounting and Auditing Act of 1950 (81
U.S.C. 66a) is amended by adding at the end thereof the following
new subsection:

“(@X1XA) To ensure compliance with the requirements of subsec-
tion (aX3) of this section, internal accounting and administrative
controls of each executive agency shall be established in accordance
with standards prescribed by the Comptroller General, and shall
provide reasonable assurances that—

“(i) obligations and costs are in compliance with applicable

W,
“(ii) funds, property, and other assets are safeguarded against
waste. loss, unauthorized use, or misappropriation; and

‘(iii) revenues and expenditures applicable to agency oper-
ations are properly recorded and accounted for to permit the
preparation of accounts and reliable financial and statistical
reports and to maintain accountability over the assets.

“(B) The standards prescribed by the Comptroller General under
this paragraph shall include standards to ensure the prompt resolu-
tion of all audit findings. .

“(2) By December 31, 19582, the Director of the Office of Manage-
ment and Budget, in consultation with the Comptroller General,
shall establish guidelines for the evaluation by agencies of their
systems of internal accounting and administrative control to deter-
mine such systems’ compliance with the requirements of parqgaph
(1) of this subsection. The Director, in consultation with the Comp-
troller General, may modify such guidelines from time to time as
deemed necessary.

“(3) By December 31, 1983, and by December 31 of each succeeding
year, the head of each executive agency shall, on the basis of an
evaluation conducted in accordance with guidelines prescribed
under paragraph (2) of this subsection, prepare a statement—

*(A) that the agency's systems of internal accounting and
administrative control fully comply with the requirements of
paragraph (1), or

“(B) that such systems do not fully comply with such
requirements.

“(4) In the event that the head of an agency prepares a statement
described in paragraph (3XB), the head of such agency shall include
with such statement a report in which any material weaknesses in
the agency’s systems of internal accounting and administrative

la



PUBLIC LAW 97-255—SEPT. &, 1982

contro) are identified and the plans and schedule for correcting any
such weakness are described.

“(5) The statements and reports required by this subsection shall
be signed by the head of each executive agency and transmitted to
the President and the Congress. Such statements and reports shall
also be made available to the public, except that, in the case of any
such staternent or report containing information which is—

f‘l‘:A) specifically prohibited from disclosure by any provision
of law; or

“(B) specifically required by Executive order to be kept secret

in the interest of national defense or the conduct of foreign

affairs,
such information shall be deleted prior to the report or statement
being made available to the public.”.

Sec. 3. Section 201 of the Budget and Accounting Act, 1921 (31
U.S.C. 11), is amended by adding at the end thereof the following
new subsection:

“(kX1) The President shall include in the supporting detail accom-
panying each Budget submitted on or after January 1, 1983, a
separate statement, with respect to each department and establish-
ment, of the amounts of appropriations requested by the President
for the Office of Inspector General, if any, of each such establish-
ment or department.

“(2) At the request of a committee of the Congress, additional
information concerning the amount of appropriations originally
requested by any office of Inspector General, shall be submitted to
such committee.”.

Sec. 4. Section 113(b) of the Accounting and Auditing Act of 1950
(31 US.C. 66afd)), is amended by adding at the end thereof the
following new sentence: “Each annual statement prepared pursuant
to subsection (d) of this section shall include a separate report on
whether the agency’s accounting system conforms to the principles,
standards, and related requirements prescribed by the Comptroller
General under section 112 of this Act.”.

Abproved September B, 1982.

LEGISLATIVE HISTORY—H.R. 1526 (S. 864,

HOUSE REPORT No. 97-38 (Comm. on Government Operations).
CONGRESSIONAL RECORD: .
Vol. 127 {1981: May 18, considered and passed House.
Vol. 128 (1982). Aug. 4, considered and passed Senate, amended.
Aug. 18, House concurred in Senate amendment.

@)
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FOREWORD

in 1950, the Accounting and
Auditing Act was passed requir-
ing, among other things, that
agency heads establish and main-
tain effective systems of internal
control. Since then, the General
Accounting Office (GAO) has is-
sued numerous publications to
guide agencies in establishing
and maintaining effective inter-
nal control systems. While the
need for improved internal con-
trols has continued, development
of effective systems has been
slow.

In the past decade, numer-
ous situations came to light that
dramatically demonstrated the

ed for controls as the Govern-
‘nt experienced a rash of il-

gal, unauthorized, and ques-
tionable acts which were
characterized as fraud, waste,
and abuse. It is generally recog-

nized that good internal controls
would have made the com-
mission of such wrongful acts
more difficult. Consequently, in-
creased attention is being
directed toward strengthening
internal controls to help restore
confidence in Government and to
improve its operations.

The Federal Managers’
Financial Integrity Act of 1982
requires renewed focus on the
need to strengthen internal con-
trols. The act requires that
agency internal control systems
be periodically evaluated and
that the heads of executive
agencies report annually on their
systems’ status. These evalua-
tions are to be made pursuant to
the “Guidelines for the Evalua-
tion and Improvement of and
Reporting on internail Control
Systems in the Federal Govern-

ment,” issued by the Office of
Management and Budget
in December 1982, and the
reports are to state whether sys-
tems meet the objectives of
internal control and conform to
standards established by GAO.
This document presents the
internal control standards to be
followed, and covers both the pro-
gram management as well as the
traditional financial manage-
ment areas. From time to time,
as may become necessary, GAQ
will issue interpretations and
revisions to these standards.
We are grateful to the Gov-
ernment officials, professional
organizations, public accounting
officials, and other members of
the academic and financial com-
munities who provided us valu-
able assistance through their
comments on our draft
proposals.

Ol A, Byt

Comptroller General
of the United States






INTRODUCTION

This document contains the
Comptroller General’s internal
control standards to be followed
by executive agencies in estab-
lishing and maintaining systems
of internal control as required by
the Federal Managers’ Financial
Integrity Act of 1982 (31 U.S.C.
3512(b)). Internal control
systems are to reasonably
ensure that the following
objectives are achieved:

M Obligations and costs
comply with applicable law.

MAIl assets are safeguarded
against waste, loss, unauthor-
ized use, and misappropriation.

M Revenues and expenditures
applicable to agency operations
are recorded and accounted for
properly so that accounts and
reliable financial and statistical
reports may be prepared and ac-
countability of the assets may be
maintained.

The act directs the heads of
executive agencies to:

M Make an annual evaluation
of their internal controls using
guidelines established by the
Office of Management and
Budget (OMB).

8 Provide annual reports to the
President and Congress that
state whether agency systems of
internal control comply with the
objectives of internal controls set
forth in the act and with the
standards prescribed by the
Comptroller General. Where sys-
tems do not comply, agency

reports must identify the weak-
nesses involved and describe the
plans for corrective action.

The following concept of internal
controls is useful in understand-
ing and applying the internal
control standards set forth and
discussed on succeeding pages.

The plan of organization
and methods and procedures
adopted by management to
ensure that resource use is con-
sistent with laws, regulations,
and policies; that resources are
safeguarded against waste,
loss, and misuse; and that reli-
able data are obtained, main-
tained, and fairly disclosed in
reports.

The ultimate responsibility
for good internal controis rests
with management. Internal con-
trols should not be looked upon
as separate, specialized systems
within an agency. Rather, they
should be recognized as an inte-
gral part of each system that
management uses to regulate
and guide its operations. In this
sense, internal controls are
management controls. Good
internal controls are essential to
achieving the proper conduct of
Government business with full
accountability for the resources
made available. They also facili-
tate the achievement of man-
agement objectives by serving as
checks and balances against
undesired actions. In preventing
negative consequences from
occurring, internal controls help
achieve the positive aims of pro-
gram managers.



INTERNAL
CONTROL
STANDARDS

The internal control stand-
ards define the minimum level of
quality acceptable for internal
control systems in operation and
constitute the criteria against
which systems are to be evalu-
ated. These internal control
standards apply to all operations

and administrative functions but
are not intended to limit or inter-
fere with duly granted authority
related to development of legisla-
tion, rulemaking, or other discre-
tionary policymaking in an
agency.

®

General
Standards

1. Reasonable Assurance.
Internal control systems are to
provide reasonable assurance
that the objectives of the sys-
tems will be accomplished.

2. Supportive Attitude. Man-
agers and employees are to main-
tain and demonstrate a positive
and supportive attitude toward in-
ternal controls at all times.

3. Competent Personnel.
Managers and employees are to
have personal and professional
integrity and are to maintain a
level of competence that aliows
them to accomplish their

i

assigned duties, as well as
understand the importance of
developing and implementing
good internal controls.

4. Control Objectives. Inter-
nal control objectives are to be
identified or developed for sach
agency activity and are to be logi-
cal, applicable, and reasonably
complete.

5. Control Techniques. Inter-
nal control techniques are to be
effective and efficient in accom-
plishing their internal control
objectives.




Specific Standards

1. Documentation. Internal
control systems and all transac-
tions and other significant events
are to be clearly documented,
and the documentation is to be
readily available for examination.

2. Recording of Transactions
and Events. Transactions and
other significant events are to be
promptly recorded and properly
classified.

3. Execution of Transactions
and Events. Transactions and
other significant events are to be
authorized and executed only by
persons acting within the scope
of their authority.

4. Separation of Duties. Key
duties and responsibilities in au-
thorizing, processing, recording,
and reviewing transactions

should be separated among
individuals.

5. Supervision. Qualified
and continuous supervision is to
be provided to ensure that inter-
nal control objectives are
achieved.

6. Access to and Account-
ability for Resources.. Access to
resources and records is to be
limited to authorized individuals,
and accountability for the cus-
tody and use of resources is {0
be assigned and maintained.
Periodic comparison shall be
made of the resources with the
recorded accountability to
determine whether the two
agree. The frequency of the
comparison shall be a function of
the vulnerability of the asset.

Audit Resolution
Standard

Prompt Resolution of Audit
Findings. Managers are to (1)
promptly evaluate findings and
recommendations reported by
auditors, (2) determine proper
actions in response to audit find-

ings and recommendations, and
{3) complete, within established
time frames, all actions that cor-
rect or otherwise resolve the
matters brought to manage-
ment’s attention.



EXPLANATION
OF GENERAL
STANDARDS

General internal control standards apply to all aspects of internal controls.

Reasonable Assurance

Internal control systems are
to provide reasonable assur-
ance that the objectives of the
systems will be accomplished.

The standard of reasonable
assurance recognizes that the
cost of internal control should
not exceed the benefit derived.
Reasonable assurance equates
to a satisfactory level of confi-
dence under given considera-
tions of costs, benefits, and risks.
The required determinations call
for judgment to be exercised.

In exercising that judgment,
agencies should:

B Identify (1) risks inherent in
agency operations, (2) criteria for
determining low, medium, and
high risks, and (3) acceptable
levels of risk under varying
circumstances.

B Assess risks both quantita-
tively and qualitatively.

Cost refers to the financial
measure of resources consumed
in accomplishing a specified pur-
pose. Cost can also represent a
lost opportunity, such as a delay
in operations, a decline in serv-
ice levels or productivity, or low
employee morale. A benefit is
measured by the degree to which
the risk of failing to achieve a
stated objective is reduced.
Examples include increasing the
probability of detecting fraud,
waste, abuse, or error; prevent-
ing an improper activity; or
enhancing regulatory
compliance.

Supportive Attitude

Managers and employees
are to maintain and demon-
strate a positive and supportive
attitude toward internal con-
3ro|s at all times.

This standard requires
agency managers and employees
to be attentive to internal control
matters and to take steps to pro-
mote the effectiveness of the
controls. Attitude affects the
quality of performance and, as a
result, the quality of internal con-
trols. A positive and supportive
attitude is initiated and
fostered by management and is
ensured when internal controls
are a consistently high man-
agement priority.

Attitude is not reflected in
any one particular aspect of
managers’ actions but rather is
fostered by managers’ commit-
ment to achieving strong con-
trols through actions concerning
agency organization, personnel
practices, communication, pro-
tection and use of resources
through systematic account-
ability, monitoring and systems

of reporting, and general leader-
ship. However, one important



way for management to demon-
strate its support for good inter-
nal controls is its emphasis on
the value of internal auditing and
its responsiveness to information
developed through internal
audits.

The organization of an
agency provides its management
with the overall framework for
planning, directing, and control-
ling its operations. Good internal
control requires clear lines of
authoriwy and responsibility;
appropriate reporting relation-
ships; and appropriate separation
of authority.

In the final analysis, general
leadership is critical to maintain-
ing a positive and supportive atti-
tude toward internal controls.
Adequate supervision, training,
and motivation of employees in
the area of internal controls is
important.

Competent
Personnel

Managers and employees
are to have personal-and pro-
fessional integrity and are to
maintain a level of competence
that allows them to accomplish
their assigned duties, as well as
understand the importance of
developing and implementing
good internal controls.

This standard requires man-
agers and their staffs to maintain
and demonstrate (1) personal
and professional integrity, {2) a
level of skill necessary to help
ensure effective performance,
and (3) an understanding of
internal controls sufficient to
effectively discharge their
responsibilities.

Many eiements influence
the integrity of managers and
their staffs. For example, person-
nel should periodically be
reminded of their obligations
under an operative code of
conduct.

In addition, hiring and staff-
ing decisions should include per-
tinent verification of education
and experience and, once on the
job, the individual should be
given the necessary formal and
on-the-job training. Managers
who possess a good understand-
ing of internal controls are vital
to effective control systems.

Counseling and performance
appraisals are also important.
Overall performance appraisals
should be based on an assess-
ment of many critical factors,
one of which should be the
implementation and mainte-
nance of effective internal
controls.



Control Objectives

internal control objectives
are to be identified or devel-
oped for each agency activity
and are to be logical, applica-
ble, and reasonably complete.

This standard requires that
objectives be tailored to an agen-
cy’s operations. All operations of
an agency can generally be
grouped into one or more catego-
ries called cycles. Cycles com-
prise all specific activities (such
as identifying, classifying, re-
cording, and reporting informa-
tion) required to process a par-
ticular transaction or event.
Cycles shouid be compatible with
an agency's organization and
division of responsibilities.

Cycles can be categorized in
various ways. For example:

B Agency management.
B Financial.

B Program (operational).
B Administrative.

Agency management cycles
cover the overall policy and
planning, organization, data
processing, and audit functions.
Financial cycles cover the tradi-
tional control areas concerned
with the flow of funds (revenues
and expenditures), related
assets, and financial information.
Program (operational) cycles are
those agency activities that
relate to the mission(s) of the
agency and which are peculiar to
a specific agency. Administrative
cycles are those agency activities
providing support to the agency’s
primary mission, such as library

services, mail processing and
delivery, and printing. The four
types of cycles obviously interact,
and controls over this interaction
must be established. For exam-
ple, a typical grant cycle would
be concerned with eligibility and,
if awarded, administration of the
grant. At the time of award, the
grant (program) and disburse-
ment (financial) cycles would
interface to control and record
the payment authorization.

Complying with this stand-
ard calls for identifying the cycle'
of agency operations and analyz-
ing each in detail to develop the
cycle control objectives. These
are the internal control goals or
targets to be achieved in each
cycle. The objectives shouid be
tailored to fit the specific opera-
tions in each agency and be con-
sistent with the overall objectives
of internal controls as set forth in
the Federal Managers’ Financial
Integrity Act.

In appendix B of its “Guide-
lines for the Evaluation and Im-
provement of and Reporting on
Internal Control Systems in the
Federal Government,” OMB has
provided a list of suggested
agency cycles and cycle control
objectives. Agencies should con-
sider this and other sources
when identifying their cycles and

cycle control objectives.



Control
Techniques

Internal control techniques
are to be effective and efficient
in accomplishing their internal
control objectives.

Internal control techniques
are the mechanisms by which
control objectives are achieved.
Techniques include, but are not
limited to, such things as specific
policies, procecdures, plans of
organization (including separa-
tion of duties), and physical
arrangements (such as locks and
fire alarms). This standard
requires that internal control
techniques continually provide a
high degree of assurance that
the internal control objectives
are being achieved. To do so they
must be effective and efficient.

To be effective, techniques
should fulfill their intended pur-
pose in actual application. They
should provide the coverage they
are supposed to and operate
when intended. As for efficiency,
techniques should be designed
to derive maximum benefit with
minimum effort. Techniques
tested for effectiveness and effi-
ciency should be those in actual
operation and should be evalu-
ated over a period of time.



EXPLANATION
OF SPECIFIC
STANDARDS

A number of techniques are
essential to providing the great-
est assurance that the internal
control objectives will be

achieved. These critical tech-
niques are the specific standards
discussed below.

Documentation

internal control systéems
and all transactions and other
significant events are to be
clearly documented, and the
documentation is to be readily
available for examination.

This standard requires writ-
ten evidence of (1) an agency’s
internal control objectives and
techniques and accountability
systems and (2) all pertinent
aspects of transactions and other
significant events of an agency.
Also, the documentation must be
available as well as easily
accessible for examination.

Documentation of internal
control systems should include
identification of the cycles and
related objectives and tech-
niques, and should appear in
management directives, adminis-

trative policy, and accounting
manuals. Documentation of
transactions or other significant
events should be complete and
accurate and should facilitate
tracing the transaction or event
and related information from
before it occurs, while itis in
process, to after it is completed.

Complying with this stand-
ard requires that the documenta-
tion of internal control systems
and transactions and other sig-
nificant events be purposeful and
useful to managers in controlling
their operations, and to auditors
or others involved in analyzing
operations.



Recording of
Transactions
and Events

Transactions and other sig-
nificant events are to be
promptly recorded and properly
classified.

Transactions must be
promptly recorded if pertinent
information is to maintain its
relevance and value to manage-
ment in controlling operations
and making decisions. This
standard applies to (1) the entire
process or life cycle of a transac-
tion or event and includes the
initiation and authorization,

(2) ali aspects of the transaction
while in process, and (3) its final
classification in summary
records. Proper classification of
transactions and events is the
organization and format of
information on summary records
from which reports and
statements are prepared.

Execution of
Transactions
and Events

Transactions and other sig-
nificant events are to be author-
ized and executed only by per-
sons acting within the scope of
their authority.

This standard deals with
management’s decisions to
exchange, transfer, use, or
commit resources for specified
purposes under specific condi-
tions. It is the principal means of
assuring that only valid transac-
tions and other events are
entered into. Authorization
should be clearly communicated

to managers and employees and
should include the specific condi-
tions and terms under which
authorizations are to be made.
Conforming to the terms of an
authorization means that em-
ployees are carrying out their as-
signed duties in accordance with
directives and within the limita-
tions established by
management.



Separation
of Duties

Key duties and responsibili-
ties in authorizing, processing,
recording, and reviewing trans-
actions should be separated
among individuals.

To reduce the risk of error,
waste, or wrongful acts or to
reduce the risk of their going
undetected, no one individual
should control all key aspects of
a transaction or event. Rather,
duties and responsibilities should
be assigned systematically to a
number of individuals to ensure
that effective checks and balan-

ces exist. Key duties include
authorizing, approving, and
recording transactions; issuing
and receiving assets; making
payments; and reviewing or au-
diting transactions. Collusion,
however, can reduce or destroy
the effectiveness of this internal
control standard.

Supervision

Qualified and continuous
supervision is to be provided to
ensure that internal control ob-
jectives are achieved.
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This standard requires
supervisors to continuously
review and approve the assigned
work of their staffs. It also
requires that they provide their
staffs with the necessary guid-
ance and training to help
ensure that errors, waste, and
wrongful acts are minimized and
that specific management direc-
tives are achieved.

Assignment, review, and ap-
proval of a staff's work requires:

MClearly communicating the
duties, responsibilities, and ac-
countabilities assigned each staff
member.

BSystematically reviewing
each member’s work to the
extent necessary.

H Approving work at critical
points to ensure that work flows
as intended.

Assignment, review, and ap-
proval of a staff's work should
result in the proper processing of
transactions and events includ-
ing (1) following approved proce-
dures and requirements, (2)
detecting and eliminating errors,
misunderstandings, and
improper practices, and (3) dis-
couraging wrongful acts from
occurring or from recurring.



Access to and
Accountability
for Resources

Access to resources and
records is to be limited to auth-
orized individuals, and account-
ability for the custody and use
of resources is to be assigned
and maintained. Periodic
comparison shall be made of
the resources with the recorded
accountability to determine
whether the two agree. The
frequency of the comparison
shall be a function of the
vulnerability of the asset.

The basic concept behind re-
stricting access to resources is to
help reduce the risk of unauthor-
ized use or loss to the Govern-
ment, and to help achieve the
directives of management. How-
ever, restricting access to
resources depends upon the
vulnerability of the resource and
the perceived risk of loss, both of
which should be periodically
assessed. For example, access to
and accountability for highly
vulnerable documents, such as

check stocks, can be achieved by:

M Keeping them locked in a
safe .

M Assigning or having each doc-
ument assigned a sequential
number .

W Assigning custodial account-
ability to responsible individuals.

Other factors affecting ac-
cess include the cost, portability,
exchangeability, and the per-
ceived risk of loss or improper
use of the resource. In addition,
assigning and maintaining
accountability for resources
involves directing and communi-
cating responsibility to specific
individuals within an agency for
the custody and use of resources
in achieving the specifically iden-
tified management directives.
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EXPLANATION
OF THE AUDIT
RESOLUTION
STANDARD

Prompt Resolution
of Audit Findings

Managers are to (1)
promptly evaluate findings and
recommendations reported by
auditors, (2) determine proper
actions in response to audit
findings and recommendations,

.and (3) complete, within estab-
lished time frames, all actions
that correct or otherwise
resolve the matters brought to
management’s attention.

12

The audit resolution stand-
ard requires managers to take
prompt, responsive action on all
findings and recommendations
made by auditors. Responsive
action is that which corrects
identified deficiencies. Where
audit findings identify opportuni-
ties for improvement rather than
cite deficiencies, responsive
action is that which produces
improvements.

The audit resolution process
begins when the results of an
audit are reported to manage-
ment, and is completed only after
action has been taken that (1)
cerrects identified deficiencies,

(2) produces improvements, or
(3) demonstrates the audit find-
ings and recommendations are
either invalid or do not warrant
management action.

Auditors are responsible for
following up on audit findings
and recommendations to ascer-
tain that resolution has been
achieved. Auditors’ findings and
recommendations should be
monitored through the
resolution and followup
processes. Top management
should be kept informed through
periodic reports so it can assure
the quality and timeliness of
individual resolution decisions.
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FOREWORD

The Budaget and Accounting Procedures Act of 1950 required that each agency
head establish and maintain systams of accounting and internal control.
The expectation was that such systems would help to prevent fraud, waste,
abuse, and mismanagement in Federal Government operations.

The Act notwithstanding, instances of fraud, waste, and abuse continued to
occur at an unacceptable level. Indeed, a GAQ report, issued in August,
1980, found widespread, similar, and prevalent control weaknesses in the
Federal Government.

The Reagan Administration, as part of Reform 88, is committed to stream-
lining the management and administration of the Federal Government, This
includes reducinag fraud, improving management controls; and eliminating
errors in the administration of gqovernment programs. In October, 1981,
the O0ffice of Management and Budget issued Circular A-123 as an early
effort to improve controls. Like the 1950 Act, the Circular required the
head of each deoartﬁent and agency to develop and maintain adequate
systems of internal control. Unlike the Act, however, it defined reaquire-
ments and responsibilities in order to transform the 1950 Act expectations
into reality.

The Congress has likewise expressed its support for aocod internal manace-
ment in the Federal Government. In September, 1982, the Congress passed
the Federal Managers' Financial Integrity Act (P.L. 97-255). This Act
requires that each Executive agency's internal accounting and
administrative controls be established in accordance with standards
prescribed by the Comptroller General, and provide reasonable assurance
that:

Nbligations and costs are in compliance with apolicable law;
Funds, oroperty, and other assets are safequarded; and
Revenues and expenditures applicable to agency operations are
properly recorded and accountad fgr.



The Act also requires OMB to establish, in consultation with the
Comptroller General, quidelines with which the agencies can evaluate their
systems of internal accounting and administrative control. In addition, it
requires an annual statement from the head of each Executive agency to the
Praesident and the Congress stating whether or not the agency's system of
internal accounting and administrative control complies with the
requirements of the Act, and identifying the agency's material contral

weaknesses, 1f any, and its plans for correcting the weaknesses.

This document contains the gquidelines required by the Act to be develaped
by OMB. It is to be used by each agency's management as guidance in the
development of its own specific plans for performing a self-evaluation of,
improving, and reporting on the agency's internal control system in the
maost efficient and effective manner consistent with the agency's unique

missions and organizational structures.

The Act also requires the head of each Executive Agency to report on
whether the agency's accounting system conforms to principles, standards,
and related requirements prescribed by the Comptroller General. Guidelines

for meeting this requirement are being issued under separate cover.

(il A. Ttadtoren

DAVID A. STOCKMAN
DIRECTOR
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CHAPTER I

INTRODUCTION

Internal Control, for the purpose of these quidelines, is defined as the

steps a Federal agency takes to provide reasonabie assurance that:
* Obligations and costs are in compliance with applicable law;

* Funds, property, and other assets are safequarded against waste, loss,
unauthorized use, or misappropriation; and

* Revenues and expenditures applicable to agency operations are properly
recorded and accounted for to permit the preparation of accounts and
reliable financial and statistical reports and to maintain account-

ability over the assets.

An internal control system is the organizational structure and the sum of

the methads and measures used to achieve the objectives of internal

control.

An intermal control system should not be a separate system in an agency.

It should be an integral part of the systems used to operate the programs
and functions performed by the agency. Thus, internal control would be the
responsibility of the same individuals who are responsible for operating
the programs and functions. This enables the objectives of internal

control to be accomplished in the most efficient and effective manner.



HISTORY AND SCOPE OF INTERNAL CONTROLS WITHIN THE FEDERAL GOVERNMENT

The Budget and Accounting Procedures Act of 1950 required that each agency
establish and maintain systems of accounting and internal control. It is
widely recognized that these systems are necessary not only for financial

and administrative activities, but for program and operational activities

involving funds, property, and other assets for which the agency is
responsible. Indeed, the 1950 Act, by definition, encompassed not only
systems of internal control that provide full disclosure of an agency's
financial results, adequate financial information for agency management
purposes, reliable accounting results, and suitable integration of agency
accounting and Treasury Department accountina. 1t also encompassed systems
of internal control that provide "effective control over the
accountablility for all funds, prooerty, and other assets for which the

aaency is responsible, including appropriate internal audit.®

At the same time, 1t was, and still is, clear that internal control 1s
concerned with only the operational aspects of a program or function. It
does not encompass such matters as statutory development or interpretation,
determination of program need, resource allocation, rulemaking, or other

discretionary policymaking processes in an agency.

An increasing awareness, however, of a need to strengthen internal control
systems in the Federal Government led to the issuance of OMB Circular
A-123, "Internal Control Systems,” in October, 1981. Included in the

requirements of Circular A-123 were:
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The assianment of internal control responsibilities to specific

officials throughout each agency.

The completion of vulnerability assessments covering all agency
components by December 31, 1982, and not less fraquentiy than
biennially thereafter,

The performance of internal control reviews on an ongoing basis.

.
The establishment of administrative procedures to enforce the intended
functioning of 1internal contrals, including provisions that performe
ance aopraisals reflect execution of internal control responsibilities
and procedures to take necessary actions to correct internal control
weaknesses on a timely basis.

Finally, in 1982 the Congress enacted the Federal Managers' Financial
Integrity Act, requiring each Executive agency not only to have internal
accounting and administrative controls for these systems, hut also to
perform ongoing evaluations and provide an annual statement on the control
systems to the President and the Conarsss. More specifically, the Act

requires:

The establishment of internal accounting and administrative controls
(typically characterized as simply "internal controls®) in each
Executive agency in accordance with standards prescribed by the !1.S.

Comptroller General.
The conduct of aevaluations by agencies of their systems of internal

accounting and administrative contral in accordance with quidelines
issued by the Director of the (Office of Management and Budaget.

[-3



Transmittal of an annual statement by the head of each Executive
agency to the President and Conaress indicatina whether the agency's
systems of internal accountina and administrative control comply with
the Comptroller General's standards and provide reasonable assurance
that obligations and costs are in accordance with applicable law;
funds, property, and other assets are safegquarded; and revenues and
expenditures are properly recorded and permit the preparation of

reliable financial and statistical reports.

]

The purpose of this publication is to provide quidance for the evaluation
and improvement of and reporting on internal control systems in Executive
agencies in conformance with the Act. Each Executive agency is expected to
use this guidance to assist in the development of 1ts own specific plans in
order that manaaement can perform a self-evaluation of, improve, and report
on its internal control system in the most efficient and effective manner

consistant with its own unigue missions and organizational structure.

THE BASIC APOROACH TO EVALUATING, IMPROVING AND REPORTING ON
INTERNAL CONTROLS

An evaluation of and reporting on internql control can be approached 1n
several ways. The approach presented in this publication provides an
efficient and effective way, based on techniques used to evaluate and
report on the internal controls associated with financial statements, but
expanded to encompass the controls necessary for administrative and program
activities with systems subject to these guidelines.

The recommended approach for evaluating, improving, and reporting on

internal controls is comprised of seven phases:
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Organizing the orocess. This includes a determination as to the

information and assurances to be provided to the agency head to enable
the annual statement to be made to the President and the Congress; the
assignment of responsibilities for planning, directina, and
controlling the evaluation process throughout the agency; and the
development of an information system that provides a tracking of the
status of the evaluations and corrective actions as well as other
pertinent information necessary to manage the overall process and
facilitate preparation of the annual report.

L ]
Seamentina the agencv into oraanizational components, and then

identifying the programs and administrative functions conducted in

each comoonent. For example, the Department of Health and Human

Services can be seqmented into the Social Security Administration, the
Health Care Financing Administration, etc. The Social Security
Administration, in turn, could be seamented into the S;pplemental
Security Income program, the Qld-Age Survivors I[nsurance program,
etc.; or into administrative functions such as eligibility determina-

tion systems, benefit payment systems, quality control, stc.

Assessing the vulnerability to waste, loss, unauthorized use, or

misappropriation of the funds, property or other assets within each
component and deciding which are the most vulnerable. This is done by
identifying the factors that create an inherent riskiness in the
function, considering the operating environment in which the function
is performed, and oreliminarily evaluatina whether safequards exist to
prevent waste, loss, unauthorized use, or misappropriation from

occurring.

I-5



Developina plans and schedules for the performance of internal

control reviews and other actions, based on an evaluation of the .

results of the vulnerability assessments and other considerations
(management priorities, resource constraints, etc.), and in such a
manner as to provide that internal controls in those programs and
administration functions deemed to be the most vulnerable, as well as
those deemed to be less vulnerable, are evaluated and improved as

necessary to ensure a strong system of internal control.

Reviewing the internal controls for the selected programs and admin-

istrative functions, determinina whether adeauate control objectives
have been established and control technigues exist and are function-
ing as intended, and then developing recommendations to correct
weaknesses in either the design or functioning of the internal

control system.

Netermining, schedulina, and takina the necessary corrective actions .

for improving internal controls on a timely basis. Included in the
determination should be an analysis to assure that the expected
benefits to be obtained will outweigh the costs of any improvements

made.

Preparing the annual statement to the President and the Congress on

the status of the agency's system of internal control, as regquired hy
the Act.

This recommended approach is depicted in a flow chart (Exhibit 1) and
explained in detail in Chaoters II to VI.
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The above process is not an attempt to evaluate discretionary policy
decisions. Rather, the evaluation process begins at the point at which a
program or function has been authorized by the policy-level official having
authority to do so, and focuses on the steps involved in the operation of
the proaram. For example, the review of a welfare assistance program
should not include an evaluation of whether the eligibility criteria are
consistent with the statute and its legislative history. Instead, the
review should evaluate whether the operation of the program is consistent
with the criteria and thus there is reasonable assurance that obligations
and costs are in compliance with the applicable law; funds, property and
other assets are safequarded; and revenues and expenditure; are properly
recorded.
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EXHIBIT 1
OVERVIEW QF THE INTERNAL CONTROL EVALUATION, .
[MPROVEMENT, AND REPORTIMG PROCESS

ORGANIZE THE CONDUCT INTERNAL
PROCESS CONTROL REVIEWS
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2. Analyze General Control
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SEGMENT THE 3. Document the Event Cycle
AGENCY

4. Evaluate Internal
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5. Test Internal Contrals

A, Summarize Results
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ASSESSMENTS
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1. Analyze feneral Control
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TAKE CORRECTIVE
?. Analvze Inherent Risk ACTIONS

3. Evaluate Safeauarrds
(Preliminarv Evaluation)

4, Summarize Results

PREPARE REPORT ON
INTERNAL CONTROLS

NEVELOP PLANS FOR
SUBSEQUENT ACTIONS




INTERNAL CONTRNL STANDARDS

As stated 1n the Act, each Executive agency is to establish a system of
internal accounting and administrative controls in accordance with
standards prescribed by the Comptroller General. The followina is
consistent with our understanding of those standards, as they are to appear
in the General Accountina Office document: Standards for Internal Control

in the Federal Government.

Reasonable Assurance =-- [nternal contro! systems shall provide

reasonable, but not absolute, assurance that the objectives of the
system will be accomplished. This standard recoanizes that the cost
of internal control should not exceed the benefits derived therefrom,
and that the benefits consist of reductions in the risks of failing to
achieve the stated objectives.

Attitude -~ Managers and emplovees are to maintain and demonstrate a
. positive and supportive attitude toward internal contral at all times.

fompetent Personnel -- Managers and emplovees are to have high

standards of integqrity, are to be competent by education, experience,
and/or trainina to accomolish their assigned duties, and are to
possess adequate knowledge of internal control.

Internal Control Objectives -- Specific internal control objectives

are to be developed for each aaency activity. The control objectives

must be complete, lagical, and applicable to the specific activity and
are to be consistent with the accomplishment of the overall abjectives
of 1nternal control specified in the Act*.

¥The overall inteérnal control objectives specified in the Act are:

(1) Obligations and costs are in compliance with applicabie Taw.

(2) Funds, property, and other assets are safequarded against waste,
loss, unauthorized use, or misappropriation.

(3) Revenues and expenditures applicable to agency operations are
properly recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to

. maintain accountability over the assets.
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Internal Control Technigues -- Internal control techniques, i.e.,

processes and documents that accomplish the intermal control
objectives, are to be designed for and operated in all agency
activities, in order to comprehensively accomplish the control
objectives on a consistent basis, and in an efficient and effective

manner.

Documentation -- Internal control systems, i.e., control objectives

and internal control technigues, the accountability for rescurces, and
all transactions and other events shall be clearly documented.

Documentation shall be readily available.

Recording of Transactions -- Transactions shall be recorded as

executed, when executed, and be properly classified.

Execution of Transactions -~ Independent evidence shall be maintained

that authorizations are 1ssued by -persons acting within the scooe of
their authority and that transactions conform with the terms of the

authorizations.

Separation of Duties -- Key duties such as authorizing, approving, and

recording transactions, issuing or receiving assets, making payments,
and reviewing or auditing shall be assianed to separate individuals to
minimize the risk of loss to the government. Internal control depends
largely on the elimination of opportunities to conceal errors or
irregularities. This in turn depends on the assignment of work 1n
such a fashion that no one individual controls all phases of an
activity or transaction, thereby creating a situation that permits

errors or irreqularities to qo undetected.
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Supervision -- Qualified and coqtinuous supervision shall be provided
to assure that approved procedures are followed. Lines of personal

responsibility and accountability shall be clear.

Access to Resources -- Access to resources shall be limited to author-

ized personnel. Access includes both direct physical access and
indirect access through the preparation or processing of documents
that authorize the use or disposition of resources. Periodic compari-
son shall be made of the resources with the recorded accountability to
determine whether the two agree. The frequency of the comparison
shall be a function of the vulnerability of the asset.

The Federal Managers Financial Integrity Act alsé requires a standard
concerning audit resolution and follow-up. The Comptroller Generai is
defining that standard as follows:

Managers should promptly evaluate findings and recommendations
reported by auditors; determine proper action in response to audit
findings and recommendations; and complete, within established time
frames, 2ll actions that correct or otherwise resolve the matters
brought to management's attention.
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CHAPTER II
ORGANIZING THE EVALUATION

It is critical that an Fxecutive agency, whether large or small, carefully
oraanize and assign responsibilities in a manner that ensures that the
evaluation, improvement, and reporting on internal controls is conducted
in an efficient and effective manner. This includes providing for qualitv
control over the entire process. The key organizing considerations

tnclude:

Assigning responsibilities,
Internal reportina,
Documentation.

Personnel and supervision,

Schedulino the evaluation processes.

ASSIANING RESPONSIRILITIES

As noted earliar, an internal control system is not a separate system
within an agency, but rather an integral part of the systems used by an
agency to operate its programs and other activities. The Act recoanizes
this relationship and thus requires the head of tha agency to be
responsible for submittinag a statement to the President and the Conaress

on the status of the agency’s internal controls.



Recause it is unrealistic to expect an agency head to have first-hand

knowledge of the status of the agency's internal control system, the

anprooriate responsibilities should be carefully assianed to selected

senior officials throuchout the agency in order to ensure that the process

of evaluating, improvina, and reportina on internal controls is carried out

in conformance with these auidelines, and in an efficient and effective

manner. These senior agency officials should be expected to provide the

agency head with written assurances that the responsibilities have been

carried out.

The assianment of responsibilities should include the following:

Direction of the aaencywide effort --

One senitor official should be responsible for coordinating the overall
agencywide effort of evaluating, improving, and reporting on internal
control in conformance with these quidelines. This official should be
asked to provide assurance that these processes have been conducted,
in accordance with the guidelines, in a thorough and conscientious
manner. (See Appendix C)

Heads of oraanizational units --

Just as the agency head 15 ultimately responsihble for internal control
in the agency, the head of each organizational unit 1in an agency is
responsible for internal control 1n that unit. Accordinaly, the head
of each organizational unit (and other components identified in the
seamenting process described in Chapter III) should provide assurance
that he or she is coanizant of the importance of internal control; has
performed the evaluative processes in his or her areas of responsi-
bility in accordance with the OMB guidelines and in a conscientious
manner; and believes that the objectives.cf internal control are
complied with in his or her area of responsibility within the
described limits. (See Aopendix D)
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Inspector General or equivalent -- The I[nspector General, or equi-

valent in agencies without an Inspector General, normally reviews
internal control documentation and systems and reports the results of
these reviews to appropriate levels of management. These reviews,
which the IG undertakes either on his own initiative or at the request
of the agency head, are either separate reviews of internal controls
or performed in conjunction with internal audits.

In addition, however, the IG may be asked to provide comments as to
whether the evaluation process has been conducted in accordance with
these guidelines. [G comments in response to such a reguest may be
based on a limited review to determine whether the first six phases
described in Chapter [ are carried out in a reasonable and prudent
manner. {See Appendix E)

Performance of this limitad review by the Inspector General should not
be interpreted to preclude the Inspector General from providing
technical assistance in the agency effort to evaluate internal
controls, or as otherwise limiting the authority of the Inspector
General. 1In fact, the Inspector General or equivalent is encouraged
to provide technical assistance to further the overall goal of
strengthening internal control systems. However, it is imperative
that management throughout the agency be heavily involved in the
evaluative process, since it is management that has primary responsi-
bility for the maintenance of a strong system of internal control.

However, care should be taken to avoid duplication of work. To the
extent that the Inspector General has conducted or is planning to
conduct internal control reviews of certain agency activities, a
determination should be made as to how these reviews can help accom-
plish the evaluations required by these guidelines. In those
instances where the Inspector General agrees to conduct certain
internal control reviews, the senior official designated by the agency
head to direct the agencywide effort may rely on the internal control
reviews performed by the Inspector General., However, the senior
official is still primarily responsible for the overall judgments
regarding compliance with the auidelines.
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INTERNAL REPORTING

An internal reporting and follow-up system should be established to monitor
the accomplishment of the various tasks that make up the evaluation and
improvement process. This system should be used to ensure that:

Vulnerability assessments are scheduled and completed on a timely
basis.

Scheduled internal control reviews are completed on a timely basis.
Corrective actions are taken on a timely basis,

The system also should be able to:

Summarize information regarding the results of the vulnerability
assessments, internal control réviews, and necessary corrective
actions in order to support the annual statement to the President and
the Conaress.

Gather other data necessary to evaluate other actions to improve
internal control, e.q., status of training, impact on performance
appraisais, other personnel actions.

Consideration should be given to coordinating or integratina this

information system with the agency's audit follow-up information system.
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ONCUMENTATION

Adequate written documentation should be maintaiped. In narticular,
documentation should be maintained for activities conducted in con;ection
with vulnerability assessments, internal control reviews, and follow-up
actions to provide a permanent record of the methods used, the personnel
involved and their roles, the key factors considered, and the conclusions
reached. This information will be useful for reviewing the validity of
conclusions reached, evaluating the performance of individuals involved in
the assessments and reviews, and performina subsequent assessments and

reviews.

PERSONNEL AND SUPERVISION

It is essential that a sufficient level of staff resources be committed to
the internal control evaluation process. As such, it is likely that the
vulnerability assessments and internal control reviews will be performed by
persons from various parts of the agency. Fxamples are the individuals who
operate the systems beina reviewed and persons from the central staffs.
These individuals need to have a good understanding of the process in order

that they can make appropriate judgments.

Some speci1fic measures that should be considered in order to provide this

understanding, as well as assure the necessary quality, ars as follows:

Orientation and training -- Orientation and/or training sessions

should be provided to explain the objectives of and procedures for

conducting vulnerability assessments and internal control reviews.

11-5



Assignment of personnel -- Use of the “team” approach should be

considered in order that small groups of individuals can perform
assessments and/or reviews jointly, This provides some assurance that
the limitations of one individual can be offset by the strengths of

another. It also stimulates individual team members' thinking.

Supervision -- Adequate supervision of personnel involved in the

assessment and review processes should be provided for.

Performance appraisal -- Administrative procedures should be initiated

to evaluate performance 1n assessment and review activities.
Personnel should be advised that this will be a factor in their

overall performance evaluation.

Technical assistance -- Technical assistance should be developed and

provided to employees assigned to the process. A procedures manual

to quide the performance of vulnerability assessments and internal
control reviews, and containing appropriate standard forms, may be
useful. Agency "experts" who can answer gquestions and provide other
assistance in this area should be designated and their names provided
to the reviewers. Informa! quidance should be circulated periodically
and periodic meetings of key personnel involved in the process held as

still another means of information sharing.

Monitorina -~ A monitoring system should be developed to assure that
assessments and reviews are performed adequately. One way would be to
use an individual or small group to test assessments and reviews as
deemed necessary. Another way would be to coordinate with the

Inspector General's limited reviews of the process.
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SCHEDULING THE EVALUATION PROCESS

Schedulina the vulnerability assessments and internal control reviews
should be done carefully with consideration given to resource availability,
the performance of risk analycis and similar evaluations in accordance with
other statutory or requlatory regquirements, the cyclical nature of certain
operations, and other relevant factors. It is necessary, however, to
ensure that sufficient evaluative work is scheduled and completed in time
to provide a basis for the annual statement to the President and the
Congress.

Furthermore, as required by Circular A-123, vulnerability assessments
should be completed for all agency activities by December 31, 1982, and not
less frequently than biennially thereafter. It is suggested, therefore,
that a schedule be prepared for each biennial cycle, which specifies the
individual(s) responsible for performing each assessment and the date by
which each is to be completed. Vulnerability assessments should be
conducted as soon as possible for activities that are new or undergoing
major changes rather than waiting for the next biennial cycle.

Internal control reviews are to be conducted on a continuous basis
throughout the year. The schedule of internal control reviews should be
developed based on an evaluation of the results of the vuinerability
assessments and other considerations (management priorities, resource
constraints, etc.) in order to ensure that agency activities determined to
be highly vulnerable, as well as those which are less vulnerable, are
evaluated and improved as necessary to provide a strong system of internal
control. Preparation of a schedule similar to that discussed for the
vulnerability assessments is recommended.

Since no exemption has been provided for classified or secure activities,
they must be included in the evaluation process. Care should be taken,
however, to assure that persons participating in the evaluations for such

activities have the necessary security clearances and that the documenta-
tion is appropriately classified and handled.
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CHAPTER III

IDENTIFYING PROGRAMS AND ADMINISTRATIVE FUNCTIONS

Fedaral agencies are large, complex organizations. The most effactive way
to systematically perform an evaluation of the systems upon which an agency
head can submit a statement is to segment the agency first into
organizational or other components and then into the programs and
administrative functions within each component, This approach also
facilitates the allocation of resources to the assessment process and the

determination of who should be responsible for providing assurances.

SELECTING THE COMPONENTS, PROGRAMS AND FHUNCTIONS

There is no single method to divide an agency into components, programs,
and administrative functions for purposes of evaluating the system of
1ntarnal control, particularly since agencies vary so widely in
organizational structure and the nature of activities conducted. The basic
goal of the division is to develop. an agency-wide inventory of “"assessable
units,” each of which can be the subject of a vulnerability assessment.
This inventory should provide complete coverage of all program and
administrative functions, consistent with the discussion in Chapter 1. The
individual assessable units should be of an appropriate nature and size to

facilitate the conduct of a meaningful vulnerability assessment.

In developina the inventory of assessable units, reference should be made
to such sources of information as the agency's budget and related
materials, organization charts, agency manuals, and program and financial
management information systems. The following specific factors should be
considered:



Existing organizational structure.

Nature and size of the agency's proarams and administrative
functions.

Numbers of sub-programs or sub-functions in a program or function
Number of separate organizations operating the program

Degree of independence of the program or function

Differences n operating systems

Dearee of centralization or decentralization

Budget levels

Numbers of personnel

The dearees of independence and centralization/decentralization are very
significant. A program or administrative function could operate 1n several
locations., Since the program or administrative function and internal
control system may vary among locations--in design and/or operation--it may
be necessary to perform separate vulnerability assessments and/or internal
control reviews for each location. Thus a consideration when ¢lassifying
programs and functions operating at several locations is whether to
ident1fy the locations first and then list the programs and functions
operating within each location, or to identify the programs and functions
first, and then for each multi-location program and function, identify and
11st the locations at which it operates. Either approach is acceptable, as

long as coverage is complete.
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Also, it should be remembered that the purpose of the review is to

evaluate and improve the internal controls for operating programs and
administrative functions. Policymaking activities and other activities not
subject to the guidelines should not be included in the inventory.

Appendix A shows a sample of a partial inventory of components, programs
and administrative functions for a Cabinet-level department.

Once the agency -inventory of assessable units has been developed, the
information should be documented. (One possible format for such
documentation is provided in Exhibit 2.) These lists provide the means
for organizing and managing the evaluation process.
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Agency Component:

List of Programs and Administrative Functions

Within the Component

Programs/Administrative Functions Comments
Prepared by Date
Reviewed by ' Nate
EXHIBIT 2
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CHAPTER IV

VULNERABILITY ASSESSMENTS

A vulnerability assessment is a review of the susceptibility of a program
or function, subiect to the guidelines, to the occurrence of waste, loss,
unauthorized use, or misaporopriation. More specifically, a vulnerability

assessment is intended to determine the likelihood that situations exist in
which:

{1) obligations and costs are not in compliance with applicable law;

(2) funds, oroperty, and other assets are not adequately safequarded

against waste, loss, unauthorized use, or misaopropriation; and

(3) revenuss and expenditures applicable to agency operations are not
oroperly recorded and accounted for and therefore do not nermit
the preparation of accounts and reliable financial and statistical

reports or the maintanance of accountability over assets.

As indicated, however, the internal control evaluation process does not
stop with vulnerability assessments since, by themselves, vulnerability
assessments do not necessarily identify weaknesses or result in
improvements., Rather, vulnerability assessments are the mechanism with
which an agency can determine the relative potential for loss in these
proarams and functions, and then, after giving consideration to such
relevant factors as management priorities, resource constraints, etc.,

schedule internal control reviews and related actions.



A vulnerability assessment consists of the following three staps:

1. Analysis of the general control environment.
2. Analysis of inherent risk.

3. Preliminary evaluation of safeauards.

ANALYSIS OF GENERAL CONTROL ENVIRONMENT

The environment in which activities are conducted has a major impact on

the effectiveness of internal control within an agency. Several factors

determine the aeneral control environment, includina the following drawn

from the General Accounting 0ffice document, Executive Reportina on

Internal Controls in Government and the American Institute of Certified

Public Accountants document, Report on the Special Advisory Committee on
Internal Accountina Control:

Management Attitude -- Management recognition of the importance of

and commitment to the establishment and maintenance of a strong

system of 1internal control as communicated to emplovess through
actions and words.

Nrganizational Structure -- The identification of oraganizational

units to perform the necessary functions and the establishment of

appropriate reporting relationships.

Personne] -- the competence and integrity of the organization's

personnel,

NDelegation and Communication of Authoritv and Responsibility --

Appropriate deleaation or limitation of authority in a manner that

provides assurance that responsibilities are effectively discharqged.
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* pPolicies and Procedurss -- The definition, documentation and dissem-

ination of information to all employees as to how the organization is

intended to perform in varicus situations.

Rudgeting and Reporting Practices -« The specification and communica-

tion of organizational aqoals and the extent of their accomplishment.

Oraanizational Checks and Ralances -- The establishment of an

appropriate level of financial and other management controls and

internal auditing.

ADP Consideration -- When uytilized, an awareness of the strenaths

and exposures inherent in a system that uses ADP and the existence of

appropriate controls.

An evaluation of the general control environment is the first step in the
vulnerability assessment procass. It should be performed by determining
whether the characteristics of a strona general control environment, as
described above, exist by (a) reviewing documented policies and procedures;
(b} talking with management and other personnel; (c) observing practices;

and (d) drawing upon a familiarity with the operation.

This evaluation may be performed for the component as a whole, or individ-
ually for each program and administrative function subject to the
quidelines that is carried out within the component. The determining
factors would be the size, nature, and dearee of centralization of the

programs and functions conducted within the agency component.
Exhibit 3 presents a form which may he useful in making the analysis.

V-3



Agency Component:

Analysis of General Control Environment

Program/Administrative Function --

Factor

Evaluation

Comments

Katisfactory

Nther

Management Attitude

Organizational
Structure

Personnel

Delegation and
Communication of
Authority and
Responsibility

Policies and
Procedures

Budaetina and
Reporting

firaanizational
Checks and
Balances

ADP Considerations

Other Factors

Overall Evalyation:

Prepared by

Reviewed by

EXHIRIT 3
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ANALYSES OF IMHERENT RISK

The second step in the vulnerability assessment process is the performance
of an analysis, for each identified orogram and administrative function
subject- to these quidelines, of the inherent potential for waste, loss,
unauthorized use, or misappropriation due to the nature of the activity
itself. Matters to be considered in the analysis should include, but need
not be limited to, the followina:

Purpose and characteristics
Rudaet level

Impact outside the agency
Age and life expectancy
Degree of centralization
Special concerns

Prior reviews

Management responsiveness

Purpose and Characteristics

The purpose and characteristics of these orogram or administrative
functions should be considered, and any aspects that make the activity
susceptible to waste, loss, unauthorized use, or misapprooriation noted.
Knowledge of the purpose and characteristics can be obtained, if not
already available, by reviewing such background material as the relevant
enabling legislation and legislative history, reaulations, statements of
missions, qoals and objectives, operating procedures and policies, and
budget materials. The following matters should be noted, particularly
since they often tend to contribute to fraud, waste and abuse:

* B8road or vaque legislative authority or requlations.
Cumbersome legislative or regulatory regquirements.
Broad or vagque missions, qoals or objectives.

*
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High degree of complexity.

£xistence of third party beneficiaries.

Activities involvina the payment of entitlement monies.
Activities operating under severe time constraints,
Activities involvina the handling of cash receipts.
Activities involvina approval of applications, grantina of
authority, certifications, issuance of licenses or permits,
inspections, or enforcement.

Sudaet Level

Programs or activities involving large amounts of money are susceptible to
greater amounts of waste, loss, unauthorized use, or misappropriation

than programs or activities involving small amounts. Accordinaly, the:
lavel of fundina, including personnel time allocated to the program or
function, should be determined by reviewing the aagency budget and support-
ing materials. Fér certain activities, the budaet may not reveal the
total money involved so estimates should he made and/or other financial
measures considered. For example, for a function such as property
management, a separate budaet often does not exist. In order to measure
the full financial sianificance of this function, the value of controlled
nroperty must he determined.

Impact Outside the Agency

Government programs and functions often have considerable financial and
nonfinancial impact on persons and organizations outside the agency. For
example, activities such as the issuance of registrations or permits,
standard-settina, rate-making, and licensing can affect significantly
economic status, health, safety, etc. When a program has such impacts, it
may be susceptible to external pressures that might circumvent internal
controls. Hence, impact outside the agency should be considered.

Information concerning potential impact can usually be obtained from such
sources as budeet documents, orogram descriptions, and media and public

interest aroup reports.
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Age and Life Expectancy

Consideration should be given to the age and life expectancy of the
program or administrative function. New (in existence less than two
years), changing (undergoing substantial medification or reorganizatian),
or phasing out (to be eliminated within 1 or 2 years) programs should be
considered more susceptible to waste, loss, unauthorized use, or misappro-
priation than stable proarams (in existence for more than two years and
not expected to phase out within two years). The reasons are:

* New or changing programs may lack written policies or procedures,
lack adequate resources, have inexperienced managers, lack devices
to measure program performance, and in general have considerable

confusion associated with them.

Programs that are phasing out may lack adequate resources or may
involve close-out activities for which controls have not been
developed and/or large amounts of money or other resources which
must be accounted for. Also, personnel often lose interest and

motivation when a proaram is phasing out.

Dearee of Centralization

The extent to which the program or administrative function is conducted in
a centralized or decentralized mode should be considered. Specifically, a

determination should be made as to whether the activity is:

Federal Centralized -- Managed and controlled on a day-to-day basis

in a centralized Federal agency system.

V.7



Federal Decentralized -- Managed and controlled on a day-to-day

basis by Federal aaency field installations or staffs.

Participant Administered -- Managed and controlled on a day-to-day
basis by a non-Federal organization. Proarams supported by arants,
contracts or loans would fall into this cateaory.

Other -- Managed and controlled on a day-to-day basis by some

combination of the above or by other means.
Different dearees of centralization are appropriate for different types of
activities. The evaluation should consider whether the deqree of

centralization is aopropriate for the activity beina conducted.

Special Concerns

0ften, the existence of special concern for an activity may be indicative
+hat for some reason it is highly susceptible to waste, loss, unauthorized
use, or misappropriation, and should he treated as such. Consideration,
therefore, should be given as to whether the proaram or administrative

function has been the focus of the followina types of special attention:

Special interest exhibited hy the President, Congress, OMB, or the
Secretary.

Deadlines set by legislation,

* Media attentionm,

Litigation,
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1f special attention has been focused on the program or function, special
problems related to its exposure to waste, loss, unauthorized use, or
misappropriation may exist, and an attempt should he made to identify such
problems, Alsa, consideration should be given as to whether the special
attention given the program is, in and of 1tself, a source of pressure that

might create a vulnerability.

Prior Reviews

Prior audit reports submitted by the Inspector fReneral, the General
Accounting Office, and others; internal evaluations; Congressional reports;
and consulting reports should be reviewed for any indications that the
proaram or administrative function has previously been subject to losses
due to waste, loss, unauthorized use, or misappropriation. The amounts of
estimated losses, if any, and the period covered by the prior review should

be considered.
Programs or functions with minimal audit coverage or with significant and
repeated findinas should be considered more susceptible to waste, loss,

unauthorized use, or misappropriation.

Manacement Raesponsiveness

Management's responsiveness to recommendations from its OIG, GAQ, and
other evalyation groups should be considered. This would include actions
taken to correct problems brought to management's attention as a result of
prior reviews. A lack of responsiveness suggests a higher deqree of

susceptibility to waste, loss, unauthorized use, or misappropriation.
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The list of control objectives contained in Appendices B and R-1 may be .
useful in identifyina certain risks that should be considered for each of
the proarams and functions being assessed.

PRELIMINARY EVALUATION OF SAFEGUARDS

The third step in the vulnerability asessment process is the making of a
praliminary judgment regarding the existence and adequacy of internal
control over the specific programs and administrative functions subiject to
the guidelines. The key consideration should be whether aopropriate
controls are inm place to prevent or at least minimize waste, loss,
unauthorized use, or misappropriation.

As stated, an in-depth review of the existine controls is not approoriate
at this stage. Rather, the evaluator's judgment should be based largely
on his or her knowledae of the existence and functioning of safequards
that protect the activity's resources from waste, loss, unauthorized use,
or mismanagement. However, the evaluation must be thouahtful and based on
a workinag knowledge of the proaram or administrative function. Judaments
made without knowledne of the situation are usually not sufficiently
reliable.

SUMMARIZING THE RESULTS OF THE VULNERABILITY ASSESSMENTS

The completion of the three steps permits the assessor to make an overall
assessment of (1) the adherence of the program or administrative function's
internal control system to at least some of the prescribed internal
standards, and (2) the vulnerability of the program or administrative
function itself. The assessment should be documented (see Exhibits 4 and 5
for suggested forms) and a conclusion reached as to overall vulnerability.
Care should be taken to ensure that the ratings, which can be a subjective
judgment or a numerical score, are done consistently throughout the entire
organization.
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Agency Component:
. Assessment of Compliance with Standards of Internal Control
ased on Completion Oof a vulnerability Assessment

Program/Administrative Function --

Standard Compliance Comments
('es, “09 'IJA)

Reasonable assurance

Attitude

Competent personnel

Internal control objectives*

Internal control technigues*

Documentation

Recording of transactions*
. Execution of transactions*

Separation of duties

Supervision

Access to Resources

OVERALL COMMENTS:

Prepared by Date

Reviewed by Date

*NOTE: Sufficient analysis will probably not have been done at this point
0 support an assessment of compliance with those standards marked
with an asterisk. [f that is true, mark N/A {net apolicable) in
the second column.

EXKRIRIT 4
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Agency Component:

Overall Vulnerability Assessment

Proaram/Administrative Function -

OVERALL EVALUATION OF GEMERAL CONTROL ENVIRONMENT:

ANALYSIS OF INHERENT RISK:

Factor Ratina Comments

Purpose and Characteristics
Budget Level

Impact Outside the Agency
Age and Life Expectancy
Degree of Centralization
Special Concerns

Prior Reviews

Management Responsiveness

Other Factors

OVERPALL EVALIATIOM OF INHERENT RISK:

PREL IMINARY EVALUATION OF SAFEGUARDS:

OVERALL VULNERABILITY:

OTHER COMMENTS (PROBLEMS REOUIRING IMMEDIATE ACTION, NEFICIENCIES NOTED,
ETC.)

Internal Control Review Scheduled For

To be Performed By:

Prepared by Date

Reviewed by Date

EXHIBIT §
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Problems or weaknesses requiring immediate corrective action may be
observed during the perfarmance of the vulnerability assessments. For
instance, a proqram may he assessed in which the controls are perceived to
be grossly inadeguate and there is a strong possibility of loss if
corrective action is not taken immediately. Such situations should be
brought to the attention of the appropriate agency official as soon as
possible in order that appropriate corrective actions can be taken
promptly.

DEVELOP PLAN FOR SUBSEQUENT ACTIONS

The next step in the process is to use the summarized vulnerability
assessments to determine appropriate subsequent actions. It is important
at this point to remember the overall objective of the internal control
evaluation process, namely, to bring about a strenqthening of internal
contro! systems in a cost-effective manner.

ine approach may be to classify the vulnerability of each of the proarams
and administrative functions subject to these guidelines in such a way as
to facilitate the establishment of a prioritized schedule for internal
contral reviews, 2.q., highly vulnerable, requiring a detailed review of
internal controls; moderately vulnerable, permitting less intensive and

Tess frequent internal control reviews; low vulnerability, etc.

Another approach would be to consider a series of options for each of the
program and administrative functions. This could be done by first
evaluating the degree and causes of the vulperabilities; then considering
management priorities, resource availability, and other management
initiatives underway; and finally determining the appropriate courses of
action, These might consist of:
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Scheduling and conducting an internal control review.

Requesting an audit.

Establishing increased or improved monitoring procedures.

Developing and conductina training proarams for the staff.

Issuing clarifying instructions.

Modifyina procedures or documents.

An aporoach such as the latter can help to ensure that resources devoted

to the internal control evaluation and improvement process are used in an

effective and efficient manner.
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CHAPTER ¥

INTERNAL CONTROL REVIEWS

An internal control review is .a detailed examination of a system of
internal control to determine whether adequate control measures exist and
are implemented to prevent or detect the occurrence of potential risks in
a cost effective manner.

/

Six recommanded steps for an internal control review are:

Ident1fication of the event cycles.

Analyses of the general control environment.

Documentation of the event cycla.

Evaluation of the internal controls within the event cycle.

Testing of the intarnal controls.

Reporting the results.

This Chapter describes how to perform these six steps.



IDENTIFICATION OF THE EVENT CYCLES

Event cvcles are the processes used to initiate and perform related

activities, create the necessary documentation, and gather and report
related data. In other words, an event cycle is a series of steps taken
to get something done., Each proaram and administrative function pérformed
within an agency or agency component contains orfie or more event cycles.
For example, an entitlement proaram could contain the followina event
cvcles: information qathering and verification, eligibility determination,
information processing and record keeping, payment, and monitoring. The
event cycles for an administrative function could include payroll,
procuremert of supplies and materials, correspondence handlina, etc.
(Appendices B and 8-1 present event cycles commonly found n Federal
fovernment agencies. The General Accounting 0ffice, orofessional
associations, and private organizations also publish lists of common event

cycles).

Fvent cycles orovide the focal points for the conduct of internal control
reviews. Accordinaly, the first step in the internal control review phase
1s to twentify the event cycles in the proaram or administrative function
which are subject to the quidelines and which are selected for an internal
control review. The sources of information for developing such a list
would be Appendix B or similar lists, the vulnerability assessment for the
proaram/function, legislation, reaqulations, policy statements, procedures
manuals, management interviews, etc, Exhibit 6 provides a form on which

the cycles can bhe listed.

A determination must then be made as to which event cycles are to be
reviewed. The results of the vulnerability assessment should be helpful
in makina this determination, with areas identified as the cause of a
hiahly vulnerable classification being aiven the highest oriority.

Documentation should be maintained.

V-2



Agency Component:

List of Event Cvcles Within Programs

and Administrative Functions

Program/Administrative Function -

Event Cyclas Comments
Prepared by Date
Reviewed by Date
EXHIBIT 6
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ANALYSIS OF THE RENERAL CONTROL EMNVIRONMENT

The environment in which the cycle operates has a maior impact on the
effectiveness of internal control. Therefore, an important part of an
internal control review is an evaluation of the general control
envirgnment, i.e., the management attitude, organization structure,
personnel, delegation and communication of authority and responsibility,
policies and procedures, budaeting and reporting practices, organizational
checks and balances, etc. Analysis of the general control environment

performed for the vulnerability assessment can be referred to and updated.

DOCUMENTATION OF THE FVENT CYCLE

The next step is to document the event cycle in order to obtain a thorough
understanding of how it operates. This is accomplished by interviewing
the persons involved in the cycle, reviewing existing documentation,
observing the activity, and then preparing either a narrative explanation
or a flow chart, accompanied by pertinent narrative nformation in
sufficient detail to permit an in-depth analysis of the existence and
adequacy of 1nternal controls. The documentation should identifv such
thinas as the procedures, the personnel performing the procedures, and the
forms and records developed and maintained.
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Reqardless of the method used, it is advisable to review the completed
documentation with the persons providing the information, and, if
necessarv, track one or two transactions through the process. Roth
orocedures will assure that the documentation and the understanding of the

cycle are accurate,

EVALUATION OF THE INTERNAL CONTROLS WITHIN THE EVENT CYCLES

The fourth step in the process is to evaluate the event cycle by reviewing
the documentation and deciding whether the system, at least as defined, is
sufficient to provide reasonable assurance that obligations and costs are
in compliance with applicable law; the agency's funds, property, and other
assets are properly safequarded; and the revenues and expenditures are
properly recorded to permit the preparation of reliable financial and
statistical information. The manner in which this is done is to:

Ascertain the control ohiectives for the event cycle. Control

obiectives are desired goals or conditions for a specific event cycle
that reflect the application of the overall objectives of internal
control to that specific cycle. I[f control objectives are achieved,
the potential for the occurrence of waste, loss, unauthorized use, or

misappropriation is sianificantly decreased.

The control objectives for an event cycle should be written. This
documentation should be reviewed to determine whether the 1ist of
objectives for each event cycle is complete, logical, and relevant to
the event cycle. If the control objectives are not adequately
documented, such documentation should be developed and maintained as
part of the overall documentation of internal controls.
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Examine the documentation and ascertain whether appropriate internal
control technigues are in place to enable the control objectives to be

met in an efficient and effective manner. [nternal control technigues
are the processes or documents that enable the control obiectives to
be achieved.

Control technigues should be defined in writing. This documentation
should be reviewed to determine whether it provides reasonable
assurance that the control objectives can be met in a consistent,
efficient, and effective manner. If the control technigues are not
adequately documented, such documentation should be developed and
maintained as part of the overall documentation of the internal

controls.

The relationship between this and the prior task and the inherent
risks in an event cycle cannot be overemphasized. Control objectives
are established because a risk exists; internal control technigues are
implemented to prevent the specific risk from occurring., For example,
a payroll system contains the risk of people aetting paid for time not
worked, An appropriate control objective would be that payments are
made only in return for services. An internal control technigque could
be that time sheets include approval by a supervisor that the payment

made is only for services actually performed.

It is important to remember that there are inherent 1imitations that
can constrain an agency's efforts to maintain effective internal
control, Examples include budget constraints, statutory or requlatory
restrictions, staffing limitations, and other priorities. These
constraints should be considered when evaluating the appropriateness

of the control objectives and internal control techniques.

ldentify whether there are any internal control techniques that are

excessive, therehy creating inefficiencies and unnecessary costs.
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A form that may be useful in documenting this information is presented 1n
Exhibit 7. Appendices\ﬂ and 8-1 presents aporopriate control objectives
for common event cycles. Similar lists can be obtained from the fGeneral
Accounting Office, professional associations, and private organizations'
publications.

The results of this process are an identification of (a) necessary internal
control techniques {whose functioning has to be tested, as discussed in the
next section); (b) control objectives for which the control techniques are
not adequate and system corrections must be made; and/or (c) control
technigues that are unnecessary and can be eliminated.

TESTING OF THE INTERNAL CONTROLS

The final step in an internal control review is the testing of the neces-
sary control techniques to determine whether such controls are functioning
as intended. This may be done by selecting a sample of transactions and
reviewinag the documentation for those transactions, as well as making other
observations and inquiries, and ascertaining whether the specified
techniques are satisfactorily emu]oyed: Varigus sampling procedures may be
useful for enhancing the effectiveness of this srocess. The testing of the

ADP systems may often require the use of advanced review procedures.

Somet imes 3 specified control technigue will appear to be inadequate for a
given condition or will not be functioning properly. In those instances,
the reviewer should evaluate whether personnel are compensating for the
shortcoming with other safequards, or whether compensating controls exist
in interrelated systems not subject to review.

The reviewer should complete this testina step by notina any necessary
control techniques not functioning as intended or not compensated for, He
should also consider how such shortcominas should be addressed, i.e., by
instituting new controls, improvinag existing controls, or accepting the
risk associated with the shortcomina. A form for such notations is
presented in Exhihit 3.
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Acency Comoonent:

List of Internal Controls

Program/Administrative Function -

Event Cycle

Control Obiectives

Control Technique

Strenath (S)
Weakness (W)
Excessive (E)

Comments

Prepared by

Reviewed by

Nate:

Date:

EXHIBIT 7
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Agency Component:

Tests of Internal Controls

Proaram/Administrative Function - Event Cycle
Comments
Necessary Control Functioning Adequate and
Technigques (Yes or No) {Yes or NMo) Recommendations
Prepared by Date
Reviewed by Date
EXHIBIT R
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REPORTING THE RESULTS OF THE INTERNAL CONTROL REVIEWS

Two types of reports should result from the internal control reviews. The
first are the reports for initiating corrective action, prepared for the
managers of the programs and administrative functions and other line
managers. These reports, which may be written or oral, are discussed in
the remainder of this chapter. The second type of report, discussed in the
next chapter, is necessary to support the agency head's statement to the

President and the Congress.

Reports intended to obtain corrective action should contain an ident1i-
fication of weaknesses within the system and recommendations as to how the
weaknesses can be corrected. Recommendations for possible wmprovements in
the economy and efficiency of the internal controls should also be made, if
appropriate,

More specifically, attention should be gqiven to the following:
In what ways is the aeneral control environment inadequate to
provide the necessary atmosphere for the appropriate functioning of

speci1fic controls? '

In what areas are necessary control technigues nonexistent or

inadequate?

In what areas are necessary control techniques not functioning as
intended?

In what areas are control techniques excessive, thereby fostering a

lack of economy or creating inefficiencies?
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In what ways are executive, leaqislative, or other management

requirements excessive, thereby creating inefficiencies?

These reports should include recommendations for how such situations could
be corrected or improved. In evaluating possible alternatives, considera-
tion should be given to the costs and expected benefits of changes in
order that control objectives can be achieved in a cost-effective manner.
While it is sometimes difficult to determine the exact costs and benefits
of suggested improvements, it is desirable at least to estimate these
amounts so that controls are not instituted that cost more than they

save,

FOLLOW-UP ACTIONS

Vulnerability assessments and internal control reviews and reports should
not be an end in themselves. The recommendations should be considered by
management on a timely basis and the appropriate corrective actions taken
as promptly as possible. A formal follow-up system should be established
that logs and tracks recommendations and target dates, provides assistance
for the development of plans for implementation of the corrections, and
monitors whether the chanaes are made as scheduled. The existing audit
follow=up system could be used for this purpose.
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CHAPTER VI

REPORTING UNDER THE FEDERAL MANAGERS' FINANCIAL INTEGRITY ACT

The Federal Managers' Financial Integrity Act of 1982 requires a statement
from each agency head to the President and to the Conaress as to whether
the agency has established a svstem of internal accountine and
administrative contrcl in accordance with standards prescribed by the
fomptroller General; and whether this system provides reasonable assurance
that:

L

Nbligations and costs are in accordance with applicable law;

Funds, property and other assets are safequarded against waste, loss,

unauthorized use, or misappropriation; and

Revenues and expenditures are properly racorded and permit the

preparation of reliable financial and statistical reports.

An agency that follows these quidelines will be able to comply with the
Act.

BASIC STATEMFNT

Specificallyv, an aaency following these aquidelines will have the following
in place:

* Responsihility for directing a proaram to comoly with the Act
assigned to a high level offigial.



Agency internal control directives, requlations and other
materials published and disseminated throughout the organization.

Documentation of the conduct and results of onaoina vulnerability
assessments and internal control reviews.

Nocumentation of corrective actions taken to strengthen the internal
control systems,

Inclusion of internal control elements in performance appraisals.

Written assurances from the designated senior official responsible
for coordinating the agencywide effort and the heads of the agency's
varigus organizational units, and cdmments from the [nspector General
or equivalent. (See Appendices C, D, and £ for examples)

The existence gf these elements, collectively, provides strong evidence
that management, and other personnel, throughout the organization, are
coanizant of the importance of internal control and that the necessary
evaluation and improvement processes are takina place. These are the two
major conditions that support transmittal of the reauired statsment.

MATERIAL WFAKNESSES

The Act also requires an agency to include within the statement to the
President and the Congress a report listing identified material weaknesses
in internal accounting and administrative control and a schedule for their
correction. A material weakness is a situation in which the desianed
procedures or the dearee of operational compliance therewith does not
provide reasonable assurance that the objectives of internal control
specified in the Act are beina accomplished. The size of the agencies and
the complexities of their activities are such that even though the elements
listed in the previous section are present, material weaknesses, as
defined, could exist.
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Another step, therefore, in preparing the statement to the President and
the Congress is for the senior official responsible for coordinating the
agencywide effort to use the internal reporting system described in
Chapter II to determine whether any material weaknesses in internal
accounting and administrative control of siagnificance to the President and
the Conaress wers uncovered by the evaluation process. If there were, a
brief description should be obtained along with the plans and schedule for
correcting the weakness. This information would be incorporated into the
report.

Finally, the report can and should be used to demonstrate that the planned
corrective actions have heen taken. This can be done by including in the
statement the status of actions taken to correct weaknesses in internal
accounting and administrative control identified in prior years'

statements.

CLASSIFIED MATTERS

The statement must also be made available to the public. However, relevant
informatton that is (1) specifically prohibited from disclosure by any
pravision of law; or (2) specifically requirsd by Executive order to bhe
kept secret in the interest of national defense or the conduct of foreign
affairs, should not be included n the statament made available to the
publie,

A recommended statement format is provided in Appendix F.
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GLOSSARY

Agency -- Any executive department or independent establishment in the
Executive branch of the Government but not including any Government
corporation or agency subject to the Government Corporation Control
Act, nor the United States Postal Service.

Agency Component -- A major organization, program, or functional

subdivision of an agency having one or more separate systems of

internal control.

Assessable Unit -- A proaram or administrative function or subdivision

thereof which is to be the subject of a vulnerability assessment.

Control Objective -- A desired goal or condition for a specific event

cvcle that reflects the application of the overall abjectives of
. internal control to that specific cycle.-’-‘-/

Event Cycle -- The processes used to initiate and perform related
activities, create the necessary documentation, and gather and report
refated data.

1/ Control objectives are not absolutes, Since the achievement of

= control objectives can be and is affected by such factors as budget
constraints, statutory and requlatory restrictions, staff limitations,
and cost-benefit considerations, the lack of achievement of control
objectives does not necessarily represent a defect or deficiency in
internal control.




General Control Environment -- Yarious environmental factors that can

influence the effectiveness of internal controls over oroqram and

administrative functions,

Inherent Risk -- The inherent potential for waste, loss, unauthorized uss,

or misappropriation due to the nature of an activity itself.

Internal Control -- The steps that an agency takes to provide reasonable

assurance that obligations and costs are in compliance with
applicable law; funds, property, and other assets are safeauarded
against waste, loss, unauthorized use, or misappropriation; and
revenues and expenditures applicable to agency ooerations are
properly recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to

maintain accountability over the assets.

Internal Control Peview -- A detailed examination of a system of internal

control to determine whether adequate control measures axist and are

implemented to prevent or detect the accurrence of ootential risks in

a cost effective manner,

Internal Control System -- The sum of the oraanization's methods and

measures used to achieve the objectives of internal control,

Internal Control Technigue -- A process or document that is heing relied

on to efficiently and effectively accomplish a control objective and
thus help safequard an activity from waste, loss, unauthorized use,

or misappropriation.



Material Weakness -~ A situation in which the desianed procedures or deqree

of operational complianca therewith does not provide reasonable
assurance that the objectives of internal control specified in the Act

are bheing accomplished.

Vulnerability Assessment -- A review of the susceptibility of a program or

function to the occurrence of wastae, loss, unauthorized use, or
misappropriation.






APPENDIX A

SAMPLE PARTIAL INVENTNRY OF CNMPONENTS,
PROGRAMS, AND ADMINISTRATIVE FUNCTIONS

This appendix illustrates an aporoach that a denartment/agency might use 0 -~
inventory its components and programs and administrative functions for
purpcses of conducting vulnerability assessments. The example is based on
operations of the Department of Commerce,

Program and Administrative
Component (1) Function (2)

Patent and Trademark Nffice Patent process
Trademark process
Information dissemination
Administration

National Rureau of Standards Measurement, research, and
standards
Enainaering measurements and
standards
Comouter sciences and tachnoloay
Central technical support

Administration

National Technical Information 8

Service

Bureau of the {ensus §

0ffice of Administration Program planning and oersonnel
Information and resource

management

Operations/general services
Controller's office activities

0ffice of the [nspector General Audit
Investiqative
Policy and planning

0ffice of General Counsel )

0ffice of Public Affairs §

0ffice of Conaressional Relations §

TI) This 15 a partial listina. Other bureaus would also be included as
individual comoonents.

(2) Proorams and admimistrative functions have only been included for a few
components. In actual use proarams and administrative functions for
the other commonents would also be listed.
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APPENDIX R

COMMON EVENT CYCLES AND SUGGESTED CONTROL OBJECTIVES

IN FEDERAL AGENCIES

This appendix presents a list of event cycles commonly found in Federal

agencies and agency components. Alsgo included are certain types of assets
that are highly susceptible to loss and for which controls are vital, e.q.,
cash, materials and supnlies. Finally, the list provides suggested control

cbiectives for each svent cycle/type of asset.

The purpose of the list is to help agencies and agency components identify
the event cycles and types of assets and control objectives that need to be
considered when performing internal control reviews. The list is neither
all-inclusive nor mandatory. Aaencies will probably operate event cycles
not included on the list and certainly will not operate all cycles included
in the list. Also, internal control objectivas listed may not be appro-
priate for a particular situation. Accordinaly, each agency should use this
list as a guide to identify event cycles and develop -internal control
objectives for its programs and administrative functions that are covered by
these quidelines. (Similar lists are available from the General Accounting

0ffice, professional associations, and private organizations.)
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Finally, in establishing control objectives and control techniques, as well
as in performing internal control reviews, agencies should be mindful of the
inherent limitations (budaet constraints, statutory and requlatory restric-
tions, staffing limitations, etc.) which constrain agency action. The lack
of achievement of control objectives due to these systemic limitations or
cost-effectiveness considerations cannot and should not be considered

defects or deficiencies in internal controls.

1. OPERATIONS CYCLES

The operations cycles are intended to encompass the agency's program
activities that are subiect to these auidelinas. The differences in
agency missions make it impossible to develop a representative list of
operations cycles and corresponding control objectives. Hence, each
agency/agency component should examine its own oroarams and define the
appropriate event cycles and control objectives.

The, followinag are the operations cycles for some typical government

programs and the internal control objectives for these cycles.

Production Activities

The primary internal control objectives normally associated with

production activities include the following:

(1) A production plan is authorized defining the products to be
manufactured, the timina and quantities of production, and the
needed nventory levels.

(2) Lead time schedules are timely and accurate, and permit realistic
due dates.

(3) Product quality and enqineering standards exist and are monitored
to ensure that quality products are produced as efficiently as
possthle.
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(4)

(5)

(6)

(7)
(8)

Production controls exist to ensure that the plant is operating
with the optimum mix of resources including labor, equipment, and
materials.

Production controls exist to prevent the manufacture of
unauthorized products or quantities of products.

Resources used and products completed are timely and accurately
reported.

Production costs are computed accurataly and recorded timely.
Recorded balances of inventory, property, and related actiwvity
are periodically substantiated and evaluated.

Loans and Loan Guaranties

The primary internal control objectives normallv associated with loans

and loan quaranties include the following:

(1)

{2}

(3)

(4)

(5)

(6)

Applications for loans and loan guaranties are evaluated for
appropr iateness of eligibility, collateral, 1f required, and
other qualifying criteria prior to approval.

Security interest in property used as collateral is properly
recorded, filed, and documents secured by a responsible
custodian.

Accurate receivables agings are prepared systematically and
timely,

Loan and loan quaranty repayments are collected, controlled and
reported in a manner that is consistent with applicable
appropriations, other law, and policy.

Periadic estimates are made of uncollectible loan balances with
such estimates timely reported to management.

Proper write-off, conversion, and settlement or forgiveness of
delinguent loans is assured.
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Grants

The primary internal control objectives normally associated with grants

include the following:

(1)

(2)

Accurate maintenance of the factors used in distribution formulas
for entitlement grants.

Grantees' program eligibility requirements are sufficiently
detailed to ensure that the program beneficiaries and other
interested parties understand the qualifications to receive
prescribed benefits.

Grantees maintain sound organizational, budgetary and accounting
systems that are periodically reviewed and evaluated.

Grantees' procurement procedures comply with reaulations.
Grantees properly maintain, safeguard, and account for
government-financed property and equipment.

Grantees maintain current cost allacation plans and overhead
rates.

Grantees are paid only for allowable costs and amounts.
Financial and compliance audits of grantee activity performed at
least once every two years.

Prompt and appropriate grant close-cut actions are taken.

INTERNAL MANAGEMENT AND ADMINISTRATION CYCLES

Orqanization

The primary internal control objective normally associated with

organization includes the following:

(1)

Responsibility for the performance of all duties is specifically
assigned and appropriately separated along with necessary
delegations of authority to sufficient numbers of aualified
employees.
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Personne! Policies and Practices

The primary internal control objectives normally associated with personnel

policies and practices include the following:

(1) Personnel ceilings are strictly enforced.

(2) Recruitment, training, evaluation, and termination practices are
operating in accordance with applicable laws and requlations and
in a manner that promotes economy and efficiency of operations.

(3) Appropriate standards of conduct are communicated and enforced.
(4) Employment records are promptly, completely and accurately -
estalished with proper safequards against unauthorized access or

the preparation of ficticious records.

Administrative Support Services

The primary internal control objectives normally associated with

administrative services include the followina:

(1) Services provided meet the organization’s legitimate needs.
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(2) SerQices are conducted in a manner that promotes economy and
efficiency in operations.

(3) Safeauards exist to prevent unauthorized or wasteful use of such
services.

{See Appendix Be1)

Advisory and Technical Services

The primary internal control obiectives normally associated with

advisory and technical services include the followinag:

(1)  Services provided meet the organization's leaitimate needs.

(2) Services are conducted in a manner that promote economy and
efficiency in operations,

(3) Safequards exist to prevent unauthorized or wasteful use of such

sarvices.

Security and Safeauarding of Classified Material

The primary internal control objectives normally associated with

security and safequarding classified material are the following:

(1) Documents are appropriately classified.
(2) Appropriate safequards exist to prevent unauthorized access to

classified materials,
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Addit Followup

. The primary internal control objectives normally associated with audit

followup include the followina:

(1}

(2)

(3)

{6)

(7

(8)

(9)

Audit resolution and corrective actions pertaining to audit
recommendations are made on a timely basis.

Audits resolved and corrective action on audit recommendations are

scheduled in accordance with specific criteria.

Accurate records of the status of audit reports and recommendations
are maintained through the entire process of resolution and

corrective action.

Major disagreements between the audit organization and agency

management or contracting officials are resolved on a timely basis.

Resolution actions are consistent with law, reaqulation, and

Administration policy.

Resolution and correction action on recommendations involving more

than one program, agency, or level of government are coordinated.

Required reports are reliable, accurata, and submitted on a timely

basis.

Claims arising from audit disallowances are promptly recorded as
receivables and collected in accordanc2 with the Federal Claims
Callection Act.

Interest on audit-related debt is charged promptly, without regard
to whether the disallowance is or will be appealed.
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IT1. INFORMATION PROCESSING AND REPORTING CYCLES

Information Collection

The primary internal control obijectives normally associated with

information collection are the following:

(1)  Information collected is meaninaful and usefu!l.
(2) Information collected is reliable.
(3) Information is arranced in an orderly fashion,

(8) Information is maintained on a current basis.

Correspondence Handling

The primary internal control objectives normally associated with

correspondence handling are the following:

{1) Correspondence is channeled to the appropriate parties.

(2) Replies are made promotly, accurately and responsively.

Records Maintenance

The primary internal control objectives normally associated with

records maintenance are the followina:
(1)  Records are readily available.
(2) Records are adequately protected.

(3) Only necessary records are retained.

Automatic Data Processing

The primary internal contro! objectives normally associated with
automatic data processing are as follows:
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(1)

(2)

(3)

(4)

Proper authorization of transaction inputs, adequate edit checks,
and necessary safequards of sensitive input forms to insure
accurate, proper, complete and timely entry of information.

Data is safequarded to prevent unauthorized access, improper
chanaes, or loss.

Appropriate controls exist to detect unauthorized use of the
system,

Outputs produced accurately, completely and timely.

ASSET AND LIABILITY CYCLES

Cash

The orimary internal control objectives normally associated with cash

include the followina:

(1)

(2)

(3)

(4)
(5)

Physical security safequards maintained where cash is stored and
processed.

Cash, check sianing machines, sianature dies, and blank,
partially prepared, mutilated, and voided checks are protected
from unauthorized use.

Receipts are recorded properly and timely and deposited promptly.
Disbursements are recorded properly and timely.

Effective cash management system is maintained.

Negotiable Instruments and Other Investments

The primary internal control objectives normally associated with

neqotiable instruments and other investments include the following:

(1)

(2)

Physical security safequards are maintained where negotiable
instruments and other investments are stored and processed.
Ronds, drafts, and other securities are orotected from
unauthorized use.
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(3) Timely and accurate accounting is maintained.

{4) Investments comply with leaal reguirements.

(=) Interest and other investment income is collected promptly when
due.

Letters of Credit
The orimary internal control objectives normallv associated with
Tetters of credit include the following:

(1) Letters of credit are issued only to large dollar recipients who
have a continuing relationship with the Federal Government and an
adeguate cash management system.

(2) Amounts available under letters of credit do not exceed available
award authority or immediate cash needs. |

(3)  Assurance exists that funds are used only for intended purpose.

(4) Cash balances in recipients' hands do not exceed recipients’
needs.

Receivables
The primary internal control objectives normally associated with
receivables include the followina:

(1) Prompt and accurate recording of all receivables.

(2) Ability to determine and report sources and age of receivables.

(3) Continuous and timely attempts are made to coliect receivables
due.

(4) ldentification of the portion of the receivables that may not be
collectible.

(5) Vvalidity of write-offs, conversions, and settlement or
foraiveness of receivables.

(6) Repayments collected, controlled and reported in a manner
consistent with applicahble law and requlations.

{(7) Title to property used as collateral is properly recorded, filed,
and secured.
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Capital Assets and Material Inventories

The primary intarnal control objectives normally associated with

capital assets and material inventories include the following:

(1)
(2)

(3)

(4)

(5)

(6)

(7}

(2)

fnly authorized and needed property is procured.

Receipts of property are recorded timely and accurately in source
documents and accounting records.

Netailed subsidiary records are maintained for individual capital
assets and significant catégories of material inventories and are
periodically reconciled to contral accounts.

Periodic physical verification is made of the existence and
condition of property and inventories.

Physical security measures are commensurate with the size, type,
and value of property.

[ssues, transfers, retirements, and losses are reported and
accounted for timely.

Assets are properly requisitioned and used exclusively for’
government activities.

Records of asset use are accurately maintained.

Payables, Debt, and Qther Liabilities

The primary internal control objectives normally associated with

payables, debt, and other liabilities include the following:

(1)

(2)

(3)

All payables and other claims against the Government are recorded
promptly and accurately.

Prepayment examinations and certifications of performance are
made to ensure validity and clerical accuracy of claims prior to
payment,

Debt and other long-term liabilities are properly authorized,
recorded and serviced in accordance with aoplicable laws and
requiations.
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Fiduciary and Trust Funds

The primary internal control objectives normallv associated with

fiduciary and trust funds include the followina:

(1)
(2)

(3)

(2)
(5)

Liabilities to others are recorded properly.

Detailed subsidiary records are maintained and are periodically
reconciled to control accounts.

Funds are handied in accordance with applicable law and
regulations.

Fffective control is maintained by responsible officials.
Renefits and other disbursements are subject to comparahle
controls to other pavments,

RECEIPTS CYCLES

Taxes and Duties

The primary internal control obijectives normally associated with taxes

and duties include the followina:

(1)

(2)
(3)
(4)

(5)
(6)

Taxing programs are applied to all individuals and oraqanizations
subject to taxes.

Tax returns and assessments are reasonably correct.

A1l receipts are recorded accurately and timely.

Receipts are safequarded while in the custody of the agency and
promptly transferred to the Treasury.

Settlements, allowances, and refunds are properly authorized.
Taxing programs are administered in accordance with applicable
laws and reaulations.

Services Rendered

The orimary internal control objectives normally associated with

services rendered include the folinowing:
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(1) PRevenues are racorded immediately as services are rendered with
accounts receivable promptly set up and billed on a timely basis
if not paid in full,

(2) Receiots are recorded accurately and timely,

(3) Receipts are safequarded while in the custody of the agency and
promptly transferred to the Treasury.

(4) Services randerad and related charges are conducted in accordance
with applicable Taws and requlations.

Nther Sales
The primary internal control objectives normally associated with other

sales include the following:

(1) Sales are recorded immediately as items are sold with accounts
receivable promptly set up and billed on a timely basis for
non-cash sales.

{2) Receipts are recorded accurately and timely.

(3) Peceipts are safequarded while in the custody of the agency and
are promptly transferred to the Treasury.

{4) Sales of qoods, property, eaquipment, bonds, notes, and other
items are conducted 1n accordance with aoplicable laws and

requlations.

Fines, Penalties, and Judaments

The primary internal control objectives normally associated with fines,

penalties, and judaments include the following:

(1) Fines, penalties, and judgments are levied on or sought from
individuals and organizations as required by laws or requlations,
(2) Fines and penalties are charged at the proper statutory rate.
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(3
(4)

(5)

All receipts are recorded accurately and timely.
Receipts are safequarded while in the custody of the agency and
are promptly transferred to the Treasury.

Rescissions and forgivenesses are properly authorized.

Other Receivable Collections

The primary internal control objectives normally associated with other

receivable collections include the following:

(1)
(2)

(3)

All receipts are recorded accurately and timely.

Receipts are safequarded while in the custody of the agency and
are promotly transferred to the Treasury.

Procedures for effecting collection, including offset and

installment payments, are utilized on a timely basis.

Nther Receints

The primarv internal control objectives rormally associated with other

] .
receipts 1nclude the following:

All receipts are recorded accurately and timely.

Receipts are safeauarded while in the custody of the agency and
are promptly transferred to the Treasury,

Monies are requested and received in situtions where warranted in

accordance with applicable law and reaulations.

EXPENDITURE CYCLES

Payroll, Pensions and Other Fringe Renefits

The primary internal control obiectives normally associated with

payroll, pensions and other frinae henefits include the followina:
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(1) Appropriate authority exists for the appointment, change, and
‘ termination of all personnel.

(2) Compensation and benefit payments are in accord with current
statutory or regqulatory limitations.

(3) Payments are made only in return for services rendered.

(4) Gross and net payroll amounts and payroll deductions are correct.

(R) Payroll charges, includina fringe benefits, are recorded and
distributed promptly.

(A} Timely, accurate and complete subsidiary records are maintained

of vacation, sick leave and other balances.

Federal Assistance Payments to Other Governmental Units and

Individuals
The primary internal control objectives normally associated with
Federal assistance payments to other governmental units and individuals

include the followina:

(1) Disbursements are valid and properly approved.

(2) Disbursements are recorded promptly and accurately to the
aporopriate accounts.

(3) Payments are within budget limits and in accordance with
applicable laws, requlations, and aareements.

(4) Payments are made only to eligible recipients for eligible costs.

(5} Payments are made promotly and in full.

Procurement and Acoyisition

The primary internal control objectives normally associated with

procurement and acguisition include the followina: .

(1) All purchasas are authorized within budget limits and made in
accordance with applicable laws, requlations, and agreements.
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(2)

(3)

(4)

(5)
(6)

Government has paid lowest prices commensurate with quality,
service, delivery and reliability.

Purchases and acauisitions are received and examined for
accentability.

Disbursements are valid and properly aporoved.

Disbursements are made on a timely basis,

Disbursements are recorded promptiy and accurately to the

aporopriate account,

Travel Advances and Reimbursements

The primary internal control cbiectives normally associated with travel

advances and reimbursements include the followina:

(N

(?)

(3)

(8)

Travel reimbursements and advances orovided only for properly
authorized travel .,

Amounts paid are in accordance with applicable government travel
regulations,

Reimbursements are timely, properly abproved, and properly
recorded to the appropriate account.

Advances are liguidated within reasonable time periods.

Other Expenditures

The primary internal control objectives normally associated with other

expanditures include the following:

(1)
(2)

(3)

Expenditures are valid and properly approved.

Expenditures are recorded promptly and accurately in the
appropriate accounts.

Debt service requirements, refunds, valid claims and other
appropriate pavments are made timely in full accordance with
apolicable laws, reaulations, and agreements.
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APPENDIX B-1

SUGGESTED CONTROL ORJECTIVES FOR SELECTED ADMINISTRATIVE
SUPPORT SERVICES

Included in Appendix B are suaaested control objectives for the generic
category administrative support services. The Office of Management and
Budget has developed a series of model control systems for specific
administrative support services. This Appendix presents suagested control
obijectives for selected administrative services drawn from those control
models,

Periodicals, Pamphlets, and Audiovisual Products

Periodicals, pamohlets, and audiovisual products are related to agency
mission, contribute to solution of an identifiable need, and are
appropriate in format and scope for the intended audienca.

Periodicals, namphlets, and audiovisual products are not duplicative of

other materials that convey the same message.

Periodicals, pamphiets, and audiovisual products are produced or

acquired in a cost-effective manner.
Completed periodicals, pamphlets and audiovisual products are

consistent with planned product and distributed in conformance with
approved distribution plan.
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Consultina and Related Services

Services are secured for an appropriate purpose, i.e., to obtain .
specialized opinions or professional or technical advise which does

not exist or is not available within the agency or another agency,

outside points of view to avoid excessively limited judgments on

critical issues, advice regardina developments in industry,

university, or foundation research, opinion of noted experts whose

national or international prestige can contribute to the success of

important projects, or assistance to complete a necessary project

within a specified period of time.

Services are not used to perform work of a policy/decision-making or
managerial nature that is the direct responsibility of agency
officials; or to bypass or undermine personnel ceilinas, pay
limitations, or competitive employment orocedures; or to aid in
influencing or enacting legislation.

Services are secured through maximum competition, without preference
to former qovernment employees.

Payments for services bear a relation to work completed.

Services provided meet the organization's specific needs and advice
and recommendations are implemented, unless there are valid reasons to
the contrary.

Long=~Term Trainina

Lona-term training is orovided only when the necessary set of
knowledges or skills requires a comprehensive study program which
cannot be accomolished by a series of unconnected short-term courses;
the time span for the acquisition of the knowledae or skill is such
that a concentrated or long-term program is most feasible; and the set
of knowledges or skills is so complex, new, or unique that it cannot
be readily obtained on a short-term basis or through other means.
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Space

Nominees continue in agency service for an appropriate period
following completion of long-term training.

Long=-term training is relevant to selected employees' current and/or
projected assignments, required skills and knowledge, individual
development plan, and career potential; and is appropriata for his or
her commitment to the organization and Federal service.

Acauisition and Utilization

Need for and intended use of space is adequately justified.
Requesting unit conforms with space allowance standards.

Request cannot be met by realigmment of existing space assignments or
use of vacant or under-utilized space.

Space is leased on the most favorable basis to the Government, with
due consideration to maintenance and operational efficiency.

Lease charges are consistent with prevailing scales in the community
for comparable facilities,

Legal requirements, e.q., facilities for the handicapped, fire safety
features, are satisfied.

Lease contains provisions necessary to administer the agreement, such
as duration of lease, including clearly stated renewal rights; base
for future escalations; liquidated damages provision; stated costs for
overtime usage; and termination rights.

Lease conforms with agency and Administration gqoals and priorities and
leqgal reauirements.
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APPENDIX C

SAMPLE LETTER FOR WRITTEN ASSURANCE TO THE

AGENCY HEAD FROM DESIGNATED SENIOR OFFICIAL

Dear {agency head):

In accordance with your delegation of responsibilities to me, [ have
directed an evaluation of the system of internal accounting and
administrative control of (name of agency) in effect during the year ended
—+ As required by the Federal Managers Financial Integrity Act, this

evaluation has been conducted in accardance with Guidelines for the

Evaluation and Improvement of and Reportina on Internal Control Systems in

the Federal Government, issued by the Director of the Office of Management

and Budaet, in consultation with the Comptroiler General, and accordingly
included an evaluation of whether the system of internal accounting and
administrative control of (name of agency) was in compliance with the
standards orescribed by the Comptroller General.
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The objectives of the system of internal accounting and administrative ‘

control of the (name of agency) are to orovide reasonable assurance that:

-- (Obligations and costs are in compliance with applicable law:

-- Funds, property, and other assets are safequarded against waste,
loss, unauthorized use, or misappropriation; and

-- Revenues and expenditures applicable to agency operations are
properly recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to

maintain accountability over the assets.

The concept of reasonable assurance recognizes that the cost of internal
control should not exceed the benefits expected to be derived therefrom,

and that the benefits consist of reductions in the risks of failing to

achieve the stated objectives. FEstimates and iudgments are reguired to
assess the expected benefits and related costs of control procedures.
Furthermore, errors or irregularities may occur and not he detected hecause
of inherent limitations in any system of internal accountina and
administrative control, including those limitations resulting from resource
constraints, Congressional restrictions, and other factors. Finally,
projection of any evaluation of the system to future periods is subject to
the risk that procedures may be inadequate hecause of changes in conditions
or that the degree of compliance with the procedures may deteriorate.
Nonetheless, 1 have taken the necessary measures to assure that the
evaluation, identified n the first paragraph, has been conducted in a

thorouah and conscientvou; manner,
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The resylts of the evaluation, assurances given by heads of orqaniza-
tional units, and other information provided indicate that the system of
internal accounting and administrative control of {name of agency) in
effect during the year ended (date), taken as a whole, complies with the
requirement to provide reasonable assurance that the above-mentioned
objectives were achieved within the Timits described in the preceding
paraqgraph. The evaluation, however, did disclose the following material
weaknessaes= :

(LIST OF MATERIAL NEAKNESSES)-I-/

Attachment A to this report contains the recommended plans and schedules
for correctina such weaknesses,~ and the status of actions taken to
correct weaknesses identified in prior vears' reports.—=

(SIGNATURE)

1/ If there are no material weaknesses, this sentence should be deleted,
and there would be no list or portion of Attachment A containing plans
and schedules for correcting such weaknesses.

2/ If there were no actions taken durina the past year to correct
weaknesses, or no identified weaknesses for which corrective actions
remain to be taken, this phrase would be deleted.
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APPENDIX D

SAMPLE LETTER FOR WRITTEN ASSURANCE TO THE

AGENCY HEAD FROM THE HEAD OF AN ORGANIZATIONAL UNIT

Near (agency head):

As (title) of the {name of organizational unit) of the (name of agency), I
am cognizant of the importance of internal controls. [ have taken the
necassary measures to assure that. the evaluation of the system of internal
control of (name of organizational unit) has been conducted in a
conscientious and thorough manner in accordance with Guidelines for the

Evaluation and Improvement of and Reporting on Internal Contral Systems in

the Federal Government, issued hy the Director of the Office of Management

and Budget, in consultation with the Comptroller General, and accordingly
included an evaluation of whether the system of internal accounting and
administrative control of (name of agency) was in compliance with standards

prescribed by the Comptroller General.

The objectives of the system of internal accounting and administrative

control of the (name of agency) are to provide reasonable assurance that:

-- 0Obligations and costs are in compliance with applicable law;

-- Funds, property, and other assets are safeauarded against waste,
loss, unauthorized use, or misappreoriation; and
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-- Revenues and exoenditures applicable to agency operations are
properly recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to

maintain accountability over the assets.

The concept of reasonable assurance recognizes that the cost of internal
control should not exceed the benefits expected to be derived therefrom, and
that the benefits consist of reductions in the risks of failing to achieve
the stated objectives. Estimates and judgments are reguired to assess the
expected benefits and related costs of control procedures. Furthermore,
errors or irregularities may occur and not be detaected because of inherent
Timitations in any system of internal accounting and administrative control,
including those 1mmitations resulting from resource constraints,
Conaressional restrictions, and cther factors. Finally, projection of any
evaluation of the system to future periods is subject to the risk that
procedures may be inadequate because of chanaes in conditions or that the

degree of compliance with the procedures may deteriorate.

The results of the evaluation, performed in accordance with the guidelines
ident1fied in the first paragraph, and other information provided indicate
that the system of internal accounting and administrative control of
(organizational unit) in effect during the year ended (date), taken as a
whole, complies with the reaquirement to provide reasonable assurance that

the above-mentioned objectives were achieved within the limits described in
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the preceding paragraph. The evaluation, however, did disclose the

1
following material weaknesses—/:

(LIST OF MATERIAL WEAKNESSES)H ‘

Attachment A to this report contains the (name of organizational unit's)
. )

plans and schedules for correcting such weaknesses,-/ and the status-

of actions taken to correct weaknesses identified in prior years®

2
reports .—/

1/ IT there are no material weaknesses, this sentence should he deleted,
and there would be no list or portion of Attachment A containina plans
and schedules for correcting such weaknessas.

2/ If there were no actions taken during the past year to correct
weaknessas, or no identified weaknesses for which corrective actions
remain to be taken, this phrase would be deleted.
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APPENDIX E

SAMPLE LETTER FOR COMMENTS TO THE AGENCY HEAD

FROM THE INSPECTOR GENERAL OR EQUIVALENT

Dear (agency head):

I have conducted a limited review to detsrmine whether the evaluation of the
system of intarnal accounting and administrative control, as described in

Guidelines for the Evaluation and Improvement of and Reporting on Internal

Control Systems in the Federal Govermment, issued -by the Director of the

0ffice of Management and Budget, in consultation with the Comptroller
General, has been carried out in a reasonable and prudent manner in the
(agency) for the year ended (date}. Nuring this limited review, nothing
came to my attention that would indicate that the (agency) did not comply
with the above-mentioned quidelines.

(SIGNATURE)
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APPENDIX F
SAMPLE INTERNAL CONTROL STATEMENT
{AND REPORT, IF APPLICABLE)A!

Dear Mr. President:

An evaluation of the system of internal accounting and administrative
control of (name of agency} in effect during the year ended (date) was
performed in accordance with Guidelines for the Evaluation and Improvement

of and Reporting on Internal Control Systems in the Federal Government,

issued by the Director of the O0ffice of Management and Budget, in consylta-
tion with the Comptroller General, as required by the Federal Managers'
Financial Integrity Act of 1982, and accordingly included an evaluation of
whether the system of internal accountina and administrative control (name
of agency) was in compliance with the standards prescribed by the
Comptroller General.

The objectives of the system of internal accounting and administrative

control of the {name of agency) are to provide reasonable assurance that:

-- Obligaticns and costs are in compliance with aoplicable law;

-- Funds, property, and other assets are safequarded against waste,
loss, unauthorized use, or misappropriation; and

-- Revenues and expenditures applicable to agency operations are
properly recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to
maintain accountability over the assets.



The concept of reasonable assurance recognizes that the cost of internal
control should not exceed the benefits expected to be derived therefrom,
and that the benefits consist of reductions in the risks of failing to
achieve the stated objectives. Estimates and judgments are required to
assess the expected benefits and related costs of control procedures.
Furthermore, errors or irreqularities may occur and not be detected because
of innerent limitations in any system of internal accounting and admin-
istrative control, including those limitations resulting from resource
constraints, Congressional restrictions, and other factors. Finally,
projection of any evaluation of the system to future periods is subject to
the risk that procedures may be inadegquate because of changes in conditions
or that the dearee of compliance with the procedures may deteriorate.

The results of the evaluation described in the first paragraph, assuyrances
given by appropriate (name of agency) officials, and other information
provided indicate that the system of internmal accounting and administrative
control of (name of agency) in effect during the year ended (date), taken as
a whole, compiies with the reguirement to provide reasonable assurance that
the above-mentioned objectives were achieved within the limits described in
the precedina paragraph. The evaluation,. however, did disclose the
following material weaknessesg :

(LIST OF MATERIAL NEAKNESSES)}-/

Attachment A to this statement contains the (name of agency) plans and
schedules for correcting such weaknesses,— and the status of actions

. . . . 3
taken to correct weaknesses identified in prior years' raports.,—

( STGNATURE)

1/ If material weaknesses in systems subject to these guidelines are found,
this sample constitutes the statement and report regquired by the -Act.
If material weaknesses are not found, this sample, as adjusted,
constitutes the statement required by the Act.

2/ If there are no material weaknesses, this sentence should be Qeleted,
and there would be no list or portion of Attachment A containing plans
and schedules for correcting such weaknesses,

3/ If there were no actions taken during the past year to correct
weaknesses, or no identified weaknesses for which corrective actions
remain to be taken, this phrase would be deleted.
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APPENDIX V

Quick Reference To Work Steps
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APPENDIX 'V

PREFACE

Appendix V sequentially schedules the work steps for each
task under the four major audit segments. Each work step is
referenced to the page where it is listed in the Audit Method-
ology portion of the Manual. The schedule identifies, for each
work step, the type of audit(s) (i.e., entire agency, a compo-
nent thereof, or specific system) for which the step is normally
applicable. Also, the schedule identifies the main source(s) of
the information needed to perform the work step. Finally, the
schedule lists the main output (i.e., workpapers or other docu-
menation) developed in carrying out each work step, and refer-
ences the work step to Appendix VI, which fully describes the
documentation and contains sample formats. The illustrative
schedule on page V-3 further describes the structure and content

of the work step schedules.






This quick reference to the work steps in the CARE-based audit methodology
to review and evaluate the operations of agency accounting and financial
management systems is designed to provide audit staff trained and familiar
with the audit methodology a quick reference to the work steps. This appendix
comsists of the following five segments:

—--Guidance on how to use this appendix.

--General Risk Analysis Segment.

--Transaction Flow Review and Analysis Segment.

--Compliance Tests and Analysis Segment.

~—-Substantive Tests and Analysis Segment.



GUIDANCE ONH HOW TO USE THIS

APPENDI X



SEGMENI: THIS SECTIQN IDENTIFIES THE
SEGMENT OF THE WORK
L3
TASK t This section ldentifies The PERFORM
Task To Be Accomplished STEPS MAIN SOURCE FOR INFORMATION MAIN APPEN~
ouT-] DX vIi
! Prior PUT | REFER-
Budget Audit ADP Agency ENCE
Considering {Considering|{Considering Raquests |Reports| Manuals| Flles
Entire Components Speciflc Prior Appro=- Such As and and
Agency ot Agency FiA Agency pria- GAO Docu~- Docu=-
as Entity Agency System(s) Work Manuals tions and 16 ments ments
Page OBJECTIVES: This section presents
Reterence the work objective to
be achieved,
This sec~|] WORK STEPS: This section sets forth
tion pro- the specliflc work steps Thls sectlion Indlcuﬁes the This section indicates the major This section
vides the to be done, work steps to be done based sources of the Iintormation provides to
page ref- on the work scope selected neaded to accomplish each the [tems of
erence In tor a particular raview, work step. documentation
the audit to be pro~
methodol- duced that
ogy that are lilustra-
discusses ted In Appen-
the task, dix Vi,
work ob-
Jective,
and work
steps,




GENERAL RISK ANALYSIS
SEGMENT




The Ganara! Risk Analysls Segment Includes the following Tasks:

Task

Task

Task

Task

Task

identify and Document Speciflc Responsibliities, Authorlized Resources,
and Organizational Structure of the Agency or Major Organizational Component
ot the Agency,

Identity and Docoument the General Control Environment of the Agency or Major
Organizattonal Component of the agency,

Identify and Document the Financlal Management Structure of the Agency or
Major Organizatlional Component of the Agency,

identify and Document Accounting Standards, Other System Requirements, and
Internal Contrel Requlirements-=Control Objectives-~For the Agency's Systems,

Complete an IniTtlal Risk Rankling of the Agency's Accounting and Financial
Management Systems, ’



SEGMENT:

TASK 1 3

GENERAL RISK ANALYSIS

identlfy and Document Specitic Respon~
siblllities, Authorized Resources, and
Organlzational Structure of the Agency
or Major Organjzational Component of
the Agency

PERFORM
STEPS

MAIN SOURCE FOR

I NFORMAT ION

Considering
Entire
Agency

as Entity

Considering
Components
of
Agency

Consldering
Specific
Agency
System(s)

Prior
FiIA
Work

Agency
Manuals

Budget
Requeasts
Appro-
pria-
tions

Prior
Audit
Reports
Such As
GAO
and 16

ADP
Manuats

and
Docu~

ments

Agency
Files
and

Docu~-
ments

MAIN
ouT-
PUT

APPEN-
DiX VI
REFER~
ENCE

Page
Referance

OBJECTIVE:
Understand and document the over=-
all mission; specific program,
administrative, and financlal
responsibilities; authorized re=~
sources; and organizational
structure ot the agency selected
for review,

WORK STEPS:

1, Obtain the organlzation charts
and mission statements for the
agency's organizational compo~
nents,

2, For each organizational component
determine all of the program,
adminlstrative, and flnancial
functions It performs,

3. Obtaln the current budget author-
Ity for the agency and ralate the
budget authority to each of the
agency's organizationat compo-
nents and to each of the agency's




SEGMENT:

TASK V

GENERAL RISK ANALYSIS

identity and Document Specltic Respon-
sibllities, Authorized Resources, and
Organlzational Structure of the Agency
or Major Organlzational Component of
the Agency

PERFORM
STEPS

MAIN SOURCE FOR

ENFORMATION

Considering
Entire
Agency

as Entity

Considering
Components
of
Agency

Consldering
Specitic
Agency
System(s)

Prior
FIA
Work

Agency
Manuatls

Budget
Requests
Appro=-
pris~
tions

Prior
Audit
Reports
Such AS
GAO
and 16

ADP
Manuals

and
Docu~—-

ments

Agency
Fllas
and

Docu=~
ments

MAIN
ouT-
PUT

APPEN-
DIX Vi
REFER=~

ENCE

Page
Reterence

WORK STEPS:

3. Continued,
program, administrative, and
financial functlons,

4, tdentity and document the key
management officlials and their
spaclfic responsibitities for
each of the agency's speclific
program, admlinistrative, and
tinancial functions,

5. Prepare a workpaper summary (V)
relating the agency's speclfic
program, administrative, and
tinancial functlons to the
agency's current budget author~
ity, (2) listing the agency's
organlizational components and
key managemaent otticlials respon-
ble for each ot the agency's
program, adminlstrative, and fi-
nanclal functlions, and (3) iIndl~
cating the kind and number of
financlal management cycles sys-
tems the agency should operate
and whether they appear reason-~
able,

Work-
paper
Sum=-

mary

GRA=1




SEGMENT: GENERAL RISK ANALYSIS

TASK 11: ldentify and Document the General Con-
trol Environment of the Agency or Major

Organizational Component of the Agency

PERFORM
STEPS

MAIN SOURCE FOR

INFORMAT ION

Conslidering
Entire
Agency

as Entity

Considering
Components
of
Agency

Considoring
Specific
Agency
System(s)

Prior
FIA
Work

Agency
Manvals

Budget
Requests
Appro-
prla=-
tions

Prtor
Audit
Reports
Such As
GAO
and 16

ADP
Manuals

and
Docu=

ments

Agency
Files
and

Docu~-
monts

MAIN
ouT-
PUT

APPEN-
DIX VI
REFER~
ENCE

OBJECTIVE:
Understand and document the gen-—
eral control environment of the

Page
Reterence

entity selected for review to
include genera! controts aver
supporting ADP operations,

WORK STEPS:

1, Obtain agency statements and re-~
ports submitted to satisfy re-
qulirements ot the Federal Man-
agers! Financial Integrity Act
of 1982 and agency actlons to
satisty OMB Circular A-123,

Determine how the agency lidenti-

fled those areas for which Inter=-
nal control reviews were or will

be pertormed,




SEGMENT:

TASK 11

GENERAL RISK ANALYSIS

ldentffy and Document the General Con-
trol Environment of the Agency or Major
Organfzatfonal Component of the Agency

PERFORM
STEPS

MAIN SOURCE FOR

INFORMAT I ON

Constdering
Entire
Agency

as Entity

Cons{dering
Components
of
Agency

Conslidering
Specific
Agency
Systemis)

Prlor
FlA
Work

Agency
Manuals

Budget
Requests
Appro-
pria-
tions

Prtor
Audift
Reports
Such As
GAO
and 16

ADP
Manuals

and
Docu-

monts

Agency
Files
and

Docu-
ments

MAIN
ouT-
PUT

APPEN-
DiIX VI
REFER=

ENCE

Page
Referonce

3.

4-5

4,

S

WORK STEPS:

Determine whether Internal con-
trol reviews will be performed
for all high risk critical areas
on a timely basts, Also, ascer-
taftn {f internal control revliews
will be parformed for other
areas.

Determine what actfons the agency
has planned or has taken to as-
sure that the degree of intarnal
control testing and anatysfis wiill
cons{der the risks and potential
benef{ts (such as how much wiii
ft cost to test a control versus
how critical the control (s or
how much risk are we taking by
not testing the control).

Determine who will perform the
fnternal control review (managers
fntarnal reviews staffts,

fnspector general, management
analysts, or outside contractors)
and cons{der whether their

level of knowledge and expertise

are adequate.

v-9




SEGMENT: GENERAL RISK ANALYSIS
TASK }1: ldentify and Document the General Con- PERFORM
trol Environment of the Agency or Major STEPS MAIN SOURCE FOR INFORMATION MAIN| APPEN-
Organtzational Component of the Agency ouT-| DIX VI
Pr flor PUT} REFER~
Budget Audit ADP Agency . ENCE
Consfdering |Consfdering]Conslidering Requests |Reports| Manuals| Filles
Entire Compaonents Spectfic Prior Appro- Such As and and
Agency of Agency FIA Agency pria= GAO Docu=- Docu=-
as Eattty Agency System(s) Work Manuals tfons and I6 ments ments
Page WORK STEPS:
Reference 6. Determine to what extent the in- X X X X X
spector general or f(nternal audift
4-6 staffs will be tnvolived {n the
fnternat control review process,
and evaluate whether they have
provided adequate gufdance and
assistance.
4=-6 7. Determine (f the agency has X X X X X
establ Ished adequate formal fol-
fow-up systems to (1) log and

track correctfve actfons and
target dates, (2) deveolop

plans to implement corrective
actfons, and (3) mon(tor whether
actions are (mplemented (n an
effectivae and timely manner.




SEGMENT: GENERAL RISK ANALYSIS
TASK )i: Identify and Document the General Con~ PERFORM
trol Environment of the Agency or Major STEPS MAIN SOURCE FOR INFORMATI]ON MAIN| APPEN-~
Organtzational Componant of the Agency QUT-| DIX VI
Prtor PUT| REFER=-
Budget Audtt ADP Agency ENCE
Constdering |Constdering]|Considering Requests |Reports| Manuals| Flles
Entire Components Spectfic Prior Appro- Such As and and
Agency of Agency FI1A Agency pria- GAO Docu=- Docu=-
as Entity Agency Systemls) Work Manuals tions and 16 ments mants
Page WORK STEPS:
Refarence 8. Determine how the followup system X X X X X
wil) be notifted of weaknesses
4-6 and retated correctlive actions
fdent(tfed by
==vulnerabf{lity assessments,
and
-~fnternal control reviews,
4-6 9, Determine how the followup system X X X X X

ensures that
~=vulnerabfl{ty assessments
be scheduled and completed
fn & timely manner,

==-internal control reviews
are scheduled and completed
fn a timely manner,

--corrective actfons result-
Ifng from vuinerabtlity
assassments and {nternal
control reviews are fmple-
mented {n an eftective and
timely manner,
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SEGMENT:

GENERAL RISK ANALYSIS

TASK 11: ldentfty and Document the General Con- PERFORM
trol Environment of the Agency or Major STEPS MAIN SOURCE FOR JNFORMATION MAIN| APPEN-
Organtzational Component of the Agency ouT-] DIX VI
Prior PUT}] REFER-
Budget Aud ( t ADP Agency ENCE
Considering |Considering|Constdering Requests |Reports| Manuals| Ftles
Entire Components Specific Pr tor Appro- Such as and and
Agency of Agency FiIA Agency pria=- GAO Docu~- Docu~-
as Entity Agency System(s) Work Manuals tfons and 16 ments ments
Page WORK STEPS:
Reference 10. Determine Inspector general and/ X X X X X
or tnternal audit Involvement In
4-7 assuring corrective actlons
are Implemented effectively and
promptly and what, if any, plans
exist for subsequent
aud{ts. In additfon, determine
how the followup system will be
used to support the agency's
annual reports to the President
and the Congress,
4-8 11. Determine and document agency X X X X X X X

fnternal audft and f{nspector
general coverage of agency's
financtal operations, In doing
this work, obtain:

-=-fnternal audit and IG re-
ports that deal with fi-
nancfal and ADP operations
for the past 3 years, and




SEGMENT: GENERAL RISK ANALYSIS
TASK t1: ldentlty and Document the General Con=- PERFORM
trol Environment of the Agency or Major STEPS MAIN SOURCE FOR INFORMATION MAIN APPEN-
Organizational Component of the Agency OUT- DiX
Prior PUT REFER~
Budget Audit ADP Agency ENCE
Consldering [Considering|Considering Work’ Requests |Reports| Manuals| Files
Entire Components Specitic Priority {Appro- as GAO and and
Agency of Agency FIA Agency pria~ and 16 Docu~- Docu-
as Entity Agency System Work Manuals tions Reports ments ments
Page WORK STEPS:
Reference 11, Continued:
==internal audit and 16
plans for reviews of fi-
nancial and ADP operations
for the next 2 years,
4-8 12, Prepare summary schedules of X X Work GRA-2
internal audit and Inspector paper
general findings related to sum-
(1) flnanclal operatlons and mary
(2) ADP operations for the past
3 years, Indicate actlions
taken by the agency in response
to these findlings,
4-8 13, Obtaln the annual inspectar X X X X X X Work GRA~3
general's report to the Con- paper
gress for the past 3 years, sum-
mary
4-8 14, Obtaln any reports Issued by x x x x x

external study groups pertain-
Ing to & system under review
that were Issued durlng the
past 3 years,




SEGMENT:

GENERAL RISK ANALYSIS

TASK 1): ldentlfy and Document the General Con- PERFORM

trot Environment of the Agency or Major STEPS MAIN SOURCE FOR INFORMATION MAIN APPEN~
Organlizational Component of the Agency ouT~ DIX VI
Prior PUT REFER~
Budget Audit ADP Agency ENCE

Consldering |Considering|Considering Requests |Reports| Manuals| Files

Entire Components Specitic Prior Appro- Such As and and

Agency of Agency FIA Agency prila- GAO Docu- Docu-

as Entity Agency System(s) Work Manuals tions and 1G ments ments

Page WORK STEPS:

Raference 15, Prepare schedules for the sys- X X X Work GRA-6
tems under revlew to summarize paper

4-8 findings in speclal system study sum-
group reports, mary

4-9 16, Obtalin any GAO reports pertaln- X X X X X
ing to & system under review
issued durling the past 3 years,

4-9 1?7. Prepare schadules for the sys-— X X X Work GRA-7
tems under review to summarize paper
tindings in GAO reports, sched

ule

4-9 18, Obtaln any information GAO's X X X X wWork GRA-8
fraud Prevention and Oversight paper
Group has on the agency, its sched
major organizational components, ule
or any of its systems and sum=-
marize this informatlion on 2
schedule,

4-9 19, Obtain any written plans for the X X X X X X Work GRA=-4
development and upgrading of paper
flinancial systems and summarize sum-
these plans on summary schedule, mary




SEGMENT:

GENERAL RISK ANALYSIS

TASK 11: 1dentlfy and Document the General Con- PERFORM
trol Environment ot the Agency or Major STEPS MAIN SOURCE FOR INFORMATION MAIN APPEN=-
Organizational Component of the Agency ouT- DIX VI
Prior PUT REFER-
Budget Audlt ADP Agency ENCE
Considering [Considering|Considering Requests [Reports| Manuais| Files
Entire Coaponents Specltic Prior Appro= Auch As and and
Agency of Agency FIA Agency pria- GAOG Docu- Docu-
as Entity Agency System(s) Work Manuals tions and IG ments ments
Page WORK STEPS:
Reference
20, Obtain any written plans for X X X X X X X Work GRA-5
4-9 the deveiopment of new ADP paper
capabliity and the upgrade of sum-
existing ADP capabllity to in- mary
clude the approximate cost of
the enhancement and summarlze
these plans on a summary
schedule,
4-9 2y, Datermlne and document, through
discussions with key personnel,
the exlisting mechanisms/systems
usad to ensure that:
X X X X X X

=~appropriations (spending
{imits) not be breached,

-=resources be controlled
and safeguarded from [nad-
vertent |o§s, waste, and
«
~-program, administrative and
other operations be car-
ried out according fo man-
agement!s plans,

V=15




SEGMENT :

TASK 111):

GENERAL RISK ANALYSIS

Identify and Document The Financlal
Management Structure Of The Agency
Or Major Organizational Component Of
The Agency .

PERFORM
STEPS

MAIN SOURCE FOR

INFORMAT ION

Considering
Entire
Agency

as Entity

Considering
Components
of
Agency

Considering
Specific
Agency
Systaem(s)

Prilor
FIA
Work

Budget
Requests |R
Appro=- S
pria-
tions a

Agency
Manuats

Prior
Audlit
eports
uch As
GAO
nd 16

ADP
Manuals

and
Docu~-

ments

Agency
Flles
and

Docu~-
ments

MAIN
ouT-
PUT

APPEN-
DIX vi
REFER-
ENCE

Page
Retference

4-11

OBJECTIVE:
identify and document the finan-
clial management structure ot the
entity selacted for review to
include both accounting and
budget development systems,

WORK STEPS:

1. Obtain, it available, the inven-
tory of accounting system(s),
including related subsystems,
and budget development systems
developed by the asgency pursuant
to the requirements of the
Federal Managers' Flnanclal
Integrity Act,

2, Obtain or devalop an Inventory of
the automated systems operated
and used by the agency, include
a brief description of each
system,




SEGMENT: GENERAL RISK ANALYSIS
TASK 11l: ldentity and Document The Financial PERFORM
Management Structure 0Of The Agency STEPS MAIN SOURCE FOR | NFORMATION MAIN APPEN-
Or Major Organlzational Component Of ouT- DIX Vi
The Agency Prior PUT REFER-
Budget Audlit ADP Agency ENCE
Consldering |Consldering|Considering Requests |Reports| Manuals|{ Flles
Entire Components Speclfic Prior Appro= Such As and and
Agency of Agency FIA Agency pria- GAOG Docu- Docu~-
as Entity Agency System(s) Work Manuals tions and 16 ments ments
Page WORK STEPS:
Refsrence 3, Based on the sysStem dascriptlions X X X X X
Included In the agency's Inven-
4=-11 tory of automated systems,
develop an Initial Iist of the
agency's accounting System(s)
and budget development systems,
4-11 4, Compare the lnventory obtalned X X

In work step 1 with the Inventory

obtalned in work step 3 and

reconclle any dlitferences between

the two inventories through dls~
cusslions with appropriate agency
otticlals,

v-17




SEGMENT:

TASK 111:

GENERAL RISK ANALYSIS

identity and Document The Flnancial
Management Structure 0f The Agency

PERFORM
STEPS

MAIN SOURCE FOR

I NFORMAT 1 ON

Or Major Organizational Component Of
The Agency

Considering
Entire
Agency

as Entity

Considering
Components
of
Agency

Considering
Specitic
Agency
System(s)

Prior
FiA
Work

Agency
Manuals

Budget
Requests
Appro-
pria-
tions

Prior
Audit
Reports
Such As
GAO
and 16

ADP
Manuals

and
Docu-

ments

Agency
Files
and

Docu-
ments

MAIN
ouT-
PUT

APPEN-
DIX VI
REFER~-

ENCE

Page
Reterence

4-11

WORK STEPS:

Se

6.

Compare the raconclled inventory
developed as a rasult of work
step 4 with the workpaper summary
developed in work steps for

TASK Il in this work segment,
Note any organizational compo-
nents; speclfic program, admini-
strative, or tinacial functions;
or speclific tine items of budget
authority not covered by account-
Ing and budget formulation sys-
tems in the Inventory,

identify and document through
discussions wlth cognizant agen-
cy's officlals, the accounting
and budget development systems
that cover the agency's organl-
zatlonal components; specific
program, adminlistrative, ang
financial tunctions; and line
ltems ot budget authority dis-
closed as a result of completing
the comparisons called for in
work steps for TASK 1l of this
segment,
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SEGMENT:

TASK Ml

GENERAL RISK ANALYSIS

ldentify and Document The Financial
Management Structure Of The Agency
Or Major Organlizatlonal Component Of
The Agency

PERFORM
STEPS

MAIN SOURCE FOR

INFORMATION

Conslidering
Entire
Agency

as Entity

Considering
Components
ot
Agency

Conslidering
Specific
Agency
System

Work
Priority

FIA

Work

Agency
Manuals

Budget
Requests
(Appro-
pria-
tions

Prilor
Audit
Reports
as GAQO
GAO
and 16

ADP

and

Manuats

Oocu-
ments

Agency
Flles
and

Docu~-
ments

MAIN
ouT-~

PUT }

APPEN~
DIX Vi
REFER~
ENCE

Page
Refeorenca

7. Cantinued
--main outputs of system,
~=main users of this system's
outputs,
--known internal control and
accounting system weaknesses,

8. At each of the agency's computer
centers, identified in work
step 7 above, complete checkiist
2 in appendix Y| and complete the
following questionnaires and
profiles In appendix Vi:

=--Questionnalre 1 - Executive
ADP Management Committes,

~=Questionnaire 2 - Internal

Audit,

-=Questionnaire 3 ~ External

Audit and Studies,

Check
list

Ques.

Ques,

GRA-10

GRA-12

GRA-13




“1Z=A

‘sjostuo) eaum

61=-vy9 |°sen) -1405 weysAg - g @JfeuUUOliSONY—~
‘SjoJaju0) voyidejoly
gt-vy9 [“send JOLUe) BLRQ ~ [ OJ|BUUCLLSON)==
‘s |oaguo) juewebeuvey
LI=-vYy9 |*send 104UB) R4RQ - 9 OI(QUUD| 4SENY-~
‘5104400) uoyLRIYS
~{ponW pue ‘jucwudojereg ‘ubis
91L-vy¥9 |*send -0] weiSAS - G OJ|RUUG|LSONY=-=
‘s|od4uod |RUOLLRZIV
Gl-vy9 |*send -e640 4V ~ p ®J|QUUO|LSONY-=
‘(e[1301d S)044U0D ci-r
ri-va9 |*joug juewebouey dol) | el(joagd-~
*penufjuoy °g [2-211-J61:-F§ }Y)
1SdILS NYOM ebeg
sjueu sjiuew 01 pue suoyg s|jenuen FPLT (s)weysAs Aoueby Ay14u3 se
-naoq ~nsoq ov9 ~-2pad Aoueby vid Adueby 40 Asueby
puw pug SY uang -0addy FLYWE 344 ioedg siueuodwoy 931443
sojty lsitenuey |sisodey| sisenbey 6ujuepisuopy|Buyaepisuoy| Bujuepisvoy
3I9N3 Adueby dav s1pny iefpng
-y343d ind Jof ad Aoueby eyyg
A XiQ -1N0 30 tuouoduma) jeuoyseziuebag sofeny 40
=N3ddv NIVH NO I LYWYOINT HO4 3DUYNOS NIVH Sdals Aoueby eyl jp eunyonuig juswebouay
WH0J¥3d |ejoueu] 4 Byy juewndoq pue Ajjquepy (] NSVL

SISATVNY HSIY TVHINID :UINIWOIS




GENERAL RISK ANALYSIS

SEGMENT:
TASK 11l: ldentify and Document The Financlal PERFORM
Management Structure Of The Agency STEPS MAIN SOURCE FOR |INFORMATION MAIN APPEN-
Or Major Organizational Component Of ouT- DEX VI
The Agency Prior PUT REFER~-
Budget Audit ADP Agency ENCE
Considering |[Consldering{Considering Requests |Reports| Manuals| Files
Entire Componeants Specific Prior Appro- Such As and and
Agency of Agency FIA Agency pria- GAQ Docu- Docu~
as Entity Agency Sysfeq(s) Work Manuals tions and 16 ments ments
Page WORK STEPS:
Reference 8, Continued.,
~=Questionnaire 9 ~ Hardware Ques,.| GRA-20
4-13 Controls, and
Prot,} GRA-2)

~-Profile 2 (General Controis

Profile).
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SEGMENT:

TASK 1V:

GENERAL RISK ANALYSIS

Identify and Document Accounting Stan-
dards, Other System Requirements, And
internal Control Requirements~-Control
Objectives--For the Agency's Systems

PERFORM
STEPS

MAIN SOURCE FOR

INFORMATI1ON

Conslidering
Entire
Agency

as Entity

Considering
Components
of
Agency

Conslidering
Specltic
Agency
System(s)

Prior
FIA
Work

Agency
Manuals

Budget
Requests
Appro-
pria-
tiaons

Prior
AudirT
Reports
Such As
GAO
and 16

ADP

and

Manuals

Docu-
ments

Agency
Files
and

Docu~
ments

MAIN
ouT-
PUT

APPEN~-
DiIX V)
REFER~

ENCE

Page
Re ference

4-15

4-15

4-15

WORK STEPS:

2, Continued,
Managers' Financial Integrity
Act and validate the agency de-~
veloped control objectives
against GAO's accounting system
requirements identifled in work
steps 1| above and amend the
agency's llst as appropriate.

3. It the agency has pot done so
develop control objectives for
the accounting system(s) using
appendix VIl, which provides
gulidance on control objectives
and techniques Iin GAO's manual,

4, Based on the vallidated
of agency accounting systam(s)
developed after completing
TASK 11l above, identify systems
that authorize, account for,

tnventory




SEGMENT: GENERAL RISK ANALYSIS
TASK 1V: identify and Document Accounting Stan- PERFORM
dards, Other System Requirements, And STEPS MAIN SOURCE FOR INFORMATION MAIN APPEN-
internal Control Requirements--Control oyT~- oIX Vi
Objectives=-=For the Agency's Systems Prior PUT REFER-
° Budget Audlt ADP Agancy ENCE
Consldering |Considering|Conslidering Raquests |Reports| Manuals] Fliles
Entire Components Specific Prior Appro=- Such As and and
Agaency of Agancy FIA Agency pria=- GAO Docu- Docu-
as Entity Agency System(s) Work Manuals tions and 16 monts ments
Page WORK STEPS:
Reterence 4, Continued,
control, summarize, and report
transactlons that pertain to
speciflic prograss,
4-15 5, Obtaln, it avaliable, control ob-
Jectives for the programs, cycles
and related accounting systems
identlified In work step 4
developed by the agency pursu- X X X X X b3

ant to Sectlion 4 of the Federal
Managers! Financlal Integrity
Act, Valldate the agency devel=
oped control objectives against
the provislons of the laws
ldentified In work step 4,

Ve23




SEGMENT:

TASK Iv:

GENERAL RISK ANALYSIS

fdentify and Document Accounting Stan-
dards, Other System Requirements, And
Internal Control Requlrements--Control
Objectives=-~-For the Agency's Systems

PERFORM
STEPS

MAIN SOURCE FOR

INFORMATION

Considering
Entire
Agancy

as Entity

Considering
Components
ot
Agency

Conslidering
Speci fic
Agency
System(s)

Prior
FiA
Work

Agency
Manuals

Budget
Requests
Appro-
pria=
tions

Prior
Audit
Reports
Such As
GAO
and IG

ADP

and
Docu~

Manuats

ments

Agency
Flles
and

Docu~-
ments

MAIN
ouT~
PUT

APPEN=-
DIX Vi
REFER=-
ENCE

Page
Reterance

4=15

4-15

WORK STEPS:

6, It the entity has not already
dona so, develop control objec-
tives for the systems identiflied
in work step 4 based on the
authorizing legislation for the
agency run programs ldentifled
in appendix Viti,

7. Prepare a summary schedule of
control objactives for the agency
accounting system(s)
setected for review, This
schadule should iInclude:

-=pccounting system,
~--brief system description,

--source of Control Objectives:
GAO's Pollicy and Procedures
Manual for Guldance of Federal
Agencles specific legislation
(publlic law) or agency
management, and




SEGMENT:

TASK 1V

GENERAL RISK ANALYSIS

Identify and Document Accounting Stan-
dards, Other System Requirements, And
Internal Control Requirements--Control
Objectives-~For the Agency's Systems

PERFORM
STEPS

MAIN SOURCE FOR

| NFORMAT I ON

Consldering
Entire
Agency

as Entity

Consldering
Components
of
Agency

Consldering
Speclflc
Agency
System(s)

Prior
FiA
Work

Agency
Manuals

Budget
Requests
Appro=-
pria=
tions

Prilor
Audit
Reports
Such As
GAO
and 16

ADP

and

Manuals

Docu-
ments

Agency
Files
and

Docu~
ments

MAIN
ouT-
PUT

APPEN-
DIX VI
REFER-
ENCE

Page
Referance

4-16

WORK STEPS:
7. Continved,

~={ist of control
each system,

objectives for

8, ODetermine the agency's organiza=-
tional component responsible for
developing and/or complliing the
annual budget request submitted
to the Ottlce of Management and
Budget, the Presldent, and ulti-~
mately to the Congress, Document
the process used for budget for-
mulation, Obtalin, for a selected
flscal year's budget, & sampling
of inputs received by the respon~
sible component,

9. Determine the budget systems used
by each major organlzational com-
ponent of the entity, Develop a
flawchart on how Information
tlows Into and Is reported out of
the organizatlonal component, The
flowcharts should be prepared
for:

v-27




SEGMENT:

TASK {V:

GENERAL RISK ANALYSIS

iIdentlfy and Document Accounting Stan-
dards, Other System Requirements, And
internal Control Requirements--Control
Objectives~~-For the Agency's Systems

PERFORM
STEPS

MAIN SOURCE FOR

INFORMAT ION

Considering
Entire
Agency

as Entity

Considering
Components
of
Agency

Conslidering
Specltic
Agency
System(s)

Prior
FiA
Work

Agency
Manpuals

BudgeT
Requests
Appro-
pria-
tions

Prior
Audit
Reports
Such As
GAO
and 16

ADP
Manuals

and
Docu-

ments

Agency
Files
and

Docu-
ments

MAIN
ouy~
PuT

APPEN-
DIX VI
REFER~-

ENCE

Page
Retference

4-16

4-17

WORK STEPS:
9, Contlnued,

--aach budget system showing the
interrelatlionship among the
subsystems which caomprlise the
system,

-=the budget systems showing the
Interrelationship among the
budget systems and any other
tinanclal systems, and

~=-the budget systems showing the
interrelatlionship with the
agency's accounting system(s),

10, Obtain & sampling of the budget
Inputs recelved by the agency
headquarters from its organiza-
tional components for o selected
flscal year,

Obtaln the selected tiscal year's
budget submission sent to the
President, Office of Management
and Budget, and the Congress,




SEGMENT: GENERAL RISK ANALYSIS
TASK 1V: tdentify and Document Accounting Stan- PERFORM
dards, Other System Requirements, And STEPS MAIN SOURCE FOR INFORMATION MAIN APPEN=-
internal Control Requlremants~~Control ouUT=- DIX VI
Objectives~~For the Agency's Systems Prior PUT REFER=-
Budget Audit ADP Agency ENCE
Conslidering |Considering|Considering Regquests |[Reports| Manuals| Files
Entire Components Specific Prior Appro- Such As and and
Agency of Agency FIA Agency pria~- GAO Docu- Docu-
as Entlity Agency System(s) Work Manuals tions and IGs ments ments
Page WORK STEPS:
Reference| 12, For each of the agency's major X X X X
organizationatl components:
4-17

--obtaln a sampling of the se-
lected fiscal year's budget
submisslons sent to the agen~
cy's headquarters;

~=flowchart the process to de-
velop annual budget submlis-
slons to be sent to the
agency's headquarters, inciu-
ding all Inputs to the budget
tormulation process, all files
maintalned, and all outputs
produced; and

-~determine whether or not
annuat budget submissions are
based on the tinanclial results
ot prior years' program and
adminlstrative operations,

vV-29



SEGMENT: GENERAL RISK ANALYSIS
TASK |V: Identitfy and Document Accounting Stan- PERFORM
dards, Other System Requirements, And STEPS MAIN SOURCE FOR INFORMATION MAIN APPEN~
internat Control Requlrements--Controt ouT- DiIX Vi
Objectives-=-For the Agency's Systems Prior PUT REFER-
Budget Audit ADP Agency ENCE
Consldering |Considering{Considering Requests [Reports| Manuals| Files
Entire Components Specltic Prlor Appro- Such As and and
Agency of Agency F 1A Agency pria- GAO Docu- Docu-
as Entity Agency System(s) Work Manuals tions and 16 ments ments
Page WORK STEPS:
Reference 13, Determine whether or not the X X

4-117

agency's budget submission was
based on aggregations of the
submlssions prepared by the en-
tityts organizational compo~
nents; and, for the sample sub-
misslons, if differences exist,
determine thelr amount and why
they occurraed,

¥-30



SEGMENT: GENERAL RISK ANALYSIS

TASK V ; Initial Risk Rating and Ranking of PERFORM
Systems STEPS MAIN SOURCE FOR | NFORMATION MAIN APPEN~-
[+17) DIX Vi
Prior PUT REFER=-
Budget Audit ADP Agency ENCE
Conslidering (Conslidering|Considering Requests [Reports| Manuals} Fliles
Entire Components Speclflc Prior Appro- Such As and and
Agency of Agency FIA Agency pria=~ GAOD Docu- Docu~-
as Entlty Agency System(s) Work Manuals tions and IG ments ments
Page OBJECTIVE: Risk rate and rank the
Reference validated Inventory of agency
financlial management systems
based on general controls,
WORK STEPS:
4-17 1, Based on the guldance In section X X
5 of this work program, Risk Ran-
king of Systems, evaluate the
assigned risk rating of iow,
medlium, or high for each of the
risk rankling factors for each
system raviewsad,
4=-18 2, Compute a composite rellability X X
score for esach system based on
the risk rating assigned and the
welghting system discussed in
section 5 of this work program,
4-18 3, Prepare a summary workpaper X X

scheduie of the risk rankings and
composite reliabliity scores
assligned each system.

v-31




SEGMENT: GENERAL RISK ANALYSIS
TASK V ¢ initial Risk Rating and Ranking of PERFORM
Systems STEPS MAIN SOURCE FOR INFORMATION MAIN APPEN-
ouT- DiIX VI
Prior PUT REFER=
Budget Audit ADP Agency ENCE
Considering [Considering|Considering| Requests [Reports| Manuals] Files
Entire Components Specific Prior Appro- Such As and and
Agency ot Agency FiIA Agency pris- GAO Docu- Docu-~
as Entity Agency System(s) Work Manuals tions andg IG ments ments
Page OBJECTIVE: Risk rate and rank the
Reference validated inventory ot agency
financlal management systems -
basaed on general controls.
WORK STEPS:
4-18 4, Prepare a schedule of systems X X

according to their assigned com-
posite reliabllity scores, These
systems should be grouped into
‘three categories: overall high,
medium, and low risk, See sec-
tion 5, Risk Ranking of Systems
for guldapce [n preparing this
schedule,

v-32
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The Transaction Fiow Review and Analysis Segment
includes the following tasks:

Task 1

Task 11

Task 1t}

Task 1V

Task V

Identify and Document system Information Flows

identify and Document the Usefulness of System
Outputs

tdentify and Document the Control Technlques In
Each System

Evaluate the Effectivenass of Control Techniques
tn meeting Control Objectlives

Finallza Risk Rank of the Systems and Select Systems
For Compllance Tests and Analysis



SEGMENT: TRANSACTION FLOW REVIEW AND ANALYSIS

TASK s (dentify and Document System Informa~

tion Flows

PERFORM
STEPS

MAIN SOURCE FOR

INFORMAT ION

Cons ldering
Entire
Agency

as Entity

Consldering
Components
of
Agency

Considering
Spectflic
Agency
Systemis)

Prior
FIA
Work

Agency
Manuals

Budget
Requests
Appro-
pria=-
tlons

Prior
Audit
Reports
Such As
GAO
and 16

ADP

and

Manuals

Docu~
ments

Agency
Flles
and

Docu~-
monts

MAIN
ouT-
PUT

APPEN-
DiX vi
REFER-
ENCE

OBJECTHVE:
Determine and document how Informa-

Page
Raference

tlon tlows through each system
selected for review from Inltial
input ot ftransaction Information
through final output of reports.

WORK STEPS:

1, Obtaln or prepare for each system
a detaiied written description ot
what It Is supposed to do and how
it Is designed to operate, This
written dascription should Include
a detalled discussion of all manual
or automated edit and validation
checks of input data.

Obtain data record
Inputs, machine medla records,
outputs~-both hardcopy reports
and machine media files,

layouts for all
and

¥=-35
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SEGMENT: TRANSACTION FLOW REVIEW AND ANALYSIS
TASK : ldentity and Document System Informa~- PERFORM
tion Flows STEPS MAIN SOURCE FOR |INFORMATION MAIN APPEN-
ouT-~ oix vi
Prior PUT REFER-
Budget Audit ADP Agency ENCE
Consldering |Considering|Considering Requests |Reports| Manuals| Flles
Entire Componants Speclific Prilor Appro~- Such As and and
Agancy of Agency FIA Agency pria- GAO Docu=- Docu~
as Entity Agency System(s) Work Manuals tions and i6G ments ments
Page WORK STEPS:
Reference --Questionnaire 10 - Data Ori- Quest,| TFRA-2
glnatlon Controls,
6-4 ==Questionnalre t1 - Data Input Quest,| TFRA-3
Controis,
--Questionnaire 12 - Data Pro- Quest,] TFRA-A
cessing Controls,
==Questionnalire 13 - Data OQut- Quest,| TFRA=-5
put Controls,
-=Profite 3 = Application Con- Pro- TFRA-6
trols Proflle, file




SEGMENT: TRANSACTION FLOW REVIEW AND ANALYSIS
TASK | @ tdentlfy and Document System Information Flows PERFORM
STEPS MAIN SOURCE FOR INFORMAT |ON APPENDIX
MAIN Vi
Prior QUTPUT REFERENCE
Budget Audit ADP Agency
Conslidering jConsidering{Considering Requasts |Reports| Manuais| Flies
Entire Components Spaciflc Prior Appro- |Such and and
Agsncy of Agency FIA Agancy] prla- |as GAO | Docu~ |Docu-
as Entity Agency System(s) Work [Manuals tions [and G ments mants
Page O0BJECTIVE:
Refor=
ence WORK STEPS:
6=5 5. Flowchart how information Is processed and reported X X X X X
into and out of the selected systems to include both
hardcopy of reports and machine media and files,
Three levels of flowcharts are to be praepared:
--Top level flowcharts depicing the accounting
system(s) usad by an agency with Its control
objectives,
Flowchart TFRA-T
=-=-intermediate level flowcharts deplcting Information
tlows between system(s).
Flowchart TFRA-8

v-38




SEGMENT:

TRANSACTION FLOW REVIEW AND ANALYS{S

TASK | 2 tdentify and Document System Information Flows PERFORM
STEPS MAIN SOURCE FOR INFORMATION APPENDIX
MAIN vi
Prior QuUTPUT REFERENCE
Budget Audlt ADP Agency
Considering |[Consldering|Considering Requests {Reports] Manuals| Flles
Entire Components | Specific Prior Appro-~ |Such as} and and
Agency of Agency FIA Agency( pria=- GAO Docu~ |Docu~
as Entity Agency System(s) Work |[Manuals| tTions Jand IG mants ments
Page OBJECTIVE:
Retfer-
once WORK STEPS:
=-Detalled flowcharts identitying control tachnlques X X X X X X TFRA-9
and data flows,
6=5 6, Obtaln or prepare a detalled wrltten description of X X X X
how each system uses the ADP resources--computer
terminals magnetic tape drives, magnetic disk packs,
card reader/punches, printers, and computer cenfral
processing units--in the computer centers,
6=5 7. Prepare a written summary for each system that
Includes the following sections: X work paper | TFRA=10
summary

~=purpose of the system;

V-3
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SEGMENT:  TRANSACTION FLOW REVIEW AND ANALYSIS
TASK 11:  )dentify and Document The Usefulness Of System Outputs PERFORM
STEPS MAIN SOURCE FOR |NFORMATION APPEND I X
MAIN vl
Prior OUTPUT REFERENCE
Budget Audit ADP Agency
Conslidering |ConslderingjConsidering |Requests |Reports| Manuals| Files
Entire Components | Specific Prior Appro- |Such as| and and
Agency of Agency FiA Agencyi prla- GAQ Docu~ |Docu-
s Entity Agency System(s) work |[Manuals| tions Jand 16 ments monts
Page OBJECTIVE: Determine whether the outputs produced by each
Refer= system moot users! iInformatlion needs and
sfice achieve the objectives set for sach system
during its design,
WORK STEPS
66 1« Obtain a complated "User Satisfaction Questionnaliran X X X Question= TFRA=11
from users of reports generated by the systems naire
selected for the review, This work step should be
coordinated with AFMO Technical Assistance Group,
66 2, For each system selected for review, summarize the X X 3 Workpaper TFRA-~12
responses to the questionnalre and develop an overall Summary

conclusion, based on this summarization, as to the
rellabillity and usefulness of the reports and
tntormation,

Lo 1}




niques Included in the schedules prepared pursuant to
work step 1 with avalilable control objectlives

SEGMENT: TRANSACTION FLOW REVIEW AND ANALYSIS
TASK 101z identify And Document Control Technlques In Each System, PERFORM
STEPS MAIN SOURCE FOR INFORMATION APPENDIX
MAIN vi
Prior ouTPUT REFERENCE
Budget Audit ADP Agency
Considering |Consldering|Considering Requests [Reports| Manuais| Files
Entire Components | Specific Prior Appro- |Such as| and and
Agency of Agency F1A Agency| pria- GAO Docu- |Docu-
as Entity Agency System(s) wWork |[Manualsy tlons Jand IG ments ments
Page OBJECTIVE:
Refer- Identify and document the control techniques included
ence in each system and subsystem, .
WORK STEPS
6-7 1, For each system selected for review, prepare a X X X
work paper schedule showing:
-—-controt objectives based on the information In work
paper summary prepared in accordance with the work
completed in the general risk analysis segment, and
~=control techniques based on the l-nformaﬂon in each
system summary prepared In accordance wlth work Task
t In this segment of the work program,
6-8 2, Vallidate the Internal control objectives and tech- X X X

v-42




SEGMENT:  TRANSACTION FLOW REVIEW AND ANALYSIS
TASK 1113 Identify And Document Control Technlques In Each System, PERFORM
STEPS MAIN SOURCE FOR |NFORMAT ION APPENDLX
> MAIN vi
Prior ouTPUT REFERENCE
Budget Audit ADP Agency
Considering |Considering|Consldering Requests |Reports{ Manuals| Flles
Entire Componaents | Speclfic Prior Appro- |{Such as| and and
Agency of Agency FIA Agency| prila- GAO Docu~ |Docu=
as Entity Agency System(s) work [Manuals| tioens |and 16 ments monts
Page OBJECTIVE:
Refer- Identity and document the control techniques included
once in each system and subsystam,
WORK STEPS
6-8 2. Continued
and techniques ldentified by the agency in the work I+
dld to meot the requirements of the Faderal Managert's
Financlal Integrity Act,
6-8 3, Anotate the schedule prepared pursuant to work step 1 X X X

with any agency developed speciallzed Interna! control
techniques for each system or subsystem,

V-47%




SEGMENT:

TRANSACTION FLOW REVIEW AND ANALYSIS

TASK 1V: Evaluate The Effectivenass Of Contrel Techniques In PERFORM
Meeting Control Objectives STEPS MAIN SOURCE FOR INFORMATION APPENDIX
MAIN vi -’
Prior OuTPUT REFERENCE
Budget Audit ADP Agency
Consldering |Conslder ing}Conslidering Requests {Reports| Manuals| Flles
Entire Components | Speclfic Prior Appro~ {Such as| and and
Agency of Agency FIA pria- GAO Docu~ [Docu=-
as Entity Agancy System(s) Work tions jand G monts ments
Page OBJECTIVE:
Reter=-
ence Evaluate the control techniques included In each
system |n terms of the control objectlves aestablished
for each system during the General Risk Analysis
segment and identlfy material internal control
strengths for each system,
WORK STEPS
6-9 Annotate the work paper schedule prepared for each X X X workpaper TFRA-13
system reviewed In Task 11 with material internal Summary

control strengths and weaknesses,

V-44




SEGMENT:  TRANSACTION FLOW REVIEW AND ANALYSIS
TASK V RANK THE SYSTEMS ACCORDING TO RISK PERFORM
STEPS MAIN SOURCE FOR 1NFORMATION APPENDIX
- MAIN Vi
Prior OQUTPUT REFERENCE
Budget Audit ADP Agency
Consldering jConsideringjConsidering |Requests |Reports| Manuals{ Fllas
Entire Components | Specific Prior Appro=- ISuch as] and and
Agency of Agency FiA Agency| opria- GAO Docu~ jDocu-~
as Entlty Agency System(s) work |[Manuals| tions |and IG monts monts
Page OBJECTIVE:
Rafer-
ence Reevaluate the risk rankings based on Internal control
strengths and weaknesses and setect systems for
comp | lance tests,
WORK STEPS
6-10 1. Based on the guldance In section V of this work X X
program, risk ranking of systems, reevaluate the
assigned risk rating of low, medium, and high Yor sach
of ten risk ranking factors for each selacted system
reviewed,
6=-10 2, Compute a revised composite rellabliility score for each X X

selected system reviewed based on the risk ratings
assigned for each system and the welghting system
discussed In section V of this work program,

risk ranking ot systems,

v-45




SEGMENT: TRANSACTION FLOW REVIEW AND ANALYSIS
TASK ¥ @ RANK THE SYSTEMS ACCORDING TO RISK PERFORM
STEPS MAIN SOURCE FOR | NFORMATION APPENDI X
MAIN vi
Prior OUTPUT REFERENCE
Budget Aud ADP Agency
Consldering [Considering|Considering Requests |Reports| Manuals| Files
Entire Components | Specific Prior Appro-~ Such as| and and
Agency of Agency FIA Agency] pria- GAO Docu~ |Docu~
as Entity Agency System(s) work |Manuals tions and IG mants ments
Page OBJECTIVE:
Reter-
ence WORK STEPS
6~10 3. Prepara a summary work papar schedule of the revised X X Workpaper TFRA-14
risk rankings and composite reliability score assigned Summary
each system reviewed,
6-10 4, Prepare a schedule of systems selected tor review X
, according to thelr revised composite rallabtifity X Workpaper TFRA-15
scores. These systems should be grouped in three Schedule
categories: overall high, medium, and low risk, See
section V, risk ranking of systems, for guldance in
preparing this schedule,
6-10 5. Update the financial management profile of the agency
or major organizational component of the agency
selected for review, X X Financial * TFRA-16
Manage—
ment
Protile
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GEGMENT:  COMPLIANCE TESTS AND ANALYSIS

TASK | Develop, Apply, And Analyze Compllance Tests Of The PERFORM
Agency Systems Selected For Testing STEPS MAIN SOURCE FOR INFORMATION APPENDIX
MAIN vi
Prior QUTPUT REFERENCE
Budget Audlt ADP
Consldering [Conslidering]Constdering |Requests lReports| Manuals
Entire Components | Speclitic Prior Appro- |Such as| and
Agency of Agency F1A Agency| pria- GAO Docu-
as Entity Agency System(s) Work |Manuals| +tions |and 1G ments
Page O0BJECT|VE:
Refer-
ence WORK STEPS
7~10 Based on the analysis ot the system procedures and X X X X X X
controls made In earller segments of te review,
determine the types of transactlions and conditlions to
be tested,
7=10 For any manual aspects of transaction processing, X X X X 3 X
determine compliance with the app!icable procedures
and control techniques that were previously ldentlitied
in TFRA Task 111, step 1, Walk actual transactions
through the manual portions of the system,
7=10 + Doetermine the types of master records to be included X X X X X X
in the testing based on the data flows for each system
identified in work TFRA Task 111 steps 1 through 7,
7-11 + Obtalin coples of master records and/or prepare X X X X X X

flcticlous master records for processing with the test
transactions,

V=50




SEGMENT:  COMPLIANCE TEST AND ANALYSIS
TASK 1 @ Deveiop, Apply, And Analyze Compliance Tests Of The PERFORM
Agency Systems Selected For Testing STEPS MAIN SOURCE FOR INFORMATION APPENDIX
MAIN vi
Prior OUTPUT REFERENCE
Budget Audit ADP Agency
Conslidering [Considering|Considering |[Raquests [Reports| Manuals| Flles
Entire Components | Specific Prior Appro— |Such as| and and
Agency of Agency FIA Agency| pria- GAD Docu- |Docu-
as Entity Agency System(s) Work |Manuals| tions |and 16 ments mants
Page | OBJECTIVE:
Reter—
once WORK STEPS
N1 5, Using a printout of the master records, predetermine X X X X X X X wWorkpaper CTA=1
the end result for each test transaction for compori- Schedu la
son with the actual processing results, Appendix VI
CTA=t,
-1 6. In batch processing systems, verity that the programs
used for processing the test transactions ara the same X X X X X X X
as those used for normal system processing,
-1 7. Ascertain that any changes to programs during the
review have been documented and that the changes have X X X
been tested and approved by the agency.
-1 8, Print the after-test contents of all master records
and compare with the predetaermined results (see step X X X X X X X

5) 1o see whether the programs performed as expected.

V=51




SEGMENT:

TASK | 3 Davelop, Apply, And Analyze Compliance Tests Of The PERFORM
Agency Systems Selected For Testing STEPS MAIN SOURCE FOR INFORMATION APPENDIX
MAIN vi
Prior OUTPUT REFERENCE
Budget Audit ADP Agency
Considering [Considering|Considering Requests |Reports| Manuais] Files
Entire Components Speclfic Prior Appro~ |Such as| and and
Agency ot Agency FiA Agency| pria- GAO Docu~ |Docu~
as Entity Agency System(s) Work ({Manuals| tions Jand IG monts ments
Page OBJECTIVE:
Reter-
ence WORK STEPS
7-11 9, Summarize and evaluate the Iimpact of any instances of X X X X X X X
noncompllance wlth prescribed procedures and controls; \
devetop recc dations for ded corrective actions,
with due regard to cost beneflt considerations,
7-1 10, Discuss results ot compliance tests with appropriate X X X X X X X
agency officials and ascertaln thelr willingness to
take corrective action,
1-12 11, Based on results ot step 10, determine the nature of X X X X X X X

formal reporting and decide whether substantive
testing is warranted,

V=52




SUBSTANTIVE TESTS AND ANALYSIS

SEGMENT
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SEGMENT:  SUBSTANTIVE TESTS AND ANALYSIS
TASK 1 Conduct Substantive Tests and Analysis PERFORM
STEPS MAIN SOURCE FOR INFORMATION APPEND X
MAIN vl
Prior OUTPUT REFERENCE
Budget Audit ADP Agency
Conslidering |Considering|Considering |Requests |Reports| Manuals| Flles
Entire Components | Speciflc Prior Appro- |Such as| and and
Agency of Agency FIA Agency| pria- GAO Docu= |Docu-
as Entity Agency System(s) Work {Manualsf tlons Jand IG mants ments
Page OBJECTIVE:
Refer-
ance WORK STEPS
8-3 1. Design and carry out substantive tests to document and X X X X X X X
measure the extent of adverse Impact on agency
operations that occurs because of the previously
Identifled weaknesses in system procedures and
controls, The selection of transactions for testing
should be statistically sound to permit valld
estimates of the actual Impact,
8-3 2, Summarize and evaluate test results, X X X X X X X
8-3 3. Develop findings and recommendations for discusslons X X X X X X X

with agency management and formal reporting.

V=54




APPENDIX VI

Survey Documentation To Be Produced
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INDEX TO ITEMS OF DOCUMENTATION
TO BE PRODUCED

VI-5



INDEX TO ITEMS OF DOCUMENTATION
TO BE PRODUCED

APPENDIX DOCUMENTATION WORK SOURCE OF INFORMATION

WORK PROGRAM REFERENCE DESCRIPTION OF ITEM OF DOCUMENTATION REFERENCE PROGRAM FOR DOCUMENTATION

SEGMENT JTASK |WORK STEP PG, REF,| ITEM

GRA | 5 Workpaper Summary - Agency or Organizational GRA - 1 4-4 GRA |1, work steps
Componaent, Specific Responsibllities, Authorized 1-4

Resources, and Organizational Structure,

GRA 1} 12 Workpaper Summary on Inspector General or GRA - 2 4-8 GRA I1l, work step 11
internal Audit Reports Dealing with Financial
Operations,

GRA [} 12 Workpaper Summary on Inspector General or GRA - 3 4-8 GRA 11, work step 11
Internal Audit Reports Dealling with ADP
Operatlons,

GRA [ 19 Workpaper Summary on Development and Upgrading GRA -~ 4 4-9 GRA |1, work step 19
Plans far Financial Systems,

GRA (N 20 Workpaper Summary on Development and Upgradling GRA - 5 4-9 GRA |1, work step 20
Plans for New and Existing ADP Capabilities,

GRA I 15 Workpaper Schedute on Special System Study Group GRA - 6 4-8 GRA Il, work step 14
Reports that Pertain fo Systems Under Review,

GRA 1 17 ScheduI; of GAO Reports Pertalning to Agency GRA - 7 4-9 GRA |1, work step 16
Systems Under Review,

GRA [N 18 Workpaper Scheduie of GAQ fFraud Prevention and GRA - 8 4-9 GRA |1, work step 18

¢ Audit Overslight Group Cases that Pertaln to
Systems and/or Program and Administrative
Functlons Under Review,

VIi-6




APPENDI X DOCUMENTAT ION WORK SOURCE OF INFORMATION
WORK PROGRAM REFERENCE DESCRIPTION OF ITEM OF DOCUMENTATION REFERENCE PROGRAM FOR DOCUMENTATION
SEGMENT |TASK |[WORK STEP PG, REF,| ITEM
GRA 9 4-11 GRA 111, work steps
GRA (NN} 7 Workpaper Summary on Vallidated Inventory of 1-6 and Information
Agency's Accounting and Budget Development on Documentation,
Systems, Items GRA-1, GRA-2,
GRA-3, GRA-4, GRA-§,
GRA-6, GRA-7, and
GRA-8,
GRA (RN ] 8 GAQO's Evaluating Internal Controls in Computer= 4~-12 GAO's Evaluating
Based Systems ~ Audlt Gulide (appendix X), Internal Controls in
a., Checklist 2 - Background Information on ADP GRA 10 Computer-Based
Department, Systems - Audit
b. Questiomnnalire | - Executive ADP Management GRA i Gulde (appendix X),
Committee,
c. Questionnaire 2 - Internal Audit, GRA 12
d, Questionnalire 3 - External Audit and Studles, GRA 13
e, Proflle 1«Top Management Controls Proflle, GRA 14

vVIi-7




APPEND I X DOCUMENTATION WORK SOURCE OF INFORMATION
WORK PROGRAM REFERENCE DESCRIPTION OF ITEM OF DOCUMENTATION REFERENCE PROGRAM FOR DOCUMENTATION
SEGMENT | TASK |WORK STEP PG, REF.] ITEM
f, Questionnaire 4- Organization Controls GRA - 15
ges Questionnaire 5- System Design, Development,
and Modification Controls, GRA - 16
h. Questionnaire 6- Data Center Management
Controls, GRA - 17
fe Questionnaire 7- Data Center Projectlion
Controls, GRA - 18
Je Questionnalre B- System Software Controls, GRA - 19
k., Questionnaire 9~ Hardware Controls, GRA - 20 .
t, Profile 2 (General Controls Profile), GRA = 21
GRA iV 7 Schedule of Control Objective for Each Agency GRA - 22 4-15 GRA-1V, work steps
System Selected for Revliew, 1-6; appendix V
and appendix Vil,
GRA v 3 initial Summary Workpaper Schedule of the 12 TFRA-14 4-18
Risk Rankings and Composite Rellabllity Scores ‘
for Each System Reviewed,
GRA v 4 Initial Overall Risk Ranking of the Agency's TFRA-15 4-18

Systems,

VI-3




APPENDIX DOCUMENTAT ION WORK SOURCE OF {INFORMATION
WORK PROGRAM REFERENCE DESCRIPTION OF ITEM OF DOCUMENTATION REFERENCE PROGRAM FOR DOCUMENTATION
SEGMENT |TASK |WORK STEP PG. REF,] ITEM
TFRA [ 4 GAO's Evaluating Internal Controls in 6~4 "GAO's Evaluating
Computer-Based Systems-Audit Guide" (appendix X), Controls In Computer
Based Systems ~
a, Checkiist 3 - Background Information on TFRA 1 Audit Gulde"
Computer Application, (appendix X)
b, Questionnaire 10~ Data Origination Controls TFRA 2
¢c. Questionnalre 11~ Data Input Controls TFRA 3
d, Questlonnalre 12- Data Processing Controls TFRA 4
e, Questionnaire 13- Data Output Controls TFRA 5
t. Profile 3 (Applications Control TFRA 6
Profile)
TFRA { 5 Flowchart of Data Flows Through an Agency's TFRA 7 6«5 TFRA |, work steps
Accounting Systems, 1-4
Detalled Fiowchart of the Retationships Between TFRA 8 TFRA 1, work steps
an Agency's Accounting Systems, 1-4
Top-Level Flowchart Depicting the Relationships TFRA 9 TFRA |, work steps
Between Accounting Systems, 1=-4
TFRA [ 7 Written Summary for Each Agency System Reviewed, TFRA 10 6-5 TFRA 1, work steps
1=-6
TFRA I 1 User Satisfaction Questionnaire, TFRA 11 6-6 TFRA 1l, work step 1
TFRA 1A 2 Summary of Responses to User Satlisfactlon TFRA 12 6-6

Questionnalire,

vVIi=9




APPENDIX DOCUMENTATION WORK SOURCE OF INFORMATION
WORK PROGRAM REFERENCE DESCRIPTION OF ITEM OF DOCUMENTATION REF ERENCE PROGRAM FOR DOCUMENTATION
SEGMENT |TASK |WORK STEP PG, REF,| ITEM

TFRA v 1 Summary of Control Objectives, Technlques, and TFRA - 13 6-9 TFRA 11, work steps
Control Strengths and Weaknesses for an Agency's t-3 and TFRA 13,
Accounting System, GRA-9, GRA-22,

TFRA-1, TFRA-2,
TFRA=3, TFRA-4,
TFRA=5, TFRA-6,
TFRA-10, AND
TFRA-12,

TFRA v 3 Reevaluate summary workpaper schedule of the 12 TFRA - 14 6~10 TFRA V, Work Steps
Risk Rankings and Composite Reliability Scores {-2, Sect, VI of the
for Each System Reviewed, work program, and

' TFRA - 13

TFRA v 4 Update Overall Risk Ranking of the Agency's TFRA - 15 6-10 TFRA - 14
System Selected for Review,

TFRA v 5 Update Financial Management Profile of the TFRA - 16 6=-10 GRA-1, GRA-9,

Agency or Major Organizational Component of the GRA-14, GRA-21,

Agency Selected for Review, TFRA=-6, TFRA-9,
TFRA-10, TFRA-13,
and TFRA-15

CTA v 5 Schedule of Predetermined Compliance Test CTA - 1 7-11

Results,

VI-1l0




EXAMPLES OF ITEMS OF DOCUMENTATION
TO BE PRODUCED
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WORKPAPER SUMMARY ON GRA~2
INSPECTOR GENERAL OR INTERNAL AUDIT
REPORTS DEALING WITH FINANCIAL OPERATIONS

REPORYT | REPORT |REPORT | 1G OR INTERNAL| AGENCY PROGRAM |SPENDING FINANCIAL AGENCY DESCRIPTION |RECOMMENDAT IONS ACTION TAKEN ON EACHjADEQUACY OF | UNRESOLVED AUDIT

NUMBER|DATE JTITLE [AUDIT POINT OF| OR ADMIN, AUTHORITY  |SYSTEM(S) ORGANI - OF EACH MADE FOR EACH RECOMMENDAT I1ON ACTION TAKEN| FINDINGS & OPEN
CONTACT FUNCT ION(S) COVERED BY {COVERED BY| ZAT{ONAL FINDING IN FINDING IN AUDIT ON EACH AUDIT
COVERED AUDIT AUDIT COMPONENTS  |AUDIT REPORT RECOMMEND RECOMMENDAT {ONS
COVERED BY |REPORT
AUDIT

VI-13



WORKPAPER SUMMARY ON

INSPECTOR GENERAL OR INTERNAL AUDIT

REPORTS DEALING WITH APD OPERAT IONS

GRA-3

REPORT
NUMBER

REPORT
DATE

REPORT
TITLE

IG OR INTERNAL
AUDIT POINT OF
CONTACT

AGENCY PROGRAM
OR ADMIN,
FUNCTION(S)
COVERED

WPS-1

SPENDING
AUTHORITY
COVERED BY
AUDIT

ADP
SYSTEM(S)
COVERED BY
AUDIT

AGENCY
ORGANI -
ZAT IONAL
COMPONENTS
COVERED BY
AUDIT

DESCRIPTION
OF EACH
FINDING IN
AUDIT
REPORT

RECOMMENDAT 10NS
MADE FOR EACH
FINDING IN AUDIT
REPORT

ACTION TAKEN ON

EACH RECOMMENDATION

ADEQUACY OF
ACTION TAKEN
ON EACH
RECOMMEND

UNRESOLVED AUDIT
FINDINGS & OPEN
AUDIT

RECOMMENDAT IONS
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WORKPAPER SUMMARY ON

DEVELOPMENT AND UPGRADING PLANS

FOR FINANCIAL SYSTEMS

INTERNAL POINT
OF CONTACT FOR
DEVELOPMENT/UP-
GRADING PLANS

BUDGET AUTHORITY
AFFECTED BY PLANS

AGENCY PROGRAMS

OR ADMINISTRATIVE

FUNCTIONS AFFECTED
BY PLANS

AGENCY ORGANI~
ZATIONAL COMPON-
ENT(S) ASSOCIATED
WITH PLANS

PRIVATE CONTRACT-
ORS ASSOC{ATED

WITH DEVELOPMENT/
UPGRADING EFFORTS

STARTING
DATE FOR
EFFORTS

FINANCEAL
SYSTEMS
AFFECTED

BY EMHANCE=-
MENT EFFORTS

DESCRIPTION
OF DEVELOP-
MENT/UPGRAD~-
ING PLANS

COMPLETION
DATE OF
PLANS
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WORKPAPER SUMMARY ON DEVELOPMENT

GRA-5
AND_UPGRADING PLANS FOR NEW AND.
EXISTING ADP CAPABILITIES
APFROX-

INTERNAL POINT | BUDGET AUTHIRITY | AGENCY PROGRAMS | AGENCY ORGAN- | PRIVATE OON- STARTING { AP SYSTEMS | DESCRIPTION | APPROXIMATE | DESCRIPTION OF | MATE 00ST | ooMPLETION

OF CONTACT FOR |  AFFECTED BY OR AMINISTRATIVE | IZATIONAL OOM- | TRACTORS ASSOC- | ©DATE | AFFECTED BY | OF DEVELOP- | COST FOR LPGRADING PLAN | FOR UPGRAD DATES
DEVELOPMENT/P-|  PLANS FUNCTIONS AFFECTED | PONENT(S) ASSOC- | IATED WITH DEV- | FOR | ENHANCEMENTS | MENT PLAN | DEVELOPING | FOR EXISTING ING EXIST- RR

GRADING PLANS BY PLANS IATED WITH PLANS | ELOPMENT/LPGRAD- | EFRORTS | EFFORTS FOR NEW ADP [ NEW AOP AP CAPABILITIES | ING ADP PLANS

ING EFFORTS cArBILITY | capmBILITIES CAPABILITIES
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WORKPAPER SCHEDULE ON

SPECIAL SYSTEM STUDY GROUP REPORTS

THAT PERTAIN TO SYSTEMS UNDER REVIEW

GRA-6

AGENCY SYSTEM SYSTEM | SYSTEM | TITLE OF | POINT OF BRIEF DESCRIP- | SYSTEM SYSTEM ADEQUACY UNRESOLVED
PROGRAM OR CODE SYSTEM } STUDY STUDY SYSTEM CONTACT TION OF SYSTEM | STUDY STUDY OF AGENCY | SYSTEM
ADMINISTRATIVE USED BY | NAME REPORT | REPORT | STuDY FOR SYSTEM STUDY GROUPS GROUP'S ACTIONS STUDY GROUP
FUNCTON AGENCY DATE NUMBER | REPORT STUDY REPORT FINDINGS RECOMMENDAT IONS RECOMMENDAT IONS
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SCHEDULE OF GAO REPORTS PERTAINING GRA-7
TO AGENCY SYSTEMS UNDER REVIEW

SYSTEM SYSTEM BRIEF DESCRIFPTION GAOQ GAQ FINDINGS AGENCY ADEQUACY OF UNRESOLVED GAD
CODE NAME OF SYSTEM GAO REPORT REPORT IN GAO RECOMMENDAT IONS ACTIONS AGENCY FINDINGS AND
USED BY OPERATIONS REPORT NUMBER TITLE REPORT IN GAO REPORT TAKEN ON ACTIONS RECOMMENDAT IONS
GAO DATE (SYSTEM GAO REC-

PROBLEMS) OMMENDAT EONS
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WORKPAPER SCHEDULE OF GAO FRAUD PREVENTION

AND OVERS IGHT (FPAO) GROUP CASES THAT PERTAIN TO

SYSTEM AND/OR AGENCY PROGRAM AND ADMINISTRATIVE

FUNCTLONS

UMDER REVIEW

GRA-8

AGENCY PROGRAM
OR ADMINISTRATIVE
FUNCTION

SYSTEM CODE
USED BY
AGENCY

SYSTEM NAME

GAO FPAQ
GROUP
CASE
NUMBER

GAO FPAO
POINT OF
CONTACT

DESCRIPTION OF
ALLEGATION IN
FPAO CASE

DOLLAR VALUE
INVOLVED WITH
FPAO CASE

DISPOSITION OF
FPAO CASE

ASSESSMENT OF FPAO
CASE'S IMPACT ON
INTERNAL CONTROLS
AND/OR SYSTEMS
MEETING CG'S
ACCOUNT ING PRINCI-~
PLES AND STANDARDS
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WORKPAPER SUMMARY ON VAL IDATD | NVENTORY

OF AGENCY'S ACCOUNTING AND BUDGET DEVELOPMENT SYSTEMS

SYSTEM
CODE
USED 8Y
AGENCY

SYSTEM

BRIEF DESCRIP-
TION OF SYSTEM
OPERAT 1ONS

RESPONS IBLE
SYSTEM
ANALYST

SYSTEM
ANALYST
PHONE
NUMBER

AGENCY COM-
PUTER CENTER
AT WHICH SYS=-
TEM IS RUN

ANNUAL
SYSTEM
OPERAT-
ING
COSTS

AGENCY
ORGANIZ~
AT IONAL
COMPONENT
SUPPORTED
BY SYSTEM

PROGRAM OR
ADMINISTRATIVE
FUNCTION SUP-
PORTED BY
SYSTEM

BUDGET AUTHOR~
ITY OR VALUE
OF ASSETS

OR LIABILITIES
ACCOUNTED

FOR BY SYSTEM

MAIN
INPUTS
T0
SYSTEM

MAIN
OUTPUTS
OF
SYSTEM

MAIN
USERS
OoF
SYSTEM
OUTPYTS

KNOWN INTERNAL CONTROL
&4/0R KNOWN FAILURES
TO MEET COMPTROLLER
GENERAL'S ACCOUNTING
PRINCIPLES & STANDARDS
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CHECKLIST 2 CHECKLIST 2

‘ GRA - 10

BACKGROUND INFORMATION ON ADF DEPARTMENT

Workpaper
index
ITEMS TO BE OBTAINED
Organization and staffing
1. ADP department organization chart.
2. Functional descriptions of ADP
department organization.
3. List of key officials in the ADP
department.
Section and Location and Major
supervisor telephone number responsibilities
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CHECKLIST 2 CHECKLIST 2 .

GRA - 10
Workpaper
index
4. Staffing level of the ADP department by
division or office.
Number Names of
Authorized Assigned supervisors
ADP general
management

Security personnel

System programmers

Systems analysts

Application
programmers

Other technical
support

Computer operators

Peripheral equipment
handlers

Data entry operators

Control clerks

Schedulers

Librarian(s)

Data base
administrator(s)

Secretaries and
¢lerks

Other

Total

INRIINIEE
IR

Anticipated staffing additions and
deletions during the next 2 vears:

5. Major position descriptions.



CHECKLIST 2 CHECKLIST 2

. GRA - 10
Workpaper
index
System design, development, and modification
6. System documentation standards.
7. System documentation procedures.
8. System development procedures.
9., Computer program change procedures.
Data center management
10. Data center operations procedures
manual.
1l1. File library procedures manual.
12. User billing procedures, including
the billing algorithm.
13. Statistics on system utilization.
. Specific

Total computer-based
system system being
processing evaluated

Number of scheduled 8-hour shifts
per day
Number of scheduled days per week
Average number of jobs per day
Total hours scheduled for past
3 months
Actual hours used for past
3 months:
Production
Testing
Rerun
Maintenance
Idle
Other

Explain how the numbers of actual hours used were derived.

Multiprogramming factor (average
number of programs running
concurrently)
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CHECKLIST 2
GRA - 10

14. Budgeted, actual, and projected costs
for current and next fiscal year.

Budgeted Actual
costs costs

Costs of rented equipment:
Central processing units
Data communications
All other

Costs of purchased equipment:
Central processing units
Data communications
All other

Hardware maintenance costs

Personnel costs: '
ADP general management
Security personnel
System programmers
Systems analysts
Application programmers
Other technical support
Computer operators
Peripheral equipment

handlers

Data entry operators
Control clerks
Schedulers
Librarian(s)
Data base administrator(s)
Secretaries and clerks
Other

Supplies (cards, paper, etc.)

Contracts:
Data conversion
Other services

Facility costs:
Space
Utilities

Other costs (specify)

Total costs

vi-24

CHECKLIST 2
Workpaper

index

Projected
costs



CHECKLIST 2 CHECKLIST 2
GRA - 10

Workpaper
index

Data center protection

15. Data center security procedures.
16. Emergency plan.
17. Backup and recovery procedures.

System software

18. Operating system description.

19, System utilities description.

20. Program library system description.

21. File maintenance system description.
22. Security software description.

23. Data communications system description.

24. Data base management system
description.

25. System software change procedures.
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CHECKLIST 2 CHECKLIST 2

GRA - 10

Workpaper
index

Hardware

26.

27.

Complete inventory and description of
the computer system,

CPU manufacturer

CPU model number

Date CPU installed

CPU physical location

Internal storage capacity
Direct access storage capacity
Console model number

Peripheral devices Number of devices

Magnetic tape drives:

track, density
track, density
track, density

Magnetic disk drives:
___series or model number
___series or model number

series or model number

Magnetic drum units

Other mass storage units
{specify type)

Card readers

Card punches

Card reader/punches

Line printers:

lines per minute
lines per minute

On-line terminals

Remote batch terminals

Communications controllers

Optical scanners

MICR readers

Mark sense readers

Key-to-tape units

Key-to-disk units

Keypunch/verification units

Card sorters

Card collators

Card accounting machines

Other (specify)

Schematic of telecommunications network.



QUESTIONNAIRE 1

by a

User departments and internal audit should be represented on

GRA - 11

QUESTIONNAIRE 1

EXECUTIVE ADP MANAGEMENT COMMITTEE

An executive ADP management committee, normally chaired

top management representative, is usually responsible for

--establishing agencywide policies for data processing

systens,

--approving short- and long-range plans to develop and

implement new systems,

--evaluating the need for new computer equipment, and

--insuring that new equipment is acquired in the most

economical and expeditious manner.

this committee.

The auditor should determine whether the agency has an

executive ADP management committee, its makeup, and the extent
of its responsibilities.

REPRESENTATION

1.

Does the agency have an executive
ADP management committee? (Attach
a copy of the committee's organi-
zation chart.)

2. Does a top management representa-
tive chair the committee?

3. Are major users of computer-
processed information represented
on it?

4. 1Is the internal audit department
represented?

5. Does the committee have prescribed,
documented responsibilities? (Attach
a copy of the committee's charter.)

RESPONSIBILITIES

6. Does the committee:

--Establish agencywide policies for
ADP?

S7TT "7

YES

NO



PROFILE 1 PROFILE 1
GRA - 14
TOP MANAGEMENT CONTROLS PROFILE

In some Is the
Is the Is the alternate alternate Level of
Control control control control control potential

characteristic in place? effective? in place? effective? risk

INTERNAL AUDIT

ADP
involvement

General controls
review
capability

Application
controls
review
capability

Systems design,

development, and
modificaticon

review capability

Reporting
requirements

EXTERNAL AUDITS AND STUDIES

GAO ADP
reviews

GAQ system
approvals

Private
accounting
firms and
consultants
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QUESTIONNAIRE 2 QUESTIONNAIRE 2
GRA - 12

INTERNAL AUDIT

Generally accepted Government auditing standards concerning
computer-based systems state that the auditor shall

--review the general controls in data processing systems,
and

--review application controls of installed data processing
applications.

An additional objective should be to review the design and devel-
opment of new data processing systems and significant modifications
to them. The internal audit function should be independent and
should report to the agency head or deputy head.

The auditor should determine the extent of internal audit
coverage of agency ADP activities, and the level of internal
audit reporting.

YES NO

ADP INVOLVEMENT

1. 1Is the agency's ADP-related internal
audit function documented? (If so,
obtain a copy.)

2. Has internal audit periodically
reviewed the ADP function?

3. Has internal audit developed an
overall audit plan which includes
ADP reviews?

4, Does internal audit have an ADP
team within its staff?

5. Are members of the ADP audit team
qualified in the ADP audit area?

GENERAL CONTROLS REVIEW CAPABILITY

6. Does internal audit review general
controls in computer-based. systems
to determine whether controls have

been designed according to management
direction and legal requirements?

7. Does internal audit review general
controls in computer-based systems
to assure that the controls are
operating effectively to provide

X7ZTTQ



QUESTIONNAIRE 2
GRA - 12

reliability of, and security over,
the data being processed?

8. As part of its general controls
reviews, does internal audit make
sure that each of the following are
adequate:

--0rganizational controls?
--Physical facilities controls?

-=-Personnel controls?
--Security controls?
-=-Operating system controls?
--Hardware controls?

APPLICATION CONTROLS REVIEW CAPABILITY

9. Does internal audit review the
application controls in computer-
based systems upon which they are
relying to assess their reliability in
processing data in a timely, accurate,
and complete manner?

10. Do these control reviews
determine whether the computer-
based systems conform to agency
and Federal standards?

11. Do these control reviews deter-
mine whether the systems conform
to the latest approved design
specifications?

12. Are periocdic audits designed to
test internal controls and
reliability of data processed?

13. Does internal audit verify the.
information on ADP output reports
against related source documents?

14, Does internal audit use test data

t0 1nsure the reliability of
computer programs?

VT=2N

QUESTIONNAIRE 2



QUESTIONNAIRE 2

15.

16.

17.

18.

19.

GRA - 12

Are automated data retrieval and
analysis packages or specially
written computer programs used
for evaluating data records?

Are audit test data stored under
internal audit control?

Does internal audit supervise
the running of test data?

Are audit retrieval programs stored
under internal audit control?

Does internal audit supervise the
running of audit retrieval programs?

SYSTEMS DESIGN, DEVELOPMENT, AND

MODIFICATION REVIEW CAPABILITY

20.

21.

22.

Does internal audit review the
design and development of new data
processing systems or applications?

Does internal audit review signif-
icant modifications to systems or
applications?

As part of its design, development,
and modification review function,
does internal audit make sure that
all systems:

--Carry out the policies management
has prescribed for the system?

--Provide the controls and audit
trails needed for management,
auditor, and operational review?

--Will be efficient and econcmical
in operation?

-=-Conform with applicable legal
requirements?

--Are documented in a manner that
will provide the understanding
of the system required for
appropriate maintenance and
auditing?

VI-31

QUESTIONNAIRE 2

YES

NO



QUESTIONNAIRE 2 QUESTIONNAIRE 2

REPORTING REQUIREMENTS

23. Is internal audit located outside
the staff or line management
function of units under audit?

24. Does internal audit report to the
agency head or deputy head?

25. Does internal audit maintain copies
of memorandums and reports of all
(both internal and external) ADP
review efforts?

NOTES: Questions should be self-explanatory. Responses will
frequently be a simple "yes”"” or "no." All responses
should be indexed to appropriate supporting documents
or records of interviews. Explain any “no" answers and
1dentify alternate control procedures.
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QUESTIONNAIRE 3 QUESTIONNAIRE 3
GRA - 13
EXTERNAL AUDITS AND STUDIES

External revicws and studies conducted by GAO, private
accounting firms, or consultants provide a third party appraisal
of agency ADP operations.

The auditor should determine the extent of external review
coverage for the past 1 to 3 years and whether the agency has
implemented recommendations.

YES NO

GAQO ADP REVIEWS

l. Has the agency been included in a
Government-wide ADP review?

2. Were agency ADP operations free of
deficiencies?

3. 1If not, has the agency taken
corrective measures?

4. Has the agency's ADP planning
process ever been reviewed?

5. Were agency ADP planning processes
free of deficiencies?

6. If not, has the agency taken
corrective measures?

7. Have the agency's ADP procurement
activities ever been reviewed?

8. Were agency ADP procurement
activities free of deficiencies?

9. If not, has the agency taken
corrective measures?

GAQ SYSTEM APPROVALS

10. Has the application system under
review ever been subjected to a
GAQO system approval review?

1ll1. Was the agency system free of
deficiencies?

12. If not, has the agency taken
corrective measures?

13. Was the system approved?
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QUESTIONNAIRE 3

GRA - 13

PRIVATE ACCOUNTING FIRMS

AND CONSULTANTS

14. Has the agency contracted with
private firms to evaluate its
ADP activities?

15. Were agency ADP activities free
of deficiencies?

16. If not, has the agency taken
corrective measures?

17. If a financial computer-based system
is involved, was the system reviewed
by a private accounting firm?

18. Were both general and application
controls reviewed?

19. Was the financial computer-based
system free of deficiencies?

20. If not, has the agency taken
corrective measures?

NOTES: Questions should be self-explanatory.

frequently be a simple "yes" or "no."

QUESTIONNAIRE 3

YES

No

Responses will
All responses

should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers and

identify alternate control procedures.
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PROFILE 1 PROFILE'1
GRA - 14

TOP MANAGEMENT CONTROLS PROFILE

On the basis of questionnaire responses and other information
obtained relating to the following control characteristics, how
much risk (low, medium, or high) do you believe is involved in
relying on the agency's top management controls to assure effec-
tive ADP operations? Refer to appendix II for more information on
assessing risk.

Is some Is the
Is the Is the alternate alternate Level of
Control control control control control potential

characteristic in place? effective? in place? effective? risk

EXECUTIVE ADP
MANAGEMENT
COMMITTEE

Committee
representation

Committee
responsi=-

. bilities
Committee

reporting
requirements
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PROFILE 1 PROFILE 1
GRA - 14
TOP MANAGEMENT CONTROLS PROFILE

In some Is the
Is the Is the alternate alternate Level of
Control control control control control potential

characteristic in place? effective? in place? effective? risk

INTERNAL AUDIT

ADP
involvement

General controls
review
capability

Application
controls
review
capability

Systems design,

development, and
modificaticon

review capability

Reporting
requirements

EXTERNAL AUDITS AND STUDIES

GAO ADP
reviews

GAQ system
approvals

Private
accounting
firms and
consultants
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MATRIX 1 MATRIX 1

GRA - 14
TOP MANAGEMENT CONTROLS MATRIX

If the degree of risk determined on the previous profile
warrants additional audit work (i.e., medium to high risk),
the following matrix should help the auditor select appropriate
audit steps to complete the review.

Executive ADP Management Committes

Committee Representation

Committee Responsibilities

Committse Raport Raquirements

Internal Audit

ADP Involvement

General Control Reviews ® ] ® ® o o o

Apglication' Control Reviews o o o ® o o ® [ ]

System Design, Development
and Modification Revisws o ® ® ®

Reporting Requirements .
External Audits and Studies

GAO ADP Reviews ® o

GAO System Approvals o @

Private Accounting Firms
and Consultants L ®




QUESTIONNAIRE 4 QUESTIONNAIRE 4

GRA - 15 ‘

ORGANIZATIONAIL CONTROLS

A key organizational control is an adequate separation of
duties, which includes

--separating the data processing functions from other
agency functions,

--geparating different data processing functions within
the data processing department, and

--providing for separation of duties within user
departments.

Clear-cut lines of supervision, job rotation, and mandatory
vacations can also improve internal control.

The auditor should determine the extent of separation of
duties.

SEPARATION OF DUTIES

1. 1Is the ADP function independent from
other agency operations?

2. Are all ADP employees prohibited
from having authority, or duties in
any other department?

3. Are the following functions performed
by a different individual or group:

~-Systems analysis?
--Application programming?
--Acceptance testing?
--Program change control?
--Data control?

--Production control and
scheduling?

--Computer equipment operation?
-=-Data base management?

--System software maintenance?

vVI-38



QUESTIONNAIRE 4 QUESTIONNAIRE 4
GRA - 15 YES NO

-=-Computer files maintenance?

-=Source document origination?

==Source document conversion
+o machine-readable format?

PERSONNEL POLICIES

4. 1Is there a direct line of responsibility
between every subordinate and supervisgor?

5. 1Is a personnel rotation plan in effect
within the different functional areas
in the ADP department?

6. Are ADP department personnel required to
take regularly scheduled vacations?

7. Does the ADP department have a low
turnover rate?

8. Does the ADP department have a low
absentee rate?

NOTES: Questions should be self-explanatory. Responses will
frequently be a simple "yes" or "no." All responses
should be indexed to appropriate supporting documents
or records of interviews. Explain any "no" answers and
ident1fy alternate control procedures.



QUESTIONNAIRE 5 QUESTIONNAIRE 5

GRA - 16
SYSTEM DESIGN, DEVELOPMENT, AND

MODIFICATION CONTROLS

The adequacy and effectiveness of controls in computer-
based systems begin with the methods and procedures used during
the system development process. The agency should have a struc-
tured design, development, and modification process which pro-
vides adequate separation of duties and assures user, manage-
ment, and internal auditor participation. Additional key
elements are adequate documentation, effective computer program
testing, effective system acceptance testing, and effective
computer program change control procedures.

The auditor should evaluate the total system development
process used by the agency, paying strict attention to the key
elements outlined above.

YES NO

SYSTEM DEVELOPMENT LIFE CYCLE

1. Does the agency have a formal, manage-
ment controlled approach for system
development?

2. Does the system development process
include the following steps:

--User needs definition?
--Conceptual system design?
--Feasibility study?
--Cost-benefit analysis?

% --Detailed system analysis
and design?

--Programming?
--Testing?

--Procedure preparation?
--Conversion?

~-System acceptance?
--Operations?

--Postimplementation audit?
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QUESTIONNAIRE 5

10.

11.

12.

13.

14.

GRA - 16

Are formal requests for new or
revised systems prepared by users and
submitted with proper authorization
signatures?

Are these users' needs used to
develop the conceptual system design?

Is this conceptual design used
to determine the technical and
operational feasibility of the system?

Is a cost-benefit analysis performed

to make sure that the conceptual system
will produce desired results
economically?

Were additional hardware and/or system
software needs considered in the cost-~-
benefit analysis?

If so, is the additional hardware and/or
system software requirement consistent
with the agency's shert- and long-range
plans?

Was the detailed system design consistent
with the conceptual design and was it
based on the feasibility study and cost-
benefit analysis?

Was the detailed system design used
to prepare computer programs?

Upon completion of all programming, is
each program, interrelated subsystem, and
the entire system thoroughly tested?

Are program and system test results
reviewed and signed by the systems
analyst?

Were all processing procedures--

both manual and automated--prepared
before implementation and reviewed

to make sure that the detailed design
specifications were followed?

Are there effective procedures to insure
that no data is lost or erronecusly
changed during conversion to the newly
designed system?

VI-41

QUESTIONNAIRE 5



QUESTIONNAIRE 5

15.

16.

17.

is.

19.

20.

21.

22,

23.

24.

25.

CRA - 18 YES

Was sufficient computer time allocated
for the conversion process?

Was the newly designed system tested
in parallel with the old system?

Was sufficient time allocated for
parallel processing to allow for
adequate comparison of results from
both processes?

Was the system "acceptance tested" to
insure that it performed in accordance
with functional and detailed performance
specifications, including desired controls,
and meets user needs and objectives?

Was this system acceptance performed
by a group independent of the
programmers and analysts who designed
the system?

Does the system acceptance process
evaluate both manual and automated

‘procedures?

Does the system acceptance group
certify in writing that the computer-
based system performs in accordance
with all functional and performance
specifications?

Are all scheduled and emergency computer
program modifications evaluated by the
independent system acceptance group?

Does the system acceptance group control
all changes to the computer-based

system in order to maintain its integrity
on a continuing basis?

When the system is ready for initial
operation, is its implementation co-
ordinated with all personnel involved
and other systems affected?

After the system is in operation for
several months, is a postimplementation
audit of the entire system--both manual
and automated-~-performed by the internal
audit staff?

VIi-42
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26.

27.

28.

° -

30.
31.

32.

33.

34.

QUESTIONNAIRE 5

GRA - 16

Are at least the following personnel
(or their equivalents) involved in the
system development process:

~=Project manager?
--Users?

--Systems analysts?
--Programmers?
--Acceptance testers?
--Internal auditors?

Are duties of the different personnel
assigned to the development project
clearly separated?

Is each person assigned to the develop-
ment project aware of his/her respon-
sibility?

Have specific tasks and time frames
for completing tasks been established
for each member of the development
project?

Is the project manager authorized to
make decisions on personnel resources,
scheduling, costs, budgets, and most
technical project matters?

Is the project manager sufficiently
supported by top management to
accomplish the system development
project?

Have adequate resources been provided
to successfully complete the system
development project?

Does top management track system
development projects to make sure
that objectives and time schedules
are being met?

Do users actively participate in
system development projects?

vi-43
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YES

No



QUESTIONNAIRE 5

35.

36.

37.

38.

GRA - 16

Is the user the final authority on
whether the system meets its intended
purpose (i.e., does the user have the
final "go/no go" decision to place
the system in operation)?

Are all interested parties represented
on the development team?

If not, has a mechanism been established
so they can provide input to the team?

Are documentation and programming
standards adhered to during the system
development project?

DOCUMENTATION

39.

40.

41.

Do agency standards exist for documenting
different data processing functions?

Has a project request document been
prepared to provide the means for a
user to request the development,
procurement, or modification of soft-
ware or other ADP-related services?

Does the project request document
include the following:

--A statement of objectives to be
accomplished by the proposed
project?

~-A description of the service to
be performed?

~-The reason for the request?

~-A description of how the requested
project relates to other systems?

-—A statement on privacy and security
considerations?

-=-A list of those organizations that
will be affected by the proposed
project?

--A list of pertinent reference
documents on the project?

VT =24

QUESTIONNAIRE 5

YES



QUESTIONNAIRE 5
GRA - 16

42. Has the project request document been
annotated by the receiving organization
with the following:

--The date the request was received?

--The individual assigned to
investigate the request?

--The disposition of the request?

--An estimated cost for completing
a feasibility study or other
analysis, and the project as
a whole?

--Any additional information such as
problems encountered or references
to other pertinent information?

43. Has a feasibility study document been
prepared to provide the following:

--An analysis of the objectives,
requirements, and system concepts?

--An evaluation of alternative
approaches?

--An identification of a proposed
approach?

44. Does the document include the following:

--A description of the requirements
of the proposed system?

--A statement of the major per-
formance objectives of the
proposed system?

--An analysis of existing systems
which currently address the
proposed system's requirements
and objectives?

——-A detailed description of the
proposed system?

--A discussion of alternative
systems or approaches?

QUESTIONNAIRE 5
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--The rationale for recommending
the proposed system?

--A proposed schedule for system
development?

45. Has a cost-benefit analysis document
been prepared to give managers, users,
designers, and auditors adequate cost
and benefit information to analyze and
evaluate alternative approaches?

46. Does the document include the following:

--A description of alternative
systems or approaches?

--The cost of development and
operation of each alternative?

--The benefits which could be
attained through the development
of each alternative?

--A comparative cost-benefit
summary?

--A sensitivity analysis assessing
the extent to which costs or
benefits would be affected by
changes in key factors?

47. Has a functional requirements document
been prepared to provide the basic
understanding between users and
designers of the system?

48. Does the document include:

--A statement of objectives to be
met by the new computer-based
system?

-~A description of existing methods
and procedures?

--A description of proposed methods
and procedures?

--A summary of expected improvements?

--A summary of impacts?

VI-46
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--Cost considerations of the proposed
computer-based system?

--A description of alternative
proposals?

| --The performance requirements
of the new system?

-=A description of inputs and
outputs?

~-A description of data elements,
dictionaries, tables, and
reference files?

--A description of contingency
steps to be taken in the event
of hardware/software failures?

--A description of the equipment
needed to process the system?

. --A description of system software
needed to support the system?

--A description of interfaces with
other systems?

--The security and privacy require-
ments of the system?

--A description of controls over
and within the system?

--A plan for developing and imple-
menting the proposed system?

49. Has a data requirements document been
prepared to provide a data description
and technical information about data
collection requirements?

50. Does it describe:

--All required data?

--Data collection requirements,
responsibilities, procedures and

. impacts? _ —_—
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51.

52.

53.

54.

Have

GRA - 16

detailed system/subsystem

specifications been developed for the
computer-based system?

Do they include:

Have

-=-An overall narrative description
of the system?

~--Its performance requirements?

--The equipment configuration
needed to process the system?

--The system software needed to
support the system?

--The interfaces with other systems?

--The security and privacy require-
ments of the system?

--The operational controls over
the system?

—--The design characteristics of the

QUESTIONNAIRE 5

YES

No

system, including a system flowchart?

detailed program specifications

been developed for all programs of the
system?

Do these specifications include the following:

--A general narrative description
of the program and its functions?

--The program's performance
requirements?

--The equipment required to
operate the program?

--The system software needed
to support the program?

--A description of all interactions
by computer operators?

~--The storage requirements of the
program, including the amount of

VI-48
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55.

56.

GRA - 16

internal storage, and the amount
and type of off-line storage?

--The security and privacy
requirements of the program?

--The controls over and within the
program?

-=Lists of constants, codes, and
tables used?

--The operating procedures of
the program?

--The input record formats and
descriptions?

-=-A description of the program's
logic, including flowcharts and
decision tables, supplemented
by narrative explanations?

--The output record formats and
descriptions?

--The logical and physical
characteristics of all data bases
used by the program including
file layouts and data element
definitions?

--Source program listing?

--Object program listing?

Have detailed specifications been
developed for data bases used by the
computer-based system?

~--The data base identifications?

--The system(s) using the data base?

-~-The labeling and tagging conven-
tions used when accessing the
data base?

--Any special instructions for using

it?

QUESTIONNAIRE 5
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Do these specifications include the following:

NO
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57.

58.
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--The system software needed to
support it?

--Its logical characteristics?

—-Its physical characteristics?

Has a users manual been developed
which documents the functions of the
computer-based system?

Does -

this manual include:

--A narrative description of the
computer-based system?

--A description or diagram of the
computer-based operation?

-~A description of the equipment
needed to process the system?

--The structure and role of each
system component?

--The performance capabilities of
the system?

--3 description of all data files
used by the system?

--A description of the inputs, the
flow of data through the processing
cycle, and the outputs?

--The step-by-step procedures
required to initiate processing?

--The requirements for preparing and
entering input data?

--The requirements relevant to each out-
put, such as format, frequency, etc.?

--A list of error codes or conditions
generated by the system and the cor-
rective actions to be taken by the
user?

~--The detailed instructions necessary
to intiate, prepare, process, and
receive a query applicable to the
data base?
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59. Has an operations manual been developed
which describes the computer-based system
and its operational environment for computer
operations personnel?

60. Does this manual include:

--A diagram showing the inputs,
outputs, data files, and sequence
of operations of the computer-
based system?

--An inventory of all programs
included in the system?

--An inventory of each permanent
file that is referenced, created,
or updated by the system?

--A list of the various runs
possible and a summary of each
run's purpose?

--A description of the manner in
which progressive advances from
one run to another is made to
complete the entire run cycle?

~-The job control statements
needed for each run?

--Operator instructions for
each run?

--The input and output files
for each run?

--The output reports produced
for each run?

-~The output reports that need to be
reproduced by other means?

--The restart/recovery procedures
for each run?

--Any emergency procedures?
--A description of procedures for

running the computer-based
system through remote devices?
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61. Does the operations manual exclude:

--Program logic charts or decision
tables?

--Copies of program listings?

62. Are program listings inaccessible to
computer operations personnel?

63. Are computer operations personnel
denied access to other program and
system documentation?

64. Has a program maintenance manual been
developed which gives the maintenance
programmer sufficient information
to understand the programs, their
operating environment, and their main-
tenance procedures?

65. Does this manual include:
—-A detailed description of each

program in the computer-based
system?

--The equipment needed to process it?

-=-The system software needed to
support the application
programs?

——A description of the data base
being used by the application
programs?

--A description of the programming
conventions used to develop the
application programs?

--A description of all error
conditions, their sources, and
procedures for their correction?

--Program listings and flowcharts
of decision tables?
66. Has a plan been documented to test the
computer-based system?
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67. If so, does it include the detailed
specifications, descriptions, and
procedures for all tests?

68. Does it include test data reduction
and evaluation criteria?

69. Has a test analysis report been
developed which documents the test
analysis results and findings?

70. 1If so, does it present the demonstrated
capabilities and deficiencies of the
computer-based system?

71. 1Is the report used to prepare a state-
ment of the system's readiness for
implementation?

72. 1Is all documentation periodically
reviewed to insure that it is current
and complete and adheres to established
standards?

73. Are copies of all documentation stored
off the premises?

74. 1If so, is the stored documentation
periodically compared and updated
with that being used?

75. 1Is there written evidence of who
performed the systems and programming
work?

76. Do documented procedures exist for
controlling all system documentation?

PROGRAM TESTING AND SYSTEM ACCEPTANCE

77. Are all computer programs desk
checked by the programmer and his/her
supervisor before program assembly
or compilation?

78. Are all computer programs reviewed
after assembly or compilation to
insure that errors disclosed by these
translator routines are corrected?

VI-=53
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79.

80.

81.

82.

83.

84.

85.

86.
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Is test data, as opposed to live data,
used to test computer programs?

Is each program, subsystem, and then the
entire system, tested?

Is test data treated just like live data,
as opposed to having special codes entered
in the test data to indicate it is not
normal production data?

Are sufficient volumes of test

transactions entered which have a wide
range of valid and invalid conditions?

Is sufficient time allocated for
thorough testing?

Have sufficient staff members been
allocated for testing purposes?

Are there test cases which evaluate the
following:

--Mainline and end-of-job logic?
—--Each routine?

--Each exception?

--Abnormal end-of-job conditions?

--Combinations of parameter cards
and switch settings?

—-Unusual mixtures and sequences of data?

Does the test data include cases which test
for the following types of valid conditions:

--Codes?

~--Characters?

--Fields?

--Combinations of fields?
--Transactions?

--Calculations?

VI=KA4
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87.

88.

89.

90.

91.

92,
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--Migsing data?
--Extraneous data?
--Amounts?

-=Units?
--Composition?
--Logic decisions?
--Limit or reasonable checks?
-=-Sign?

--Record matches?
~-Record mismatches?
-=-Sequence?

--Check digit?

--Crossfooting of quantitative
data?

-=Control totals?

Are programming aid software packages
used to improve computer programs'
efficiency and effectiveness?

Are new programs run parallel to old
ones to help assure their accuracy?

Are all computer-based systems subjected
to a system acceptance 