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TO ‘ Heads of Divisions and Offices

FROM : Comptroller Generalfs «4d{ &4 M

SUBJECT: Briefing on Automatic Data
Processing, February 13

There have been a number of recent articles and speeches on what nay be
loosely called a revolution in the field of data processing and computer tech-
nology which is not only altering the cost of data processing but also the
application and controls associated with data processing equipment. The
attached special report which was contained in the July 1978 issue of Dun's
Review is an example, but similar articles have appeared in Fortune, Business
Week, and elsewhere.

Because data processing 1s changing so rapidly, I have asked Don Scantlebury
to arrange for a briefing on the expanding power, potential, and problems of
ADP to give us an opportunity to learn more about these developments, par-
ticularly as these trends impact on government, business, and society.
These developments can also have a major bearing upon GAO's work. The ten—
tative assignment lists of FGMS, also attached, for September, October, and
November, reflect to some extent these newer developments and I would hope we
could, In our discussion, focus on this listing as well as other work which
we have in process or in our future work plans.

The all-day briefing session will be in Room 7315, on Tuesday, February 13,
1979. Please mark your calendar and reserve that date. A more detailed pro-
gram for the day will be sent to you by mid-January. I suggest that you also
arrange to have present your ADP liaison, your deputy, and anyone else whom
you think would have a particular interest or responsibility in this area.

We would also like to address ourselves to any questions you may have on
this subject. Please forward questions you would like to have answered during
the briefing to Mr. Walter Anderson in FGMSD=ADP by January 19, 1979. The
program format will also permit time for other questions to be discussed as
they arise.

Mr. George Sotos (Ext. 55040) can provide you any addicional information
desired.
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THE CHANGING WORLD OF THE COMPUTER

Time Subject Speaker
8:30 Welcome and Prefatory Remarks Mr., Elmer Staats
Comptroller General
8:40 Introduction and Overview Mr. Don Scantlebury
Director, FGMSD
8:45 Briefing Format and Expectations Mr, Walter Anderson
Review Agenda Associate Director, FGMSD
Identify "Selected Articles", Displays,
Demonstrations

Introduce Film

8:55 At the Forefront" Film
9:30 The ADP Marketplace Mr. Walter Anderson
10:15 Automatiec Data Processing Futures: Mr, Ted Withington
A Consultant's View Arthur D, Little, Inc.
(on video)
10-30 Break: Coffee Served Attendees

View Displays and Demonstratioms

10:50 The Industry Viewpoint Mr. Jack Jones
Vice President
Southern Railroad

11:50 View Displays and Demonstrations Attendees

12:15 Lunch in Dining Room Division/0ffice Heads
Guests

1:15 Transnational Data Flow Mr. Blake Greenlee
Assistant Vice President
Citibank

2:15 Privacy and Security Mr. Bob McKenzie

Audit Manager

3:00 Break
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IMPLICATIONS OF ADP FOR THE GAQ

Time

3:15

5:00

Subiect

Presidential Reorganization Committee
Report

Implications for GAO Audit Work

Briefing Close
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Spezker

Mr. Pete Jensen
Georgia Institute of
Technology

Mr. Don Scantlebury
Mr, Mike Zimmerman, Assistant -
Director, HRD

Mr, Staats
Mr, Scantlebury
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Mr. Staats

Let me start by saying that I think this is a most
important meeting for GAO. We all have many problems to deal
with in our day-to-day work, and we certainly don't look for
new ones, but the computer--and all it has done to revolu-
tionize information technology--is with us to stay. It is
constantly enlarging the scope of its presence, and lts impact
on Government operations is increasing daily.

Today you will be hearing about some of the recent tech-
nological advances in ADP and telecommunications, and the
effects they are having on management of organizations from
the largest to the very smallest. The rate of these advances
is quite remarkable, and is one of the few bright spots in
improving national productivity. The computer industry is
also one of the few bright spots in dealing with our balance
of trade problems. For example:

¢ In medicine, computer tomography scanners are
permitting 3=-D analysis of the organs of the
body, aiding in accurate diagnosis of some
preoblems which up till now could be diagnosed
only through more painful methods such as ex-
ploratory surgery.

° Electronic message service cost is already
comparable to that of first-class mail, and
it is going to have a marked impact on the
operations of the Postal Service.

® 1In the financial area, it is unbelievable
how much money is already flowing through
electronic funds transfer systems daily. On
FEDWIRE alone, developed by the Federal Re-
serve Board, over $43 trillion was handled in
1977, and the volume is growing. Banking will
never be the same again.

° The Contrcl Data Corporation has recently
announced a new model--the CYBER 203-~-which
can process over 100 million instructions
per second. It has been estimated that
applying a machine of this power will improve
weather forecasting to the point of avoiding
over $1 billion annually in weather-related
losses in this country.

° Small business computers are virtually flooding
the country.



° Microprocessers are already used in some
automobile models.

As these developments occur, they bring into sharp focus
many of the problems Government has been wrestling with for
years. For example, the availability of relatively low cost
minicomputers and microprocessors--many with the capabilities
of large computers of just a few years ago-~-suggests the need
to review agency postures on decentralization. At the same
time, new microwave communications capabilities for computers
permit linking of computers at great distances, and this pre-
sents opportunities for timely centralized contrcl of wide-
spread activities to a far greater extent than before. The
potential for improved Government operations generally is
great, but this positive potential is matched by a negative
potential of disrupting ongoing operations if the transition
to such changes is not carefully and competently managed.

Just a couple of weeks ago, after President Carter created
the Federal Regulatory Council, it was recognized that a
crucial cog in the plan to coordinate regulation was develop-
ment of a data base that can be used to analyze the impact
of current and proposed regulations. If this data base is
prcperly designed and maintained, it will present important
opportunities to improve this area of government operations.
On the other hand, a poorly designed system may well result
in complete frustration of efforts to do a better job. It
is this reliance on the computers, their communications, the
accuracy of the data, and the systems design that mandate
serious management involvement and control. Obviously, if
agency management needs to be knowledgeable, we need to be
also.

I consider it essential for GAO staff, particularly at
management levels, tc be sufficiently knowledgeable in the
subject of computers that we can do a good job in assessing
this rapidly evolving role of the computer in the operation of
the Government. Similarly, we need to have excellent staff
level capability to evaluate the adequacy of computer controls,
effectiveness of computer applications, and efficiency and
effectiveness of the systems development process in the agencies.

We are going to have to move with the times and make sure
our audit approaches take into account both the situation as
it exists today and the dynamics of change. You should con-
sider this in light of your assigned responsibilities, and
take whatever additional steps are needed to assure yourself
that you have this area under control.

There have been a number of dramatic computer-related
fiascos--Secretary Califano's apology to the American Medical
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Association for using inaccurate computer-generated information
to publicly criticize physicians' activities in Federally
funded medical programs comes to mind. We must avoid any such
embarrassments for the GAO.

Today, we can no longer get by with stating the information
in our reports "was taken from the agency's automated records";
we have a duty to verify its accuracy and reliability. This
means that we must live up to our own standards of auditing
when we are dealing with computer-based agency systems.

The recent HEW conference on Fraud, Abuse, and Error high-
lighted many difficulties with computerized systems. The
$10.2 million theft from Security Pacific Bank is just another
example. How many of you know that the bank was not aware of
its loss 8 days after the act was perpetrated? And that they
learned of it then only because the FBI, in tracing the diamond
transaction, called them to try to check on the source of the
mcney? Again, our friends in the FBI had been telling us that
another Equity-Funding type scandal was about to hit the news-
paper, and it broke in the January 22, 1979, Computerworld
issue-=-a multimillion~-dollar computer fraud in the insurance
industry in Texas.

If situations of this type can occur in what we would ex~-
pect to be well-controlled operations, it does make one wonder
just how bad things might be in Government. This is particu-
larly true when we consider the reports we have issued indicat-
ing frequent existence of very weak controls in Government ADP
systems. Our work on computer security, computer crimes, auto-
mated decisionmaking systems, and other assignments does cause
one to wonder--"What is going to happen next?"

As Comptroller General, I have no desire to appear before
the Congress to make excuses for missing, in our work, major
deficiencies in agency computer operations.

I do feel that our ADP audit capabilities have been sig-
nificantly improved in recent years, but--as yvou will learn
today--this is no time to rest on our accomplishments. Again,
the rate of change is accelerating and we must move with it.

In recognition of this change, Don Scantlebury has just
completed work on revisions to our yellow book specifically
setting forth supplemental audit standards in dealing with
computer systems, and I'm sure you will be interested in what
he has to say about them and their effect on our work.

In a related area, we are receiving congressional requests
for evaluations of the guality of ADP management in Federal



agencies. 1In view of the billion of dollars expended annually
by the Federal Government through computers, and our responsi-
bilities concerning these Federal expenditures, I think we can
anticipate many more such requests in the future. The Presi-
dential Reorganization Project (PRP) on ADP is nearing comple-
tion. Pete Jensen, who has been a real driving force in the
project, will be talking to you later today. I don't want to
steal Pete's thunder, but listen to one of their major findings:

"The Federal Government is, in general, mismanaging
its information technology resources and has not
developed a plan for exploiting the opportunities

of the future with respect to investment, service
delivery protection of citizens, or national security."

One of the causes of this situation is reported by the PRP
group to be:

"Abdication by Program agency management of its
responsibility for maneging information technology
as a mission-oriented resource."

We in GAO have been hammering away at poor management of
ADP systems, but I am not satisfied that we have done enough,
and I am concerned for tomorrow.

We want to make ADP audit work an attractiwe career in
GAO, so that we will have the capability to perform up to
expectations. Our audit work in each agency must deal with
the computer in an exemplary manner or we will be subject to
scathing and justifiable criticism. We have already taken
the agency internal audit groups to task for aversion to com-
puter work, but--even if they make an excellent response-=-we
can't rely on them to do it all.

I hope we will have a "no-holds-barred" discussion on
this matter at the conclusion of today's formal presentations.
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Walter Anderson - Summarized

Part 1. Computer Hardware

At the beginning of the day's activities, the motion
picture "At the Forefront" showed a brief history of computers.
The film ended with several scenes showing present-day computers
and the process of producing the microscopic-sized components.

My remarks will pick up from there and, with the help of some
slides, I will show why computer eguipment, or hardware, costs
are going down and why the programing, or software, costs are not.

The slides of computer logic circuits show four generations.
First, vacuum tubes were used with electrical components. They
were assembled by hand-labor and wire connections were soldered
individually. Later, transistor circuits consisted of parts
inserted in holes in a circuit board with copper strips serving
as wires. These were prefabricated by an etching process.
Soldering was done by exposing one side of the board to another
solder bath.

In further progress toward automatic fabrication, both wires
and components were deposited or etched out to make complete
circuits. Current technology permits the automatic fabrication
of thousands of circuits on a small "chip" of semiconductor
material.

Computer memory circuits for the "main" memory storage
function were, for many yvears, made of little magnetic doughnuts,
or "cores." Each core can store one element or "bit" of in-
formation (yes or no, on or off). Combinations of these elemesnts
are used to identify decimal digits, alphabetic letters, or
special symbols. Arrayvs of these cores had to be assembled by
hand with three wires threaded through each core. This process
was never fully automated. Over the years memory elements have
been developed that can be manufactured by automatic processes
such as photo-engraving and etching.

Computer logic circuits and memory circuits can now be manu-
factured together on the same chip. And, these chips can be
manufactured automatically dozens at a time. A typical example
is a microprocessor, or personal computer, such as 2Zilog Z80.

The Z80 contains 8500 transistors in logic circuits plus main
memory storage in a chip the size of the head of a paper match.
It reqguires only a keyboard, a numeric display, and a power
supply (battery) to be a functioning computer.

Clearly, automatic mass production in place of hand-assembly
and soldering, has been the key factor in reducing the cost of
computer components. The attached excerpts from the February 5,
1979, issue of Computerworld illustrate the dramatic reductions
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in terms of IBM equipment. Other manufacturers, of course,
must be competitive as IBM price reductions are typical of
industry trends.

Part 2. Industry Statistics

Walter Anderson reviewed the computer industry by pre-
senting colored slides taken from the International Data
Corporation presentation published in Fortune Magazine, June 5,
1978. The slides have been reproduced in the publication,
Selected Articles on ADP Auditing, for the Executive ADP Brief-
ing, February 13, 1979, pages 211-222.

The slides showed the relative sales of IBM and the six
billion-dollar dwarfs:

Sperry Univac

Honeywell

Burroughs

NCR

Control Data

Digital Equipment Corporation

Other slides included:
Computer spending in large organizations in the U.S.

The intermational and domestic markets for general
purpose computers built by U.S. manufacturers.

The small business computer marketplace.
The mini-computer markétplace.
Computer-related bank, fraud,and embezzlement.

The growtl of general purpose computers built by
U.S. companies.

The computer services and software market.
Part 3. Software

In our previous remarks, we noted how computer hardware
prices have been reduced over the years because the construction
process has been automated. Software, on the other hand, con-
tinues to be done by hand without the benefit of much in the
way of tools or automatic production machinery. It is true that
the computer programing languages that are called "high level"
do permit programers to use fewer instructions than the previous
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The most controversial part is conversion.

Conversion is the change frcm cne computer

to another. What makes it controversial is
that the substantial expense of conversion
leads organizations tc keep the same brand

of computer rather than procure by competi-
tive bids. Two congressional committees,
Government Operations and Appropriations, have
taken almost opposing views on whether or not
conversion expense is a cost factor to be con-
sidered in evaluating proposals and offers.

The most undeveloped part is software standards.

There i1s only one Federal standard language,
COBOL. While there are other commercial
standards, the Government has lagged behind
in both standards, development, acceptance,
and compliance.

The forgotten part of software is auditability.

Computer programs are seldom designed with
the auditor in mind. We advocate auditor
participation during the development process
to assure that software can be audited.

By this method of presentation, we have shown some of the
difficulties with software, so we are now ready to answer the
question, "What is the hardest part of the software?"

If vou haven't guessed it by now, the hardest part is
management control. Considering the above problems, manage-
ment has a real challenge in trying to control the software
process and the personnel involved. Our ADP issue area work
is dedicated heavily toward improving the entire area of
software management control.

Part 4. Dspendence on Computers

To complete my presentation, I will point out the heavy
dependence we have on computers. This is important to us in
GAO in trying to assure that Federal systems will function
without unwanted interruptions. :

A few years ago a nationwide survey was conducted by Time
Magazine and the American Federation of Information Processing
Societies. Here are two of the questions and answers.



"Do you currently have a job which regquires some
contact with a computer--either directly or indirectly?"

30 percent said, "Yes."

"Does your job require that you have some knowledge
of how a computer system works?"

85 percent said, "No." But,
15 percent said, "Yes."

From our own experience in analyzing the ADP operations
of a major Federal agency, we found that the computer hardware
classified as assets on the balance sheet amounted to about
5 percent of total assets. Annual expenses for computer
operations, including personnel, were in the range of 15 to
20 percent of total expenses. But the dependency of the agency
on computers appeared to us to be about 100 percent. They
could not operate long without their administrative and
scientific computers.

Now, in many areas dependence can lead to serious problems.
For example:

At a hearing of the Electronic Funds Transfer Commission,
Computer Crime Investigator, Donn Parker was asked, "What is
the liklihood of a multimillion dollar electronic fund transfers
crime involving Federal funds in the following year?" He
answered that it was very likely.

Here is a hypothetical example proposed by Dan MacCracken,
President of the Association for Computing Machinery. A series
of major air crashes taking lives of hundreds of people is
traced to sloppy programing!

We, at GAO, have much to do in ADP because of the increasing
dependence on computers.
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Table 1

IsM
SYSTEM { 376/115-.8 | 370/128-2 4331 370/138 370/148 4341 370/158-3 3631

CHARACTERISTICS

Aelative Performance’ 225 8.3 1110 1"y 24 are 48 54
Memory Sizs in Bytss - X . o

(Minimum to Maximum) 85R-184K EK-512K S12K. 1M 512K-1M 1M-204 SM-4M 512K-8M M-8
Purchase Prics? $91.0000 | $479,7%0° | $88,780° $271.260° | $430,300° | $248.780° | $1.545365 | $1,008.600
{Memory Size) (384K) ($12K) {312X) (M (1 M) (2m) (2Mm) {2M)
Monthly Lease $2,380 $5,91% $1.879° $10,439 $17.624 $6,089° $44,258 $25,000
(Lease Termj {4 Years) {4 Years) (2 Years) {4 Yanrs) {4 Years) (2 Years) (4 Years) (4 Years)
Memory Cycle Time 1,300 : Not

(Nsec) 480 320-480 (Par & Byten) 715938 408-540 Available 6%0-1,038 348
Machine Cycie Time

(Neoc) 4 486 40 (Por :°gm,, 2751430 | 180.228 180-300 118 118
Channels
(Mirimum to Maximum) ! ! o2 3 s 8 o-8 8
Price per 1M Byte

Of Main Memory $75.000° _$78,000° $13,000 $75.000° $75.000* $18,000 $75,000 $75,000

1. Redative throughinul Based on the IBM 370/158-2 equaliing 43, Pertarmance is Dased on murm chennais. Cw Cramoy i Rsenoey

18M's ciaims st ime of pred

fater

a8 user >

end

Enmm Were rapotiec. Compiied by internatienal Oata Corp.'s information Systems

P ¢ Sacvice In

P with C

with an 2otecisk (°) are Dased sdialy en the menulacturer's claims,
3. Far & comiguration including CPUY, stated main memary, powe: Jupply, cOnscie and mim.

Table 1 shows two newly announced IBM computer systems
in comparison to the present 370 Series Models.

orid. Performancs figurae {or systems

3. Purchasse and fedse prices for the 4331 and 4341 Irclude price of the 3278 Modsi 24 gis-
play consoie (purchase. $3.780: leasa. $84) to conicrm to above configuration.
4. Purchase prices foe 370/118, 123, 138 and 148 redleci newly reduced prices as of 16st week.

8. Price reductions on e adbave 370 oy

atfect or

and

memaevy. Prico pes 1M byte of Memery incrament I8 urchanged.

I want to

draw attention to the Model 4341 and compare it to the

370-158~-
37 units compared to 45 units.

3.

They are relatively close in relative performance,
The new 4341 has a purchase

price about one-~sixth of the older model (1/4 million dollars
compared to 1l-1/2 million dollars) and the price to add main

($15,000

memory is one~fifth of the price for the older model.

versus $75,000 per million characters, or "bytes.")
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Table 2

IBM TECHNOLOGY INSERTION STRATEGY

DISK MEMORY

Year Year Price per

Mede! Announced ° Bytes/$1 Medel Announced 1M Byte
2311 1964 300 360/30 1964 $2.000,000C
2314 1965 1,300 370/155 1870 600,000
3330-SD 1970 3,800 370/135 1871 540,000
3340 1873 3,500 3707115 1973 300,000
3330-DD 1973 5,300 $100 1975 180,000
3344 1975 11,300 158/168 5/76 170.000
3350 1975 12,825 Series/1 11/76 120.000
3370 1978 16,268 3033 4477 119,000
8100 30/78 18,000

30 Series 12/78 75.000

4300 /79 15.000

Table 2 shows the dramatic reductions in disk memory

Chart courtsay of internationas Dete Coro Upadiea be SW tor the 337 anc 12C.

The Declining Prices of Disk Storage and Main Memory From 1964 to the Present

and main memory prices over the years beginning in 1964.
As I said before, this reduction has come about by the
Note that the

automation of the production process.
effects of inflation have been completely overwhelmed and

are invisible in the dollar figures listed.
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Introduction of Ted Withington by Walter Anderson

You are about to see a video~taped conversation between
Don Scantiebury and Frederick G. Withington; called Ted
Withington by most people. Ted is a graduate of Williams
College with a B.A. in physics. He was associated with the
National Security Agency as a computer programer and pro-
graming supervisor. He later went into industry with Bur-
roughs Corporation and was concerned with applications and
installation of computer systems and participated in and
directed many technical support programs. He has been at
Arthur D. Little, Inc., since 1960. A. D. Little, of course,
is a well-known consulting corporation. Mr. Withington has
worked with virtually all aspects of the data processing
systems, their designs, applications, markets, and interactions
with the organizations using them. In the course of all this
consulting work, he has become an expert in forecasting the
future in ADP. He has alsc written four books. He is a
regular contributor to the periodicals in our field. His
annual articles in DATAMATION magazine on the future are land-
marks. In the November 15, 1978, Special Issue on the Data
Processing Industry in Transition, Ted Withington had the
lead article. A copy of this article, "Transformation of the
Information Industries" appears in the collection of "Selected
Articles on ADP Auditing" which Chuck Shimkus prepared for
this briefing.

We had the pleasure of working with Ted some years ago
in the task group that helped us with management guidelines
on cost control and cost accounting for computer-based
information systems.

We call Ted the "expert's expert.”
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Don Scantlebury

Ted withington

Don:

£

Ted, 1I'm sorry that your foreign trip is keeping you
from live participation in the Comptroller General's
February 1l3th program on ADP. But I'm glad we have

this opportunity to go over some questions and answers
for us to present to the group. As you are aware, the
theme of the program for which this interview will be
played is "The Changing World of the Computer--and

Its Implications for the General Accounting Office.”
The questions we are about to ask you are in these

two veins. First, let's concentrate on the current
technological happenings.

What are some of the technological advances in com-
puter hardware and applications likely to take place
over the next few years?

I think briefly, there are three: First, there will
be continuing reductions in the cost of semiconductor
electronics to incredibly low levels. Second, there
will be slow improvements in software to make the
machines more automatic and therefore, somewhat easier
to use. They will be more inefficient as a result,
but many people will prefer that, I think. Third,
there will be an ability to interconnect computers and
many kinds of terminal equipments quite readily into
communication networks.

We have heard and read about these great technological
advances--improved communications, networking, data
base management and so on-=but in the final analysis,
what does this all mean for top-level general managers
and how will it impact middle managers?

Well, of course, most management responsibilities will
be unchanged, but there will be some options in style
available. Por example, with such systems a top manager
would be able to participate directly in the on=going
activities of his organization as they take place, if
this is felt to be desirable. Contrary-wise, he could
delegate authority to agents in the field on the basis
that they have all the relevant information available
to them. As for the middle manager, he could get badly
squeezed under either scenario and his interest and

his importance to the organization should be carefully
considered.

What are the most common mistakes you see made in the
use of computers?



Ted:

Don:

Probably short range thinking sums it up. The ac~-
guisition of equipment or the undertaking of a pro-
graming project with the idea of meeting just the
immediate needs at a minimum cost, regardless of the
long-term life cycle cost of it and of eventual trans-
portability to some other computer loock alike.

Based on your experience, what effect do you think
that the growing availability of smaller, cheaper,
more powerful computers, and automated computer links
will have on the organizational structure of major
governments?

They will certainly permit further physical dispersal
of the departments than has taken place so far, and
as I just noted, they will permit a wider variety of
changes in management styles than has been possible
so far, either toward recentralization or decentrali-
zation of authority.

How do you think these effects can be controlled?

Well, the effects of such systems on the organizations
using them are typically very difficult to predict

with any precision. So what people typically do is

run carefully developed prototype experiments with
careful management participation and oversight and then
only after management is satisfied that in every re-
spect this will be an imprcvement, should they authorize
the general adoption of the new system.

Because of high conversion costs, installations are
locked into one manufacturer. How do you view this?

It is a very serious and general problem for large
computer users everywhere. The future computer systems
are likely to be able to run several kinds of software;
that is the new and also the old, within the same com=-
plex of egquipment and this will help, but in fact that
probably will turn out for most users to be only a
postponement of an inevitable day of final conversion
of the old software.

Most auditors are concerned with verifying information,
and to do this they determine whether they can rely on
systems to produce accurate results. This means they
must study and evaluate the systems. But in GAO, we
have the additional responsibilities of evaluating
efficiency, effectiveness, and economy of program re-
sults. What methods and techniques can be used or are
needed to address points in major complex systems?
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Of course, I'm not an auditor, so I mustn't go too

far with this, but I think there is one point in
particular that I would recommend that is not very
often done--called briefly a post audit. Most projects
are undertaken with certain benefits claimed. The
idea is simply to go back and see if the benefits were
achieved. Along with this, all those benefits that
the user department is responsible for in terms of
personnel reductions of changes in operating methods,
that department should be held accountable for it.

So, this combination of user accountability for bene-
fits and post audit to see that they occurred, I think
is one powerful tool.

If you were a GAO auditor reviewing a large computer
system with extensive data communications links, what
type of computer background would you want in the make-
up of your audit team?

Well at a minimum, I would hope there would be a knowl-
edge in the team of the typical points in the software,
the hardware, and the communication networks where
errors, losses or vulnerability to fraud, have been
known to occur in the past, and the auditor then with
that knowledge, can check all of the sensitive points,
verify that the user is aware of them, and that
reasonable precautions have been taken against problems
arising.

We hear a great deal about tke seriousness of computer
crime and the vulnerability of the computer to such
deeds. 1Is this wvulnerability a failure of the techno-
logy itself or a lack of management competence on the
part of those who are responsible for the operation of
the computer system?

Well, there's no question this vulnerability results
overwhelmingly from a failure to exercise proper manage-
ment oversight over what the system is actually doing
and over who is actually using it for what purposes.

The technology has little to do with it.

We hear that the cost of data storage hardware is drop-
ping more rapidly than other costs in data processing
and that it will be cheaper to store data in computer
files than on paper. Would you please discuss this,
and what do you think the implications of that might
be for government operations.
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Ted:

E

Well, I think that statement considerably overstates
the case. 1In fact, during the next decade we forecast
that computer storage costs may drop by a factor of a
thousand. But if one checks that, he finds that it is
still much more costly than paper. Alsc paper turns
out, from our studies of the behavior of people in
offices, to have many virtues as a portable, convenient
means of storage. So maybe what will happen is that
current information data, text and whatever, will be
in the machine until the currency has passed, at which
point paper will be used for official purposes,
archival purposes, and informational purposes.

We also hear about the potential value of computerized
models as a means of assisting decisionmakers. Have
you seen much of this?

Some models have a common problem that they must always
contain some assumptions and generalizations, and they
are unable to cope with the unexpected future event.
Therefore, they rarely are able to predict the future
precisely. But there area considerable number of plan-
ners and managers who are using what are termed "what
if" models--models in which they usually themselves
have participated in making the assumptions, so they
know what the weaknesses are; and then they will ask

a variety of guestions about the outcome of possible
actions, receiving guidance as a result and perhaps
proof against making serious error. This will guide
them in their actual decision; they'll usually ignore
the quantitative predictions made.

It has been said that the Federal Government's inven~
tory of computer systems is becoming obsolete. Do
you see this as a problem?

Yes, I do. I have enough personal knowledge of the
problem to believe it's serious. The Federal Government
has laudably attempted to save money by using purchased
computers for a long period of time, but I believe that
in many cases it has incurred excessive personnel costs
in doing so. For example, this new automatic easy-to-
use software which will save much people~time over a
pericd of years will not run on the old computers.

Let's talk about productivity. Will you discuss for a
moment the type of productivity changes we should be
seeing in government as a result of the technological
advances you have described for us?
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Ted:

Yes, I think broadly, pecple in offices at all levels
from manager to clerk should have to be spending less
time searching for, communicating, and manipulating
information that's already been captured once in its raw
form. This means that many man-hours should be saved

in terms of basically useless behavior and also that
current and accurate information should be available

in a more timely fashion to all the people who need it.

This has been a fairly short discussion about some of
our main areas of interest and concern. To cap it
off we would like to hear what you think will be the
single most important change you expect in the next
10 years?

I think perhaps it will be that by then people will be
accepting, no matter what their job or position, assis-
tance from computers in many of their daily activities,
not only for data, communication, and manipulation, but
also for activities associated with voice, and text and
graphic image manipulation and activity. For example,
here we are preparing a visual communications, and I
notice that there is a minicomputer dedicated to the
control of this system, I think that's a foretaste of
the future.
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Introduction of Jack Jones by Walter Anderson

John L. Jones is Vice President of Managemenit Information
Services, a department of the Southern Railway System in
Atlanta, Georgia. He received a B.A. in Mathematics and Phy-
sics from Luther College in 1950 and an M.S. in Electrical
Engineering and Mathematics from the Massachusetts Institute
of Technology in 1954. In December 1974, Mr. Jones completed
the Advanced Management Program at the Graduate School of
Business of Harvard University.

From 1951 to 1957, Mr. Jones was in the United States
Air Force and served with the USAF Comptreoller in Data Pro-
cessing and assisted in assembly and check-out of the first
three UNIVAC I's. He was in charge of the Engineering Divi-
sion Computer Center of the Chrysler Corporation from 1957 to
1959 and concurrently ne was a Management Consultant in Data
Processing to the Air Force Logistics Command in 1958 and
1959. 1In 1959 he became a full-time civilian employee (GS-15)
with the Air Force Logistics Command, responsible Command-
wide for programing systems and standards, EDP equipment
evaluation and selection, manzgement of installed egquipment
and data systems research. In 1963, he became Assistant Vice
President of the Southern Railway System with responsibility
for all corporate data processing activities. In October of
1969, Mr. Jones was appointed Vice President of the newly
established Management Information Services Department respon-
sible for all corporate systems and data processing activities,
including operations research and industrial engineering.

Mr. Jones is Chairman of the Executive Committee of
CODASYL and a member of the General Committee of the Data
Systems Division of the Association of American Railroads.

In the past he has held positions ¢f Chairman of the COBOL
Committee; Chairman ¢f the Data Systems Division of the Associ-
ation of American Railroads; Vice President in charge of the
Management Sciences and Systems Division of the American Man-
agement Association, and Chairman, Program Advisory Committee,
Alr Force Logistics Command.
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Jack Jones

I suppose that most of you are amazed, even flabber-
gasted that a representative of a dying industry would be here
to talk to you about such a fast growing field as computing.

In thinking about what I could say that would be interesting
and possibly helpful, I decided that the best approach would
be to relate through case-studies what we've done at the
Southern Railway System. You may be able to use that informa-
tion where, and as you think, it applies in your own situation.

I'm going to try to touch on three different aspects of
this problem. First, I will talk a little about the manage-
ment style and the management environment in which this
activity goes on in Southern Railway. Then I'm going to talk
about the 8 to 10 principles that guide our thinking in terms
of these kinds ¢of problems, the designs of systems, and the
chances we take or don't take, as the case may be. Finally,
I'1l give you a gquick overview of a fundamental application=--
so fundamental that our chief executive officer has character-
ized it as being second only to the diesel locomotive in terms
of effect on our corporate business.

I probably will tell you more about a railroad than you
will ever need to know, but I think this may be an effective
way to approach the problem.

The basic management style of the Southern Railway System
is now, and has been for some vears, a "democratic dictator-
ship." There's no question in anyone's mind in our company
who the boss is. On the other hand, we have been able to
develop a very open non-gamesmanship style which allows a
broad discussion of an issue related to any topic by all the
parties that could possibly be affected by the discussion.
Sometimes, even those persons who aren't affected, but who are
part of the management team, are included in the discussion.

I think that our style would be called that of a manage-
ment team. The senior officers of the company have grown up
in this style and therefore, on any given issue, will natur-
ally call in all the members of their staff or anyone else's
staff that they think might have something to say on the
issue. After a thorough discussion on the issue, the respon-
sible officer will make his decision based on his own judge-
ment and determination, but having had the benefit of the
diverse viewpoints that may exist. I emphasize, however, that
the responsible officer makes the decision, and the majoritv
doesn't rule unless the responsible officer is among them!
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_ The way this process is applied to the computer field
is fairly interesting. We have a committee on computer usage
which was formed in April 1966 by order of the company pres-
ident. It has met every third Wednesday of every month ever
since then--almost without fail. Its membership consists of
the 10 executive and regular vice presidents of our company.
You mightwonder how it is that the top officers=-and it is
a rare occasion that the president doesn't attend this meet-
ing=-find time or take the time once a2 month to discuss
together issues related to the computer activities. That's
a very simple matter. Our president just says, "Ya'll get
together once a month and 4o this, y'hear." We understand
that kind of guidance. The committee reviews every issue,
every project, every report, and every new copy of an existing
report that anybody requests be computerized.

The requestor must £ill out a form which asks two ques-
tions, "What do you want, and why do you want it?" The gques-
tions are stated just that way on the form. The requestor
has about 2% inches of space to answer these guestions. The
reguestor works with the programing staff, usually to get some
estimate on the cost of it.

Once completed, the reguest is submitted to the 10 members
of the committee. Each ©f us has 10 working days in which to
vote on that request. So the requests from marketing, from
sales, from accounting, from operations, law, and personnel,
from everywhere, all get written up and sent to the 10 top
officers~=-not including the president. The committee must
vote unanimously to approve the project.

It may be a big project; it may be a little project.
But no new report is added to the computer without this kind
of writeup and review. If any of the 10 members votes against
the project, or says he doesn't understand it, the requestor
can bring anybody or anything with him/her, but he/she must
appear to answer any and all questions regarding the request.
This procedure has several beneficial effects. The first is
that, as a result of this going on for 12 or more years now,
the senior management of our company has become extremely
aware of everything that is done on the computer and how the
computer does things. We hear a lot about having understand-
ing and participation of top-level management in these kinds
of questions. My experience is that not only is it an essen-
tial thing, but it is absolutely critical to making good
judgements not always based on the tangible aspects of a
guestion.



A second good aspect of this is since very few people
in our company want to appear before the president and the
10 vice presidents and look not to be particularly astute,
the requests that come forward are usually well thought-out
as to what is wanted and how they are going to use it. The
third considerable benefit of this, from a personal point
of view, is this leaves me in the situation where the corpor-
ation has decided what is going to be done on the computer,
and it's up to me to decide how it's going to be done.

This is one of the many areas where, at least in South-
ern Railway (and I suspect in a lot of industries) you have
a totally different situation than in the Government. The
rest of the corporate team wouldn't think of asking me, "Why
did you choose Burroughs instead of UNIVAC, or instead of
IBM? Why did you get four megabytes of memory instead of
three megabytes? Why do you have 22 spindles of disks? Why
do you have six channels? Why do you have two machines of
this size rather than a big one of that size?" They wouldn't
think of asking me those questions. If they did, they might
share part of the blame if I get it all fouled up! More
seriously, they assume I'm part of the management team and
will provide results in the most efficient and effective
manner I can.

The question of what is going to be done is a corporate
decision by all of the senior officers of the company. If
it's a marketing application, everybody still gets a vote on
it just like any other application. My job is to deliver
what I promised within the cost that I promised it would
take. If I do that, I'm a wonderful fellow with a white
hat and the rest of the management team doesn't care how I
did it. If I don't do that, I'm a terrible guy with a black
hat, and they still don't care how I did it. They'll find
somebody who knows how to wear a white hat.

So this activity has been going on for many years and
it's important that you are aware of it because a lot of what
I'm going to be talking about in terms of what we are doing
with these machines is based upon the fact that there was
management understanding, participation, and judgement in-
volved in this.

As an example of the kind of thing we do in this com-
mittee, let's say there is a process proposed--gossibly a new
way to do purchasing, or a new technigque to run a railroad
yard, or a new way to measure the effectiveness of our dis-
tribution of empty freight cars. We will .have the requestor
come to the meeting and do what we call a walk-through. A
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walk=through is nothing more than starting from the begin-
ning and telling us where all the information is coming
from; who is going to do what; how it is going to be pro-
cessed; what the outputs are going to be; who is going to do
what with them; and what the end-result of all this is going
to be. Unless we all understand it, it just doesn't get
done. It's got tc be explained in one and two syllable words
that we can all understand. As I said, everything is done
unanimously by the vote of the 10 members. (That isn't
always true. The president is not a voting member of the
committee, but sometimes we lose 1l to 10 nonetheless.)

I would like to cover a few of the basic principles
that we try to apply in looking at the things we are doing
on the computer. One of the overriding principles that we
have learned to apply is the principle of common sense.

It's as simple as that=-if it doesn't make common sense, it
doesn't make any sense. The people sitting in this room
didn't get to the positions they are in without having com=-
mon sense and good judgement. There is no magic in that old
computer box.

I think a second very important thing that we look at
is whether or not the solution (the process) has been tail-
ored to our specific situation. Vendors and consultants
will tell you data is going to solve your problem, distri-
buted processing will; if that doesn't, centralization will;
if that doesn't, decentralization will. But, there are no
pat solutions in this business. You must adapt the solu-
tions to where you find yourself.

I already hit on the idea of management understanding
and participation, and I won't belabor that except to say
that it is terribly important. One thing we do which is, I
think, very different and thatis we always try to build a
solution from the bottom up. We try to be modular; that is,
pick out the kernel of the problem solve it, and build on
that base.

One of the problems you have in the Government is that
everything you 40 has to be preceded by an extensive feasi-
bility study. A feasibility study is a long-time look at a
problem often getting down to nitty-gritty details like,
"There's going to be an overpunch in column 72." You know
it takes a long time to put together such a detailed justi-
fication. 1In my view, by the time you get done with this
l- to 2=year feasibility study, getting everything written
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down and so on, and then go out for equipment selection,
the problem has changed tremendously. It looks to me like
"a terrible problem.

When we think we have a big problem to solve, we pick
out the smallest, "homeliest" piece that we can put in, get
it running, and learn about it from experience--as opposed
to soliciting the opinions of all the "experts" who never
gquite did it. We then add modules to this kernal, what
finally is to be a large process. We make some mistakes.
We go back and tear out part of that metal, unbolt it,
rebend it, and bolt it back down. But we have the flexi-
bility to do that. We can go back to the management in a
form of our computer usage committee. If I get something
messed up, I'll be first in line at the meeting to say,
"Loock fellas, I don't know how to tell you this, but I got
it all messed up. Here's howit's messed up, and here is what
I'm doing to fix it." That open communication is something
that is also a real problem in Government.

I beliewyou ought to be very straighforward in the
way you design things--the more simple, the better. I think
you ought to--whenever you can--use off-the-shelf hardware
and off-the-shelf software. You should never try to invent
anything new in terms of hardware and software if you don't
have to.

You must involve the user. If, when I get done working
with a user department in our company, the user is not will-
ing to step forward and answer the questions of the computer
usage committee, it's "no deal" as far as I'm concerned.
It's got to be the user's system. The user must decide how
things are going to work.

Another thing is terribly important--always have a
retreat position. No matter how carefully you've planned,
no matter what precaution you've taken to make sure nothing
goes wrong, something will. You need to know ahead of time
what you're going to do when it does go wrong.

Now, I'd like to turn to a discussion of one of our
basic applications. This system is right in the middle of
being installed. I pick it because of the impact it will
have on our company. It involves large central computers,
mini computersand micro processors in fairly large numbers,
and a rather massive communications network. It is the
basis that we are using to gather all the data for operating
the railroad. This is not some monitoring system. This is
not some bookkeeping system. This is the basic system by
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which we run the railroad at those points where it is
installed. It is the system that our chief executive de-
scribed as being second only to the invention of the diesel
locomotive in its impact on our business. It is the system
that causes the president or the chief operating cfficer to
call me every once in a while at the wee hours of the night
or early in the morning and say, "How come it is that I
gotta look at your morning report before I look at my
morning report? So, it's a gut system in our business.

Briefly, the Southern Railway System covers about
10,500 miles of track in the 10 Southwestern States. We
operate 600 to 700 freight trains a day. At any given in-
stant, we have 70,000 to 75,000 freight cars somewhere on
our tracks. We operate a large number of yards and agencies.

The thrust of this system has two basic concepts which
center on the ideas that (1) when a person creates informa-
tion, we ought to capture it and never have to capture it
again. Source data entry is what that's called. 1It's not
keypunching=-a clerk sitting down and keying something from
a document. It is that act of causing somebody to do some-
thing in such a way that when they do it, the data is auto-
matically captured. Whatever it is they're doing, whether
it's running a keyboard or issuing an order, they're not
doing it for the computer system. They're doing it to get
their job done. They have an incentive to do it accurately,
timely, and completely. I say incentive because I know dif-
ferent folks need different strokes. However, the railroad
is a very militaristic organization. We don't hesitate to
loock somebody in the eye and tell him/her to take an unpaid
vacation for a few days or get going all together.

We're very tough on discipline in Southern Railway,
and as a result, most of our people do have some incentive
(even if it's not magnanimous) to get their jobs done accur-
ately, timely, and completely. You must have these three
things. 1If you don't, the computer can't help you. A com=-
puter doesn't back up the clock. 1If the person gets data
into the computer an hour too late for the data to be used,
the best the computer can do is get it to whoever needs it in
an hour plus a few microseconds. The computer doesn't back
up the clock. The computer won't take bad data~-inaccurate
data, and make it accurate. The best thing it can do with
bad data is detect it and cast it away. Unfortunately, it
usually lays it all out there for everybody to make mistakes
with. S0, disciplined source-data capture has to be:designed
into the system. The computer can't do it for you.
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The other concept which is very appropriate for us
-{not necessarily appropriate for everybody) is one of those
popular buzz words whigh everybody calls "distributed pro-
cessing." I hope to give you some idea of what it means to
us. Very simply, distributed processing is storing the
local data and doing the local processing locally. It is
not having everything sent to the central processor. The
only data that goes back and forth between the central pro-
cessor is that which is common and must be shared. You have
to be very careful centralizing a large system such as the
one I am going to describe shortly. If you have a system
that is complex but not critical to your business, you can
centralize it. Then when you have a crash (it's not a mat-
ter of if, it's a matter of when) it will take you a while
to figure how to fix it. 1If it's not critical, you have
time. If your system is very critical, but not complex,
you're probably all right with a centralized system. When
it crashes, you have to fix it right away. If it's not
complex, you can usually figure out what's wrong. Unfor-
tunately, systems don't come in vanilla and chocolate; they
are in shades of grey too.

Systems tend to get more complex and more critical.
Now, when a system crashes, you have to fix it right away
because it is critical and you can't figure out what in the
world is wrong because it is complex.

That is a situation which, in my case on the Southern
Railway, would lead to a change in career patterns. That's
one of the motivations that drives me in this way.

The system, very simply then, is one which tries to
capture all the information about what's going on in the
Railway-—an example of one such data stream is a process
we call "waybilling". 1In waybilling, our agent creates
a document that moves with its related freight car. The
waybill is so important to us that it is right even when
it is wrong simply because that's exactly what is going to
happen to the car. It's the only thing that exists; that
one sheet of paper that gives us all operating information.

Another example is our automated yard inventory system
which automatically reports train movements to one computer.
This also includes all the movements ©of -cars to and from
industry, and af those to. be exchanged with other railroads
that we physically connect with at 240-some places. Cars are
alsc sent to and from repair tracks and storage tracks. All
these movements are needed for either local supervision or
for central supervision. Our system is designed to capture
all those movements on a source-capture basis.
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I should point out that the system I'm going to talk
about is one that we have been installing for about a year.
We have about a year and a half to go to get the rest of the
pieces together. However, this is second generation of such
an online or realtime system.

Our first system to keep track of all the freight cars,
all the trains, and so on, was installed in June 1965. So
we have about 14 years of experience running this kind of
online system. I can tell you a lot of interesting stories
about the old version (some of them funny and some not so
funny) but I think what is important here is the way we are
transitioning into this new system and what the benefits
will be.

We call this information our Terminal Information
Processing Services (TIPS). This is the only computer sys-
tem we have in Southern Railway that has a name. Here, we're
talking about a railrcad terminal, not a computer terminal.
The individual who really made this work was a crusty old
railroad man who learned what the computer could do. He
almost single-~handedly brought about the success we had in
terms of the local changes--the operating changes that had
t0 be made to make this system work. The name of the system
is this man's nickname. The basic idea is that we wanted to
make the job of our people easier. We also wanted to increase
their productivity. As a by-product of them doing their nor-
mal job, we wanted to capture the information. This again
is the source-data capture idea.

Let me give you a few definitions. We have both agency
and yard personnel. Agency personnel are basically our
agents. They talk to the customers, arrange to pick up the
shipments, arrange for the billing instructions, and so forth.
Yard personnel perform the switching and cause actions to
occur in the yard--assembling trains, switching trains, etc.=--
two different functions. The yard receives the inbound
trains, reswitches the cars, and produces the outbound move-
ments. These movements may be to industry locations, or to
interchange with another railroad, or another train. That,
basically, is all a yard does. A terminal includes all the
surrounding area: could be a few or many industries that
receive cars from the yards. They locad or unlopad the cars
and return the cars to the yards. When we talk about the
terminal area, it's all the industry around the railroad yards.
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In 1973, at Sheffield, Alabama, we implemented a yard
- control system in what was a rather revolutionary way (at
that time) by using five mini computers. These mini's did
all the process control, including handling switches and
controlling the speed of the car. This involves extensive
instrumentation. They do all that work, plus keep all the
inventories of the yard, and communicate with the Atlanta
center as to the cars that are coming in and going out.
Basically, the people in that yard sit and watch closed-
circuit television to make sure that what they see (on the
television) is happening is in step with what the computer
thinks is happening. We achieved an increase in productivity
of 40 percent per employee in that yard. This is a rather
substantial increase.

Another type of yard, such as our pilot project yard at
Savannah, Georgia, is a flat yard. It has the same basic
elements of a receiving yard, a forwarding yard, and clas-
sification tracks. However, it is a lot more complicated
because we switch from both ends of the class yard and on
two tracks from either end. We were able to substantially
reduce the labor intensity at that yard by the implementation
of that system.

The next step on the mini computers was to implement
the waybilling process. This was in support of the agency
preparing the waybills. The next was to implement a ter-
minal inventory, covering all the rest of that terminal area
and the miles of tracks, docks, and industries around it.
There may be 800 to 1,500 cars out there at any time. Our
objective was to go to the spot on the tracks, on which track,
at which door, and at which plant on which track each car in
that area was located. We completed that in about mid=-1977.

There are four major functions in this TIPS waybilling
system: the yard inventory; the terminal inventory; demurrage
(which is just keeping track of when the cars are at industry
in the field to bill the customer for detaining the car), and
finally the waybilling process. These are the functions done
in the terminal.

Basically, that is what a yard has to do. It just gets
back to keeping track of where they are and when they are
moved. From that, we are able to give work standards to the
industry crews that are switching these cars. The demurrage
function is mainly a billing type of function. It is a by~
product of the other operations allowing us to reduce manual
recordkeeping.
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In waybilling, that is a real gain. We have done a lot
here to increase the agent's productivity, but nonetheless
the basic idea is that the source data is captured by virtue
of the agent preparing the waybill on a CRT with immediate
computer edit and capture of the data.

Now, I want to get to the idea of centralized versus
distributed processing. We presently have about 60 mini
computers installed=--~and about 45 or 50 to go. We now have
about 100 microprocessors and 154 more of these to install.
They're all made by Data General. I make that point because
we got started with Data General at the Sheffield yard.

When we went to the Savannah yard, I picked Data General
because we knew it. When the project was increased to go
system~wide, we kept t0 Data General units and did not go
out on a large selection evaluation. It looked to me like
those units were about as good as anybody else's--not much
better; not much worse. The price was about as good as any=-
body else's too==-not much better and not much worse. It
didn't look like it would make a lot of sense t0o study some-
thing like that for 6 months--something that loocked like a
waste of time and money. I make that point because that's

a flexibility we have that obviously is a bit of a problem
to you in Government.

In Atlanta, we have a network of four IMB 370/158's.
Two of those at any time are doing batchwork; the other two
are for online processing. Currently, there are about 20
communications lines, of which about 15 presently are on
our own private microwave. We have a very large private
microwave system. As a matter of fact, only ATsT and General
Telephone have bigger microwave plants than we d4o. There
will be 39 TIPS locations, 45 waybilling locations, and 182
microprocessor waybilling locaticons that will be connected
to the Atlanta computer by about 50 communications lines
when the project is complete by the end of 1580.

This gives you some idea of the coverage on the South-
ern Railway System. Our implementation schedule gets us to
the end by 1980--a rather ambitious schedule. 8So far, we
are on the money with it.

I hope I have covered enough to give you a flavor of
what we do. As I said before, if I have said anything that
is worthwhile, it is up to you to translate it into your own
business. That's where the payoff will be.

Thank you very much.
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Jack Jones' answers t0 questions from the audience

Q:

A

Who pays for the cost of new reports or applications
that are proposed to the report?

I do, because of the way we manage this activity which
is on a corporate-wide basis. In other words, when we
decide to put in a new report, or new application, or:to
do something like the TIPS system which is a much bigger
kind of thing, the whole thing is discussed and agreed
upon by senior management. 2 request from the marketing
department is not done just for the marketing depart-
ment==it's done for the Southern Railway. That allows
us to take a budgeting philosophy which basically says
my responsibility is to provide the needed corporate
services for Southern Railway. I budget for everything
related to data processing. There are some advantages

to that. When some user comes in and says he needs a
new computer terminal (and he didn't tell me about it
before), he and I are going to sit down and have a good
discussion about how he is going to use it; what he is
going to do with it; and what he is going to save by
doing it. I may say, "Great, that sounds good to me"
and "We will do it," or I may say. "I don't know, that
doesrtt sound quite right," or "I don't agree with that,"
and he won't do it. The user has an alternative then.
He can appear at the next meeting of the Computer Usage
Committee and say, "I told him this and I told him that
and he won't do it." The Committee may say, "Jones,

get at it."

But it's my responsibility to plan the budget which is
reviewed in detail by the budget committee which has four
executive vice presidents. They have all the major
responsibilities. They look at every expense, every cost
center, in every department in the company. You have to
go there all by yourself with your own case and be able
to explain every darn dollar of, in my case, the $14-15
million budget. As a result, this gets scrubbed up
pretty good and we know what we have.

I think the critical point is that everything is out on
the table. There are no hidden games. If an exception
has to be made, we have to go back and explain it. It

is a very good environment--partly from the fact that

the Southern Railway System is just a whole lot smaller
than the GAO or the Defense Department. There are things
we can do that you all probably just can't do. I think
if you think small sometimes it helps, however.
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How do they decide to buy, lease, or use services?
Do you have any special rules?

Yes, I buy. Again, these are some things I can do. For
example, if I am going to install a new computer, I will
take a look at it and say, "How big do you think that

. thing has to be to last me 5 years, 8 years, or some such

figure?" I won't buy what I think I need now, or next
year, or the year after that. I will buy what I think I
am going to need 6 or 8 years from now. I will give you
a good example. In 1969, we put in a complex of two

IMB 65's and two 50's. Undoubtedly, I could have gotten
away for several years with IBM 40's instead of 50's,
however, that would have left me faced with an extra con-
version with its associated costs. I wanted to have it
installed for 7 or 8 years so I bought the larger CPU's,
The only thing I don't buy is when I look at something
and I say, "Oh, something better than that has to come
along." For example, on that samednstallation, IMB had
2703 hardware communications gear, but something had to
be better than that. I rented those and sure enough in
about a year, Burrough came along with a better one
which we bought.

In a rail yard@ such as Sheffield, if you lose electric
power, and all that radar and other equipment doesn't
work, are your people trained to manually operate and
support the system?

Yes, they are. 1In fact, there are three or four levels
of fallback. Finally, we would have to call in some
extra clerks and send in some supervisors because after
you have a computer system of any kind installed for a
while, people will begin to lose their former skills.
If there was absolutely no power, they could not switch
tracks manually because the switches are operated
electrically. But, we do have a big diesel generator,
and we do know to use that.

You operate and control a lot ¢of heavy stock with
computers. What kind of backup do you have?

Well, on the railroad, everything is designed to be
failsafe so if there is a failure, for example, the sig-
nals turn red and will not allow the train to go on.
This type of failsafe philosophy is in everything we do
on the railroad because safety is such a paramount
consideration.
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What percentage of the information acquired locally
comes to your computer in Savannah?

I would have a hard time saying what percentage. For
example, when a waybill is made out locally, zall that
information goes to Atlanta because we are going to

need that later on for billing the customer and a bunch
of things. There is also a world of things that happen
out in the yard. For example, in the railroad yard,

when a train comes in, it might go onto the third receiv-
ing track and a particular car might be the fifteenth car
on the third track. The Atlanta computer could care
less. When the car gets switched, it might be the

second car or the fifth car on the sixty-fifth track.
Again, Atlanta couldn't care less about that. So there
is a tremendous amount of information which is strictly
local.

When a yardmaster wants some function to take place,

the only way he can accomplish that is to turn to his
CRT and key in, "Crew number so and s© go to track so
and so, get so many cars and take them to track so and
so." Then out come the printed instructions to the
crew. When the crew is done, they call into the yard
office and say,"Work Order Number 12345 executed (as

is or with these exceptions)."” That's thé end of it.
There is a tremendous amount of detail. I would have

a hard time saying what percent goes to Atlanta. An
example of what does go would be in a local computer,
for example, when a train goes out, the yard man keys

in and says, "Train 12345 is departed". The local record
is going to be totally wiped out because once the train
is gone, the yard couldn't care less about it. Before
the mini computer wipes it out, it transmits all the data
to Atlanta about the outbound train. Atlanta says,"I've
got it." Savannah wipes it out, and Atlanta passes it
on to the next yard.
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I was interested in the emphasis that you placed on
being careful about too much centralization. Also on
capturing information at the point of origin. I have

two guestions. One is: How do you decide what infor-
mation you are going to share with all of your terminals?
The other guestion is: To what extent do you link the
computers at the terminals with the communications
system?

On the first guestion, that decision is one that is made
primarily (but jointly) by the operating parts who are
working closely with my department. There are actually
cases when we say, "Well this data is local and we don't
need it in Atlanta," and then later on we may say, "That
was a mistake--we do need it for this process.” Some-
times, we say,"No, they don't need that locally," but
later on we may find out we were wrong. Fundamentally,
we take a very conservative approach. Whenever in doubt,
we don't send the data back and forth unless later
experiences demonstrate the actual need. I think the
key factor to everything we do is, we try to do sort of
a minimum basic thing and then with some experience,
learn for sure exactly the answer to gquestions like that.
There is a lot of data at a railroad terminal that is of
absolutely no interest to another terminal; so a lot of
that data might never get to Atlanta.

On the communication--everyone of these 240 or 250
micro and mini computer systems (some of them are dual
systems; that is, there may be two computers out there
sharing the same workload) are connected at all times to
a dedicated communication line. 1In Atlanta, a computer
is polling all these circuits 24 hours a day, 7 days a
week, asking them if they have anything to send.

There is instant communication. There is no dial-up,
once a day or anything like that. It is all connected
at all times. In fact, a person sitting at a CRT out in
a railroad yard can make an ingquiry anytime. If it is
of a nature that the local mini computer doesn't have
it, it will automatically go to Atlanta, get it, and
give him the answer. He doesn't even know where that
information came from.

In other words, that whole thing looks like one system.
Logically, it is just one big system. Physically, the
pieces are distributed out where we think it makes some
sense to it. It is a little more forgiving that way
because if the central site goes down, it would not put
the Southern Railway out of business. If the central
site goes down, the small computers can keep working-=-at
least in a degraded mode and some of them without any
degradation.
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Introduction of Blake Greenlee by Don Eirich

The topics of the next two speakers are related to the
Logistics and Communications Division's issue area of
Federal Information Management. Our visitor, Mr. Malcolm
Blake Greenlee, will address us on the subject of trans-
national data flow. This appears to be essentially a con-
cern of the private sector at the present time, and
Mr. Greenlee will present an industry viewpoint. Trans-
national data flow, however, looms as a potential problem
for Federal international programs and activities. A U.S.
policy on this subject has not, as yet, been formulated.

Malcolm Blake Greenlee is an Assistant Vice President,
Comptroller's Division, Citibank, where his responsibilities
include development of corporate policies for data centers,
risk analysis, communications security, and privacy.

Prior to joining Citibank in 1969, he was a compatriot
of ours, being associated with the Johns Hopkins University
and its Applied Physics Lab for 11 years. He served as
senior physicist and program manager for various systems.

He received his undergraduate degree from Purdue and
a graduate degree from George Washington University.

He has published several books and holds several
patents.

Blake has been generous with his time in numerous pro-
fessional activities, and he served with us on a Federal
task force on computer security sponsored by the National
Bureau of Standards.

Mr. Greenlee is prepared to answer any guestions you
may have upon conclusion of his presentation.
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Blake Greenlee

The subject of this paper is Foreign Privacy Laws,
Bills, and Transborder Information Flow. The European and
Nordic State Governments have been moving much faster in
- these areas than the United States. Virtually every law
that is passed affects the movement or processing of data
beyond the national boundary of the country that passes the
law. In this maze of laws overseas, there are two general
types of laws, although the types tend to overlap.

One type is what is called a "data base law." It
focuses on the creation, use, disclosure, and registration
of data bases. It is concerned with protecting the data,
not the processing operation. The registration is with a
governmental commission created for that purpose. A good
example is the Data Inspection Board in Sweden. The second
type of law is the omnibus law; it covers everything. 1In
addition to the processing and handling of data bases
(covered by the data base law), this kind of law focuses on
the collection, use, transmission, and processing of data
base information from the time it is gathered until the time
it is purged from the system. Again, in most cases, systems
must be registered. There are two U.S. examples of an omni-
bus law. The Privacy Act of 1974 is one. The first private
sector privacy bill (H.R. 1984), introduced by former Repre-
sentative E4d Koch, is the other. That was introduced, and
it served its purpose well as a stalking horse to bring the
privacy question to the fore and start debate.

Following are some features of these laws. First,
overseas, the implementation of the laws and their adminis-
tration is the responsibility of a well-defined governmental
agency or commission. (Because there is not such a well-
defined, centralized point in the United States, it presents
a serious problem to those who would negotiate treaties
covering transborder information flow. The United States
looks like an amorphous animal to the people overseas, and
they know not with whom to deal.)

Another feature is how very specific the laws may be
in terms of their requirements, and the German privacy law
is a very good example. It has an appendix that looks like
an extract of a good auditor's checklist for examining the
information going in and out of the data center. Under this
law, one must ensure that nobody can leave with a tape, that
the data is protected and that only the right people have
access to it. It is very, very functional in its approach,
almost procedural. The French law, on the other hand, sets
up an agency, gives it broad regulatory powers, and then
provides that regulations will be issued. Discussed later
will be some of the laws that may come in the future (e.g.,
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the pending Belgian and Spanish laws), but in essence,
such laws as they currently exist leave much open to be
defined.

The laws do have many common features. In general,
there are limited requirements on a data subject for fur-
nishing information. There is certain information which
can't be asked of a person, or, in some countries, of a
corporation. People must have the right to know about the
existence of their name in the file. They must be able to
retrieve the information that is in the file about them,
require that incorrect data be deleted or corrected, and
have obsolete data deleted.

A major stumbling block to treaty negotiation is the
way in which the information handling policy of the United
States is perceived by foreign governments. The very exist-
ence of our intelligence agencies is a problem for people
from this country doing business in the Nordic States and
in Belgium where those nations see no need ever for a govern-
ment agency to have as much information on its people as do
our FBI and CIA. They have a fundamental difference in
philosophy (or a fundamental lack of understanding). Their
laws place stiff regquirements on governments and on
businesses processing data. They must make known the
existence of the systems. There cannot be a secret process-
ing system. If there is a processing system in those coun-
tries that is required for a national security purpose, its
existence at least must be made known, and in-camera, in
Court, the records can be looked at by a judge. He will
decide if national security information is really involved.
And he must be convinced. The countries where this is the
case are Sweden, Denmark, and Norway. They have taken free-
dom of information perhaps farther than some U.S. citizens
feel can be tolerated in the environment that our country
faces. There is a trade-off to be made.

The notification process as to the existence of the
system generally requires the system be registered (again
with a public agency), public notice be given either in the
form of a direct mail advice to the people concerned, or
through newspaper announcements. In some cases one has to
obtain permission of the governmental agency to establish
the file. Whether it is a new consumer product or it is a
new government service, one must go before the commission
and lay out plans for a new system before the eguipment can
be purchased, the data gathered and the new system put on
line. This involves a public hearing. The countries that
have this type of law, or who are contemplating it, lay that
requirement on their defense establishments as well.



If, after being placed in operation, it is decided that
the contents of the file or system must be classified, then
that fact is noted at the proceedings and there is a formal
~-mechanism set up to place that information out of the public
domain.

One must maintain an audit trail on who has done what
with personal data, and that audit trail must be accurate.
In some countries a record of every access to the file, every
modification, every deletion, by whom, with what authority,
on what date, and to whom it was revealed must be maintained.
These are all questions that have enormous impact on the way
in which systems can be designed. Clearly, if one required
too detailed an audit trail, the audit trail would become
larger than the data base itself.

Some laws have what are called "technical control re-
guirements" which range from the normal data center pro-
tection procedures, that we would all insist on, to the
requirement, expressed in a phrase in the appendix to the
German law, that "during transportation on a data carrier,
the information must be protected from observation, modifi-
cation, or deletion." (The word "transportation" is used
probably because the enforcement comes under the railway
agency by some strange guirk of their system.) The only
way to give that kind of protection to data is to add a
serial number to ensure that the transaction or message is
not lost, and then encrypt it.

There are provisions for monitoring compliance in all
of these countries. In all cases there are reporting re-
guirements and regulatory agencies. In Germany, an employee
must be designated as the agent for data security, and he
reports simultaneously to (1) the local senior management
(equivalent of the board of directors) and also to (2) the
national data protection board. This is tantamount to pay-
ing thke salary of the Federal auditor on a Government staff.
Aside from the obvious problem of adding another name to the
payroll (because the person is doing an auditing function
which could well have been lodged in the audit department),
ancther layer of bureaucracy has been added. The individual
is likely to find himself placed out of the promotional
stream simply because he must act independently. Being out-
side the authority of the company, he very possibly will
upset some people.

There are penalties for noncompliance with all of the
laws, both civil and criminal. The French law states that
the penalty for noncompliance with the act is a fine of up
to 2 million Francs ($400,000 in U.S. currency) and/or a

7.4



few years in jail. That seems a bit draconian from a busi-
ness standpoint for not obeying the law. The guilty may
also lose the right to operate in the country.

Following is a review of the status of the laws in the
various countries: The three Nordic states have data pro-
tection laws. The oldest one was passed in Sweden, having
been in effect since 1973. It is a data base law. The
Swedes have had many growing pains with the administration
of that law. Members of their Data Protection Board indi-
cate they are going to modify and update the law and make it
a bit more stringent. 1In a sense Sweden has served as sort
of a model country for those who have passed a data base
law. Last year, Norway and Denmark each passed laws: Den-
mark an omnibus, Norway a data base law. But their laws
also cover corporations in addition to individuals. They
recognize the existence of a so-called legal person.

Among the countries one normally associates as being
Common Market, Austria has a new law. It covers legal per-
sons. There is a law pending in Belgium. (As an aside,
civil libertarians who wish to have a good law for pro-
tecting citizens' rights might want to focus on the pro-
posed Belgian law.) The Library of Congress has published
a translation of it. It covers almost any way to access
information about an individual. A national security wire-
tap, regardless of the reasons, reguires a court order.

The court order expires automatically after 2 weeks and the
person whose line has been tapped is notified. With the
computerized information in files, there is essentially no
way one can keep knowledge of the contents of a file from an
individual who is concerned with that file unless there are
very specific problems such as a psychiatric problem, or
what is euphemistically called a social welfare purpose.
That is their catch-all.

France passed a law in 1978. Many of the regulations
have not been published. The French Data Protection Board
has been established. On the basis of discussions with them,
there is some concern because of the lack of clear-cut defi-
nitions. Some of the problems with the French law and with
some of these other laws will be discussed later when national
sovereignty concerns are addressed. Germany has a law--a
new law. Formerly, only the State of Hesse had a privacy
act. The other states in Germany will be passing privacy
laws later this year. Luxembourg has a law pending. The
Netherlands' law is pending anéd the United Kingdom has what
is reported to be a white paper in process or out.

A particular problem in the United Kingdom is the tug-
of-war between agencies such as that between civil
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libertarians and our Justice and Defense Departments. Their
Official Secrets Act, passed during the First World War,
gives the Government censorship authority which is astound-
“ing. It is regarded by most as protection for the bureau-
crats. Newspaper reporters have had stories classified and
held when they tried to query whether light bulbs were used
in a building. There is abuse occurring there, a tug-of-
war will go on, and the English will eventually return to
more freedom in this area.

In Brazil, there is an organization called CAPRE, from
which one must gain permission to import any equipment for
data processing or computing, or to have data lines running
from Brazil to another country. The regulations that CAPRE
has established are primarily to ensure that no information
processing is done out of Brazil without being absolutely
necessary. In other words, if processing can be done in
Brazil, one has to do it there. 1If one can process with
Brazilian-made equipment, one must do so. If one imports
equipment then within a reasonable amount of time, Brazilian
based organizations must be established to provide mainte-
nance (including, e.g., building spare printed circuit
boards). We had to build a modem repair facility in Sao
Paulo because CAPRE saw that the people supplyving our modems
did not move fast enough to upgrade local talent and to
establish a Brazilian-based industry for the maintenance of
modems. They were put out of business by the government.
The Brazilians, with their form of control on imports, have
forced--and it has truly been a forcing process--an upgrade
of about 20-30 percent per year in the technical capability
of their people.

Spain has both a bill and a constitutional amendment on
privacy pending. The OECD has a treaty draft in preparation.
For those who are interested, Morris Crawford, in the State
Department, can provide a copy of the latest draft. The
drafting group will be meeting the early part of March in
Paris again. They are due to complete t-z treaty draft and
present it to OECD by the first of July. OECD's target is
to present it to the ministers of the countries concerned
1 year hence. It may take 5 years to pass. Its object is
to harmonize the system requirements cf privacy laws among
different countries. How do you live in an environment with
10 or 15 laws? The OECD is hoping to solve the problem this
way.

There are some issues that ought to be examined in the
transborder information flow area. The primary force behind
many of the privacy laws overseas appears to be national
sovereignty. Foreign nations want to protect their citizens.
Here is an example.



Imagine the reaction of a Frenchman on the street if
one walked up to him and said, "Excuse me, sir, I thought you
might be comforted to know that across the Rhine is a major
computer center and in the event that their service is ever
required for you, or your records lost, they have your name
and address; they hzve the names and addresses and medical
histories of everyone in your family: they have information
on your race, religion, your political affiliation, and oh,
ves, all your financial transactions." Imagine what thought
would run through that Frenchman's head. Memories are long.
Manual files in existence in European countries at the on-
set of the Second World War were the primary tools used by
the German government in picking up control of the nations
they conquered. How much easier it would be with com-
puterized records. So there is a desire by these countries
to keep their files at home, keep their citizens' informa-
tion where they hope they can control it to protect their
citizens.

Foreign nations also want to protect their economy.
They do not want jobs exported. Their rule-of-thumb is if
they have to process, they process at home unless there is
no equipment.in the country with which to process. If one
examines the thrust of the privacy laws and the differences
in them, one quickly concludes that in the long-term it is
cheaper to decentralize processing and process on a country-
by-country basis. To centralize processing in one point,
say for all of Europe, would render the programming job and
the subsequent accounting and control job absolutely unman-
ageable. These nations also worry about outside interven-
tion in their financial affairs and in the affairs of their
countries. They do not want a data base on a computer in
anotier country that affects a major part of their economy
where access to that data could be denied by a local disaster,
by a strike, or by some other intervention. They worry about
disruption of data processing communications passing across
other nations.

The Germans do not want processing interrupted in a
German bank, or in a German business, because the data base
is in Belgium and the line passes across France, and if they
get into a squabble with the French over a border dispute,
somebody cuts the line. These are defense and intelligence
related issues.

One should make the tacit assumption, if one is engaged
in private business--in any kind of domain--that communica-
tions are being monitored by the countries when those communi-
cations cross their borders. There is a hue and cry in
foreign lands about people tapping phone lines when they go
in and out of the country, but in fact in most countries
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that is a primary way for the government to monitor and con-
trol the activities of foreign nationals and foreign con-
cerns doing business in their envircnment. They are also
‘worried about outside intervention in their economy and its
disruption.

When businessmen complain about the difficulty in com-
plying with the laws, the answer is simple. And that is to
remember that, in doing business in a country, one is a guest
there and will remain so as long as businessmen obey the
laws willingly and there is a spirit of cooperation among them.
The same will hold true for any U.S. Goverrment computer in-
stallation in a foreign land. For example, in a U.S. pay-
roll system in Europe local citizens will be part of that
payroll. Europeans will not allow the data to be sent back
to the United States for processing. They will want to keep
it in Europe. They will monitor what is sent on their lines.
There are valid national sovereignty issues involved, and in
many cases, they are of much more concern to the Europeans
than privacy.

In the economic area, preservation of jobs was discussed.
Some countries commit themselves to a fixed unemployment
rate, others to a fixed rate of growth. No country, espe-
cially those that are called third world or developing coun-
tries, can afford to export high technology jobs. The pres-
sure is on and will be on to keep those jobs at home. 1If one
is planning to install computers, they should be installed
locally. Only that information that is required outside of
the country may be transmitted. Similar to the situation
illustrated in the fine case Jack Jones cited in automating
the railroad yard, any information that is not needed at the
central computer site is not sent there. It is handled
locally.

The next point to discuss is that in a short period of
time there will be pressure to use equipment produced within
the country. That is particularly likely to occur in France
because of the broad structure of the law. The French regu-
latory authority can easily mandate that one may only process
personal data on a computer whose operating system and whose
hardware it has certified, and whose hardware manufacturer
they have followed through the plant to make sure no one has
placed any connections, wiretaps, or whatever, inside the
machine that would cause the rights of its citizens to be
jeopardized.

What I believe that the French and others are really
saying is: "Use our equipment, but don't export our Francs,
Deutsch Marks or our Cruzieros to another country. Process



here with our people. Train our people. Don't bring out-~
siders in and don't ship the data outside our country or
process it outside the country."

There has been talk about putting a value-added tax on
data. That concept originated with the late Mayor Daley of
Chicago as a result of a dispute with the State Banking
Commissioners in Illinois. Illinois is a unit banking State.
Only one bank location is allowed--one office, one physical
location, no branches. The banks in Chicago decided that
they would like to put cash dispensing machines a few hundred
yards to a few miles away from their one legal office.

Mayor Daley said that he would go along with that. He would
introduce not "States Rights™ but "City's Rights," and he
declared that the City of Chicago had the authority to regu-
late its own banking (within limits, of course) and would
allow the banks to install the terminals--of course, subject
to a tax--(a fraction of a mill per bit) based on the data
transmitted.

The outcome of this was that the courts quickly dis-
approved of this venture (and the income to Chicago), but
the concept of a value-added tax on data was soon picked up
by others. It is now written into the customs regulations
in the common market countries. If a tape is brought into
a country, the duty on the tape is computed on the basis of
the value added to the tape as a result of storing the data,
writing on the tape, the value for that one use of the com-
puter utility, plus about 15 percent for Gs&A and profit.

The. data itself is not taxed, but what is taxed is the value
added due to the processing.

Restrictions are coming for private networks. The U.S.
Government has its own private switching networks as do most
major multinational corporations. Private networks make it
easier to control Citibank's business as they do for the
Government. But in a sense, private networks represent revenue
loss for the carriers overseas in the overseas countries.
Business is experiencing much pressure now not to install
more private lines. Probably the Government will find it more
and more difficult to get leased lines/private lines overseas.
It may have to pay the higher rates for the normal Government
service.

Another issue is consistency. There is absolutely no
consistency among laws in tle various countries, and the
situation looks like an impossible maze. However, from the
point of view of a pragmatic businessman looking closely at
the impact, it will be found that no two countries have the
same accounting laws, tax laws, or labor laws. Doing
businesses in many countries requires compliance with
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differing requirements in different places. With this in

mind one can take the laws and strip out the features that
are different among them to find a common base for all of

“them that involve those citizens' or data-subjects' rights
that were discussed earlier.

There are two approaches to privacy laws. In the
United States laws are based on English common law and the
individual generally must step forward to protect his or
her rights. If someone does something which another doesn't
like, then one can go to court, get an injunction, and sue
the perscn (except in certain specific cases where something
has been defined as illegal, such as wiretap). European
laws are based on a legal code. A socialistic approach is
taken. The state is relied on to control aspects of people's
lives. The individual should not have to assume the initia-
tive about going to court to sue people to stop them from
interfering with their rights or modifying their data in the
file or using incorrect information about them. In general,
the United States passes laws to counteract very specific
problems--what some people call a rifle-~shot approach. 1In
foreign lands the laws tend toward omnibus laws: they are
general-purpose. They aim a shotgun in the general direction
ané try to solve all problems at once. One system of laws is
not necessarily better than anocther. It's just that there
are vastly different approaches to handling the same kinds
of problems. One must understand the differences among the
countries on this.

As was mentioned earlier, there has been a problem with
the lack of a formal U.S. policy. For the past year there
have been negotiations in OECD. The first guestion facing the
U.S. representatives when they arrived at the drafting con-
ference to draft a treaty to harmonize the effects of these
various privacy laws was, "How can you come here and sit and
help us draft a treaty when your own country doesn't know in
what direction it's going?" The basic problem is that there
are conflicting interests of law enforcement agencies and
civil libertarians, and those have to be resolved. Foreign
nations also do not understand that the United States has
a constitutional structure which incorporates the concept of
States Rights. 1In December, the U.S. Government hosted, in
New York, a meeting of the members of the Data Protection
Boards from virtually all the European countries, the Nordic
states, and people from the OECD. People from State, Commerce,
the FTC and Justice presented views on privacy protection in
the United States. And a point that surfaced and absolutely
floored our European counterparts was that unless a system
is used in transporting data or processing in interstate
commerce, it is outside of Federal law. They had no earthly
idea that there was such a restriction on the authority of
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the Federal Government. In discussing international process-
ing of data that doesn't apply, international commerce is
obviously interstate commerce, but it still points out a
basic lack of understanding between the way our society func-
tions and the way their society does.

The primary concern of the people overseas, which appears
to be guite biased, is that they see the U.S. Government as
having much, much less concern over protecting the rights of
its citizens than they think they have in their own countries.
However, every one of those countries also has its intelli-
gence service which has been neatly excepted from the law
(all but the proposed Belgium law which has broad application).
They have their national defense and national economic issues
which require, for the protection of the country, that some
information be screened. This is an area which is experienc-
ing a great deal of change, a great deal of flux.

In the United States, at last count, there have been
over 6,000 privacy or privacy-related laws introduced, but
the United States is still behind. The U.S. Government and
private industry still have to face the fact that they will
be dealing with a different law in every country on this for
some time to come. The indications are there. Laws are in
place. The approach inside Citibank has been to cease all
theoretical study of foreign laws. It is not a study problem;
it is not a job for consultants; it is an out-and-out opera-
tional compliance issue. Citibanks's approach has been to
give copies of the laws to the operations management in the
various countries, introduce them to the local counsel (if
they need introduction), provide training for their auditors
in the aspects of the law, and start auditing for compliance.
This is going to hamper operations in a couple of places for
a while. It will affect long-range business strategy.

There will probably be fewer and fewer multinationals in-
stalling large, centralized computing installations. Decen-~
tralization is going to be pushed and enforced by the law.
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Blake Greenlee's Answers to Questions from the Audience

Question:

Answer:

Question:

Answer:

You mentioned that one of the problems that the
United States has is that it has no national
policy on privacy. Would we be in better shape
if we had one?

I think that we can achieve the same end results
without an omnibus national law and without
another regulatory agency. We only have 82 that
we deal with right now. But without a centralized
point in the U.S., Europe sees no way to communi-
cate with the U.S. on a potential privacy problem.
They see an agency needed as a point of contact.
They understand that Regulation Z or the Truth-in-
Lending Act would protect some things, that banks
have been assisted in controlling the flow of
supoenas through their doors for customer in-
formation by the Banking Act of this last year.

If you go through State by State, law by law and
through the various Federal governmental agencies,
we've got a lot in place that does exactly what
the foreign laws do, but we don't have a centralized
authority. They see that as a problem and they
don't understand; they really don't understand,
our approach to solving specific problems with our
system of laws--as opposed to implementing a new
section of legal code. It is really a difference
in philosophy and mind-set.

You pointed out one of the problems in this country
is to decide what type of access system in data
banks is needed for law enforcement. Can you
generalize the situation in Europe?

In general, the Europeans, and I mean no slur, on
the surface are very pious about the fact that they
treat their citizens' data very nicely and then

they point to the Privacy Protection Study Com-
mission hearings that reveal our abuses (and they
have to be called abuses by some of our law enforce-
ment agencies in getting into information, data
bank--some of the stuff that went on in modification
of credit records, for example, with the American
Socialist Workers Party). They point to this,

wave banners, fire guns into the air, and say,
"That's an intolerable situation. You have to fix
that before we can allow data to be sent back and
forth," when in fact they have law enforcement
agencies which have much broader powers than we have
here. (As I said, Belgium is an exception.)
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SLIDES USED BY BLAKE GREEHNLEE

BACKGROUND

o European and Nordic state governments have moved
much faster than the United States in passing
privacy laws.

O Virtually all these laws affect movement of and
processing of data beyond national borders.

GENERAL TYPES OF LAWS

o Focus on "DATA BASES"

-~ Creation

- Use
Disclosure
Registration

o Focus on processing of information
(so~-called OMNIBUS LAWS)

- Collection

- Processing

- Use

- Transmission

- Registration of systems

GENERAL FEATURES OF FOREIGN PRIVACY LAWS

0 Implementation/Administration is responsibility
of governmental agency or commision.

O Laws may:
- Be very specific in terms of requirements (CGermany).

- Give the governmental agency broad regulatory/
interpretive powers (France).



STATUS OF FOREIGN PRIVACY MEASURES

COUNTRY

NORDIC STATES

Depmark (1)
Norway (2)
Sweden

COMMON MARKET

Belgium (4)
France

Germany (Federal)
Luxembourg (4)
Netherlands

United Kingdom

OTHER

Austria

Brazil

Spain

OECD

Council of Europe

(1) Covers legal persons; e.dg., corporations.

STATUS

Passed 1978
Passed 1978

Passed 1973

Pending
Law 1978
Law 1977
Pending
Pending

White paper to be
issued

Law 1978 (3)

Regulations restricting
processing done out of
country or by firms not
controlled (50 percent
owned) by nationals

Pending

Treaty draft in
preparation

Draft resolution/

international on pro-
tection of individuals
vis-a-vis automated

records

TYPE

Data Base
Data Base

Data Base

Data Bank
OMNIBUS
OMNIBUS
Data Bank

Data Bank

OMNIBUS

Bill and/or con-
stitutional pro-
tection

Principles

Guidelines
Harmonize laws

(2) Export license required to send personal data across borders.

(3) Covers legal persons; e.g., corporations.
data required.

(4) May cover legal persons.
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SPECIFIC FEATURES OF LAWS INCLUDE

© Rights of data subjects

- Giving information

~ Know of existence of name in data base

Know and/or get copies of information

- Reguire that incorrect data be corrected/deleted

¢ Requirements on government/business
~ Make known existence of system processing personal data
-- Resistration
-= Publi: notice
-- Permission to establish data base
-=- Audit trail on who has seen/modified data
© Technical control requirements
o Provisions for monitoring for compliance

© Penalties for non-compliance

- Civil
- Criminal

© Restrictions on sending data across national boundaries
(explicit or implicit)
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ISSUES IN TRANSBORDER INFORMATION FLOW

o National sovereignty

- Protection of citizens
- Protection of economy

-- Qutside of intervention
-~ Disruption

- Defense/Intelligence related issues
0 United States policy

- U.S. negotiations have been hampered by a lack of a
formal U.S. policy/position on privacy. Such a pos-
ition paper/recommendations to the Congress are
are expected in early 1979.

o U.S. constitutional structure

- Foreign governments do not understand the limitations
on powers of the Federal level of government vis-a-
vis the States as defined by the Constitution.

o Economic

- Preservation of jobs

- Pressure to use equipment producedin country
- VAT on data

- Restrictions on private networks

o Consistency in law/regulation

- There is no consistency in the privacy laws pending
or passed; they all conflict in one way or another.

- This situation is NO DIFFERENT than the
country-to-country variations in
-- Labor laws

Accouting and tax laws,

0 Approach to privacy legislation

United States Europe

- Based on common law - Legal code

- Rely on idividual to act - Socialistic; State is
to protect rights relied on to control

- Laws to counteract specific - General ("OMNIBUS") laws
problems
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ACTIONS FOR UNITED STATES BUSINESS

O We are guest in each country and must obey the law.

o Treaties are 3-5 years off; compliance must be
country-to-country.

0o Businesses can establish compliance policy basedon:

- Common features of laws.
- Specific variations (exceptions) for each country.

© Involve local staff
- Legal
- Operations
- Audit

O Appraise State/Commerce Departments of any problems.
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Introduction of Bob McKenzie by Don Eirich

-~ Qur next speaker, Mr. Robert G. McKenzie, is an Audit
Manager in the Logistics and Communications Division, where
he is principal adviser to the GRAO in the protection of per-
sonal and sensitive information.

He assists in the development of policy in this area and
serves as a consultant to congressional committees, Federal
agencies, and other GAO divisions.

Also, he was appointed by the Secretary of Commerce to
Federal Information Processing Standards Task Group 15 on
Computer Security. He is the task leader for development of
Federal guidelines for Audit and Evaluation of Computer
Security, and he served as Chairman of two National Bureau of
Standards workshops on this subject.

In 1978 he received an award from the Washington Chapter,
Association of Government Accountants for outstanding achieve-~
ment in improving Financial Management.

Prior to joining GAO in 1974, he served for 20 years in
the Air Porce, where he pioneered in the development of audit
approaches for data processing systems.

He received his undergraduate degree at Florida State
and a graduate degree at Southeastern University.
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Robert McKenzie -~ summarizeéd

Information, while intangible, represents one of our
Nation's most important assets. It is precisely because of
the criticality of information to the governmental process
that agencies have, over the years, requested more and more
information from the public and have pressed into use the most
advanced technology for its processing and storage. The use
of computer technology and the concentration of information
has given rise to a growing public and private concern over
the potential for misuse and the invasion of privacy of the
individual citizen.

The concerns over privacy and related security issues
have had an adverse effect on computer acquisitions, but the
full impact has yet to be felt. This is because the various
civil agencies are just now beginning to address their security
requirements at a level above their basic physical security
needs. However, there is still much to be done.

Most agencies have yet to implement an effective security
Frogram. In a recent report, GAO noted an absence of top
management involvement, with a resultant lack of organizational
structures, policies, planning and procedures which are necessary
for funding, development and implementation of effective security
programs. As long as these deficiencies exist, Federal agencies
have no assurance that their computer resources and data are
properly secured or adequately protected.

In our report to the Congress on "Challenges of Protecting
Personal Information in an Expanding Federal Computer Network
Environment," we recommended that the Director of OMB take the
necessary actions to expeditiously provide the Federal agencies
with comprehensive guidelines that: (1) contain the definitions
and criteria necessary to permit an assessment of their security
requirements, (2) provide the methodology to be used in con-
ducting such assessments, (3) identify the physical, adminis-
trative, and technical safeguards that should be applied in satis-
fying their security requirements, and (4) specify the means to
justify the associated cost.

The impact such guidelines could have on future procure-
ments of computer hardware, software and services and on the
manner in which they are used, is obvious. However, the question
today is, what type of system can be obtained now that will pro-
vide a high level of protection for personal or other sensitive
information. The report cited above discusses some of the threats
to computerized data and a few of tle system vulnerabilities.

Also discussed is some of the technology that can be used today
to provide a high level of protection for data in shared computer
networks.



In examining the risk to information maintained on
computer systems, it appears that the threats stem from two
sources: first--authorized, but untrustworthy or dishonest
users, and second--malicious penetrators. The untrustworthy
user has authorized access to the data of interest, while the
malicious penetrator does not.

Protection against untrustworthy or dishonest employees
is indeed difficult. However, the risk can be substantially
reduced through proper application of well-designed managerial
controls, which include: segregation of employee duties, personnel
screening, activity monitoring, and effective auditing. These
and other managerial controls have been afforded extensive
coverage in literature published over the years by universities,
professional societies, and Government.

Malicious penetrators present a different threat than
untrustworthy employees in that they must circumvent technical
security measures. Our study of the views of experts in the
field indicates that skilled individuals generally penetrate
a system by using an operating system function in a way un-
anticipated by designers, or by exploiting some anomalous be-
havior of the operating system. They achieve their objectives
by various methods, including (1) acgquiring by any method a
list of user identifiers and corresponding passwords, or
{2) obtaining supervisory (executive or master) control of the
computer system. Using the first method, the penetrator can
masquerade as any of the authorized users of the system, while
use of the second method gives him direct access and control
of any file or program in the system.

It would appear that computer systems are extremely vul-
nerable; and indeed they are, but there are ways to reduce the
risk. Today, it is possible to attain a high level of data
security by (1) reducing the threat from those individuals
with the technical training necessary to circumvent safeguards
and (2) segregating sensitive data and its processing from all
other data, hence adoption of a policy of isolation. There
are a number of ways to implement such a policy including the
development of transaction-driven systems and the use of such
technologies as virtual-machine systems, descriptor-based
systems, the kernel concept, etc.

While absolute security is, in fact, unobtainable, the
proper use of current technology can provide a high level of
protection for personal and sensitive information. It seems
logical that further progress toward more secure hardware and
software will be accelerated to the extent that management
recognizes their security needs and places such demands upon the
computer industry.
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Introduction of Pete Jensen by Wally Anderson

Alton P. (Pete) Jensen has been active in the teaching and
management of computing at the Georgia Institute of Technology
since 1957. He has been principal investigator on numerous
sponsored R&D projects and served as Chairman of Georgia Tech's
Computer Advisory Board during the procurement of its current
$7,000,000 computer facility. In addition to his academic in-
volvements, he has fostered the development of computing in
business, industry, and government by participating in a variety
of organizations as consultant and principal. In 1972, he
directed the data processing component of then Governor Jimmy
Carter's Reorganization and Management Improvement Study for
the State of Georgia.

Pete Jensen has had a principal role in drafting the final
report for the President's Reorganization Program for ADP. He
is formally known as Professor Alton P. Jensen, Department of
Computer Science, from the Georgia Institute of Technology.
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Pete Jensen - Summarized Opening

- In his introductory remarks, Professor A. P. (Pete) Jensen referred
to his participation in the 1972 study of data processing in the State of
Georgia. He and Jack Jones were team members of that study under the
direction of then-Governor Jimmy Carter. Some 5 years later, in corres-
pondence with Mr. Bert Lance, at that time, Director of OMB, Professor Jensen
pointed out the need to bring substantial participation of the private

sector into the President's Reorganization Project in order to give the
private sector representatives an appreciation of Government workers and,

at the same time, to let in fresh air from ocutside the Government.

Professor Jensen referred to the 55 people who participated in the
study. Forty percent of these were from the private and university sectors.
There were 10 study teams: 5 organized along agency lines and 5 organized
according to topic areas. Each of the study teams operated on its own and
provided a summary report of its activities, findings, conclusions, and

recommendations. Professor Jensen, together with a small group fraom
the study teams, worked to find a consensus in the 10 reports and to provide
that information and recommendation through OMB, with comments, to the
President.

In his introductory remarks, Professor Jensen also referred to the
history of the Brooks Act, to correspundence from President Lyndon Johnson
regarding its implementation, and to the many GRO reports used by the study
teams. Professor Jensen indicated that one of the purposes of the Brooks
Act was "tO prevent sin" and that, since then, the "cost of sin" had been
going down. He drew a diagram on the blackboard which showed the decline
in its unit cost from 1965 to the present time as a result of the decreased
cost of computer components. There was a corresponding rise, however,
during this period in the "cost of preventing sin.”

* % kX %k *k %

Pete Jensen

The results and recommendations of this study are anchor points for
improvements in the future. Early in the study, to our surprise, we found
that the Brooks Act was a point of strength—something that could be
applied and huilt on for the intentions and direction of this study. What
needs to be addressed is how that act can be better implemented; how it
can be better used in the future.

With that comment, I'd like t0 begin with a brief review of the
consensus document as it exists. Please feel free to interrupt me and
exchange ideas as we move along and see where the discussion leads us. I'd
like to get feedback from you. I want to emphasize again that this is a
draft document=—still in the formative stages. It is, I hope, nearing
completion. What I have to say, however, basically represents my own views.
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This study has a distinction that same of the other reorganization
programs don't have—it hzs had substantial participation from the
private sector. Of the 55 people who were involved, over 40 percent
were from the private and university sectors. The OMB is to be com
mended for having produced the study in an extremely open manner; I
am sure this was accelerated to a large degree by the participation
of the private sector.

Among the things that the report will reflect is same: pretty harsh
criticism of OMB. Among the things we wrestled with back in June was
the matter of how our report would be submitted following the study.

The agreement we have with OMB is that the report will be forwarded
through them, with comments, to the President. This we consider to

be a contractual part of the overall sttdy, and we think it is certainly
commendable of OMB that it took no action to either stifle or restrict
any of the things we had to say.

We felt sufficiently good about the experience of the whole enter-
prise tl at we wanted to dedicate the report to the many courageous
and diligent Government workers who have had to wait too long for the
changes recommended. So this is the tone, the nature, and the direction
of the report.

We would say further that this report, for all of the effort
that has gone into it, does not present a large mumber of entirely
new findings. We can look over the last 15 years of governmental
activity and see study after study, recommendation after recaommendation,
that will map directly through everything that is being said here.
We certainly want to recognize that we're not enunciating new problems
and new recommendations; but what we do hope to proclaim (through the
strength of this Administration and its commitment to change and improve-
ment) is that action will finally be taken along these lines.

One of the problems that we struggled with early was the problem
of terminology. The main issue is what, in Government, you tend to
call "ADP." ADP has meant either Autamatic Data Processing or Adminis-
trative Data Processing for as long as I have been in computing. We
began looking for something else--since ADP is an out-of-date term
that doesn't say anything and doesn't reflect the current confluence of
camputing, information, and commmication technologies. As a conse-
quence, we elected to use the temm "information technology" almost
uniformly through the report in place of data processing, ADP, or any
similar term.

The term “"information technology," as we have used it, refers to the
current setting in which there is a confluence of camputing, commmications,
and information concerns of the sort you have been reviewing here today.



In the course of listening today, I heard that Government has a natural
tendency to emphasize oversight and control; I also heard some reflection
on the notion that technology can ke used to manage technology. Our report
clearly recognizes the fact that if the information technology is to be
managed, it must be managed through the information technology. This is,
of course, one of the things that has made the whole business of computing
as successful and as important as it is today: the tool itself can be
applied to its own management and for the production of its own benefit.
This is done through the use of high-order languages and through operating
systems which make it easy to use computers. I developed a phrase a
number of years ago: "using the computer to solve the problems of using
the computer." We would like to see this notion carried further——we would
like to use the technology to solve the new societal problems of managing
the technology, whether those problems deal with the issue of privacy, with
security, with administration, or what-have-you.

Now I will review briefly and comment on the nature of these findings.

Those of you who have reviewed the 10 reports that are in print
recognize that it's impossible to put all the findings into one coherent
document. We have attempted to condense the findings and still retain the
spirit expressed across those reports.

Within that framework, we find, first of all, that the Federal
Government is increasingly and irreversibly committed to the use of infor-
mation technology to manage its rescurces, provide its services, and protect
its citizens. Based on what we have heard here today, there is no question
about that. It's not a trite finding. It's one that must be enunciated,
underscored, and established as a priority within the enterprise of
Government.

Furthermore, information technology can be an effective means of
reducing the cost of Govermment, and may be the only means of expanding
governmental services without increasing budgets. We have seen, in the
private sector, that some companies (though, of course, by no means all)
have managed inflation.and its related problems by using computers to
increase overall productivity. One thing becomes clear when you look at
the Government, and that is that it is terribly undercapitalized with
respect to equipment that supports the white collar worker. The data
indicates that the ratio between the private and Government sectors (in
regard to such support) is better than two to one. So we find the Government
deficient in this area.

The accelerated development of and commitment to information technology,
though not a goal in and of itself, is a means by which an information-
intensive society may be able to achieve its objectives. If a railroad is
information-intensive (that is what Jack Jones said this morning), certainly
a Government is information-intensive. You can't manage a railroad without
managing information and the Government is, if anything, in order of magni-
tude more information-intensive than a railroad. Information is the
product—-the substance—of Government.
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To follow in with the phrase that Mr. Staats used earlier this morning,
the Federal Government is, in general, mismanaging its information technol-
ogy resources and has not developed a plan for exploiting the opportunities
of the future with respect to investment, service delivery, or national
security for protection of citizens. This condition is, to quote the report,
"manifested by such major symptoms as public complaints about delays and
inaccuracies at many service delivery points." This is probably the most
profound understatement of all our statements. It's rather an emotional
thing, particularly for the human resources study team. That group identi-
fied at least one program in which the eligibility determiniation process
requires a longer period of time than the life expectancy of an eligible
applicant=-three hundred and same odd days, particularly in the case of
black lung. This is a very emotion-charged statement and yet it is an
understatement.

The report also finds that the Government has been unable to protect
the rights and privacy of individuals or to deal adequately with a growing
obsolescence of equipment, systems, and personnel; that there are increasing
economic threats which have been accelerated by the availability of tecnical
information and products flowing freely and uncontrolled from the United
States into competitor nations; that we have a military enterprise which is
operationally wulnerable as the consequence of obsolete equipment and systems
and underdeveloped technical personnel; and that these major symptoms are
principally caused by the apparent unwillingness of the Office of Management
and Budget tO exercise managerial, in contrast to budgetary, control over
information technology.

There has been a failure on the part of the Office of Management and
Budget, the General Services Administration, and the Department of Commerce
to effectively discharge the responsibilities assigned to them under
Public Law 89-306. In this regard, we had a number of interesting sessions
with the group in the Central Agencies Study Team. One day we were sitting
around trying to decide how we would summarize the report, and I think it
was Licklider who went to the board and wrote, "OMB," "GSA,”" and then, "DOC";
then somebody else got up and under OMB wrote, "do More,” under GSA, "do
less"; and under DOC, "do somethina.” The last exhortation was in response
to a problem that has been mentioned several times today: the abdication
by program agency management of responsibility for managing information
technology as a mission-oriented resource.

We found also that the intrusion of the legislative branch into the
decision process of the executive branch, through avenues other than those
of the General Accounting Office, goes beyond the scope of normal oversight.
These are serious problems resulting from current conditions.

These summary findings indicate an urgent need to exploit and accelerate
the application and development on information technology to (1) reduce the
cost of Government, (2) improve service delivery, (3) protect our privacy,
(4) improve our individual and military security, and (5) maintain world
leadership in the technology that holds the key to a new era.
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It is in the framework of that set of findings that we attempted to
develop some conclusions. I could not help reflecting today, while Blake
Greenlee was commenting on issues of transborder data flow, that during
cne of the reorganization project meetings I attended, the subject of trans-
border data flow came up, and the person that we were meeting with stated
that it was not a serious problem for the Government at the present time——
because it only affects industry!

But along this line, within the framework of our study conclusions,
there are several dilemmas that have to be dealt with. The first dilemma
stems from the fact that program managers must have the responsibility and
the authority to manage their missions. These managers must have the
authority to manage information technology in order to fulfill the respon-
sibilities of their offices.

But the problem is that the program managers are not equipped to do
that job. Either they do not have a mind set to doing it, or they are
intimidated by the technology or by their technicians, or there is some
other difficulty. And they end up abdicating their common managerial
responsibility to information technology people who should not be making
the decisions.

Another dilemma stems from the fact that the Brooks Law has clearly
placed responsibility for the management of information technology in the
OMB, the GSA, and the DOC. 1In its implementation, all three of the prin-
cipal agencies have been substantially discredited with regard to their
ability to fulfill the requirements of law. Changing the responsibility
from OMB to GSA has not solved the problem.

This is a fundamental dilemma which leads to the question: what can
we do about it? Clearly, moving the boxes—or reorganizing the boxes--will
not make a difference. The substantive element that is missing is some
level of commitment—a program of education for mission managers, for one
thing, and, perhaps more important, an acceptance by the central agencies
of a leadership role and of the responsibilities involved in such a role.

We attempted to make some positive statements in this regard. It was
said that, with regard to the line agencies, the Federal Government must
establish clear and measurable criteria by which mission performance can
be judged and competetence rewarded. When competence is rewarded, it is
huilt and strengthened. This huilding and strengthening of competence is
the major task faced by the Government.

I cannot awoid saying here that the information technology must not
ke singled out for special treatment. It must be treated as a resource to
be used in accomplishing missions within the mission agencies. The agencies
mist have the competence to do what needs to ke done.

With regard to the central agencies, the Federal Government must
bring about a managerial revitalization—a revitalization characterized by
the channeling of central agency effort into positive programs=--programs
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which provide the Government with energetic and knowledgeable advocacy of
the effective use of information technology. This is the only connection
in which the term advocacy is used in the report. We are told that advocacy
is not a good term. We have been told that in Government, advocacy means
many of the wrong things. But the term, as it is applied here, is used
simply in the dictionary sense: it is intended to enforce the idea that
managing agencies cannot write policy, or administer a program, or bring
about a revitalization of management of anything that they do not actually
foster, sustain, and support. We do not mean that Government should be an
advocate of a special interest, We do © . mean that Government should adopt
a spirit of advocacy guided by the principle that information technology
can be used to improve management.

In general, the current condition of the Government will only improve
when there are major changes in attitude regarding information technology.
A systematic and integrated effort will be required to affect needed change.
This effort will require a commitment enunciated by the President. Our
greatest concern now is that we get such a statement of commitment based on
a recognition that the technology has achieved the required level of
maturity and cost benefit.

It is because of this concern that the recommendation (stated in one
of the earlier drafts, but later pulled back) for the creation of a "Special
Assistant" was generated. The recommendation was an effort to make clear
to the President the level of importance we attached to this problem. As
it turned out, however, the idea of a special assistant did not receive a
sufficient amount of support.

There are very few structural recommendations included in the entire
report. Those that are present are viewed as crucial to effecting and
maintaining possible changes. As the study has gone on and as actions have
been taken, a number of changes have already occurred. As Wally Anderson
indicated this morning, the DPA threshold at GSA is now $300,000. The
change in the technology suggests that one currently can buy substantial
and significant systems under DPA. I do not view this as a major problem,
but as a major opportunity (which may nonetheless warrant caution). Perhaps
this change will allow us to begin operating on a cost basis at a different
point on the overall cost curve.

This development, of course, introduces some additional factors besides
that level of progress, the changes that have been effected in GSA, and the
number of policies that are bing drafted in OMB. One of the potential dan-
gers is that someone will decide that the study has had its effect and that
the only action to take is simply to allow the changes to take their course.
I am convinced that that is not enocugh. I am convinced that there has been
a spurt of activity and that the right direction has been indicated.

In order to sustain activity in the right direction, a number of basic
structural changes must be made——particularly wihin OMB. One of these
strucutral changes has to do with the establishment of an Executive Associate
Director level of responsibility in information technology. We have asked
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that the person who would take over that position in the OMB be agreeable
to the idea of operating as a peer in a relationship with central players
in the GSA, ADTS, and the Department of Commerce. One of the serious
problems in leadership is that there does not appear to be interpersonal
coalescence of purpose and activity across these agencies. We consider

it important to establish a person at the right level, cne who is recruited
on the right basis, to bring off the kind of program that is called for
here.

I am not going to attempt to go through the recamendations in detail,
but will briefly comment on each of them. My comments are included in
Recamendation One where it is stated that the Federal Government needs to
(1) take action that will establish the importance of information technol-
ogy, (2) provide tools for its management, and (3) set national and Federal
goals for its productive use. We feel that change within OMB is important.
There must be a change in each of the cabinet agencies establishing an
"information resource manager" to work with and to form another level of
peer group in the framework of a National Council for Information Technology,
Policy, Plans and Programs.

One of the problems—for which such a Council might provide a remedy—
is that, in the current situation, program agencies do not have a well-
formed avenue for grief. If they camplain to OMB, it never goes any far-
ther—one way or the other. The real grief fails to get expressed. If
they complain to GSA, they get the same result. To be effective, then,
this Council needs to be constituted as a body of peers able to understand
and deal with problems across agencies. '

Most of the councils we see apppear to be lobby points for the vested
interests of the various agencies. One way to awoid this is to have a
mechanism by which members are chosen with the approval of the council
itself. This proposal has been interpreted as challenging the authority
of cabinet agency directors. However, the important thing to realize is
that a council or a camittee rarely functions as an entity until it has
some control over its own membership. Otherwise, you continue to have
turf battles. This would be the extent of the structural changes we would
propose.

The Second Recommendation states that the Federal Government needs
to improve and expand its use of modern information technology to increase
and enhance the level and quality of govermmental service delivered while
reducing cost. In this area, we would emphasize that while we talk about
reducing costs through the use of the information technology, it must be
recognized that this has to be done on the basis of an investment payoff.
It can possibly be done by reallocation of priorities, rather than by
expanding budgets; it should be undertaken with the idea that the cost of
the information technology may rise when based on an investment. The
value of any expansion of technology will have to be determined within
the framework of the payoffs resulting from improved service and the like.

9.8



In Recommendation Three, we state that the Office of Management and
Budget needs to establish a policy requiring that the cost of data pro-
cessing be charged back to the using-agency in program-related terms. I
could not help but think, when we were talking about the issue of post-
audit this morning, that the mechanism called "zero base budgeting"
provides an adequate and excellent basis for doing this on an annual
review, provided there is an adequate performance tracked back to the
budget package. The fundamental flaw in the current implementation in
the area is that zero base budgeting has been approached more as a budget-
ing process than as a management tool. Until performmance reporting is
tied to the budget package and until the next budget package is a function
of how well the previous one is satisfied, cne does not get the kind of
program audit that is needed in order to justify the funds expended. The
recommendation is intended to set up a structure for a program that would
recognize the strength of something that is already in place. Whether
liked or not, it provides a basic mechanism for management.

The Fourth Recommendation is that the Federal Government set as an
objective the removal from service of all information technology components
which have outlived their cost-effective lives. This necessitates the
development of some guidelines regarding cost-effectiveness.

I have to use my own analogy here. A lot of pecple say that just
because a computer is 0ld does not mean that it is not a good computer.
That is true. I can understand that concept too. I have a 1966 GIC truck
that is rusty, black and white, and has l6-inch wheels on it. I paid $400
for it and have driven it over 10,000 miles. I drive it to work and back
and it does a very good job. That is cost-effective utilization of an
existing resource; capital investment, savings, operating costs—nothing
would pay for the benefit that I get out of it. However, that utilization
comes at a certain risk. I can use the truck only so long as I drive on
dry days, maintain five car lengths between me and anybody else, and man-
age not to have any surprises; and as long as I do not visit my neighbors
and park it in fromt of their new houses and do not drive it to see con-
sulting contacts, etc. Those are the conditions under which I can profitably
use that truck.

The issue of whether or not the Goverrment's program equipment is
obsolete or not is, I think, not what we are dealing with. Rather, we are
dealing with issues of obsolescence and, really, with the trends and impli~
cations that go with it. The further implication of the trends is clearly
underscored by actions that took place this year when the GSA established
an "elephant burial ground." That is what I call it. It is a warehouse
where you move computers that are out of production. The idea for ware-
housing them is that you can salvage parts from them s¢ that you can con-
tinue t0 use those that are still in operation. But even in a university
laboratory, I cannot afford that kind of approach to operation, for in
the framework of what the technology provides today, it costs me more money
to salvage an 014 piece of equipment than it does to go out and buy a
functiocnally equivalent unit. The technology provides new approaches to
questions of reuse and obsolescence.
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Even though the concept of reuse appears to be excellent, it has
_been horribly albused. An exanple of this is the fact that once a National
Guard organization has requested a computer and justified it—through the

expensive process of its justification-——the Department of Defense will

ship them a 1401. It costs more toO package a 1401 for shipment than it

does to buy a replacement piece of equipment. It costs more to provide

the power and the air conditioning than it does to provide the replacement
part. This is the way in which institutionalized decisions break down or
become a problem for the Government. Once you have established the prin-
ciple of reuse, if you do not review it in the framework of management
responsibility and cost-effectiveness, rsuse becomes an objective in itself—
an extremly expensive one. This is the basis for the recommendation.

Recommendation Five has to do with the Federal Govermnment's need to
signiticantly alter its process for acquiring information technology
resources. Increased emphasis should be placed on the planning needs,
definition, and justification phases of acquisition. Ihthis sense, we
salute the spirit and the direction of A-109, We recognize that, based on
recent guidelines associated with A-109, it is applicable in the informa-
tion technology and compatible with the objectives and purposes of Public
Law 89-306. Further, it seems that GSA is having much difficulty admin-
isteringa number of pilot projects in the A-109 area.

Some work does need to be done in the area of gquidelines, classifi-
cations, and so forth. The spirit and direction of it, as a management
plamning process is, I think, acknowledged and valid. We will carry that
acknowledgement further by saying we wish that all information technology
procurement could be conducted under a uniform Federal procurement-type :
policy. That is one of the virtues of A-109. It applies across the hoard
to major systems whether they are computer systems or aircraft carriers.

We feel that it is important that information technology not be
singled out for special treatment. We would like to see the spirit and
direction of the Federal Acquisition Act of 1977 carried forward and the
technology procured under those constraints as a normal part of the respon-—
sibility of program and mission managers. In lieu of that, we go through
a set of recommendations regarding the current situation in an attempt to
provide some guidelines for implementing the current system.

Recamendation Six states that the Federal Government needs to

(1) upgrade the training and career development required for functional
managers, (2) reclassify personnel skilled in management or use of infor-
mation technology, and (3) establish appropriate career paths for such
purposes. It seems, on the surface, that civil service reform provides
most of the mechanism we eall for in the recommendation—except for the
possibility of certain classifications within the technology itself. 1In
this area we criticize the Defense Department and point out some things
that they should look at.
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Recamendation Seven states that program agencies (1) need to be
strengthened to meet the general requirements for managerial and tech-
nical expertise in information technology and (2) must have prompt access
to resources which can help them solve their problems. Under this recom-
mendation, there is another minor structural factor. It is the responsi-
bility of the Department of Commerce to provide the required assistance.
We call for the establishment of special assistance centers to include
both managerial and technical support. We feel that managerial assistance
is badly needed in many areas.

Recommendation Eight states that the Federal Government needs to
institute a research and development program in information technology to
meet the needs of the nondefense sector. We hope that as a result of this
recommendation we will establish an approach that would provide a mechanism
by means of which the Govermment can quickly come abreast of the set of
research products that exist in the private sector for a particular area.
We propose that the recommended program be established rather than another
competitive research organization.

Government has problems in the information technology that the private
sector is not going tO be responsive to because so much of private research
is market driven. Some of the problem areas that the Government has to
deal with—particularly in areas of privacy, security, identification, and
so forth--stem from the fact that basically the Government is the principal
market for this information. That may not be enough to sustain the right
activities in the private sector, so we attempt t© address that problen.

The Ninth Recommendation, the final one, states that the Federal
Goverrment needs toO revitalize its efforts to establish and maintain a
standard program for information technology in order to support the econo-
mic purchase of equipment and the economic and effective operation of
computer resources.

That is basically a profile of the findings, conclusions, and recom-
mendations of the report. The report includes summaries from all of the
various team reports. It also includes what I have chosen to call an
implementation plan—though it is not in itself an agenda of actions;
rather it is a proposal to establish a peer—group planning body to estab-
lish procedures and recammend actions to implement the total set of
recommendations, In addition, the report includes an acknowledgement of
a strong minority position urgingthe creation of a special assistant t©
the President—a proposal which is not a recommendation agreed to by the
majority.
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Staats:

‘Jensen:

Eirich:

Jensen:

Eirich:

Jensen:

Jensens:

Heller:

Jensen:

Heller:

Jensen:

What was the main point in the minority report?

The variety of points that are made in the minority report have
to do with the dilemma that exists concerning the failure of the
central agencies to accept responsiblity. The need to bring
about changes, it was felt, justified presidential emphasis on
this level. Without that kind of emphasis, the OMB, GSA, and
Department of Commerce are not going to change. That is the
substantive position of the minority.

A couple of weeks ago, or maybe it was longer than that, I
listened to a talk by Mr. Henry Geller who said the study was
completed and about to go to the President. He was not talking
about this study, was he? Is there a separate study?

I suspect it is a separate study.

What was interesting, Mr. Geller mentioned that they were going

to try to came up with an overall U.S. information policy. How-
ever, they found that they could not come up with overall policy
but rather with seven different policies. One of these policies
dealt with the information technology. I was wondering if you are
going to find yourself in competition? He did not give any details
on what they found. He said he just could not at that time.

This is one of the changes that basically concerned us in the
course of the study. National Telecommunications and Information
Administration (NTIA) was formed about the time that we were
finishing up the study. One of the things that concerned us about
it was that the Executive Order that established NTIA was vague
with respect to information technology.

I am a little confused as to where you came out on the Brooks
bill. I am not quite sure whether you are walking a political
line here or what you are doing. You gave me the impression that
maybe it is ckay, and then maybe it is not okay.

I hope that I took a very strong position that the Brooks bill
is a fine piece of legislation.

For its time, or for now?
For any time.
You say as a legal framwork?

Yes. As a framework. Its implementation has left much to be
desired. Some changes, therefore, clearly need to be made.
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Heller:

Jensen:

Heller:

Jensen:

Staats:

Jensen:

How do you revise that since it seems to me that some of the poor
afministrationthat is going on has been fostered by those who
hide behind the shield of the Brooks bill. How do you fit that?

Here again is where we feel that the focus and the attention has
to come from the President. Leadership has t© be provided.

Is that what you mean by your one reccmmendation in here about
the intrusion of the legislature into the executive branch other
than through the General Accounting Office?

Well, one of the things that we would emphasize there is that we
want to recognize that oversight is a legitimate function of the
legislature. This fact probably is not appropriately worded in
the draft, but there is clearly evidence that oversight has pre-
enpted the decisiommaking process.

I would like to follow up on John Heller's question and get your
reaction to this point. At the time the Brooks bill was being
considered, there was very heavy emphasis on computer lease versus
purchase and on computer sharing. At the time, of course, they
were very, very expensive and everybody could urnderstand that.
Now we have moved on to the technology of smaller and less expen-
sive units as far as the hardware is concerned. I wonder to what
extent that should affect our thinking as to the role of GSA in
the procurement field. I am thinking about the procurement only.

I am not a procurement expert, but my reaction is that one of the
things that happened to the Government about 1965 was that a great
truth was discovered. That great truth has to do with economy of
scale. This basically says that big computers are great. But
Pete Jensen's corrollary of Grosch's Law (quoted earlier today)
states that when cost per unit for computing is a function of the
size of the computer, there is a decrease in function. This was
shown to be imperative about 1965 with the emergence of high-order
operating systems, multi-programming concepts, and so forth. The
opportunity seemed to© be supportive of the larger systems in pro-
viding the lower unit of cost. This is predicated on the notion
that one will use all the material in the box all the time. With
the impact of an electronic packaging technology, we have not had
a lot of revolution in computing. The packaging technology has
not repealed the economy-of-scale eoncept. It has, however,
krought about worthwhile changes in terms of the nature of the
economy scale which appear in large systems based on the kind of
volume which GAO may have.

This is the fact that is currently being ignored. This is the

kind of fact that increases the cost of "preventing sin" and
continues the emphasis on centralization as if the centralization
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Heller:

Jensen:

Heller:

Jensen:

Staats:

Jensen:

How do you revise that since it seems to me that some of the poor
administrationthat is going on has been fostered by those who
hide behind the shield of the Brooks bill. How do you fit that?

Here again is where we feel that the focus and the attention has
to come fram the President. Leadership has to be provided.

Is that what you mean by your one recommendation in here about
the intrusion of the legislature into the executive branch other
than through the General Accounting Office?

Well, one of the things that we would emphasize there is that we
want to recognize that oversight is a legitimate function of the
legislature. This fact probably is not appropriately worded in
the draft, but there is clearly evidence that oversight has pre-
empted the decisiommaking process.

I would like to follcw up on John Heller's question and get your
reaction to this point. At the time the Brooks bill was being
considered, there was very heavy emphasis on computer lease versus
purchase and on computer sharing. At the time, of course, they
were very, very expensive and everybody could understand that.
Now we have moved on to the technology of smaller and less expen-
sive units as far as the hardware is concerned. I wonder to what
extent that should affect our thinking as to the role of GSA in
the procurement field., I am thinking about the procurement only.

I am not a procurement expert, but my reaction is that one of the
things that happened to the CGovermment about 1965 was that a great
truth was discovered. That great truth has to do with economy of
scale. This basically says that big computers are great. But
Pete Jensen's corrollary of Grosch's Law (quoted earlier today)
states that when cost per unit for computing is a function of the
size of the computer, there is a decrease in function. This was
shown to be imperative about 1965 with the emergence of high-order
operating systems, multi-programming concepts, and so forth. The
opportunity seemed to be supportive of the larger systems in pro-
viding the lower unit of cost. This is predicated on the notion
that one will use all the material in the box all the time. With
the impact of an electronic packaging technology, we have not had
a lot of revolution in computing. The packaging technology has
not repealed the economy-of-scale concept. It has, however,
kbrougit about worthwhile changes in terms of the nature of the
econony scale which appear in large systems based on the kind of
volume which GAO may have.

This is the fact that is cwrrently being ignored. This is the

kind of fact that increases the cost of "preventing sin" and
continues the awhasis on centralization as if the centralization
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were an end rather than a means. As Jack Jones and other people
will point out, you (1) centralize when it pays out, (2) decen—
tralize when it pays out, and (3) mix the two in order to give
yourself the best profit course. This is the element that is
currently lacking in the implementation because of the urgencies
that came through the House Government Operations Committee.
There is a lack of recognition of the impact of this kind of an
opinion.

The other issue is that part of the cost of preventing sin has

t0 do with the cost of competition. Often cne sees a situation
in Govermment where competition is exercised for campetition's
sake. For 20 years plus, I have been advocating competitive pro—
curement—but only where competitive procurement has a payoff.

My current guideline in my own institution is that if you are not
likely to save $100,000 through competitve procurement methods,
do not do it, because it costs you that much to go through the
procedures.

Staats: Do you want to address yourself to the question that Wally Anderson
was referring to this sorning on the issue we have between the
Govermment Operations Committee and the Appropriations Committee
dealing with what you should include in that cost analysis?

Jensen: I can give you my personal opinion. I think that procurement of
computer systems that does not include the conversion costs is a
fallacy.

Staats: You think it should be included?

Jensen: It has to be. We cannot evaluate the investment that GAO is
going to make without some consideration of conversion. After
all, if it's a business application and you are going to make an
investment for profit, you have to consider conversion. To give
you an example of what we do at Georgia Tech——we had a strange
experience with UNIVAC 1108. We decided we need an 1110. We
were running out of horsepower,and we wanted to do an incremental
procurement. We were forced by the State to do a competitiwve
procurement. Since we were going to do a procurement, we decided
to do it right.

We put together a very comphrehensive program including a bench-
mark, evaluation, and so forth. We included in that the cost of
a whole operation. In fact, we required the winning vendor to
take the 1108 as a trade~in. This caused some peoOple to not want
to bid. One vendor suggested that the RFP was glued in or wired
into UNIVAC, We said no, we've got an 1108 and we just want the
cash value of its worth. We'll find the third party to huy it if
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Staats:

Jensen:

you will bid. IBM chose not to bid anyway; Honeywell, for
various reasons, did not. We came up with the competition
between Control Data and UNIVAC. It turned out that for our
benchmark-——cost of converting included and accepting the trade-in
of the 1108 and so forth—Control Data's bid was much lower than
UNIVAC's.

There is another point here, to which you might have some reaction,
What we have been thinking about, without arriving at a firm con-
clusion yet, would be looked at as a two-step process. The

first step would be to make a judgment as to whether or not the
upgrading is worthwhile—i.e., cost effective. 1In that case, in
the first step yvou would include the cost of conversion. In other
words, you stick with what you have, or you go to something more
advanced. But, once you have made that cost-effectiveness analysis,
you should exclude the conversion costs in the interest of putting
all bidders on the same basis, and on the basis of standard language.
I gquess Don and Wally could state this better than I can, but we
have been thinking about that in a kind of two-stage process.

This represents, I think, the difference between the two committees
and their approach to this area. Until we have done more study on
it, we are in the middle of the subject.

There are more differences than that between the two committees;

I do not know what causes the differences. The issue of conver-
sion is being used as a mechanism for saying that it precludes
competition. My reaction is that every functional requirement
statement precludes some competition. As a functional requirement,
there has to be someone who cannot do it. If the business of
procurement is t© be carried on in the best interest of the
Government, it appears to me that it must be carried on in the
framework of a fully competitive process in which all the cost
factors are considered. This is my personal opinion.

There is still another issue. I think it states that the tech-
nology here is in the framework of what is called the soft
architecture computer. It provides the opportunity to do what

I think the House Appropriations Committee calls an architecturally
specific procurement. This would mean that there are people who
were producing systems that acted like an TMB 370/138 for sub-
stantially less money. There are a number of such vendors that
provide that kind of system. The reason for competitive procure-
ment would be that it simply replaces the function at a reduced
total cost.

This is predicated on a very important assumption. That assumption
is that the agency is doing what it should be doing, the way it
should be doing it. All they need is a new level of horsepower
that can be provided through the technology.
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The procurement process is being used for purposes other than
that. The process is being used to affect management in the pro-
gram mission agencies to bring about different kinds of planning.
In such cases, the procurement leads to a situation in which an
agency, which has a failure in its current process, spends 3 years
trying to obtain a piece of equipment that it really needs.

Staats: Wally, where would the Brooks staff disagree with what he just
indicated here?

Anderson: The Brooks staff would disagree on the software part. If the
software were in machine-specific or assembler language, they
would not allow that conversion cost t0 be used as an evaluation
factor. They would agree if the programs were in COBOL and
they required change from UNIVAC CCBOL to Control Data CCBOL.
They call that "out-of-pocket" to indicate that it is necessary,
but too small. It may not be small though; it may be large.

We find that there are many other factors of conversion includ-
ing training, site preparation, and many methods of operation
that have to be changed. We are attempting to document all
factors.

Our conversion report and standards report, among other things,
relates to this issue. With these reports, we are trying to
minimize the size of the conversion to make it less of a swing
factor in the competition. The Appropriations Committee has
aided our efforts. They are calling for life cycle costs.
Now, when you include in any procurement conversions costs
beyond the raw equipment itself-—such as all the life cycle
costs——conversion becomes a smaller factor. Conversion might
be just 30 percent if you consider only equipment prices in
conversion; if you put other factors in, such as life cylce
costs, conversion becomes a smaller factor——say 10 percent.

Staats: That is because you amortize it over the expected life of the
equipment.

Anderson: Right. The conversion then is a smaller factor and becomes
less of a determinant in the procurement. I think you
(Professor Jensen) did something like this in your procurement
at GeorgiaTech and it was not a swing factor. You proved it!

Jensen: The kind of thing that one must take into consideration, I think,
in life cycle costs.of the system is the fact that one tends to
be cautious about long-term investment in a system. Basically,
cne should build into the system some aspect of instrumental
upgrading as a part of the overall process.

Anderson: They all agree to that.



Eirich:

Jensen:

Eirich:

Jensen:

Jensen:

Would you agree that if you compute life cycle costs which
you convert to standardized higher-level language, your main-
tenance and preparation of new software for that life cycle
will be lower than if you have a nonstandard language?

I think that one of the great virtues of COBOL, for instance,
is that it has provided that kind of opportunity. To say
that, in general, everything should be COBOL is something I do
not accept.

No. I was thinking of any ANSI statement.

If there were adequate standards. There is another problem
here. This is not going to preclude conversion because even
with it, one has a family of standard languages. All of the
vendors are going to have enrichments on the standard. There
is no adequate enforcement mechanism to ensure that programmers
are going to use the standard. They use the standard plus the
enrichment. As a consegquence, one ends up with nonstandard
programs~—all of them including the enrichments. I worked for
a year trying to find the set of ANS FORTRAN programs in my
organization. I never did find it. The only ones I found were
in the Navy Department, and the reason I found those was the
Navy was using them to test the FORTRAN compilers. That is the
only reason they were standard.

How did you feel about the question (after coming up with your
conversion costs) of allocating between new development costs
and ongoing operating costs? 2and how did you feel when you came
up with that conversion cost element to evaluate in GAO's
procurement?

We have probably a more complex problem than most people because
we have approximately 9,000 programmers on campus. All the
researchers Or administrative organizatiors,etc., are doing all
their own work. We have a computer facility in which little
applications programming is done within the computer center.

As a consequence, we have a serious problem. Part of the
benchmark we put together included programs from every place
we could get them on the campus——all the simulation languages;
all the special languages that people had. One of the require-
ments——and the measure of the benchmark—was that the vendors
had to run as many of those programs as they could to give us
the measure of what we were going to confront in development
costs downstream. S0 we came up with a situation that was
favorable t0 us anyway. Control Data seemed to have little
difficulty converting to all the problems for some reasomn.
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Staats: Is there anything that you have written that bears directly
on this gquestion of what we were talking about a few minutes
ago on the extent to which you included conversion costs?

Jensen: In the framework of the Reorganization Project?

Staats: Well, either that or otherwise?

Jensen: Not within the framework of the Reorganization Project.

Anderson: Thank you.
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Introduction of Mike Zimmerman bv Don Scantlebury

We have covered a lot of territory today, some of it
futuristic and some it pretty much down to earth. It all
adds up to changes which are affecting the way Government
does business. This is affecting us here at GAO as well,
and our response will be crucial to the type of role we will
play in the future.

Let's look at the response by one audit group in HRD.
Mike Zimmerman, the Assistant Director at the Social Security
Administration, is going to take about ten minutes to tell
you what happened to him and his group when he was forced to
face up to the computer. After his talk, I'll have some gen-
eral comments on computer auditing, and we can have the general
discussion Mr. Staats mentioned when he opened the program
today.
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Mike Zimmerman - Summarized

I. ADP technology used by SSA has had a major impact on
the way we evaluate SSA's programs.

A. All SSA programs use very large, complex computer
systems to accomplish their missions

B. Had avoided looking at the ADP systems until the
horrors of the Supplemental Security Income program's
overpayments hit the papers and we received Senator
Birch Bayh's request.

C. ©Now needed to audit the program in its entirety--
including the ADP system.

D. Regular auditors did not know how to talk "computerese"
much less understand it and be able to audit it.

E. Had to get people that were auditors first, but had
additive skills which allowed them to audit in the
ADP environment.

F. Put self on line with HRD management--requested
assistance from FGMSD/TAG-DP's computer auditors--
had to accept full responsibility if they couldn't
provide good report products.

II. Began their involvement with a reliability assessment of
the SSI program.

A. Used the reliability assessment to identify potential
control weaknesses in the SSI program--note the word
"program" because that is exactly what they audited
(not just the SSI computer system), but the entire
program-~-from the initial recipient interview through
the manual and automated procedures until the recipient
gets his final award/denial and all the steps in between.

B. Many control weaknesses were identified=--both manual
and automated.

C. Several jobs were quickly spun-off of this reliability
assessment, including:
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"Review of Difficulties Encountered by SSA in
obtaining Pension Data from other Federal Agencies
for Purposes of Avoiding SSI Overpayments"

-=~Took 2 percent sample of 4.2 million SSI
recipients (84,000 + records),

--Matched these records to VA and RRB computerized
master pension files (over 15 million records
were processed).

-=-After verifying matches, recomputed SSI benefits,
substituting the correct VA and RRB data, using
SSA's own computation program.

--Identified over $56 million in overpayments and
$4 million in underpayments.

-=8SA took immediate action and now estimates
savings in excess of §100 million.

Other matches, including:
-=Workmen's Compensation
-=Black Lung Benefits
--Student Benefits

"Review of Internal Controls and Performance of
the SSI System"

~Review begun to evaluate the entire SSI system.
-~Evaluated the manual processing procedures in
SSA field offices (visited 30+ offices throughout
country).

-~Evaluated the applications system by testing the
computer programs.

~---{feated a new and innovative approach.

-==-=GAO has received a lot of favorable publicity
from this new technique.
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~=Evaluated the controls over SSA's telecommunications
system and central computer facility.

-~-To date, four reports have been issued under this
job code, and two more are in draft, including the
final report to the Congress which identifies
$25 million in erroneous payments caused by control
weaknesses in the SSI program.

--Additionally, findings, conclusions and recommendations
have been added to two other reports as a result of
work done on this review.

III. Other significant activities at SSA which required ADP
knowledge include:

A.

"Review of Unresolved Earnings Records in the Social
Security Program"

1. Took sample of 866,000 records from the 173 million
records on the wage earners suspense file.

2. Developed a new technique that allowed us to post
$4.4 billion (out of the $35.7 billion suspense)
to 6.6 million recipients' records.

3. SSA is presently incorporating our technigue into
their on-going posting process.

"Review of President Carter's Welfare Reform Proposal--
The Better Jobs and Income Bill"

1. Used computer auditors to comment on the ADP aspects
of the proposal, including

a. the technical feasibility of the computer system
regquired by the proposal; and

b. the security/privacy implications of tlhe proposal
as they related to the computer system, etc.
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"Review of Major ADP System Development Plans at
the Social Security Administration"

1., Congressman Jack Brooks' regquest.

2. Congressman Brooks has stopped all major ADP
procurements at SSA, pending GAO review.

3. Computer auditors used to evaluate ADP aspects
of procurements, and new application system
pProposals, and also functional aspects of all
SSA programs.
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Don Scantlebury

I think Mike Zimmerman has made it clear how we can
use computers to help us do our work, with, I might add,
technical assistance from the FGMSD-TAG Group.

A couple of years ago we assessed other agencies' com-
puter audit capability--there is no guestion that right now
GAO's capability is considerably ahead of any other govern-
ment agency. However, the other agencies are beginning to
take more interest and, in the future, their auditors will
be doing much more computer auditing.

Vital to the development of this capability, of course,
is a successful training program. Our training program,
.which I feel is a very effective one, began with a study
that Clerio Pin and Ken Pollock made in 1971. Their work
led to the Wharton Course and various other training courses.

Let me give you an idea of the various courses GAO
people have taken. About 250 people have completed the
Wharton Course. ZAround 1,650 people have taken our Base
Level Training Course, which deals with basic knowledge
that every GAO auditor ought to have. The Beginning Time
Sharing Course has been offered to 80 people; the Advance
Time Sharing Course to 40 people. In addition, 60 people
have completed the Reliability Assessment Training Course,
and 107 people have taken the Data Retrieval Course.

So, as you can see, we have done quite a lot of train-
ing recently.

We have also issued an addition to the vellow book
which sets forth the standards for DP audits. I have an
advance copy of it right here. You all have had a chance
to review it and send us your comments, which we have con-
sidered. The addition is at the printers now and will be
issued shortly.

Before we close our presentation, I would like to call
a serious problem to your attention. It is a problem affec-
ting the whole agency and is one that we will be discussing
in the Directors' meeting very soon. That problem is what
is happening to our ADP capability.

Our division program plan contains a line of effort
(0108) entitled "How Effectively Do Computer Systems Aid
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Managers and Users in Carrying Out Mission Requirements
and Support Functions?" This particular line of effort
should be useful in many of the other divisions, and I
" hope you will do some work under this issue area in the
next year or two.

To help along that line, we accumulated information
on agency plans for major ADP telecommunications acquisitions
for the next 5 years. We have sorted the information by
division area of responsibility, and Ken Pollock will give
each division representative a list.

As I mentioned earlier, we have been doing a lot of
work for Congressman Brooks' Government Operations Committee.
We were asked to look at potential procurements, many of
which the Committee felt, for good reasons, were not war-
ranted. We expect these requests to continue during this
next year, and will therefore expect to need a number of
procurement evaluations. We, in FGMS, will be working with
many of the other divisions during the coming year on such
cases.

That concludes our presentation for today. I want to
thank all the other divisions for their contributions. The
material on display around the room was contributed by all
the divisions and it shows some of the good things that we,
as an agency, have done in the computer area.

As we close, Mr, Staats has a few remarks for you.
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Mr. Staats Closing Statement

I think this program has worked out extremely well, and
I want to thank you, Don Scantlebury and Wally Anderson, and
all who contributed in putting the program together.

One of the several things I had hoped to achieve during
my term here and something I talked with Mose Morse about at
length was that GAO should be in the forefront in the auto-
matic data processing area--we should be second to none any-
where in the Government or in the country.

I think that what we have seen since 1966 is a revolution.

I used that term this morning and I do not think that it is
too strong a word to use both in terms of what has happened

in the technology here at GAO and in terms of investment. I
believe that the Federal Government bought its first computer
in 1951, which is really not that long ago. If you look at
how computers have changed between 1951 and today, I think it
is appropriate to call their development a revolution.

I am concerned about the point that you and others have
made of how we are going to retain the capability that we
have developed. I do not know the answer, but I think we are
going to have to find it.

There is one school of thought on the subject which would
put all GAO computer work in one division. For obvious reasons
I do not think that is the solution. We must build computer
capability into every operating division within GAO. That is
not to say that we don't need our current expertise, but we
must have not only what FGMS carn bring to the work of the
divisions in terms of TAG work, but each division must have
its own computer capability. I think thet all of us recognize
that. What we must do is retain enough ADP expertise in the
divisions and in the regional offices for division directors
or regional managers to use. The divisions cannot rely com-
pletely on TAG to provide the assistance.

We will be addressing this problem here, particularly with
Felix's help. 1In the meantime, however, if you have any ideas
or suggestions on this point in your division directors' meet-
ings, I hope you will put them on your agenda and see what
options you can come up with for dealing with this problem.

Many thanks to you, Don, and your staff for your help in
a successful presentation.
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GAO EXECUTIVE BRIEFING ON ADP SECTION 13

PUBLICATIONS OF SELECTED ARTICLES (By FGMSD/ADP)

The first page in this section is a reproduction of the
cover for the "Selected Articles on ADP/Auditing” (334 pages)
assembled and printed in conjunction with this briefing.
Copies of the entire publication were distributed to division
and office attendees and to the regions.

DISPLAY CHARTS (By FGMSD, FPCD, EMD, CD, GGD, LCD, PSAD,
OCG, OL)

The following pages contain reproductions of the 30" x 40"
charts voluntarily designed by various GAO divisions, prepared
by the Illustrating Services Office, and displayed on the
ledges around the Comptroller General's briefing room during
this all day session. The charts depict how knowledge of ADP
and development of related technigues have substantially im~
proved GAO's overall audit capability.

DEMONSTRATION (By FPCD)

The last picture shows a live demonstration of a computer
application being conducted at break times in the briefing
room. The demonstration showed how a computer connected termi-
nal is used in the analysis of data and the documentation of
results required by a typical audit assignment.
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COMPLEX ECONOMETRIC MODELS REQUIRE ADP SUPPORT

Econometric models are basically simplified abstracts of reality. They attempt to simulate, by mathematical formulae, how things
work in the real world, Such is the case with the energy models that EMD uses. We have depicted a simplified model above to show
how demand and supply relationships determine the price and quantity of energy that will be produced and consumed. If any cre of

*the demand or supply determinants are altered, the equations (represented by the supply/demand lines in the graph) will produce a

ditferent solution or equilibrium point. As a result, prices, quantities, or both may change.

EMD uses several models in its efforts to analyze U.S. energy policy. One of these models is the Data Resources Inc (DRI)
energy modal. A recent forecast from the DRI energy model is attached. A quick glance at this forecast provides just a sampling of
the energy variables that can be analyzed using this model. Models can not only project or forecast these variables into the future but
models can also compare and contrast the effects of different energy policy scenarios.

Each model simplifies reality by incorporating assumptions. Despite this simplification process, the models’ equations manipulate
huge data bases which produce the energy forecast. The DRI energy model incorporates about 400 equations dealing with over 600
variables. Each variable carries with it a 20 year history or time series. It should come as no surprise then that a large computer is
used to solve this model.
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GENERAL GOVERNMENT DIVISION
COMPUTERIZED INFORMATION RETRIEVAL

SIE AUDITOR GONFERS WITH
COMPUTER AUDITOR TO IDEN-
TIFY AND DEFINE NEEDED
DATA TO MEET AUDIT
OBJECTIVES AND DEVELOP
DESIRED REPORTS

DEVELOPES PROGRAM
TO EXTRACT DATA

RAW
DATA

REPORY 3 REPORY Y REFORY Z

DESIRED DATA PRODUCED
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CAMERA READY GRAPHICS
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EFFECTIVENESS /CREDIBILITY
OF ADP/MODELING

OQUTSIDE GAO

® USING AGENCY'S MODEL WITH VARYING INPUTS INCREASES
EFFECTIVENESS (E.G. A-76)

® VALIDATING A DIFFERENT MODEL BY USING AGENGY'S
INPUTS TO OBTAIN AGENCY'S OUTPUT INCREASES
CREDIBILITY (E.G. A-10 AIRCRAFT)

@ DEVELOPING BETTER MODELS AND GIVING PAPERS AT
PROFESSIONAL MEETINGS INCREASES G AO EFFECTIVE-
NESS & CREDIBILITY (E.G. MORS DAVID RIST PRIZE)

INSIDE G A
® 3 REPORT LEVELS NEEDED TO ESTABLISH CREDIBILITY
LEVEL CONTENTS CUSTOMER
I DETAILS OF MODEL;  GAO PROFESSIONAL ;
INPUTS AGENCY;
ADR OR/SA COMMUNITY
I DESCRIPTION OF MODEL  TEAM DIRECTOR;
RESULTS; ANALYSIS TEAM LEADER
I BRIEF SUMMARY LAY READER:
(FEW OR NO ULTIMATE CUSTOMER

NUMBERS)

PSAD

13.24



AUDITS USING THE COMPUTER

(MANAGEMENT EFFICIENGY AND EFFECTIVENESS)
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AUDlTS USING COMPUTER MODELS

(PROGRAM RESULTS)
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A live demonstration conducted by
Nancy Simmons of the FPC Division.
It showed how a computer=connected
terminal is used in the analysis
of data and the documentation of

results required by a typical audit
assignment.
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