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In June 1995, we testified before the Subcommittee on Civil Service, House
Committee on Government Reform and Oversight, on issues pertaining to the Office
of Personnel Management's (OPM) plan to privatize its Investigations Service. The
Investigations Service performed, at the request of federal agencies, background
investigations of federal employees, contractors, and applicants to provide a basis
for determining (1) an individual's suitability for federal employment and (2)
whether an individual should be granted a clearance for access to national security

information.
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OPM's plan was to privatize this function through the establishment of a private corporation
to be known as the US Investigations Service, Inc. (USIS). Former Investigations Service
employees would own USIS by means of an Employee Stock Ownership Plan. OPM has
contracted with USIS to conduct background investigations as OPM previously had done.! In
doing so, USIS is to use OPM's existing database. OPM envisions that USIS also will do
background investigations—outside the contract with OPM~for state and local governments
and private organizations.

Following the June 1995 hearings, you asked us to determine

—~ whether the Federal Privacy Act of 1974 could affect USIS access to federal records and
whether law enforcement agencies were likely to grant USIS access to criminal history
records; and

— what steps OPM was taking to ensure that (1) the background investigations USIS
performs for federal agencies remain of the highest quality and (2) any national security
considerations were addressed.

This letter responds to your requests with information that we had obtained as of August 1,
1996.2

RESULTS IN BRIEF

The Privacy Act of 1974 provides that individual records contained in a system of records are
to be used only for the purposes for which they were originally obtained and may not be
disclosed to any person or agency unless the subject of the record agrees or the disclosure is
specifically permitted by the act. OPM's disclosure of its records to USIS for purposes of
performing investigations would be permissible under the exception to the Privacy Act
allowing for disclosures that are considered a routine use of the record. The Privacy Act
requires that a notice of each routine use of an agency's system of records be published in
the Federal Register. OPM published such a notice in the Federal Register on April 12, 1993,
providing that disclosures of records may be made to contractors, covering any disclosure to-
USIS in its role as OPM's contractor.

OPM's 1995 Privatization Feasibility Study pointed out that it was not clear whether USIS
could use federal records under the Privacy Act, as amended (5 U.S.C. 552a), to provide
services to nonfederal customers. OPM officials told us that they planned to create a

1On April 12, 1996, OPM signed a contract with USIS. USIS began operations on July 8,
1996.

’We also were requested to review OPM's cost-benefit study of its proposed privatization.
See Cost Analysis: Privatizing OPM Investigations (GAO/GGD-96-121R, July 5, 1996).

Federal Register(Vol. 58, No. 68, Apr. 12, 1993), p. 19185.
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"firewall"-through the use of computer software—to prevent such use of federal records. We
have not reviewed the feasibility of OPM's firewall. However, even assuming that such
technology-based barriers are adopted, the contract also states that USIS may request OPM to
obtain federal, state, or local law enforcement records and, to the extent permitted by the
source agency, USIS may use the material for both its "U.S. government and other work."
This provision suggests that USIS may use government-furnished information for the purpose
of performing nonfederal work that is outside the scope of the contract. We questioned
whether this would be consistent with the intent of the firewall or, in the absence of the
expressed consent of the individual being investigated, in accord with the Privacy Act. In
commenting on a draft of this letter, OPM agreed that the explicit consent of the subject of
the investigation would be needed for the release of such information, regardless of the
aforementioned contract provision. (See encl. L)

OPM officials said they fully discussed all of the steps they had taken and planned to take
with officials of other agencies in March 1996. We subsequently contacted the Federal
Bureau of Investigation (FBI) to determine its reactions to OPM's steps. The FBI manages
the National Crime Information Center (NCIC), including the Interstate Identification Index
(II)-a cooperative federal-state program that includes a criminal subject's state and federal
offenses, arrests, and dispositions—and the Fingerprint Identification Records System (FIRS).

FBI officials informed us that to facilitate the conducting of background investigations
pursuant to the contract, the FBI would continue to provide criminal history information to
OPM. This would be done with the understanding that OPM would provide this information
to USIS under the authority of the Privacy Act. Prior to furnishing this information to USIS,
OPM would obtain a waiver from the individual being investigated. FBI officials said that
they plan to rely on OPM to provide the necessary oversight and safeguards of the
information given to OPM's contractor personnel, and that the FBI does not plan to review
specific waivers before releasing the criminal history information to OPM. The FBI officials
also stated that the FBI has not consented to the use of criminal history information for
purposes other than federal background investigations.

FBI officials told us that in early July 1996 they specified to OPM that USIS employees should
not be permitted direct computer terminal access to the NCIC system, since it includes state-
controlled criminal history information. An FBI official said that the overall issue of the
extent of USIS access to NCIC data is currently under review by the Department of Justice's
(DOJ) Office of Legal Counsel. The FBI official told us that the FBI expects an opinion to be
issued shortly.

We discussed these developments with the Chairman of the Criminal Justice Information
Services (CJIS) Advisory Policy Board, an organization composed of representatives of state
and local NCIC participants that advises the Director of the FBI on operational policies. The
Chairman said that he was advised by the FBI in July 1996 of its decision that USIS could not
directly access NCIC records. The Chairman said that the CJIS Advisory Policy Board would
need to review the Office of Legal Counsel's opinion on this matter once it was issued.
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FBI officials indicated that OPM's and its contractor's use of FBI records is subject to the
biennial audits that are required of all users. Such audits are aimed at evaluating the
effectiveness of system controls, measuring compliance with NCIC policies, and preventing
and detecting NCIC misuse. Because of workload and resource constraints, the FBI officials
did not know when an audit would be conducted.

In addition to the federal records check component of background investigations, OPM's
Investigations Service also conducted checks of state and local government records, such as
those records that pertain to vital statistics (e.g., birth and marriage records) and law
enforcement. OPM officials told us that OPM had formal agreements with 12 states to
facilitate access to state law enforcement records.

We contacted officials from these 12 states to determine whether they would provide USIS
with access to their state criminal history records. Officials from seven states said that they
could allow access to USIS contractor personnel if USIS obtained the written consent of the
subject of the investigation. However, officials from the five other states said that they did
not believe they could provide access to USIS or other private contractors, even with the
written consent of the subject of the investigation. None of the officials we spoke with was
aware of OPM's privatization plans.

After we brought this situation to OPM's attention, OPM contacted officials from the
aforementioned five states to explain the privatization effort and the security arrangements
that OPM had made. OPM notified us on June 19 that officials from one of the states had
agreed to provide USIS employees with access to its records and that OPM was confident that
the other four states would also agree. (See encl. IL.)

Under the contract, USIS is to establish a program to ensure that investigations done by its
employees are of high quality. The contract also indicates that OPM is to maintain some
responsibility for overseeing the quality of USIS investigations. However, OPM has not yet
determined the extent to which it will conduct quality checks of USIS investigations. ’

After the privatization was completed and implementation of the contract began on July 8,
1996, the Department of Energy (DOE) notified USIS and OPM that it would have to revoke
the clearances of former OPM investigators for unlimited access to DOE facilities. DOE
officials said that they took this step because they determined that OPM's contract with USIS
was subject to the National Industrial Security Program (NISP). NISP was established in 1993
to provide safeguards to protect classified information released by executive branch agencies
to their contractors. DOE officials further believed that access to DOE facilities could not be
provided to USIS employees until the contract was brought into compliance with NISP.

The Department of Defense (DOD), which serves as the executive agent for NISP, concurred
with DOE's determination regarding the contract and worked with OPM and USIS to grant
USIS an interim secret facility clearance under NISP guidelines. DOD issued an interim
clearance on July 23.
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In summary, a number of these issues that have arisen in connection with implementation of
this contract have not yet been fully resolved, although OPM has stated that it is in the
process of addressing them.

APPROACH

In doing our work, we examined OPM's privatization plans, including (1) its 1995 study on the
feasibility of privatization, (2) its contract with USIS, and (3) other related documents. We
interviewed (1) officials of OPM responsible for the privatization initiative, (2) officials from
12 state police authorities that had agreements with OPM to provide OPM personnel with
access to their records, and (3) officials from federal law enforcement agencies that provide
OPM with access to their systems of records. We also reviewed the Privacy Act, as amended,
and discussed selected Privacy Act issues with officials from the Office of Management and
Budget (OMB). We discussed the application of NISP to OPM's contract with USIS with
officials from DOD and DOE. We did our work in Washington, D.C., from September 1995 to
August 1996 in accordance with generally accepted government auditing standards.

In April 1996, OPM provided written comments on a March 1996 draft of this letter. After
receiving these comments, we developed additional information that we incorporated into this
letter and shared with OPM officials. OPM provided a second set of written comments in
June 1996. In each instance, OPM stated that it either had resolved or was in the process of
resolving the issues we had raised. OPM's comments are presented and evaluated in the
appropriate sections of this letter and are reprinted in enclosures I and IL

We also shared draft excerpts of this letter with officials from the FBI, OMB, DOE, and DOD
to verify that our draft had accurately represented the results of our discussions with them.
We made clarifications to the letter as appropriate.

PRIVACY ACT AND
ACCESS TO RECORDS ISSUES

The OPM Investigations Service's procedures for conducting background investigations
required checks of various federal, state, and local records to enable OPM to develop a
background profile of the federal job applicant or employee. Under the contract, USIS will
need to use these same types of records to develop background profiles. In previous
congressional testimony on OPM's planned privatization, we and others raised questions on
Privacy Act and access-to-records issues. OPM, to our knowledge, has not totally resolved
these questions.

Privacy Act Issues

The Privacy Act set standards for how federal agencies are to collect, maintain, use, and
disseminate personal information obtained on individuals. In general, individual records
contained in a system of records are to be used only for the purposes for which they were
originally obtained. The records may not be disclosed to another person or agency unless the
subject of the records agrees or the disclosure is specifically permitted under one of the
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authorizing statutory exemptions. The Privacy Act provides that when an agency contracts

for the operation of a system of records to accomplish an agency function, the agency must
ensure that the requirements of the act are applied to the system.
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developing, and operatmg any system of records on individuals intended to accomplish a
federal agency function. However, because USIS is a nongovernmental entity and may be
performing services that are outside the scope of those previously performed by the
Investigations Service, some Privacy Act-related questions remain unanswered regarding

circumstances under which USIS will be allowed to use federal records.

QPM informed ugs that it has authorized disclosure of records to USIS for purposes of SIS
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performing investigations for federal agencies under the provision of the Privacy Act that
allows for disclosures that are considered a routine use of the record. A routine use of a
record is defined by the act as a use for a purpose that is compatible with the purpose for
which the record was collected. In addition, the Privacy Act requires that upon establishment
or revision of a system of records, an agency is to publish a notice of the existence and

character of the system of records. The notice is to include such information as (1) each
routine use, including the categories of users and the purpose of such use and ( 9\ the nolicies
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and practlces of the agency regardmg such items as storage access controls, and dlsposal of
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records. The purpose of the public notice provision is to foster agency accountability through

a system of public scrutiny.

OPM's disclosure of its records to USIS for purposes of performing investigations for federal
agencies is considered to be a routine use. OPM published a notice in the Federal Register
on April 12, 1993, permitting disclosure to contractors. The notice provides that personnel
investigations records may be used to "disclose information to contractors or volunteers
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Although this notice states that disclosures may be made to coniractors, it does not present
the fact that USIS will be the principal organization performing these investigations. We
asked OMB to comment on whether privatization itself required a new notice or would make
one advisable, since a primary purpose of the requirement to publish Privacy Act notices in
the Federal Register, including each routine use of the system of records, is to provide
adequate notice to individuais as to whom and for what purposes information concerning
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notice would be required under the Privacy Act since the OPM system of records would not
be modified significantly. However, the official recognized that given a combination of
changes, such as the planned reliance on contractor personnel to operate the system and the
creation of a firewall to safeguard federal data (which is discussed below), publication of a
new system's notice might be advisable from a policy standpoint to ensure that all affected
stakeholders were notified. The official said that OMB had not taken a position on the
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Concerning USIS' potential use of federal records for purposes outside the scope of the
contract (e.g., for nonfederal purposes), OPM's April 1995 Privatization Feasibility Study
pointed out that, since the Privacy Act allows for contracts for the operation of a system of
records to accomplish a federal agency function, it was not clear that USIS could use federal
records obtained under the Privacy Act to provide services to nonfederal customers. We
were told by OPM officials that OPM planned to create a firewall that, in theory, would
prevent USIS from using federal data for nonfederal purposes. According to OPM officials,
the database OPM maintained to do investigations would be partitioned to give USIS full
access to do federal work and truncated access to do nonfederal work. We have not
reviewed the feasibility of OPM's planned firewall.

However, the contract suggests that, even if an effective firewall were developed, USIS might
be able to use federal records for purposes outside of the contract, that is, in the conduct of
nonfederal investigations. The contract provides that

"to the extent necessary to perform its obligations under this contract, the Contractor .
may request that OPM obtain from any federal, state, or local law enforcement agency
investigative reports or other law enforcement records . . . . To the extent permitted

by the law enforcement agency that was the source of the information, the Contractor

may use any material obtained by OPM for both its U.S. Government and other work."
(Underlining added.)

This language suggests that the contract may permit USIS to use government-furnished
information for the purpose of performing nonfederal work that is outside the scope of the
contract. We questioned whether the contractor's use of material obtained from law
enforcement agencies to perform work outside the scope of the contract would (1) be
consistent with the intent of the firewall or (2) in the absence of the expressed consent of the
individual being investigated, be authorized under the Privacy Act. In commenting on a draft
of this letter, OPM agreed that an explicit consent by the subject of the investigation would
be needed for the release of such information to USIS for its nonfederal work, regardless of
the aforementioned contract clause. (See encl. 1.)

OPM's feasibility study suggested that it might be possible for USIS to perform investigative
services for state and local governments under the contract if such entities were to contract
with OPM under the Intergovernmental Cooperation Act (ICA). OPM, in turn, would contract
with USIS to provide these services. As a result, USIS would be using OPM's systems of
records to accomplish an agency function. The contract states that OPM is to seek
permission from OMB to perform investigative services for state and local governments. If
this strategy were successful, the contract states that these new investigation services would
be considered within the scope of USIS' contract. OPM's plan would permit state and local
governments to use USIS services on a noncompetitive basis, a feature that could be
attractive to those governments. '

According to OPM officials, they had not yet requested such authorization from OMB and did
not know how OMB would respond to such a request. However, OPM requested similar
authorization from OMB in 1994, before the privatization decision, as part of its own internal
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effort to make its investigative function more efficient and profitable. OMB denied OPM's
request, noting that:

"In accordance with the Intergovernmental Cooperation Act (31 U.S.C. Section 6505)
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'specialized or technical services.! The Intergovernmental Cooperation Act was
intended to encourage intergovernmental cooperation but not upset ordinary business
channels. We believe background investigative services could be provided by the
private sector."

It seems to us that OMB's rationale for denying OPM's 1994 request may still apply, since
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and technical services. It also appears to us that such authorization, if granted, could affect
"ordinary business channels," since it could limit the opportunity of other firms to compete

for the potential new business from state and local governments. In a recent discussion,
OMB officials told us that OMB would not make a decision on this matter until they receive a

request from OPM.

Accoss to Federal State. and Local
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Law Enforcement Records Issues

Whether all federal, state, and local law enforcement agencies are willing to provide USIS
with direct access to sensitive records is unclear. After OPM announced its plans to privatize
the Investigations Service, at least one major federal agency (the Department of the Treasury)

raised a concern about whether USIS would be given access to federal data sources in view
of the sensitivity or classification of mquh;mhvp files and potential national security

problems.

To address this issue, OPM is to (1) maintain responsibility for ensuring proper use of the
data and (2) provide safeguards to protect the data. For example, OPM is to maintain a staff
to oversee and monitor the operations of USIS. OPM officials told us that OPM had
established, or was in the process of establishing, physical and procedural safeguards to
protect the information obtained by USIS investigators conducting federal background

investigations. As previously mentioned, OPM planned to establish a firewall-through the use
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collected to do federal background investigations.

OPM officials said they fully discussed all of the steps they had taken and planned to take
with officials of other agencies in March 1996. We subsequently contacted the FBI to
determine its reactions to OPM's steps. The FBI manages the NCIC, including the III (a

cooperative federal-state program that includes a criminal subject's state and federal offenses,
arrests, and dispositions) and FIRS.
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pursuant to the contract, the FBI would continue to provide criminal history information to

OPM. This would be done with the understanding that OPM would provide this information
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to USIS under the authority of the Privacy Act. Prior to furnishing this information to USIS,
OPM would obtain a waiver from the individual being investigated. FBI officials said that

they plan to rely on OPM t{o provide the necessary oversight and safeguards of the

information given to OPM's contractor personnel and that the FBI does not plan to review
specific waivers before releasing the criminal history information to OPM. The FBI officiais
also stated that the FBI has not consented to the use of criminal history information for

purposes other than federal background investigations.

FBI officials told us that in early July 1996, they specified to OPM that USIS employees

haAattld nat ha narmittad divant cammnuitar farminal accace +a tha NOTO ayetam cinca it
SLlUluu RIVUL VO Fc-’-llubucu UL T \,U.I.ll.pubcl. LOULAILLMLIGL QLA COD LU ul.e KNS GJDDC.I.I.I., [= S XL VL wy § 1)

includes state-confrolled criminal history information. An FBI official said that the overall

issue of the extent of USIS access to NCIC data is currently under review by DOJ's Office of
Legal Counsel. The FBI official told us that the FBI expects an opinion to be issued shortly.

We discussed these developments with the Chairman of the CJIS Advisory Policy Board, an
organization composed of representatives of state and local NCIC participants that advises the
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Director of the FBI on operational policies. The Chairman said that he was advised by the

FBI in July 1996 of its decision that USIS could not access NCIC records. The Chairman said

that the CJIS Advisory Policy Board would need to review the Office of Legal Counsel's
opinion on this matter once it was issued.

FBI officials indicated that OPM's and its confractor's use of FBI records is subject to the
biennial audits that are required of all users. Such audits are aimed at evaluating the

effectiveness of system controls, measuring compliance with NCIC policies, and preventing
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and detectmg NCIC misuse. Because of workload and resource constraints, the FBI officials
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In addition to the federal records check component of background investigations, OPM's
Investigations Service also conducted checks of state and local government records, such as
those records that pertain to vital statistics (e.g., birth and marriage records) and law
enforcement. OPM officials told us that OPM had formal agreements with 12 states to

facilitate access to state law enforcement records.

We contacted officials of the 12 states that had agreements to facilitate OPM's access to
records to determine whether those states would provide private contractors, such as USIS,
access to state criminal history records.* The officials we contacted controlled access to
these records. Officials from seven states said that their state laws and/or regulations would
allow access by confractor personnel under certain conditions. These conditions generally

included obtaining the written consent of the subject of the investigation. Officials from the
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other five states said that, under current conditions, they did not believe they could provide

USIS or other private contractors access to criminal history records, even with the written

‘We did not have points of contact in the remaining 38 states. Therefore, we were unable

to determine the extent to which these states would provide a private contractor access
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consent of the subject of the investigation. None of the 12 officials was aware that OPM was
planning to privatize its Investigations Service.

In commenting on a draft of this letter, OPM noted that we did not identify the states or the
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have since provided OPM with the identities of the five states and the officials with whom we
spoke. In each instance, the official we spoke with (1) was the person whom OPM identified
as being the appropriate point of contact, (2) was in charge of the systems of records, and (3)
was the signatory to a written agreement with OPM regarding access to records. The 12
states we contacted were identified by OPM as having agreements or memorandums of
understanding with OPM for access to criminal history and other records.

OPM also expressed its belief that our concerns about the willingness of state governments to
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share their criminal history information with USIS may have been based on erroneous
assumptions. OPM pointed out that, under 5 U.S.C. 9101(b)(1), state and local criminal
justice agencies are obligated to make criminal history record information available to OPM
for the purpose of determining an individual's eligibility for access to classified information or

assignment to or retention in sensitive national security positions. OPM officials said that
USIS would not be requesting such records, but OPM would do so through USIS. According

to OPM, state and local criminal justice agencies would be legally obhgated to comply, since
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national security positions, which are not subject to 5 U.S.C. 9101, contract investigators had
not experienced major problems with access to records, although some state and local
criminal justice agencies had denied OPM investigators access from time to time.

We recognize that 5 U.S.C. 9101(b)(1) requires state and local criminal justice agencies to
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make criminal records available to OPM in certain circumstances. However, the statute does
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honor a request for information made by OPM through its contractor. The interpretation of
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local officials continue to believe that they are precluded from providing a contractor with the
criminal history information, as appears to be the case, OPM would need to resolve this issue

with the appropriate state officials.

Subsequent to our bringing this situation to OPM's aftention, OPM contacted officials from

the aforementioned ﬁve states to explain the privatization effort and the security
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notified us that officials from one of the states had agreed to provide USIS employees with
access to its criminal history records and that OPM was confident that the other four states
would also agree. (See encl. II.)

We believe that OPM's efforts illustrate the importance of coordinating the privatization effort

with OPM's customers and information sources. The importance of coordmatmg the
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recently by another state-not one of the five discussed above-regarding USIS' access to

records. This state had taken the pOSlElOI'l that USIS employees could not have direct access
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to its computerized criminal information network because USIS would not meet the access
requirement of being an authorized criminal justice agency. A state official with whom we
spoke did not accept OPM's position that since USIS would be retained by an authorized user,
it would meet this requirement. According to an OPM official, OPM probably would have to
assign an employee to directly access this state's criminal information data network to retain
its access rights.

QUALITY ASSURANCE AND RELATED
NATIONAL SECURITY ISSUES

The quality of employee background investigations is important regardless of the position
being filled. However, background investigations take on added importance in cases where
the prospective employees will have access to national security-related information. In these
situations, it is imperative that the background investigation be of high quality.

Provisions in the contract with USIS discuss the issue of quality assurance. The contract
indicates that OPM is to maintain some responsibility for ensuring that USIS does quality
investigations for federal agencies. However, the contract is unclear on the extent to which
OPM's plans would ensure that investigations met a sufficiently high-quality level.

Subsequent to completing the privatization effort in July 1996, DOE determined that OPM's
contract with USIS was subject to NISP. This program provides safeguards over classified
national security information released by executive branch agencies to their contractors.
According to DOD officials responsible for NISP, DOD concurred with DOE's determination
and worked with OPM and USIS to grant USIS an interim secret facility clearance under NISP
guidelines. DOD issued an interim clearance to USIS on July 23.

OPM's Past Quality Assurance Program

Historically, OPM operated a comprehensive program to review the quality of background
investigations conducted by the Investigations Service. Until December 1994, the
Investigations Service employed a quality assurance staff of about 80 employees to review 100
percent of its investigative cases. According to OPM officials, OPM discontinued the 100-
percent review in December 1994 because of the need to downsize and cut expenses.

After December 1994, OPM's quality assurance staff consisted of about 30 employees who
were expected to do a more limited number of reviews. Essentially, they were to review

- OPM-conducted investigations that had identified significant and/or derogatory issues
about the subject Chistorically, about 15 percent of all investigations each year) and

— arandom sample of approximately 10 percent of all cases completed by OPM each year.

In addition, OPM supervisors were to review 10 percent of all the fieldwork done on
investigations by their staff.
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Several federal agencies have received authority from OPM to perform employee background
investigations on their own. OPM is also to perform detailed reviews of some of these
investigations to ensure quality. '

Quality Assurance for Federal
Investigations Under the Contract

Under the contract, USIS is to establish a quality assurance function that would review (1)
selected cases before release to customer agencies and (2) an additional representative
sample of cases from those ready to be closed at the end of each workday. For purposes of

clarification, guidance, and requirements, provisions of the OPM Investigator's Handbook that
were in effect on the date the contract was awarded are to be followed.

The size of quality assurance samples and the sampling methodology are not specified in the
contract but are to be approved by OPM. In its comments on a draft of this letter, OPM said
that it expected that USIS would do a case review of approximately 35 percent of all
investigations. According to an OPM official whom we interviewed regarding OPM's written
comments, OPM's reinterview/recontact program is to continue. (See encl. L) Under this
program, selected individuals from among those interviewed during the course of an
investigation are to be asked to complete an OPM form and provide such information as the
relative professionalism of the investigator and the nature of information provided by the
person interviewed. These forms are to be mailed directly to OPM.

Several provisions of the contract indicate that OPM will continue to have some responsibility
for ensuring that USIS does quality investigations for federal agencies. For example, contract
provisions indicate that OPM is to (1) determine for purposes of payment whether the
contractor's performance is acceptable with respect to content, quality of services, and
materials and (2) return to USIS investigative reports that do not meet standards.
Independently of the contract, OPM plans to continue to review the investigations done by
those agencies that have the authority to do their own investigations. '

However, the contract is unclear on the extent of OPM's direct involvement in ensuring that
USIS produces quality investigations for federal agencies. According to OPM's comments on
a draft of this letter and a subsequent interview with an OPM representative, the agency
anticipated that USIS-completed investigations would be subject to the same level of OPM
review as those performed on investigations conducted by agencies that have authority to
conduct or contract out their own investigations. (See encl. 1.) However, the OPM official
said that the specific level of review (percentage of investigations to be reviewed) had not yet
been determined. This official said that the level of review would be based on the number of
available OPM employees.

In its comments, OPM also said that customer feedback is an important quality barometer,

and that the agency expects that customer agencies will bring deficient investigations, if any,
to OPM's attention. (See encl. 1)
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OPM's Contract Falls Under
the National Industrial Security Program

After the privatization was completed on July 8, 1996, DOE notified USIS and OPM that it was
terminating the access authorizations of former OPM investigators. These access
authorizations had allowed the OPM investigators to have unescorted access to DOE sites.
DOE officials said that they administratively terminated the authorizations because the basis
for them had changed: The investigators no longer were employed by a federal agency but
by a private concern. DOE officials said that OPM's contract with USIS was subject to NISP.
NISP was established by Executive Order 12829 on January 6, 1993, to provide for safeguards
necessary to prevent unauthorized disclosure of classified information and to control
authorized disclosure of classified information by executive branch agencies to their
contractors.

DOD, which serves as the executive agent for NISP, determined that USIS was subject to
NISP standards and, during the week of July 22, issued USIS necessary facility and personnel
security clearances at the interim secret level.® Upon DOD's issuance of an interim secret
facility clearance on July 23, DOE granted general visitor site access rights to USIS employees
visiting DOE facilities.

According to DOD officials, the following steps were taken to provide USIS with an interim
clearance under NISP:

— DOD performed a facility clearance survey on the USIS primary facility located in Boyers,
PA. Under NISP, a facility clearance is an administrative determination certifying that a
facility is eligible for access to classified information. This effort included a preliminary
analysis of whether USIS could be affected by foreign ownership, control, or influence to
the detriment of the national interest.

- — DOD granted security clearances to approximately 500 of the 700 USIS employees. DOD
granted the security clearances on the basis of the background investigations the
employees had when they were OPM employees.

— DOD entered into a signed security agreement with USIS. Among other things, this
agreement is to require the contractor to maintain security controls in accordance with
DOD requirements.

— DOD has initiated action to enter into a signed agreement with OPM whereby OPM would
authorize DOD to act for that agency in matters concerning NISP.

>The NISP Operating Manual provides for granting an interim facility clearance. DOD
officials said that a final facility clearance would be issued after they completed an
analysis of the potential effect of foreign ownership, control, or influence on USIS.
According to these officials, DOD's preliminary work indicates that this should not pose a
problem.
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According to DOD officials, although an interim clearance has been granted, certain
provisions of OPM's existing contract with USIS may have to be amended to bring the
contract into full compliance with NISP guidelines. For example, the contract calls for future
security clearance investigations on USIS employees to be conducted by USIS and reviewed
by OPM before determinations are made on whether to provide the employees with
clearances. According to DOD officials, DOD will have to both conduct the security
clearance investigations and determine whether to provide clearances.

As agreed with your offices, we will send copies of this letter to the Directors of OPM and
OMB. We will also send copies to other interested parties and make copies available to
others upon request.

Major contributors to this letter are listed in enclosure III. Please contact me at (202) 512-
7680 or Richard Caradine at (202) 512-8109 if you have any questions or require more
information. -

/ Timothy P. Bowling

Associate Director

Federal Management and Workforce
Issues

Enclosures - 3
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UNITED STATES
OFFICE OF PERSONNKEL MANAGEMENT

WASHINGTON. D.C. 20413

Mr. Timothy P. Bowling
Associate Director, Federal Workforce

and Management Issues
United States General Accounting Office
Washington, D.C. 20548

Dear Mr. Bowling:

Thank you for your letter of March 26, 1996, with which you
forwarded a draft version of your proposed correspondence to
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privatization of its Investigations Service. We appreciate the
opportunity to comment, and believe the information we are
providing resolves the open issues you identified.

adarsaioa

Your letter draft identifies two areas you were asked to ceonsider

with respect to the operations of the prlvate company, US
Investigations Services, Inc. (USIS):

-- whether the Privacy Act could affect USIS access to federal
records and whether law enforcement agencies are likely to grant
USIS access to criminal history records; and
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investigations USIS performs for
highest guality.

Following is our response to the issues you raised. We expect we
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benefit study commissioned by OPM when you have completed that
work.

PRIVACY ACT ISSUES

Now on  on page 7 of the letter draft, you concluded that OPM's

p. 6. disclosure of its investigative records to USIS for purposes of
performing investigations for federal agencies ¥could be
considered a routine use® under OPM's published Privacy Act
routine uses. OPM believes that our routine use not only can "be
considered" a routine use, but that our routine use very clearly
and distinctly covers any disclosure to USIS in its role as OPM's
contractor. OPM's Notices of Systems of Records, OPM/Central 35,
Personnel Investigations Records, specifically states that "These
records and information in these records may be used: g. To
disclose information to contractors...performing or working on a
contract, service, or job for the Federal Government."

CON 131844
<uly 1968

15
GAO/GGD-96-97R Privatization of OPM's Investigations Service



ENCLOSURE I | ENCLOSURE I
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The draft states that OPM's routine use notice does not appear to
cover the situation where USIS will be the "principal
organization performing these investigations." You add that you
plan to ask the Office of Management and Budget (OMB) to comment
separately on whether "privatization itself requires a new notice
or would make one advisable." OPM sees nothing in its routine
use, nor in the Privacy Act, that speaks to the need for a
separate routine use notice merely because one contractor is
performing the work. Our current routine use clearly covers
release to contractors working on a Federal Government contract,
and is not limited by the fact that only one contractor is
involived.

Now on pp. 3 on pages 9 and 10, you raise a concern that the contract will

and 7. allow USIS to use government~furnished information for the
purpose of performing non-federal work that is ocutside the scope
of the contract. The language at issue 1s set forth in the
proposed contract at Section H.12(b), which states:

To the extent necessary to perform its obligations under this
contract, the Contractor may request that OPM obtain from any
Federal, state, or loc:l law enforcement agency investigative
reports or other law enforcement records. Any access fee
charged by these agencies for requestz made by OPM shall be
borne by CPM. To the extent permitted by the law enforcement
agency that was the source of the information, the Contractor
may use any material obtained by OPM for both its U.S.
Government and other work. (Emphasis added)

OPM recognizes that the future viability of USIS may be due, in
some measure, To its ability to perform services for
crganizations other than those already covered by the proposed
contract. This benefits OPM in having a strong and secure
contractor and kenefits CPM employees who will become owners of
USIS. The ability of USIS to use source information in an
expeditious and cost effective manner is consistent with these
goals. For that reason, the proposed contract allows USIS to use
material obtained by OPM in its non-federal work, but within
strict guidelines.

Plainly stated, no information will be made available to USIS
unless OPM is assured that release of that informatiocn is
consistent with our internal security regquirements and Privacy
Act constraints. The contract language in Section H.12(b) simply
acknowledges that if information received from a law enforcement
agency 1is releasable, either because the subject of the
investigation has specifically authorized such release, or
because the information is otherwise subject to public
distribution, tThen USIS can use that information, rather than
duplicate the cost and sffort to obtain such information.

16 ;
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It is difficult to imagine a situation where information obtained
from a law enforcement agency would not be subject to an explicit
consent by the subject of the investigation to the release of
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applicable to a release to USIS for its non~contract-work, the
information will not be released by OPM. You acknowledge that if
explicit consent is obtained from the subject of a non-federal
investigation, disclosure to USIS would be authorized. We fully
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This is confirmed by the "firewall" being developed by OPM and
discussed briefly in your draft, and also in other sections of
the proposed contract. For example, Section H.18, Disclosure of
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to a strict standard of safeguarding protected information, and
that OPM will not make a release of any information that it does
not fully believe is consistent with legal reguirements.

Now omn P- 7. mmmdrames i e mmmetn o ey v mame 10 otatos tho
The last sentence in the second yal.ag.x.ayu on page 10 states the

proposed contract shows that OPM intends to seek permission from
OMB to perform investigative services for state and local
governments which, if granted, could be done by USIS under the
proposed contract with OPM. Although a previous request was
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While we can envision circumstances under which OPM could
currently and appropriately provide services to state and local
governments within the guidelines of the Intergovermmental
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check requests -- a function which could not be performed by the
private sector -- OPM and USIS recognize that USIS will not be

prevented from seeking more substantial business from state and

local clients on its own. This work would certainly not be
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ACCESS ISSUES

Your letter draft states, in the last paragraph on page 4, that

“officials from...five...states said they could not provide
access to USIS or other private contractors, even with the
written consent of the subject of the investigation.® The first
full paragraph on page 13 says the same officials "did not

believe" they could provide the information.

2
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The draft is silent as to the identity of the five states, and we
are uncertain as to what agreements are being referenced, or what
level of official was contacted to discuss the issue. We believe
your concerns may be based on erroneous assumptions.
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Federal law clearly reguires state and local law enforcement
agencies to make criminal records available to OPM in certain
circumstances. Section 9101(b) (1) of Title 5 of the United
States Code states:

Upon request by...the 0ffice of Personnel Management,...
{Federal, State, and local] criminal justice agencies shall
make available criminal history record information regarding
individuals under investigation by such department...for the
purpose of determining eligibility for (A&) access to
classified information or (B) assignment to or retention in
sensitive national security duties."

Further, Section 9101(c) of Title 5 of the United States Code
specifies that OPM cannot obtain such information unless the
individual under investigation gives OPM a written consent, which
is part of the routine procedure for background investigations.
It is important to note that it is not the contractor who will be
requesting the records, but OPM through its contractor. The
request is from OPM and thus state and local criminal Jjustice
agencies are legally obligated to comply, as long as consent has
been given by the subject of the investigation.

OPM does have some agreements with states to electronically
cbtain records from state data banks, but those agreements are
for the manner in whicn the data is made available. Those
agreements do not impact on the basic statutory authority of OPM
to seek and obtain information from any and all state criminal
justice agencies. Indeed, if these “agreements" with 12 states
were its entire authority for obtaining information, OPM would
currently be unable to access records in some 38 states, which is
not the case.

OPM has sonme agreements with state agencies pursuant to Section
8101(3)(A) of Title 5 of the United States Code dealing with
indemnification of state officials who release such information
to OPM and then are subject to suit under state disclosure laws.
Again, those agreements do not in any way impact on the authority
and obligation of OPM to obtain records, either directly or
through a contractor. In addition, OPM is in the process of
arranging with all 50 states the methodology for conducting
state~level craiminal history checks as mandated by the Child Care
Protection Act.

Experience tells us that OPM's contract investigators, and those
retained by or otherwise acting as agents for other agencies
conducting investigations under delegated author:i:+ty have not had
and are not having access problems of any note. From time to
time and for various reasons, OPM Investigators have been refused
access involving non-national security positions by entities such
as the City of Los Angeles, the District of Columbia, and the
Commonwealth of Massachusetts. In such cases, if the matter

GAO/GGD-96-97R Privatization of OPM's Investigations Service



ENCLOSURE I ENCLOSURE I

(5)

cannot be ultimately resolved in a tlmely manner by c
supervisors, we substitute searches of court record
law enforcement checks.

tactlng
2.
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QUALITY ASSURANCE ISSUES

Tn
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- Your draft, in the first full paragraph oOn page i4, states: [
proposed contract is unclear on the extent to which OPM's plans
. . would ensure that investigations meet a sufficiently high guality
Now om p. l2. jevel." Also, the first sentence on page 17 says "the proposed
contract is unclear on the extent of OPM's direct involvement
in ensuring that USIS produces guality investigatio
agencies.

The historical case rework rate for OPM's investigations program
has been one—half of one percent. This was true when we
performed 100% case ‘review, and has been true since we reduced
that level of review. Given that the same people will continue
to do the work under the same requirements, we have no reason to
believe this figure will change significantly.

The contract resguires USIS to use current OPM criteria for case
review: review of all serious issue cases, cases with protected
sources, etc.; and an additional sampling representative of case
types. These requirements currently generate a case review rate

of about 25%.

Cases without issues rarely result in customer complaints about
guality, but CPM's reinterview/recontact program will help ensure
that even "no issue" cases are what they purport toc be. Under
this program, OPM will receive written feedback from individuals
interviewed bv USIS employees. This feedback will encompass such
things as the professionalism of the Investigator and the nature

and extent of the information provided by the source.

OPM is requiring USIS to adopt OPM's quality standards and to
establish a guality assurance program approved by OPM. While it
is not intended that OPM will go back into the business of case
review —- the contract requires delivery of a product meeting
OPM's standards —— completed USIS cases will be subject to a

level of the detailed review we perform on investigations
1M sy
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delegated authority.

If faulty USIS cases were being submitted to OPM's customers, OPM
would hear about it. Customer feedback is an important quality
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agencies to bring deficiencies to OPM's attention —-- they have

and will let us know if they are not satisfied.
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Your report repeatedly notes that OPM's customers and information
sources have not been consulted concerning the privatization
initiative and its ultimate impact on OPM's ability to obtain
certain records. OPM's customers, in fact, have been kept
informed since I presented this issue to the President's
Management Council more than one year ago.

This group, which includes high-level officials from most of
OPM's major customers, established essential groundrules for a
seamless transition to privatization. One of these called for
OPM to maintain a cadre of federal employees for policy,
oversight, ceontract management, and to maintain the information-
exchange liaison role. This was affirmed by the contractor which
subsequently conducted the feasibility study. We have also kept
the Security Officers of our major customer agencies up to date
on the privatization process through periodic briefings, the most
recent of which occurred on March 24.

Since OPM's role (founded in Executive Order and statute) was to
continue, and since there are hundreds, if not thousands, of
credentialed contractors doing similar work, we saw no need to
contact every information source. The appropriate use standards,
handling controls, and privacy constraints will not change as a
result of OPM's use of contractors instead of federal staff for
collecting information.

We are proceeding with the privatization effort, confident that
we have adequately resolved all key issues. We look forward to
receiving your analysis of the cost benefit study.

Sin ely,

James B.
ire
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UNITED STATES
OFFICE OF PERSONNEL MANAGEMENT

WASMINGTON, D.C. 304185
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Mr. Timothy P. Bowling

Associate Director, Federal Workforce
and Management Issues

United States General Accounting Office

Washington, D.C. 20548

Dear Mr. Bowling:

By letter dared March 26, 1996, you forwarded a draft version of your proposed report to
congressional reguestors on selected aspects of the Office of Personnei Management’s (OPM)
planned privatization of its Investigations Service. By letter dated Apil 8, 1996, 1 responded on
behalf of OPM to that drait report. On June 13, 1996, we received an updated draft of your
proposed report, which expanded on the issue of access to iaw enforcement records by personnel
of OPM’'s contractor, the US Investigations Services, Inc. (USIS, Inc.). We appreciate the
opportunity to comment on this additionai analysis.

Aswesmedinomwiietconnnam, OPM wiil maintain responsibility for ensuring the
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the FBI's reaction to OPM’s proposals. Further, your draft report notes the FBI's conclusions
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under the authority of the Privacy and Freedom of Information Acts. This is consistent with
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in our views and that the FBI will rely on OPM to provide the necessary oversight and safeguards.
Wa remain confident that QPM will contimie to manaoe the colflection of dats sand recoedein g
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manner that aliows no compromise to our standards of excelience.

We also commented in our earlier letter on your draft report’s concerns that officials from
five states had advised that those states could not provide access to state law enforcement records
to comractor personned, githough officials from seven other states indicated that they would allow
such access by USIS, Inc. personnel. Recently, OPM was made aware of the identity of those
five states. OPM has conununicated with law enforcement officials of those five states, which
include Pennsyivania, South Carolina, New Jersey, Maine and Massachusetts. Officials of
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Pennsyivania have aiready advised OPM officials that they are satisfied with the security
arrangements that will be in place. Further, Pennsylvania officials have advised OPM that USIS,
Inc. employees will have access to their state records under the same arrangements that are
currently in effect with OPM, including access to the current computer link to those records.
While we have yet to hear back from officials of the other four states, we are confident that cor
efforts to explain OPM’s security procedures to appropriate officials in those states will result in
similar expressions of approval.

We appreciate the opportunity to comment on this latest draft report. We look forward to
proceeding with our privatization efforts, confident that we have adequately resolved ali key

issues.
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MAJOR CONTRIBUTORS TO THIS LETTER

GENERAL GOVERNMENT DIVISION, WASHINGTON, D.C.

Richard W. Caradine, Assistant Director
Domingo Nieves, Assignment Manager
Gerard S. Burke, Evaluator-in-Charge

NATIONAL SECURITY AND INTERNATIONAL AFFAIRS DIVISION

WASHINGTON, D.C.

Leo G. Clarke III, Advisor
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Alan N. Beikin, Assistant General Counsel
Jessica A. Botsford, Senior Attorney
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