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Chairman, Legislation and National
Security Subcommittee

Committee on Government Operations

House of Representatives

Dear Mr. Chairman:

As you requested, we reviewed federal agencies’ implementation of clas-
sified information nondisclosure agreements, including Standard Form
312 and Form 4355, and prepublication reviews of employee manu-
scripts and other submissions that might contain classified information.
Specifically, we obtained data on (1) the number and the cost of nondis-
closure agreements executed by federal and contractor employees,

(2) the number and the cost of prepublication reviews performed by fed-
eral agencies, and (3) the expenditures made by the Information
Security Oversight Office to implement Standard Form 312.

Background

Nondisclosure agreements, which are intended to protect the United
States against unauthorized disclosure of classified national security
information, have been in existence for many years. Their use did not
become policy until 1983, when the President issued National Security
Decision Directive 84, which, among its requirements, directed the Infor-
mation Security Oversight Office to develop standardized agreements.

Executive Order 12356, effective August 1, 1982, prescribed a uniform
system for classifying, declassifying, and safeguarding national security
information. It recognizes that it is essential that the public be informed
of the activities of its government, but that the interest of the United
States and its citizens require that certain national defense and foreign
relations information be protected against unauthorized disclosure. The
executive order assigns the Director, Information Security Oversight
Office, responsibility for developing governmentwide directives for
implementing the order.

Classified information nondisclosure agreements have long been a
source of controversy. Their use has raised complex questions about
such issues as the President’s ability to protect national security infor-
mation, the Congress’ ability to obtain the information it needs to
oversee federal agencies, and an individual’s right to free speech. Use of
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Results in Brief

these agreements has been restricted by the Congress through legisla-
tion and challenged by Members of Congress and unions representing
government employees in courts of law. In a recent case, a United States
District Court generally sustained the government’s use of nondisclosure
agreements for federal employees with access to classified information.
It also, however, found unconstitutional nondisclosure forms whose
prohibitions were overly broad.

Of the 54 federal agencies that received your questionnaire, 48
responded that government and contractor employees signed about
144,000 and 98,000 nondisclosure agreements, respectively, between
October 1, 1989, and March 31, 1990. According to the agencies, their
costs to implement the signing of these agreements during this 6-month
period were about $433,000 for government employees and about
$12,000 for contractor employees.

The 48 agencies reported that government and contractor employees
signed about 338,000 and 1,279,000 nondisclosure agreements, respec-
tively, during 1988. They reported that government employees signed
about 241,000 agreements and contractor employees signed about
176,000 agreements in 1989. The total number of nondisclosure agree-
ments signed between 1984 and 1989 is shown in figure 1.
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Figure 1: Number of Nondisclosure
Agreements Signed Annually, 1984-1989
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The dramatic increases in nondisclosure agreements signed by govern-
ment employees in 1986 and 1987, and by contractor employees in 1988
were the result of efforts to meet December 31, 1987 and 1988 deadlines
for having all employees requiring access to classified information to
sign the agreements. These deadlines were established by the Informa-
tion Security Oversight Office in December 1984.

The 48 agencies reported that they conducted about 10,000 prepublica-
tion reviews during the 6-month period at a cost of about $750,000.

The Information Security Oversight Office estimated that it spent about
$402,000 to implement the Standard Form 312 from the form’s inception
in June 1988 through mid-October 1990. Of this amount, about $276,000
was for the salaries of Oversight Office employees who worked on the
form and about $126,000 was for developing, printing, publishing, dupli-
cating, and distributing training aids for implementing the form.
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We compiled the results of a questionnaire on classified information
nondisclosure agreements and prepublication review activities that you
sent to 54 agencies that handle classified information. The resulting
information includes actual figures, as well as estimates where actual
data were not available, from the 48 agencies that responded. We did
not verify the information reported by the agencies. We also obtained
information on the Information Security Oversight Office’s expenditures
to implement the Standard Form 312.

As you requested, we did not obtain agency comments on this fact sheet.

Unless you publicly announce its contents earlier, we plan no further
distribution of this fact sheet until 30 days from its issue date. At that
time, we will send copies to all agencies that provided information.
Copies will also be made available to others on request.

Appendix I lists the questionnaire recipients, appendix II provides a
more detailed discussion of nondisclosure agreements; appendix III pro-
vides more details on agencies’ responses to your questionnaire; and
appendix IV, as you requested, provides examples of nondisclosure
agreement forms. An agency by agency breakdown of all data reported
will be provided in a separate report.

This fact sheet was prepared under the direction of Victor Zangla, Assis-
tant Director, Logistics Issues; Donald H. Lentz, Evaluator-in-Charge,
Logistics Issues; and Irving T. Boker, Adviser, Logistics Issues. Please
contact me on (202) 275-8412 if you or your staff have any questions.

Sincerely yours,

Donna M. Heivilin
Director, Logistics Issues
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Appendix 1

Questionnaire Recipients

oy : Agency for International Development (AID)
ReCIPIentS Respondmg Arms Control and Disarmament Agency (ACDA)

to the Questionnaire Board for International Broadcasting (BFIB)
Central Intelligence Agency (ClA)
Department of Agriculture (USDA)
Department of Commerce (Commerce)
Department of Defense (DOD)
Department of Education (ED)
Department of Energy (DOE)
Department of Health and Human Services (HHS)
Department of Housing and Urban Development (HUD)
Department of Interior (Interior)
Department of Justice (Justice)
Department of Labor (Labor)
Department of State (State)
Department of Transportation (DOT)
Department of Treasury (Treasury)
Department of Veterans Affairs (va)
Environmental Protection Agency (EPA)
Export-Import Bank (EXIMBANK)
Farm Credit Administration (FCA)
Federal Bureau of Investigation (¥B1)
Federal Communications Commission (FCC)
Federal Emergency Management Agency (FEMA)
Federal Maritime Commission (FMC)
Federal Reserve System (FRS)
General Services Administration (Gsa)
Immigration and Naturalization Service (INS)
International Trade Commission (ITC)
Interstate Commerce Commission (ICC)
Marine Mammal Commission (MMC)
Merit Systems Protection Board (MSPB)
National Aeronautics and Space Administration (NASA)
National Archives and Records Administration (NARA)
National Science Foundation (NSF)
Nuclear Regulatory Commission (NRC)
Office of Management and Budget (OMB)
Office of Personnel Management (OPM)
Office of Thrift Supervision (0TS)
Overseas Private Investment Corporation (OPIC)
Peace Corps (PC)
Securities and Exchange Commission (SEC)
Selective Service System (SSS)
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Questionnaire Recipients

Recipients Not
Responding to the
Questionnaire

Small Business Administration (SBA)
Tennessee Valley Authority (TvA)
U.S. Information Agency (USIA)

U.S. Postal Service (USPS)

U.S. Trade Representative (USTR)

Council of Economic Advisers (CEA)

Executive Office of the President (EOP)

National Security Council (NSC)

Office of Science and Technology Policy (0STP)
President’s Foreign Intelligence Advisory Board (PFIAB)
President’s Intelligence Oversight Board (PIOB)
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Appendix Il

The Use of Nondisclosure Agreements

Nondisclosure agreements are intended to protect the United States
against unauthorized disclosure of classified national security informa-
tion, The agreements are to be in a form determined by the Justice
Department to be enforceable in a civil action brought by the United
States in a court of law. All government and contractor employees are
required to sign a nondisclosure agreement as a condition of access to
classified information. Nondisclosure agreements have been in use for
many years; however, the President did not make them a formal policy
until March 1983, when he issued National Security Decision

Directive 84.

National Security Decision Directive 84 requires each executive branch
agency that originates or handles classified information to adopt
internal procedures to safeguard against unlawful disclosure of classi-
fied information. At a minimum, these agencies should require each
person with authorized access to (1) classified information to sign a non-
disclosure agreement as a condition of access and (2) Sensitive Compart-
mented Information (SCI)! to sign a nondisclosure agreement with a
prepublication review provision as a condition of access to SCI.

The directive also requires the Information Security Oversight Office to
develop standardized nondisclosure agreements.

Various agencies use different nondisclosure forms. In response to the
1983 directive, the Oversight Office issued Standard Form 189 in Sep-
tember 1983 for use by government employees and Standard Form
189-A in November 1986 for use by contractor employees. The Director,
Central Intelligence adopted the agency’s existing Form 4193, which had
been in use since 1981, as the nondisclosure agreement for persons with
authorized access to sCI. The Department of Defense uses DD Form
1847-1 as its nondisclosure agreement for SCI. SCI nondisclosure agree-
ments contain a prepublication review provision to assure deletion of SCI
and other classified information from materials prepared for public dis-
closure. Although the President suspended the directive’s prepublication
review provision in February 1984, employees were still required to sign
a Form 4193 or DD Form 1847-1 as a condition of access to Sc1. Other
government agencies require specialized agreements to be signed before
granting access to the government’s non-ScI special access programs.?

18CI includes all information and materials requiring special controls indicating restricted handling
within present and future intelligence collection programs and their end products.

ZA special access program requires need-to-know or access controls beyond those normally required
for access to confidential, secret, or top secret information.
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The Use of Nondisclosure Agreements

In December 1987, the Congress included language prohibiting the con-
tinued use of Standard Form 189 and Form 4193 in the “Treasury,
Postal Service, and General Government Appropriations Act, 1988.”
Section 630 of the act states that

No funds appropriated in this or any other act for fiscal year 1988 may
be used to implement or enforce the agreements in Standard Form 189
and Form 4193 of the Government or any other nondisclosure policy,
form, or agreement if such policy, form, or agreement:

(1) concerns information other than that specifically marked as classi-
fied; or, unmarked but known by the employee to be classified; or,
unclassified but known by the employee to be in the process of classifi-
cation determination;

(2) contains the term ‘‘classifiable;”

(3) directly or indirectly obstructs, by requirement of prior written
authorization, limitation of authorized disclosure, or otherwise, the right
of any individual to petition or communicate with Members of Congress
in a secure manner as provided by the rules and procedures of Congress;

(4) interferes with the right of the Congress to obtain executive branch
information in a secure manner as provided by the rules and procedures
of Congress;

(5) imposes any obligations or invokes any remedies inconsistent with
statutory law; provided, that nothing in this section shall affect the
enforcement of those aspects of such nondisclosure policy, form, or
agreement that do not fall within subsection (1)-(5) of this section.

Appropriations bills passed in September 1988 and November 1989 con-
tain essentially the same language. In response to the December 1987
legislation, the Oversight Office instructed government agencies to stop
using Standard Forms 189 and 189-A until further notice.

The legality of nondisclosure agreements has also been challenged in

court. A principal issue is the constitutional conflict between the execu-
tive branch’s obligation to safeguard national security information and
the individual’s right to freedom of speech under the U.S. Constitution.

In May 1988, the U.S. District Court for the District of Columbia ruled
that section 630 impermissibly restricted the President from fulfilling
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The Use of Nondisclosure Agreements

his express obligations under the U.S. Constitution and from exercising
his role in foreign relations.?

In July 1988, in the same case, the court generally sustained the govern-
ment’s use of nondisclosure agreements for employees with access to
classified information. The court found, however, that federal
employees who had signed agreements not to disclose information “clas-
sifiable” had to be provided either (1) a copy of the Information
Security Oversight Office’s definition of “classifiable” or (2) a notice
that the term “classifiable” was stricken from all agreements. The court
held that without a definition, the term “classifiable” was far too broad
to satisfy the constitutional requirement that free speech be restrained
no more than is necessary.*

In September 1988, the Oversight Office replaced Standard Form 189
and 189-A with Standard Form 312 and lifted its moratorium on the
signing of nondisclosure agreements. The most significant difference
between Standard Form 189 and Standard Form 312 is in the way “‘clas-
sified information” is defined. Standard Form 189 defined classified
information as information that is either classified or classifiable under
the standards of Executive Order 12356. The word classifiable was
excluded from Standard Form 312 to comply with the court decision.
The Oversight Office also advised government agencies to notify
employees of the deletion of the word classifiable from signed copies of
Standard Form 189. This also prompted (1) the Central Intelligence
Agency to delete the word classifiable from Form 4193 and reissue it as
Form 4355 and (2) the Department of Defense to delete the word classi-
fiable from DD Form 1847-1.

The Congress has included language in the “Treasury, Postal Service,
and General Government Appropriations Act, 1991, enacted on
November 5, 1990, that is intended to eliminate the nondisclosure agree-
ment controversy. Section 617 of the act contains a provision to be
added to Standard Form 312 and Form 4355 that limits how the forms
may be used. The purpose of the addition is to assure that the restric-
tions in nondisclosure policies, forms, and agreements do not supersede,

3This ruling was appealed to the U.S. Supreme Court. In April 1989, the Supreme Court returned this
ruling to the District Court since the term “classifiable” had been deleted from all nondisclosure
forms and other parts of the case were best left to the District Court for resolution.

4The July ruling was appealed to the U.S. Court of Appeals for the District of Columbia. That court

returned the case to the District Court for further proceedings consistent with the Supreme Court’s
April 1989 ruling. Subsequently, these cases were greatly simplified.
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The Use of Nondisclosure Agreements

conflict with, alter employee obligations, rights, or prohibitions, other-
wise provided by law, to disclose information to the Congress.
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Appendix III

Responses to Questionnaire

Question 1

Of the 54 federal agencies that received the questionnaire, 48
responded. The responses are summarized below.

How many federal and contractor employees signed the Standard Form
312, Form 4355, or a similar form requiring nondisclosure of classified
information during the period beginning October 1, 1989, and ending
March 31, 1990? How many federal and contractor employees signed the
Standard Form 312, Form 4355, or a similar form during October 1989?

Response

Federal agencies reported that 143,631 federal employees and 98,093
contractor employees signed nondisclosure agreements during this 6-
month period. The agencies reported that 13,857 federal employees and
18,384 contractor employees signed nondisclosure agreements during
October 1989. The types and numbers of nondisclosure agreements
signed are shown in table III.1. Table II1.2 shows, by type of agreement,
the number of nondisclosure agreements administered by each agency
from October 1989 through March 1990.
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Appendix III
Responses to Questionnaire

Table I1.1: Nondisclosure Agreements
Signed by Federal and Contractor
Employees

‘ Federal Contractor
Type of agreement employees employees
October 1, 1989, through March 31,1990
SF 312 120,709 87,586
Form 4355 1,181 111
FR 1406° 101 0
DD 1847-1° 19,895 8,680
NSA G170° 1,644 1716
FEMA 12-389 1 0
Total ' 143,531 98,093
October 1989
SF 312 - 10,606 16,289
Form 4355 231 50
FR 1406 1 0
DD 1847-1 S 2,738 1,776
NSAG170 271 269
FEMA 12-38 0 0
Total i 13,857 18,384

3FR - Federal Reserve

DD - Department of Defense

®NSA - National Security Agency

9FEMA - Federal Emergency Management Agency
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Appendix III
Responses to Questionnaire

Table 111.2: Nondisclosure Agreements
Administered by Each Agency From
October 1989 Through March 1990

Typg of agreement
Agency SF 312 FM 4355 DD 1847-1 <§‘187‘3 Other®
ACDA 16 3 0 0 0
AID 368 0 0 0 0
BFIB 1 0 0 0 0
Commerce 527 0 0 0 0
DOD 183,215 0 28,575 3,360 0
DOE 8,150 130 0 0 0
DOT 7,043 0 0 0 0
ED 2 0 0 0 0
EPA ' 60 0 0 0 0
EXIMBANK 7 0 0 0 0
Bl 820 539 0 0 0
FCC 25 0 0 0 0
FEMA 150 0 0 0 0
FMC 6 0 0 0 0
FRS 0 0 0 0 102
GSA o 0 0 0 0
HHS 30 0 0 0 0
HUD 26 0 0 0 0
INS 278 0 0 0 0
Interior 129 39 0 0 0
Justice B 0 89 0 o 0
Labor 10 0 0 0 0
MSPB B 39 0 0 0 0
NARA 51 0 0 0 0
NASA 432 28 0 0 0
NRC 207 5 0 0 - 0
NSF ' 4 0 0 0 0
omB - 50 0 0 0 0
OPIC N 100 0 0 0 0
OoPM 37 0 0 0 0
PC - 33 0 0 0 0
SBA 34 0 0 0 0
SEC 4 0 0 0 0
State 2,436 310 0 0 0
"ﬁéasury 3,388 131 0 0 0
TVA 11 0 0 0 0
USDA 130 0 0 0 0
USIA 108 18 0 0 0
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Appendix III

Question 2

Responses to Questionnaire
Type of agreement
NSA

Agency SF 312 FM 4355 DD 1847-1 G170 Other®
UsITC 46 0 0 0 0
USPS 22 0 0 0 0
USTR 46 0 0 0 0
VA 62 0 0 0 0
Total 208,194 1,292 28,575 3,360 102

aThe Federal Reserve System reported that 101 FR 1406 and 1 FEMA 12-38 agreements were signed.

How much did federal agencies spend to implement, administer, and
execute the signing of forms requiring nondisclosure of classified infor-
mation during the period beginning October 1, 1989, and ending

March 31, 1990 and during October 19897

Response

Federal agencies reported that they spent $433,031 for nondisclosure

agreements for federal employees and $12,414 for contractor

employees. The agencies reported that they spent $16,643 for federal
employees and $7,192 for contractor employees in October 1989. The
costs for each type of nondisclosure agreement are shown in table II1.3.
Table II1.4 shows each agency’s costs.

Table 111.3: Agency Costs to Implement,
Administer, and Execute Nondisclosure

Agreements

Federal Contractor
Type of agreement employees employees
October 1, 1989, through March 31, 1990
SF 312 $358,064 $4,123
Form 4355 2,657 853
NSA G170 2,184 2,348
DD 1847-1 70,126 5,090
Total $433,031 $12,414
October 1989
SF 312 $12,975 $6,136
Form 4355 396 420
NSA G170 392 361
DD 1847-1 2,880 275
Total $16,643 $7,192
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Responses to Questionnaire

Table 111.4: Agency Costs to Implement
Nondisclosure Agreements From
October 1989 Through March 1990

Type of agreement
Agency SF312 FM4355 DD1847-1 NSAGI170
AID . $120 $0 $0 $0
BFB ' ) 10 0 0 0
Commerce - 527 0 0 0
poo 273389 0 75,216 4532
DoE 4100 1,100 0 0
DOT o 56,000 0 0 0
ED - 51 0 0 B 0
EPA - - 3500 0 0 0
FMmc 550 0 o 0
FRS o 500 o o 0
GSA - - S 1214 0 0 0
HUD - 75 0 0 0
NS 5100 0 . 0 0
Interior 2333 975 0 0
Justice o0 150 o 0
NARA 13 0 0 0
NASA - 800 83 0 0
NRC o 650 250 0o 0
OPIC - 275 0 0 )
PC o - 30 o o o0
s8A 850 0 0 0
SSS B 480 o0
Treasury 10,181 952 0 0
27 - ¢ R « R
USDA o 644 0 o o0
usITC T T 00 0 0 0
ustR 250 o 0 0
VA T o 0 0
Total - T $362,187 $3,510  $75216  $4,532

Question 3

Approximately how many books, articles, speeches, and other materials
received prepublication review between October 1, 1989, and March 31,
1990, and in October 19892 What were the reasons for prepublication
review?

Response

The agencies responded that they conducted 10,598 reviews between
October 1, 1989, and March 31, 1990, and 1,598 in October 1989. Table
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Responses to Questionnaire

I11.56 shows the number of prepublication reviews and the reasons for
them. The table does not include manuscripts reported by the Central
Intelligence Agency because they were reviewed for multiple reasons.

Table 111.5: Reasons for Prepublication
Review

|
items reviewed October 1, 1989, through March 31, 1990

Reasons Books Articles Speeches Other
Regulation 143 2,783 1,736 5,309
SCIl agreement 13 127 10 41
Non-SCl agreement 1 5 6 0
Other 6 0 0 204
Total 163 2,915 1,752 5,554
October 1989

Regulation 8 462 322 755
S8CI agreemgnt 0 18 0 1
Non-SCi agreementﬁmm 1 5 8 0
Other N 0 0 0 18
Total 9 485 330 774

Question 4 How much did federal agencies spend on prepublication reviews
between October 1, 1989, and March 31, 1990, and in October 19897
Response Federal agencies reported that they spent about $750,722 between

October 1, 1989, and March 31, 1990, and $51,055 in October 1989 to
perform these reviews. These costs are summarized in table III.6.

Page 19
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Responses to Questionnaire

Table 111.6: Costs of Prepublication
Reviews by Type of Material

“
Reviews performed October 1, 1989, through March 31, 1990

Books $50,414
Articles 388,836
Speeches 174,832
Other 136,640
Total $750,722
October 1989

Books $3,256
Articles 36,780
Speeches B 1746
Other 9,273
Total $51,055

Questi onb How many federal agency and contractor employees signed an SF 189,
SF 189-A, SF 312, Form 4193, Form 4355, DD Form 1847-1, or other
nondisclosure agreement during calendar years 1988 and 1989?
Response During 1988, federal agencies reported that agency and contractor

employees signed 338,342 and 1,279,269 nondisclosure agreements,
respectively. During 1989, federal employees signed 241,412 nondisclo-
sure agreements and contractor employees signed 176,161 such agree-
ments. The number of nondisclosure agreements signed, by type, is
summarized in table II1.7.

Table 111.7: Nondisclosure Agreements
Signed by Federal and Contractor
Employees in 1988 and 1989

(5

1988 1989

Federal Contractor Federal Contractor
Type of agreement employees employees employees employees
SF 189 8,298 1 566 0
SF 189-A - 0 1,265,543 0 12,000
SF312 ' 276,609 5,329 181,370 154,636
Form4193 182 0 2,310 2
Form 4355 1,843 315 2,125 378
DD 1847-1 47,175 4,620 50,804 4,692
Other 4,235 3,461 4,237 4,453
Total - 338,342 1,279,269 241,412 176,161
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Appendix IV

Sample Nondisclosure Agreement Forms

Standard Form 312

o ————————————————— et
CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT
AN AGREEMENT BETWEEN AND THE UNITED STATES

(Name of Individus! ~ Prinied or typed)

1. Intending to be legally bound, | hereby accept the obligations contained in this Agreement in consideration of
my being granted access to classified information. As used in this Agresment, classifled Information Is marked
or unmarked classified Information, Including orsi communicstions, that Is classified under the standards of
Executive Order 12358, or under sny other Executive order or ststute that prohibits the unauthorized
disclosure of information in the Interest of rational security; and unclassified information that meets the
standards for classification and Is In the process of a cisssification determinstion as provided In Sections 1.1(c)
snd 1.2(s) of Executive Order 12358, or under any other Executive order or statute that requires protection
for such information in the interest of national security. | understand and accept that by being granted access
to cisssitied informetion, special confidence and trust shall be placed in me by the United States Government.

2.1 hereby acknowledge that | have received a sscurity indoctrination concerning the nature and protection of
classitied informatlon, Including the procedures to be followsd In ascertaining whether other persons io whom
| contemplate disclosing this Information have been approved for access to It, and that | understand these
procedures.

3. | have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of
classified information by me could cause damage or Irreparable Injury to the United States or could be used to
sdvantage by s forelgn nation. | hereby agree that | will never divulge classifiad Information to anyone unless:
{s) | have officislly verified that the recipient has been properly suthorized by the United States Government to
receive It; or (b) | have been given prior written notice of authorization from the United Ststes Government
Department or Agency (hersinafter Department or Agency) responsible for the classification of the Information
or Iast granting me » security clesrance that such disciosure is permitted. | understand that If | am uncertsin
about the classification status of information, | am required to confirm from an suthorized official that the
Information Is unciassified befors | may disclose it, except to & person as provided In (s} or (b), above. |
further understand thst | am obllgated to comply with laws snd regulations that prohiblt the unauthorized
disciosure of classified information.

4. | have been advised that any breach of this Agreement may result in the termination of any securlty
clsarances | hold; removal from any position of special confidence and trust requiring such clearances; or the
termiration of my employment or other relationships with the Departments or Agencles that granted my
socurlty clearance or clesrances. In additlon, | have been advised that any unauthorized disclosure of classified
information by me may constitute a violation, or violations, of United States criminal laws, Including the
provisions of Sections 841, 793, 7894, 798, and %952, Title 18, United States Code, “the provisions of
Section 783(b), Title 50, United States Code, and the provisions of the Intelligence Identities Protection Act of
1982. | recognize that nothing in this Agreement constitutes s walver by the United States of the right to
prosecute me for any statutory violation.

5. | hereby sssign to the United States Government all royaltiss, remunerations, and emoluments that heve
resulted, will result or masy result from any disclosure, publication, or ravelation of classified information not
consistent with the terms of this Agrssment.

8. | understand that the United States Government may seek an remodg avallable to it to enforcs this
Agreament including, but not limited to, spplicstion for a court order prohibiting disclosure of Informstion In
breach of this Agreement.

7. 1 understand thst all classified Informstion to which | may obtain access by signing this Agreement Is now
and will remain the property of, or under the control of the United States Government unless and until
ctherwise determined by sn authorized official or final rullng of a court of law. | do not now, nor will 1 ever,
possess sny right, Interest, titls, or chim whatsoever to such Inforration. | sgree that | shall return sl
classified materisls which have, or may come Into my possession or for which | am responsible because of
sich sccess: (s) upon demand by an authorized representstive of the Unitad States Government; (b) upon the
conclusion of my employment or other relationship with the Department or Agency that lsst granted me a
security clearance or that provided me access to classified inforrmation; or (c) upon the conclusion of my
smpioyment or other relationship that requires access to ciassified Information. If | do not return such materlsls
upon raquest, | understand that this may be a violation of Section 793, Titie 18, United States Code, a United
States criminel law.

8. Unless and untll | am ralessed In writing by sn authorized repreaentstive of the Unlted States Government, !
understand that sii conditions and obligations Imposed upon me by this Agreement apply during the time | am
granted access to classified information, and at all times thereafter.

9. Esch provision of this Agresment s severable. If a court should find any provision of this Agreement to be
unenforceable, ali other provisions of this Agreement shall remain In full force and effect.

(Continus on reverse)
MSN 7840-01-200-5400 STANDARD FORM 312 (9-88)

Proscribad by GSa/1$
2 CFR‘ ;003 YE. 3 \23800
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10. | have read this Agresment carefully and my questions, if any, have been answered. | acknowledge that the
briefing officer has made avaiisble to me Sections 841, 783, 784, 798, and *952, Title 18, United States
Code, "Section 783(b), Title 50, United States Code, the Inteliigence Identities Protection Act of 1982,
Executlve Order 12358 or Its successor, and Section 2003.20, Title 32, Code of Federal Regulations, so that |
may read them et this time, if | 80 choose.

ST T
SIGNATURE DaTE SOCI1AL SECURITY NUMBER (See
Notice below)

ORCANIZATION (IF CONTRACTOR, LICENSEE, GRANTEE OR AGENT. PROVIDE: NAME, ADDRESS AND. IF APPLICABLE, FEDERAL SUPPLY CODE NUMBER)

(Tyoe or prny
WITNESS ACCEPTANCE
THE EXF:CUTION OF THIS AGREEMENT WAS THE UNDERSIGNED ACCEPTED THIS AGREEMENT ON
WITNESSED BY THE UNDERSIGNED. BEHALF OF THE UNITED STATES GOVERNMENT.
SIONATURE DATE SIGNATURE DATE
NAME AND AODRE3S (Tvpe of print) NAME AND ADDRESS (Type or printd

SECURITY DEBRIEFING ACKNOWLEDGMENT

| roatfitm that the provisions of the espionage laws, Other federsl criminal laws and executive orders sppiicable to the safeguarding of
classifiod information have Desn made availsble to me; thal | have returned 8!l classitied information in my custody; that | will pot com~
municels or iransmi clsssified information 1O any unsuthorized person or Ofgdnization; that | will prompily reporl 10 the Federal Buresy
of Invesligation any sltemp! by an unauthorized DersOn 10 solicit classitied Information, and that | (heve) (have not) (sirike out inap~
Droprisle worg or words) received s security debrisfing,

SIGNATURE OF EMPLOYEE DATE

NAME OF WITNESS (Type or prind SIGNATURE OF WITNESS

_rglg_}u;g The Privecy Act, % U.5.C. 3528, require3 Itnat federdl agenciss inform individualt, st the time information is solicited from them. whethsr the dis-
TIGEWe is mandstory OF vOIUMY, Dy wnsl SUNOTIlY BUCh INTOTMETION i3 BOCI1ed, €NY WNAT UE9S Will De mede Of the information. You ars hereby advised
that authority for Boliciling vour Social Security Account Numbar (SSN) (5 Executive Orger §397. Your SSN will De used 1o identify yeu precisely when it
IS PeGESSHrY 10 T Gerlity Thet you heve access to Re information indicated apove of 2) determine that vour SCCASS 10 the intormation indicetod nas ter-
Minated. Atthougn Giscioswre of yowr S3N IS not mandatory, your 18ilWe 10 85 S0 May impede the D) of such eerti of j or
PosEibly result in the denia! of your being granted Sccess 1o classitisd information.

.NOY APPLICABLE TO NON~GOVERNMENT PERSONNEL SIGNING THIS AGREEMENT.

STANDARD FORM 312 BACK (9-88)
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Form 4355

SENSITIVE COMPARTMENTED INFORMATION NONDISCLOSURE AGREEMENT

An Agreement Between and the United States
(Name — Printed or Typed)

1. Intending to be legally bound, | bereby accept the abligations contained in this Agreement in consideration of my being grant-
ed access to information or material protected within Special Access Programs, hereinafter referred to in this Agreement as Sensitive
Compartmented Information (SCI). | have been advised that SCI involves or derives from intelligence sources or methods and is classi.
fied or is in the process of a classification determination under the standards of Executive Order 12356 or other Executive order or

statute. | understand and accept that by being granted access to SCI, special confidence and trust shall be placed in me by the United
States Government.

2. 1 hereby acknowledge that I have reccived a security indoctrination concerning the naturc and protection of SCI, including the
procedures 10 be followed in ascertaining whether other persons to whom [ contemplate disclosing this information or material bave
been approved for access to it, and I understand these procedures. [ understand that [ may be required to sign subsequent agreements
upon. being granted access 10 different categories of SCL. I further und d that all my obligations under this Agreement continue
to exist whether or not 1 am required to sign such subsequent agreements.

3. I have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of SCI by me could cause
irreparable injury to the United States or be used to advantage by s foreign nation. I hereby agroe that I will never divulge anything
marked as SC{ or that I know o be SCI (o anyone who is not authorized o receive it without prior written authorization from the
United States Government department or agency (hereinafier Department or Agency) that last authorized my access to SCI. ] under-
stand that it is my responsibility to consult with appropriate management authorities in the Department or Agency that last authorized
my access 1o SCI, whether or not 1 am stifl employed by or associated with that Department or Agency or a contractor thereof, in order
to ensure that I know whether information or material within my knowledge or control that I have reason to believe might be SCI, or
related to or derived from SCI, is considered by such Department or Agency to be SCI. 1 further understand that 1 am also obligated
by law and regulstion not to disclose any classified information or material in an unauthorized fashion.

4. In consideration of being granted access to SCI and of being assigned or retained in a position of special confidence and trust
roquiring access to SCI, I hereby agree to submit for security review by the Department or Agency that last suthorized my access to
such information or material, any writing or other preparation in any form, including & work of fiction, that contains or purports 1o
contain any SCI or description of activities that produce or relate to SCI or that | have reason to believe are derived from SCI, that 1
conternplate disclosing to any person not authorized to have access to SCI or that 1 have prepared for public disclosure. 1 understand
and agree that my obligation to submit such preparations for review applies during the course of my access to SCI and thereafter, and
1 agree to make any required submissions prior to discussing the preparation with, or showing it to, anyone who is not authorized to
have access to SCI. 1 further agree that I will not disclose the of such p ion to any person not authorized to have access
t0 SCI until | bave received written authorization from the Department or Agency that last suthorized my access to SCI that such
disclosure is permitted.

5. 1 understand that the purpose of the review described in paragraph 4 is to give the United States a ressonabie opportunity to
determine whether the preparstion submittied pursuant 1o peragraph 4 sets forth any SCI. I further understand that the Department or
Agency 10 which 1 have made s submission will act upon it, coordinating within the Intelligence Community when appropriate, and
make a responsc 1o me within & reasonable time, not to exceed 30 working days from date of receipt.

6. 1 have been advised that any breach of this Agreement may result in the termination of my access to SCI and removal from &
position of special confidence and trust requiring such access, as well a1 the termination of my employment or other relationships with
any Department or Agency that provides me with sccess to SCI. In addition, I have been advised that any unauthorized disclosure of
SCI by me may constitute violations of United States criminal laws, including the provisions of Sections 793, 794, 798, and 952, Title
18, United States Code, and of Section 783(b), Title SO, United States Code. Nothing in this Agreement constitutes a waiver by the
United States of the right to prosecute me for any statutory violation.

7. Tunderstand that the United States Government may seek any remedy availabie to it to enforce this Ag including, but
not limited to, application for a court order prohibiting disclosure of inf iop ip bresch of this Agreement, | have been advised that
the action can be brought against me in any of the several appropriate United States District Courts where the United States Govern-
ment may elect to file the action. Court costs and reasonable attorneys fees incurred by the United States Government may be assessed
against me if 1 losc such action,

8. [ understand that all information to which | may obtain access by signing this Agreement is now and will remain the property
of the United States Government unless and unti) otherwise determined by an appropriaic official or final ruling of a court of law. Sub-
ject to such detcrmination, 1 do not now, nor will I ever, possess any right, interest, title, or claim whatsoever 10 such information, I
agree that 1 shall return all materials that may have come into my possession or for which I am responsible because of such access,
upon demand by an suthorized represcntative of the United States Government or upon the tusion of my employ or other re-
lationship with the United States Government entity providing me access to such materials. If I do not return such materials upon re-
quest, | understand this may be a violation of Section 793, Title 18, United States Code.

9. Unless and until | am released in writing by an authorized representative of the Department or Agency that last provided me
with access to SCI, | understand that all condi and obligations i d upon me by this Agreement apply during the time  am
granted access (o SC, and at all times thereafter.

10. Each provision of this Agreement is severable. If'd court should find any provision of this Agreement to be unenforceable, alf
ather provisions of this Agreement shall remain in full force and effect. This Agreement concerns SCI and does not set forth such other
conditions and obligations not related 1o SCI as may now or hereafter pertain to my employ by or assi ot relationship with
the Department or Agency.

11. 1 have read this Agreement carefully and my questions, if any, have been answered to my satisfaction. I acknowledge that the
briefing officer has made available Sections 793, 794, 798, and 952 of Title I8, United States Code, and Section 783(b) of Title 50,
United States Code, and Executive Order 12356, as amended, so that I may read them at this time, if § so choose.

pORM
(Rapiuces Form 4193
w4355 .' i)
il pot e wad)
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12. 1 hereby assign to the United States Government all rights, title and interest, and all royalties, remunerations, and

| that have Ited, will result, or may result from any d R or revel not with the
terms of this Agresment.
13. This Agreement shall be interpreted under and in conformance with the law of the United States.

14. 1 make this Agreement without any mental reservation or purpose of evasion.

SIGNATURE DATE

The execution of this Agreement was witnessed by the undersigned who accepied it on behalf of the United States Government
a3 a prior condition of access (o Sensitive Comparimented Information.

WITNESS and ACCEPTANCE:

SIGNATURE DATE

SECURITY BRIEFING ACKNOWLEDGMENT

) horoby ocknowledge thot | wos beiefed on the following SCI Specicl Access Progremis):

{Speciol Access Programs by Initicls Only)

Signature of individuol Briefed Dote Brisfed

Printed or Typed Name

Social Security Number {See Notice Below) Orgonization (Name ond Address)

| cortity that the above SCI accets{es) were approved in with rek SCl procedures ond that the briefing presented by
me on the obove date wat also in occordance therewith.

Signatwre of Briefing Officer Sociol Security Number (See Notice Below)

Prinmted or Typed Nome Orgonization (Name ond Address)

SECURITY DEBRIEFING ACKNOWLEDGMENT

Maving been reminded of my continving abligation to comply with the terms of this Agreement, | hereby acknowledge that | was de-
bristed on the following SCi Special Access Progrom{sh

(Special Access Progroms by Initicls Only)

Signatwe of individuol Debrisfed Dote Debrisfed

Printed or Typed Nome

Sociol Secwrity Number {See Notice Below) Organization (Nome and Address)

1 cortify thot the debrisfing presented by me on the above dote wos in accordonce with relevant SCI procedures.

Signature of Debriafing Officer Sociol Security Number {See Notice Below)

Printed or Typed Nome Organization (Nome ond Address)

NOTICE: The Privacy Act, $ US.C. 522a, requires that lederal ies inform indivi at the time info ‘is solicited from them, whether
the discloswre is mandatory or voiuntary, by what authority such informstion is solicited, and whay uses will be made of the information. idou :;e
Rereby advised that suthority for soliciting your Social Security Account Number (SSNY is Executive Order 9397. Your SSN will be used l‘? c:lliln 'y|
you precisely when it is necessary 10 1) certily that you have sccess 1o the information indicatcd above, 2) determine that your sccess to the in! un'lg bion
indicated has terminated, o 3) certily that you have witnessed a briefing or debriefing. Although disclosure of your SSN i ot mandatory, your failur
10 do s0 may impede such certifications or determinations.
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DD Form 1847-1

SENSITIVE COMPARTMENTED INFORMATION
NONDISCLOSURE AGREEMENT

An AP Between

and the United States

1. lntmd(n tc bc louuy daund. { hcnby accept the obliga-

tions in loa of my being
4 d access 1o ‘- i d within Special Access
Pr hereinal { zo in this Ap as Sensitive
Comp d laf ion. | have been ‘sdvised that Sensltive
[« 4 Inf L ives oc derives from intelligence

sources or methods and s classified or classifisble under the
standards of Executive Otder 12356 or other Execudve order or
mnm [ undsrstand md accnpz that by being granted access to
C d! ion special confid and
trust shall be pllud in me by the United Statet Government.

2. 1 hereby acknowiedge that { have received s security indoc-
uimdon concbm&nl the asture md womm:n of Sensitive

to be
lollomd iu lmmlnln: whlum omor pmenl e whom I con-
this | have been app d lor ac-

cest to it, and I und 4 thess proced {und ¢ that'!
may be required o sign ua ap riate acknowledgrheat upon

(Name~Prinied of Typed) (Last, First, Widdle (ARGDH

have received written authorization from the Department or
Agency thu last authorized my 2ecess to Sensitive Compart-
jon that such discl is permicted,

5. 1 understand that the purpose of the review described in
Plumph 4is 1 dvc the Umud States s reasonabls opportunity
the i ion of materials submitted
punuam to paragraph 4 36t forth any Sensitive Compartmented
Information. ! further understand that the Department or
Agency to which [ huve submitted materfals will act upon them,
coordinatdng within the inteiligeace Community when sppropei-

. ate, and make 2 responss to me within a reasoasble time, not to

excesd 30 working days from date of reseipt.

6. 1 have been sdvised that any bresch of this Agreement
may mult in the termination of my access to Sensitive Compart-
don and jon in 2 position-of special con-
fidence and trust requiring such access, as well ag the termination
of my smployment or other reistionships with any Depastment
ot Aunev that provides ms with access to Sensitive Compart-

being granted zcoess to esch category of Sensitive C

mentsd Information. | further understand thst all my obup-
tions under this Agzesment continue to sxist with respect to
such categories whather or not | am required to sign luch anac
knowledgment.

3. 1 have been advised that direct or indlrect unauthorized
diselosure. unauthorized resention, or negligent handling of Sen-
sitive Comparimented Information by me could cause irreparable
injury to the United States or be used to advantage by a loreign
nation. [ heceby agres that [ will never divulge such information
to anyone who is not anthorized (o receive it without prior writ-
ten authorization from the United States Government depart-
ment or agency (hereina(ter Dapartment or Agency) that last
authorized my access to Sensitive C d Informati
1 further und d that [ am obligated by faw and
not to disclose any classified information [n an unsuthorized
fashion.

4. In consideration of being granted access to Scnsmvo Com-
partmentsd information and of being assigned or retained in s
position of spacial confid and trust requiring access to Sen-
sitive Comp d Inf lop; 1 hereby agree to submit for
security review by the Depuumnl or Mtncy that Jast suthor-
ixed my access 10 such inf all i lon of ri
h\dud!n; vorh of fistion, wm:h contain or purport to contain
sy $ [« tion or description of se-
tvitles that producu or refate to Sensitive Compartmented Infor-
mation or that | uu renson to believe are derived from Sensi-
tive Comp i that 1 Iate diselos

to any person not authorized to have access to Sensitive Comn-
partraented Information or that | have prepared for public dis
closure, | understand and agree that my obligation to submit such
information and materisls for review appu“ during the course

af my accest to Sensitive C 4 laf n and there-
After, and 1 agsss 10 maks any required submissions prior te dis-
cussing the lnformation or materials with, or showint them to

(at

horsed digsl

don. In nddmon. 1 have been :dvmd mn any
of § P

tion by me may constituta violations of United States criminal
laws, including the provisions of Sectons 793, 794, 798, 1nd
952, Title 18, United States Code, and of Section 783(b), Title
$0,'United States Code. Nothing in this Agreement constitutes 2
veaiver by the United States of the right to6 prosecute me for any
statutory vialatlon.

7. 1 understand that the United States comnment may seek
any remedy available to it to this A
but ot limited to, applicstion for ¢ court order prohibiting dis-
closure of information in dreach of this Agresment. I have been
sdvised that the sction can be brought against me in any of the
several sppropriste United States Disteiet Courts where the
United States Government may slect to file the action. Court
costs and reasonable attomeys fees incurred by the United
States G may be d sgainst me If | lose such
action.

8. lund d that all {nf ion to which I may obtain
access by sigaing this Agreement is now and will forever remain
the property of the United States Government. I do not aow,
now will | sver, possess any right, interest, title, or claim whatso-
ever to such information. ] agree that § shall retum all materials,
which may have come into my possession or for which 1 am re-
sponsible because of such sccess, upon demand by an authorized
npmemulvn of the United States Goverument ot upon the con-
clusion of iny employment or other refationship with the United
States Government entity providing me access 1o such materials,
121 do aot retum such materials upoa request, I understand this
may be 2 violaton of Section 793, Title 18, United States Code,
a United States eriminal law.

9. Unless and untll 1 am released in writing by an authorized
representative of the Devmmem or Agency that last vmﬁdlﬂ
me with access to Sensiti I

anyone who is not authorized to have access to Sensitive Com-
partmented Information, 1 further agree that [ will not disclose

such information or materiais to any person not
have aceess to Sensicive Compacumsnced Information undl 1

FORM
DD 1847-3
83 JAN

LI

4 d that all the conditions and obligations d upon
me by dus A:mmcnt apply durtn' the time [ 2 xnnud aceess

horized to to$ andat all times there.
after.

TN

L
th—-—---. we men J
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10. Each provision of this Agreement is saverable. If 2 court
should find 1ny provision of this Agreement to be unenforce-
able, all other provisions of this Agresment shall temain (n (ull
foree and effect, This Agresment concerns Sensitive Compart-
mented {nformation and doss aot et forth such other conditions
and obligations nos related to Seusitive Compartmented Informa-
tion as may now or hersalter pertain to my employment by ot
assignment or relationship with the Department or Agency.

11. 1 have read this Agreement carefully and my questions, if
any, have been answered t0 my satisfaction. [ acknowiedge that
the briefing officer has mads available Sections 793, 794, 798,

and 952 of Title 18, United States Code, and Section 783(b) of
Title 50, United States Code, and Exccutive Order 2356, as
amended, so that [ may read them at this ime, i/ { 30 choose,

12. [ hereby assign to the United States Government all rights,
title and interest, and all royaities, remunsrations, and smolue
meats that have resulted, will result, or may result from any dis-

1 , publication, or revelation not i with the terms
of this Agreement.

13. | make this Agreement without any mental reservation or
purpose of svasion.

Sigaatuee

Organization

PAned Typed Name ILast, Flst, Widdie (ricial)

SSN (See Notice Below)

Rank/Grade Date (YY, MM, DD) Billet Number (Optional)

FOR USE BY MILITARY AND GOVERNMENT CIVILIAN PERSONNEL
Witness and Acceptance:

The execution of this Agreement was witnessed by the undensigned who accepted it on behalf of the United States Govemn-
ment as a prior condition of access to Sensitive Compartmented Information.

Signature Ortganization

Printed/Typed Nama (Last. Flrsc, Middis Inltial) Date (YY, MM, DD)

FOR USE BY CONTRACTORS/CONSULTANTS/NON-GOVERNMENT PERSONNEL

Witness:
The execution of this Agreement was witnessed by the undersigned.

Signature Organization

Printed/Typed Name (Last, First, Middle Iniual) Dets (YY, MM, DD)

Acceptance:

This Agreement was accepted by the undersigned on behalf of the United States Government a3 a prior condition of access
to Sensitive Compartmented [nformation. Ne

Signature Organization

Printed/Typed Name {Last, First, Middls Initial) Date (YY, MM, DD)

Notice: The Privacy Act, § U.S.C. 8521, requires that federal agencies inform individuals, a1 the time information is solicited from them, whether the
disclosure is datory or vol y, by what authority such inf fon is solicited, and what uses will be made of the information. You are hegeby
advised that authority (o soliciting your Social Security Ascount Number (SSN) is Executive Otder 9397, Your SSN will be used to identily you prev
cigely when it is necesmary to certify that you have aceess 10 the information indicated above. While your disclosure of SSN is not mandatory, your
atiurz 20 do € may diluy the processing of such sertification.

GPO 395165
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NSA Form G170

Authority to soliclt Soclal Security Numper (SSN) g
KExucutive Oraer 9397, Routing ana sole Wie of the SSN s
to precisely laenlity tne Ingiviqust when necessacy to
gertify access to astional security Intormation, wWnile
disciosure of your 38N is voluntary, your fallure to o so
may delpy Seriifications ang, in s0mse Cases, Drevent original
#ccess 10 national security Information.

7
\

2
I

NATIONAL SECURITY AGENCY

5 W X
0,,,"' -
(.
_ Fort George G. Msads, Maryland  20785.6000
SECURITY AGREEMENT

_ In consideration of being assigned or detailed to, or employed in, or having access to Protected Information at the
National Security Agency (NSA), and recognizing that this assignment, detail, employment or access involves a positior
%f special trust and  confidence involving the national security, | hereby agree to the obligations set forth in thic

greement.

1. have been advised that Protected Information includes information in one or both of the following categarie:
which | obtain as a result of my relationship with NSA:

{a) Classified Information: This category consists of information classified or classifiable pursuant to tt
dards of Executive Order 12356, or any successor order, and implementing regulations. It includes but is not lir
intelligence and intelligence-related information, sensitive compartmented information (information concer
derived from Inulla;gcncc sources and methods), and crzgtolo ic information (information concerning communi
security and signals intelligence) protected by Section 798 of Title 18, United States Code.

{b) Other Sensitive Information: ~This category of Protected Information consists of classifi
unclassified information relating to the organization, functions, activities, and personnel of the NSA. It includes
not limited to the names, titles, salaries, and numbers of persons employed by or detailed or assigned to the NSA
communications security information involving codes, ciphers, and cryptographic systems used by the United
Government or any foreign governments.

| understand that the burden is upon me to determine whether information or materials within my control are
considered by the NSA to be Protected Information, and whether the person(s) to whom disclosure is to be made isfare
authorized to receive it.

2. | understand that all classified and classifiable Protected Information as well as unclassified Protectec
Information regardin}vthe functions, activities, and organization of NSA and numbers and identities of persons e_mplogec
by or detailed to the NSA, to which | may obtain access during the course of my employment or other service with NSA
's and will remain the xroperty of the United States Government. | agree that upon demand bg an authorized
representative of the NSA or upon the conclusion of my empioyment or other relationship with the NSA, | shall returr.
all material contaming such Protected Information in my possession, or for which | am responsible because of such
access, | understand that failure to return such materials may be a violation of Section 793 of Title 18, United States
Code, and may constitute a crime for which | may be prosecuted.

3. 1 affirm my understanding that employment in, or assignment or detail to, the NSA, and access to Protected
Information is subject to the provisions of Public Law 88.290 and Public Law 86-36, the National Security Agency Act
of 1959. | further understand that the unauthorized disclosure of Protected Information may invoke the crimina!
sanctions prescribed by one or more of the following statutes - Sections 793, 794, 798, or 952 of Title 18, United States
Code, and Section 783 of Title 50, United States Code.

4. | understand that any breach of this Agreement by me may result in termination by the NSA of my employment
In, or my assignment or detail to, NSA and/or my access to Protected information. The NSA may, in accordance with
applicable law, including Public Law 88-298, terminate my employment in, or my assignment or detail to, the NSA, of
may withdraw my access to any or all Protected Information at any time it determines such action to be in the interest
of national security.

5. 1 agree not to discuss matters pertaining to Protected Information except when necessary for the prope:
performance of my duties and only with persons who are currently authorized to receive such information and have ¢
need-to-know,

6. 1 agree that | will report without delay to an NSA security representative the details and circumstances of any
possible unauthorized disclosure of Protected Information or of any unauthorized person obtaining or attempting 1c
obtain Protected Information.

POMM G170 NSV SEP 08
NEN: 7540-FM-001-0088

(over)
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7. | agree that | will submit for security review in accordance with NSA/CSS Regulation 10-63, "NSAJCLS

-slication Review Procedure,” all information or materials, including works of fiction, that | have prepared for

.. disclosure which contain or purport to contain, refer 1o, or are based upon Protected Information, as defined in

Laragraph 1 of this Agreement. | understand that the ternt “public disclosure” includes any disclosure of Protected
Information to one or more persons not authorized 1o have access 1o it. In addition, | agree to: '

(a) Submit such Information and materials for prepublication review during the course of my employment or
other service with the NSA and thereafter;

{b) Make any required submissions prior to discussing the information or materials with, or showing them to,
anyone who is not authorized to have access to them;

{c) Not disclose such information or materials to any person who is not authorized to have access to them until
| have received written authorization from the NSA that such disclosure is permitted; and

(d) Assign to the United States Government all rights, titie and interest and all royalties; remuneration, or
emoluments of whatever form that have resulted, will result, or may result from any public disclosure of Protected
Information not consistent with the terms of this Agreement. :

I understand that the purpose of the prepublication review procedure is to determine whether material
contemplated for public disclosure contalns classified or classifiable information and, if so, to give the NSA an
opportunity to prevent the public disclosure of such information, | also understand that disclosure of unclassified
Protecied Information may be affected by other applicable Ie’.pl restrictions including, but not limited to, government
contractual obligations, the exemptions of the Privacy and Fresdom of Information Acts, and the National Security
Agency Act of 1959. | understand that the NSA is obligated pursuant to this agreement and in accordance with the
terms of NSA/CSS Regulation 10-63 to conduct the prepublication review in a reasonable time, to consult as necessary
with me through the review process, and to provide an opportunity for me to appeal initial review determinations. | also
.understand that, as is necessary to conduct my personal affairs, and unless specifically informed to the contrary, | may
reveal unclassified information as to where | am employed, assigned or detailed, the generic nature of my employment,
assignment or detail in accordance with the descriptions provided for in Annex B to NSA/CSS Regulation 10-11,
“Release of Unclassified NSA/CSS Information," and the amount of salary | receive in connection therewith. |
understand that | should exercise discretion and care in revealing such information and that by releasing such informa-
tion, | have not violated this Agreement.

8. In addition to other conditions imposed on me as a result of my employment or other service to the NSA, |
agree to:

(a) Notify the Office of Security, NSA, of any unofficial foreign travel which I contemplate during the period
of my employment, assignment or detail to the NSA;

{b) Accept such restrictions on unofficial foreign travel as may be deemed necessary to prevent unacceptable
risk to the national security, to the NSA, to personnel associated with the NSA or to Protected Information.

9. | understand that each of the provisions in this Agreement is severable, i.e., all other provisions of this
Agreement will remain In full force should it be determined that any provision of this Agreement does not apply to me
or is unenforceable. | also understand that if | am a member of a military service, | assume by this agreement only the
obligations not imposed by a similar government non-disclosure agreement which | may have signed as required by my
military department.

10, | have read this Agreement and my questions, If any, have been answered. | acknowledge that the briefing
officer has made available Sections 793, 794, 798, and 952 of Title 18, United States Code; Section
783(b) of Title 50, United States Code; Public Law B8-290; Section 6 of Public Law 86-36, the National Security
A&ency Act of 1959; pertinent sections of Executive Order 12356, or any successor order; and NSA/CSS Regulation
10-63 “NSA/CSS Prepublication Review Procedures,” so that | may read them at this time, if | so choose. I understand
and accept that unless | am released in writing by an authorized representative of the NSA, this Agreement applies
during the time | am granted access to Protected Information and at all times thereafter, and applies to all categories of
Protected Information to which | may be granted access.

WERATORE MIL. SERV./RANK  GORNG. IV, GRADEK OnG.

TYPED OR FRINTED NAMK SERIAL OR SOCIAL SECU NU

THE EXECUTION OF THE AGREEMENT WAS WITNESSED BY THE UNDERSIGNED

BIGNATURE PRINTED NAMK DATE

e
FORM G170 REvV SEP 88 —~ PAGE 2
KSN 7540 F14.001.0068
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NSA Form G170B

Autharity te soticit $ocial Security Numoer
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TRy ‘abty Sartiiachans snde s same Dosve, mravemt Sromr
. N SOMe Cases, pre:

Accass te Aationsl security information,  provent orlging;

NATIONAL SECURITY AGENCY
Fort George G. Maade, Maryland 20755-6000

CONTRACTOR SECURITY AGREEMENT

In consideration of being granted access to Protected Information under 2 U.S. Government agency contract and
recognizing that this access s subject to statutory requirements and penalties and involves a special trust and confidence
involving the national security, | hereby agree to the obligations set forth in this Agreement.

1. } have been advised that Protected information includes information in one or both of the following categories
which | obtain as a result of my relationship with NSA:

(a) Classified Information: This category consists of information classified or classifiable pursuant to the
standards of Executive Order 12356, or any successor order, and implementing regulations. It includes but is not limited
to intelligence and intelligence-related information, sensitive compartmented information (information concerning or
derived from intelligence sources ond methods), and cryptoiogic information (information concerning communications
security and signels intelligence) protected by Section 798 of Title 18, United States Code.

(b) Other Sensitive Information: This category of Protected Information consists of classified and
unclassified information relating to the organization, functions, activities, and personnel of the NSA. It includes, but is
not limited to, the names, titles, salaries, and numbers of persons employed by or detailed or assigned to NSA and to
communications security information invalving codes, ciphers, and cryptographic systems used by the United Srates
Government or any foreign governments.

| understand that the burden is upon me to determine whether information or materials within my con
considered by the NSA to be Protected Information, and whether the person(s) to whom disclosure is to be mac
authorized to receive it.

2. | understand that all classified and classifiable Protected Information, as well as unclassified Pr
Informatien regarding the functions, activities, and organization of NSA, and numbers and identities of
employed by or detailed to the NSA, to which | may obtain access hereafter, is now and will remain the propert; «. w.
Jnited States Government. | agree that upon demand by an authorized representative of the NSA or upon the
conclusion of my authorized access to Protected Information, | shall return all material containing such-Protected
Information in my possession, or for which | am responsible because of such access. | understand that failure to return
such materials may be a violation of Section 793 of Title 18, United States Code, and may constitute a crime for which
| may be prosecuted.

3. 1 affirm my understanding that disclasure of Protected Information is subject to the provisions of Section 6 of
Public Law 86-36, the National Security Agency Act of 1959, which protects from disclosure information pertaining
to NSA, its organization, personnel and activities. | further understand that the unauthorized disclosure of classified
information may invoke the criminal sanctions prescribed by one or more of the following statutes - Sections 793, 794,
798, or 952 of Title 18, United States Code, and Section 783 of Title 50, United States Code. ’

4, | understand that any breach of this Agreement by me may, in accordance with applicable law, result fn
termination by the NSA of my access to any or il Protected Infarmation at any time it determines such action to be in
the interest of national security.

5. 1 agree not to discuss matters pertaining to Protected Information except when necessary for the proper
performance of my duties and only with persons who are currently authorized to receive such information and have 2
need-to-know.

FORM Q1708 REV MAR ST
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{Continued)

6. 1 agree that [ will report without delay to my company security officer or to a security representative of NS
the details and circumstances of any possible unauthorized disclosure of Protected Information or of any unauthorized
person obtaining or attempting to obtain Protected Information.

7. 1 agree that | will submit for security review in accordance with NSA/CSS Regulation 10-63, “NSA/CSS
Prepublication Review Procedure,” all information or materials, including works of fiction, that | have prepared for
public disclosure which contain or purport to contain, refer to, or are based upon Protected Information, as defined in
paragraph 1 of the Agreement. | understand that the term “public disclosure” includes any disclosure of Protected
Information to one or more persons not authorized to have access to it, In addition, | agree to:

(a) Submit such information and materials for prepublication review during the course of my employment or
other service with the NSA and thereafter;

{b) Make any required submissions prior to discussing the information or materfals with, or showing them to
anyone who is not authorized to have access to them;

{c) Not disciose such information or materials to any person who is not authorized to have access to them unti
| have received written authorization from the NSA that such disclosure is permitted; and

(d) Assign to the United States Government ail rights, title, and interest and all royalties, remuneration, or.
emoluments of whatever form that have resulted, will result, or may result from any public disclosure of Protected
Information not consistent with the terms of this Agreement.
¥ I understand that the purpose of the prepublication review procedure is to determine whether material
contemplated for public disclosure contains classified or classifiable information and, if so, to give the NSA an
opportunity to prevent the public disclosure of such information. | also understand that disclosure of ‘unclassified
Protected Information may be affected by other applicable legal restrictions including, but not limited to, government
contractual obligations, the exemptions of the Privacy and Fresdom of Information Acts, and the National Security
Agency Act of 1959. | understand that the NSA is obligated pursuant to this agreement and in accordance with the
terms of NSA/CSS Regulation 10-63 to conduct the prepublication review in a reasonable time, to consuit as necessary
with me through the review process, and to provide an opportunity for me to appeal initial review determinations.

8. In addition to other conditions imposed on me as a result of my employment or other service with the NSA, |
agree to:

(a) Notify the Office of Security, NSA, of any unofficial foreign travel which | contemplate during the period
of my employment, assignment or detail to the NSA;

{b} Accept such restrictions on unoffical foreign travel as may be deemed necessary to prevent unacceptable
risk to the national security, to the NSA, to personnel associzted with the NSA or to Protected {nformation.

9. ! understand that each of the provisions in this Agreement is severable, le., all other provisions of his
Agreement will remain in full force should it be determined that any provision of this Agreement does not apply to me
or is otherwise unenforceable. | also understand that this Agreement applies to me even though | may have executed a
similar government non-disclosure agreement.

10. | have read this Agreement and my questions, if any, have been answered. | acknowledge that the briefing
officer has made available Sections 793, 794, 798, and 952 of Title 18, United States Code; Section 783(b) of Title 50,
United States Code; Section 6 of Public Law 86-36, the National Security Agency Act of 1959; pertinent sections of
Executive Order 12356, or any successor order; and NSA/CSS Regulation 10-63, "NSA/CSS Prepublication Review
Procedures,” so that | may read them at this time, if [ so choose. [ understand and accept that unless | am refeased in
writing by an authorized representative of the NSA, this Agreement applies during the time | am granted access to
Pratected Information and at all times thereafter, and applies to all categories of Protected Information to which I may
be granted access.

SIGNATURE COMPANY/NSA SFOMNIDR

TYPED OR PRINTED NAME BTRIAL OR SOCIAL SECURITY NUMBER

. THE EXECUTION OF THIS AGREEMENT WAS WITNESSED BY THE UNDERSIGNED

SIGNATURE PRINTED NAME DATE

FOAM G1708 REYV MAR g7 NSN:7540-FM-001-2991
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Addendum to Standard Form 312 and Form 4355

ADDENDUM

Pursuant to the Treasury, Postal Service and General
Government Appropriations Act of 1991, the following language
shall be incorporated into and considered a part of the
attached nondisclosure agreement:

*"These restrictions are consistent with and do not
supersede conflict with or otherwise alter the employee
obligations rights or liabilities created by Executive Order
12356; section 7211 of title S, United States Code (governing
disclosures to Congress); section 1034 of title 10, United
States Code, as amended by the Military Whistleblower
Protection Act (governing disclosure to Congress by members of
the military); section 2302(b)(8) of title 5, United States
Code, as amended by the Whistleblower Protection Act (governing
disclosures of illegality, waste, fraud, abuse or public health
or safety threats); the Intelligence ldentities Protection Act
of 1982 (50 USC 421 et seq.){(governing disclosures that could
expose confidential Government agents), and the statutes which
protect against disclosure that may compromise the national
security, including section 641, 793, 794, 798, and 952 of
title 18, United States Code, and section 4(b) of the
Subversive Activities Act of 1950 (50 U.S.C. section 7B3(b)).
The definitions, requirements, obligations, rights, sanctions
and liabilities created by said Executive Order and listed
statutes are incorporated into this Agreement and are

controlling.”
Signature Date
Witness Date

(398043)
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